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ITepidnyn

Tig televtaieg dekaetieg, 1 poydaion avartuEn Tov dradiktoov petéfare plikd Tig avOp-
TILVEG KOLVWVIEG, Héow piog TANOOPAG YNeLark®dv epopproy®V, OL OTTOLES, 6T GUVTPLITTLKY TOUG
TAELOYN@la, TPOCPEPOVTAL AITTO TOPOXOVG LINPECLOV LITOAOYLOTLKOD VEPOULG, akoAovBdvTag
TNV Ap)LTEKTOVLIKT] TTeAATN-eELTTNpeTnTY).

MoAovoTt avtd to povtédo vAomoinong €xet amodetyBel Wiaitepa Aettovpyiicd ko €xet Pe-
TiwOel a€looTpelwTa avd Ta XPOVLA, 1) GUYKEVTIPWOTLKY TOU AOYLKT] cLVOJEVETOL ATO Pict GELPA
npofAnuatwv. Ilpotov, ol xprioteg kahobvTol va epmiotevhoV T TPOoSWILKA ToLg dedopéva o€
pio e€wtepikr) ovrotnta. Exelvn, dtatnpdvtag tov mAnpn éAeyyxo i auTtodVv, artokTaeL Tn dvva-
TOTNTO Vo To emeEepyaleTat, vor To SLopolpaleTo ko vo T AOYOoKpiveL, eiTe ylo va eEVTnpeTroeL
TOL GUHPEPOVTA TNG, €lTE YL Vot GUHHOPPWOEL e dAAeg apyEég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLdlel 1 eyyonon tng dwbecipotntag twv dedopévav, kKabwg, ave Tdoa oTiypn, o efumn-
peTnNTNG prtopel v artoovvdebel yior aadpLoto xpovikd diaaTnpo Kot AGY® TOLKIAWY aLTLOV, OTTMG
Kaolag kuPepvoeniBeong 1 KATOLAG PUGLKNG KATACTPOPTC.

Avtol eivou pepuicot Baoikoi AdyoL Tov cuveTéAec oy TNV ToXelar avATTTUEN EVOG GLVOAOD KoL~
VOTOH®V AOYLGHLIK®OV ovoLyToV kodika, ta omoia facilovtal oe texvoloyieg 0wg to blockchain
Ko o dikTua OpOTIHWV KOPPwV. Ta mapamdve, av kal fplokovial oe GXETIKA TPOLHO GTASLO,
amoteAoV 1101 Lo VP epyadeior SNHULOVPYLNG KATOUVEUNHEVOV KOL OTTOKEVTPWHEVOV EQPUPHOYDV.

210X0G NG ToPoLong SITAWHATIKNG epyaciag eivat 1) AOTOINOT PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) oTrolct, ELOTOLOVTAG TEXVOAOYLIEG ATTOKEVTPWOTNG, apevog Oar emoTpEPEL TNV
KUPLOTNTA TV TTPOCKOTLKOV dedOPEVWVY GTOV XPNOTH), a@eTépov Ba mapéyel T duvatotnTa die-
VEPYELXG SLPAVOV ONUOKPATIKOV YNPoPopldv. Avtd péca o€ éva TAaiolo avlekTikd, T060 o€
oQAApaT KoL eTOEcELG, OG0 KoL G& TOMELPES AOYOKPLGLOG KO TTOPAITOLNGTG.

H avamntvuyBeica mrotikn epappoyn «Concordia» mpoceyyilel ToV TOpATave 6TOXO GULV-
dvalovtog Tig Texvoloyieg Ethereum ko IPFS, dote va opicel évav amokevipwpévo Ynelokod

XDPO, TOGO € APYLTEKTOVIKO OGO KOl TOALTIKO emtimedo.

AéEerg-Kherdra: Amoxevtpomoinor, Ethereum, Blockchain, E€vmtvo Zuvpfodato, Amokevtpwpévn
Egappoyn, IPFS, OrbitDB, React, Redux, Jenkins



Abstract

In recent decades, the rapid growth of the internet has radically changed society, through a
plethora of digital applications, the vast majority of which are offered by cloud computing service
providers, following the client-server architecture.

Although this implementation model has proven to be highly functional and has improved
significantly over the years, its centralized logic is accompanied by a number of problems. Firstly,
users are required to trust their personal data to an external entity. Maintaining full control
over them, the latter gains the ability to process, share and censor them, either to serve its own
interests or to comply with other authorities in power. Furthermore, there is no guarantee of
data availability, as, at any time, the server can be disconnected indefinitely and for a variety of
reasons, such as a cyber attack or a natural disaster.

These are some of the key factors that have led to the rapid development of a wide range of
innovating open source software, that are based on technologies such as blockchain and peer-to-
peer networks. The aforementioned technologies, although at a relatively early stage, are already
powerful tools for creating distributed and decentralized applications.

The goal of this thesis is the implementation of an autonomous social platform, which, by
utilizing decentralization technologies, on the one hand will return the ownership of the data to
the end user, on the other hand will provide transparent democratic voting processes. These in a
context resistant to both faults and attacks, as well as attempts at censorship and falsification.

The developed proof of concept application “Concordia” approaches the above goal by combin-
ing Ethereum and IPFS, in order to define a digital space, that is decentralized both at architectural

and political level.

Keywords: Decentralization, Ethereum, Blockchain, Smart Contract, Decentralized Application,
IPES, OrbitDB, React, Redux, Jenkins



Evyaplotieg

e avto 1o onpelo Oa Bédapie va evyaploTioovpEe eYKapdia OAOLG ekeivoug Tov cuvEPaAdav

OTNV EKTTOVNOT) TNG TAPOVOAS EPYATING:

« Tov emPAémovta kabnynt pog, k. Anudkn Xproto, yio tnv gukatpio Tov pag édwaoe va
aoxoAnBoolpe pe To cLYKEKPLHEVO BEpX KoL TNV EUTLGTOG UV TTOL HoG €0eLEe ot TNV apxM

péXpL TO TEAOG.

« Tn NwkoAai8ov Mehiva, yix tn oxediaon Tov AoydTumou Thg eQappoyTg ko T Snuiovpyio
NG TAELOYNPLOG TV GXNHATWV TOL EYYPAPOU.

« Tig okoyéveleg koL Tovg PIAOLG pag, Yo TNV apépiotn nbkn kot VAT vroothpEn mov

pog tpocépepa kb’ OAN TN SLEPKELX TV CTOLSOV HOG.

« O évag tov GAAov, Yo TNV GPTLOL ETKOLVOVIA KOl cLuvepYaoia, Kabdg KoL yiow TNV vo-
HOVT] KOl TNV ETTLHOVT), XXPOAKTNPLOTIKE KaOOPLOTIKNG ONHACLOG Yo TNV €MLTUXT Topeio

NG SLTAWUATIKTG.
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Kep&Aato 1

Elcaywyn

1.1 Tevik&

H oApoteddng avamtu€n tou Stadiktdov dtoapdppwae éva odokaivovpylo Tomio oe kabe Topéa
™G avBpdITLIYNG dPAsTNPLOTNTAG, TAPEXOVTOG EVa avopiBunto TANB0C epappOy®V Kol LTI PE-
owwv. Ta péoa KovwVIKNnG SLKTOWOTG, TO NAEKTPOVIKO TayLOpopeio, 1| YngLokr ewdnceoypapia,
0 SLOPOLPACHOG ALPXELWDV KOl OL VITNPEGLEG TTOAVHEG WV PONG, AITTOTEAODV HOVAY L OPLOHEVA OLTTO TOL
OTHOVTIKOTEPA - KOL TTAEOV AVOTOGTIOGTA - KOHHATLOL, TTOL GLVOETOLY TNV Yn@Loky) TTUYT TNG
o0LYYPOVNG KoONUEPLVOTNTAC.

Katd x0pLo Aoyo, To povtéAo ov akoAovBolv oL Tapastdve TeXVoAoyieg eival avtd TG op-
xlrektovikng meAatn-eEumnpetnty (client-server architecture) ko Tpocpépovron amd mapdyovg
LINPEGLOV LITOAOYLETIKOV VEPOULG (cloud computing service providers). Avtod onpaivel 6TL oL cta-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwodnkevon twv dedopévwv
(storage) ko To TPWTOKOAAO emkOLVWViNG (communication protocol) vAomotodvtan emti evog G-
ykevtpwtikot (centralized) mAouciov, k&tL ov Tovg Tpocdidel oplopéva a€loonpeiwta TAeove-
KTApoTo (T EVKOALA AVATTTUENG, GUVTHPNOTG KOL OTTOCPUAUATWOOTG).

TIG péPEG HOG, WOTOCO, Tapatnpeital TapaAANAa pio Téon Snplovpylag eQoPROYDOV TOL
ak0AOVOOVV ATTOKEVTPWTIKA PHOVTEAX AELTOLPYIOG, GTX OTTOl0L TO processing Kot To storage Koto-
VépovTaL o€ v 6UVOAO KOPPwV oL emikotvwvoLy opodtipa. Evtog, Aowrdv, avtng tng téong, ava-
nruccovtal e Toxelg puBpole didpopa AOYLIGHLKE, T 0TTola GUVOETOLY EVaL VEO, ALTTOKEVTPWTLKO
olkoo Vo TN AvTo TTepLhapPhvel, HETOED AAAWV, TOGO KALVOTOHX TPWTOKOAAa arodrkevong Se-
dopévwv (m.x. IPFS), 660 koL TAat@oppeg avATTUENG Kol EKTEAECTC ATTOKEVTPWIEVOV EPAPHOYDOV

(7t.x. Ethereum blockchain).



1.2. Ilepi amoxévipwong Kegpahaio 1. Ewcaywyn

1.2 Ilepi amokévipwong

Av KoL 0 OpOG «ATOKEVTPWOT)» YPTCLLOTOLELTOL EVPEMG GTNV EMLOTHHN TWV LITOAOYLOTOV
Kol 0T vanroomovopmd (cryptoeconomics), cuVBwG 0pileTol APKETA ACAPDOG. TNV TPOLY-
HOTIKOTNTO 1) OTOKEVTPWOT (1], AVTIGTOLY®, O GUYKEVIPWOTIONOGS) HITOPEL Vo OPLOTEL €Tl TPLOV
Eexwplotov a€OVwV, oL 0ToloL Elval o€ YEVIKES YPOUHEG aveEXPTNTOL O évag atd Tov GAAov.[2]

Avtol éxouv wg e&ng:

@) APYLTEKTOVIKN QUTOKEVTPWOT): ATtd TOGOVG PUGLKOVS LITOAOYLOTEG ATTOTEAELTAL £VOL G-

otnpo; ITocot amd avtodg PIopovv, ava TR GTLYRT, VO XAAAGOULV Kol eKeivo va avTéEet;

B) IHoMtwkn amokévipwon: [Ioco dtopa 1} opyoviGHOL EAEYYXOUV TOUG VTTOAOYLGTEG ATTO TOVG

omolovg atoteleital To GOOTNH;

7) Aoywn amokévipwon: H Siemagr) ko ot dopég dedopévwv Tov cuGTHHATOG pHoLd{ovV Te-
pLocOTEPO pe Evar HOVOALOLKO arvTLKELpEVO 1) Vol AHOPPO G VOG; Av, dnAadr, To choTNHX
(cupTepApPPaVOPEVOV TOV TAPOX WV KL TOV XPNOTOV) «KOTEL 6T pécT)», O cuveyicouv

Ta OO0 PGA VO AELTOVPYOVV TTANPWG WG oveEAPTNTEG HOVADEG;

TN mopaderypa, to BitTorrent eivon amokevipwtikd wg tpog 6Aovg Touvg oveg, eved éva CDN
(Content Delivery Network), eivot povo apyitektovikd kot Aoy, oupot eAEyxeToL od KAwoLo
etaupeio. Puotkd, ) évvolo propet vor yevikevBel ko vor PLAGLE Yo ATOKEVTPWOT) PG emtLxeipnong
(ovvnBwg TARpwS cLykeVTPwTIKN) 1§ plag YADooog (6LVvhBwg TANPWS ATTOKEVTPWTLKT).

H emloyn tng Sopng evOG GLOTHHATOG WG TTPOS TNV ATOKEVTPwOT] Tov Paciletal oTIg ekd-
OTOTE AVAYKEG KL GTOVG GTOXOVG TOV. MEPLKA LoY VP TAEOVEKTIHALTOL TTOV JLATVTTOVOVTL GUY VAL

YLOL TOL ATTOKEVTPWTIKA LG THHATA elval Ta e€NgG:

« Avoyxn oe o@aApata: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUCTNHOATX Elval ALYOTEPO TIL-
Bovo va amotdyovv tuyaia, eneldn Pacilovton oe ToAAG EexwploTtd otolxeior Tov eivor

amiBovo Vo TPOoVCLAGOUY GPAAHOTO TLTOX POV

+ Avtoyxn ot embéoeig: To k0oTOG piog emibeong, mov €xel WG GTOXO TNV KATAGTPOPT) 1) TOV
XELPLOHO EVOC OUTOKEVTPWTIKOD GLGTHATOC, elvat TTOAD ok pLfo. Avtd cupPaivel emeldn) dev
VTTAPYEL KOITOLO ViGN TO KEVTPLKO oMpeio 6oL var propet va tporypotomotnOet pio erti-
Beon, 1 omola va €xel KOGTOG TOAD YapnAOTEPO otd TO OLtKovopLkd péyebog Tov meptPa-

AOVTOG GUGTHHATOG,.

+ ATOvoio XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £Var LOAVLKO TTOALTIKA ATTOKEVTPWHEVO
olOoTNpa oL Xprjoteg de XpeldleTal Vo eUmLoTEDOVTOL KAITTOLXL KEVTPLKT) ap)XT] Yot TNV €TTe-

Eepyaoio kot tnv amobrkevon twv dedopévwv.

ITa «xpumtoolkovopLké» etval 1) TPaK Tk eMGTAHUN TN SNULOLPYING KATAVEUNHEVOY GUGTHUATWY, oL LLOTN-
TEC TV OTOlWwV eEATPAALOVTAL e OLKOVOULKG KIVITPO, EVE OL OLKOVOLKOL TOUG HXOVIOHOL ELVaL KPLTTTOYPOUPLKE

eyyvnuévor.[1]



1.3. Oplopodg tov mpoPARpaTog Kegpahaio 1. Ewcaywyn

+ Avtiotaon oe ovpmotyvieg: Eivat moAd o d0okoAo ylo TOUG GUHHETEXOVTEG GE QUITOKE-
VIPWHEVA CUGTHHAT VOL GUVEPYXGTOVV YLOL VAL EVEPYTIGOLV HE TPOTTO TTOV VO TOUG WPENEL

o€ Papog AAAWV GUHPETEXOVTOV.

ISwaitepa T TeAevTaio ypovia, mapatnpeitol pice €VTovn avaykr LAOTOLNGTG ATTOKEVTPWHE-
vov epappoyov (decentralized applications), ot omoleg, Tépa atd TAL APYLTEKTOVIKA TAEOVEKTH-
HOTO TTOV TG Xopok T pilouV (1T.x. 6TafepOTNTaL, ACPAAEL, EMEKTACPUOTNTA), UTTOGKOTOVV GTNV
EMLTEVEN TOALTIKNG ATTOKEVTPWOTNG. AVTO TTNYAleL TOGO ATTO TNV ALVALYKT) TTPOXGTILOTG TOV OPYX DOV
OV KATUOTPATIYOOVTOL OTOV To OeJOPEVA LITAYOVTAL GTOV EAEYXO KAITTOLOG KEVTPLKNG dLaryeipl-
ong (1m.x. TG eAevBepiag Tov AOYOU, TNG AVOVUIING KoL TG WOLWTIKOTN TG TOL XPHOTH), 0G0 Kol
aTd TNV AVAYKN SMHLovpylag SLadIKAoLOV OV KIToUTOVY eYKLPOTNTA Kot QLOEVTIKOTNTA, OTMG
o6cwv oyetiovtal pe tnv avtodiayeiplorn kot TNV dpeon dnpoxpatio. Q¢ AOYEL0 TOV TOPL-
OV, HITopoLV va BewpnBoiv oL Aeyopeveg amokevIpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1 DAOs), ot omoieg amoteAoOV pia popery ocKYOKpocnKr']gE opy&vwong

Baoiopévng oe Texvoloyieg amokévipwaong kat, kupiwg, oto blockchain.

1.3 Oplopog tov mTpoPANpATOG

Ou mepiocotepeg dradedopéveg mAaTPOppeg emkovaviag (kowvwvika diktva, mailing lists,
forums x.4.) eival wg el TO TAEIGTOV CLYKEVTPWTIKNG HOPPTG, TPAYHX TO 070l0 KabloTd ava-
ykaio tnv Omapén KeVIPLKOV opydV oL var TLG dtxelpllovtal KoL Vo TG GLVTNPOUV.

[Mopd T BeTIKG TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT) AOYLKT] EVOG TETOLOL GUGTHHATOG
aPevVOG oLVOSEVETOL QUTO TTOLKIAQL LELOVEK THHALTA TEXVIKNG PVGEWGS (ALPXLTEKTOVIKOC GUYKEVTPWTL-
OHOQ), peTéPOU eyeipel coBapoic TPOPANHATIOROVG GXETIKA HE TH) JLOLXELPLOT) TWV TTPOCKITLKMOV
deSOEVWV TV XPNOTOV o0 TIG KEVTPLKEG apXEG (TTOALTIKOG GUYKEVTPWTIONOG). Tar Pacikodtepar

amd Ta Tapontdve B prropovcav va cuvoPteTovy wg eEng:

« EM\ewfn aopdherag: Ta tpocwmikd dedopéva twv xpnoTtov pmopei vo vitokAortovv eEot-

Tlag kamolag kuPepvoemnifeong.

« EM\ewfn draBeoypotntag: To cOOTHHA PITOPEL VAL OTAHATIOEL VAL AELTOVPYEL TTPOCHPLVA

1 HOVIHLOL Yla TEXVLKOUG, OLKOVOULKOUG 1) VOHLKOUG AOYOUG.

« EM\ewfn gpmiotootving: O kevpikég apyég €xovv tn duvatdtnta v mapokolovfovv
Toug Xproteg, va drofalouvv, 1} okOpa KoL vor dLoeppEovy TOL TPOCWITLKE TOLS dedopéva ev
ayvola Tov teAevtainv. Ot de xprioTeg de SLaBETOLV KAVEVOLY TPOTIO |l TOV OTTOLOV VO PITO-

povV va TIG epmiotevBoiv pe PePatdTnTar.

20 6pog «aryokpatia» (algocracy) avagépetar oe evalhakTikég pop@ég StakvBépvnong mov Pasilovron ot
xprion adyopibuwv.[3]
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1.4. 210)X0G TNG SITAWHATIKTG Kegpahaio 1. Ewcaywyn

« 'EAAewdm eyyonong tng avbevtucodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VoTOTNTO Vo TPOomomototv to dedopévar katd POOANGCT), KATL TTOL €XEL WG TOTEAEGHA VoL

HNV LTTGPXEL EYYDNOT WG TTPOG TNV ALOEVTIKOTNTA TV 00wV PAETOLV OL XPNOTEG.

« EAAew)m eyyonong g eAevbepiag tov Aoyou: Ot kevrpikég apyég Exouv tn duvatdtnta
v Aoyokpivouv ta dedopéva, eite PACEL TV CULPEPOVTWV TOVG, eite PACEL LTTOYPEDOCEDY

TOLG TTPOG TPLTOVG.

EmutAéov, 0mwg yivetal goavepd, oL adLVaiES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVXL TO
KoOLoTOOV aKATAAANAO VO TTapé el 6TOVG XPTOTEG ALOEVTIKEG KOl ETMKUPOCLHEG ONHOKPATIKEG
dradikaoieg. Tétolov eidovg dradikacieg popel va eivor ord atAég Ynpogopieg, péxpL cvVOeTeg

Sradikacisg avtodioyeipiong g TAATPOPHAG.

1.4 310x0¢g TNG SIMA®WUATIKNG

2TOX0G TNG TPoLOAS IUTAMHATIKNG epyaciog elvat 1) dnplovpyic pioG ALTOVOUNG KOLVWVL-
KNG TAATQOpHAC, 1) omoia, Bacllopevn oe Texvoloyleg amokévipwaong, Oa Aettovpyel aveEaptnTo
Ao KEVIPLKEG OPYES, TTAPEXOVTOG OTOVG XPNOTEG TNG AN PN eAevbepior Tov Adyov KoL KLPLO-
T entl Twv dedopévwv toug. IapdAinia, B moapéyxel T dvvaTOTNTH SLEVEPYELAS LVOVUHOY
Kot aLOEVTIKOV YN@opopLdV, €V SUVAEL LKAVOV VAL ATTOTEAEGOUV £VX EYKUPO, ERTTLOTO KO CHEGOL
dnpoxpatikd Prpo APng amopaoewy.

H proof of concept (PoC) epappoyn mov avortiyxdnke yia tnv enitevEn T0L TAPATAV®D OTO-
Xov ovopdleton Concordiall ko Aertovpyel pécw evOg GLUVOLAGHOD AITOKEVTPOTIKOV TEXVOAO-
yuov. ITio cvykekpyéva, 6Tov ene€epyacTiKd TUPHVA TNG KOl GOV GTHELD AVaPOPAG aELOTTOLEL TO
Ethereum blockchain, eve yia tnv amoBnkevon tov peyodbtepov 6ykov Twv deSopEVHV X pTGLILO-
nolet To IPFS péow tng OrbitDB. H 8¢ diemapn) tov ypriotn vAomoteital pe cOyyxpoveg peboddovg

web development c¢ JavaScript (React, Redux k.&.).

1.5 MeBodoloyia TG SIMAWHATIKAG

Evavopa g mapodoog epyociog amoTéAess 1) TapaTnprioT) TNG APXLTEKTOVIKAG SOHNG TV
oVYXPOVOV SLASLKTUOKOV EYAPHOYDOV KOL 1) AVAYKT) dLEPEVVIONG TOV EMTTOCEDV TNG GTOV Te-
Ao xpriotn.

Apyiké, opicTnke pe cagrvela to mpoPinpa (Evotnta 1.3) kau 0 6TdY0C TS SUTAOPATIKAS

*H Concordia eivon 1 0eé g apyaiog Popaikrg Opnoxeiog mov mpocwmomolel Tnv opdvola. Ttnv eAAnviki
puboroyia tavtieton pe n BedtnTar Opodvora 1) ) Bedt Appoviar.
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1.6. Tumoypopikég mopadoxég Kegpahaio 1. Ewcaywyn

(evotnta 1.4), Aapfdvovtag TNV armdQACT) Vo TePLOPLOTEL GTOV TOPEX TWV PEGWV KOVWVIKTAC St-
KTOWONG Kot TNG Ynelokng Snpokpatiog.

3TN GLVEXELX, TTPAYHATOTTOLONKE EPELVAL TOL XOPOL TWV ATTOKEVTPWHEVHOV TEXVOAOYLOV KO
Eekivnoe n dradikacio tng oxedlaong NG eQaPHOYNG, HEGW TNG EMLAOYNG TOL HOVTEAOL TNG Te-
XVOAOYLKNG oTolfag Kol TOLv KATAAANAOL AoyLoptkoD yia kK&Oe eminedo tng.

AxohovOnoe n dadikacio vAomoinong g mAotikng TAat@oppag Concordia, pe 6TOXO vou
KOTAOTEL O AP LKOG GXESLOGHOG TTPOLYHATOTOLGLHOG.

Télog, e€NxOnoav cupmepaopota kot dSotuONKoY TOVEG HEAAOVTIKEG ETTEKTAOELS YLO TNV

EQAPHOYT).

1.6 Toumoypagikég mopadoxég

To TapoVv Eyypowo amoTu®veTaL pe T Ypoppatooelpd Linux Libertine O evep YO TO KOPPA-
TLOL KOSLKAL X PI|CLHOTTOLELTOL T Hackd. To péyeBog Tov kuplwG KeEVoU eivar 12pt ko To diaoTiyod
TOU eivorl eTaLENHEVO TOL TTPOKABOPLGHEVOL KT TO ULV YL AVEST) KATA TNV OVAYVQOOT).

Katafaileton n péyriotn dvvartn tpoomddela yia tn xprion eAANviK®©V 0pwv, 6oL avTo €l-
VoL EPLKTO, HE TOVG AVTIOTOLYOVG OYYALKOUG Vo Toug cuvodebovy oe akOAovBeg mapevOéoerg. Ta
ELOAYWYLKA TTOV Y PTCLULOTTOLODVTAL Elval T SLTAX YOVI®dN (« »), TOGO Yo EAANVIKODG, 0G0 KoL
yla EeVOYAwGGOUS XOPOKTNPLOROVG.

Emniong, apiBpodvron emti tng cLVOALKNG EKTAONG TNG ePYOTiog Ol Ae{AVTEG TOV GXNHATWV
KOl TOV TILVAK®V, Ol DTTOGT|HELOCELG KOl OL BPALOYPOPLKEG AVOPOPES, e TIG TEAEVTALES VO TTOPAL-
Tifevton 6T0 TEAOG TOL EYYPAYPOUL.

Téhog, emonpaivetal OTL 1) GLYYPAPY TNG AVAPOPAS TPAYHATOTOLONKE GTO NAEKTPOVLKO
tunoypagiko cvotnpa EIEX. O mnyaiog tng kodikog propet v Bpedel oto avtictoryo amobetn-

PLO KOALKA TNG UTAOHATIKNG spyocciocga.

1.7 Opy&vwon ke@oalainv

H topodoa SUTAOPATIKY EpYOGLO OPYAVOVETOL GE KEPAAOLA, EVOTNTEG KOIL VTTOEVOTITEG, OTTWG

avté Statvmdvovran ota [epiexopevd,.

ITo cvykekpipéva

« To eloaywyikd EXEL WG KEVTPLKA Bépata TNV avdAvoT Tov OPOL «TTOKE-
vipwon» ([1.2), v meprypagn tov mpopAfparoc (1.3) ko v mapovsioon Tov oTOHKOL

‘https://libertine-fonts.org/
Shttps://sourcefoundry.org/hack/
®https://gitlab.com/ecentrics/thesis-report

12


https://libertine-fonts.org/
https://sourcefoundry.org/hack/
https://gitlab.com/ecentrics/thesis-report

1.7. Opyavwon kepolaiwv Kegpahaio 1. Ewcaywyn

g epyasiog (L.4).

To oxetiCeton pe o Bewpntikd voPabpo, To omoio meptAapPavel OAeg TIg
€VVOLEG TTOVL €lvoll QTaPaALTNTEG YLt TNV KATAVONOT TV dladlkaol®dv Tng oxedlaong Kot
NG LAOTOLNONG TNG EPAPHOYNG. ATTOPTILETOL QUTTO ELTAR EVOTNTEG, GTLG OTOLEG LVAADOVTOL
G eTAPKT] AETTOPEPELX OL GLVAPTHTELS Katakeppatiopot (2.1), n acdppetpn kpumtoypa-
pia (2.9), Ta 86vdpax Merkle (£.3), tax Sixtva opdtipwv kopfov (£.4), to blockchain (2.3), to
Ethereum (2.6) xou to IPFS (2.7).

310 mepLypapetal 1) dradikacio tng oxedloong Tng epappoyng. ZuYKeKPLHEVA,
Eexvéer pe T cOANYN e 8éag (B.1),tnv emdoyn g Texvoroyikiic otoifag (B.4) ko v
napovsiaon g peBodoloyiag g oxediaong (B.3). Zuvexilel pe Tov oplopd TwV KaTHYO-
ptov v xpnotev (B.4), twv anaitioewv Adoyiopikod (B.5) kat twv cevapidv xpriong (B.6).
K)eivel pie TIC evoTnTeg TNG apyLtektovikt oxedioong (B.7) ko tne mpodiaypagric peddSov

vAOTOINGTG Kot XPovoTpoypoppaticpod (B.8).

210 avoAvetou 1) dradikacio vAomoinong tng mAotikng epappoyng Concordia.
Apyiké yivetaun pia meprypagry Tng pefododoyiag mov axorovdrdnke (1.1), kabog kot Twv
texvoloytodv ov xpnopomoiOnkay (1.9). Ztnv evomnta k.3 mapoveialetar n apyirekto-
VIKT] TOL TTePLBAANOVTOC avAITTLENG KoL TNG EPUPHOYNG, HEGW TNG AVAALOTG TwV cuVBe-
TIKOV TOVG OTOLYELWV KaL TOL TPOTOL 1oL ekeiva dtaovvdéovtal. Emerta, emtonpaivovrot
T TpofAjpaTa ov pofkuay kath T avéartuEn (1.4) ko, Tedikd, Tapovsidlovral Ta
VAOTTOLNHEVA XOPAKTIPLOTIKA TNG EQPUPHOYNG, KOOGS Kol oL SLapopEG AVAECK GTOV G)XE-

Sraopd ko TV vAomoinon (4.5).

Y10 Kegpddato 5 Siatvmdvovran ta cupmepbopata g epyaosiag (6.1) ko mpoteivovra
opiopévec mbavég peAlovtikég emektaoeic (6.9).

To Mapaptnuo Almepiéyel oTiypotuma 006vng Tng LAOTONPEVNC EQAPROYTG.

To Map&ptnua BlmepilapPvel mivakeg pe 6TATIGTIKE GTOLXEIX TOL OvaTTUYOEVTOL KO-

Skt

Télog, mapatifevron ot BifAioypagikég avapopéd mov ypnoipomoldnkay 6To Keipevo.
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KepaAaro 2

OewpnTikd VLOPabdpo

2.1 2ZuvapTNoElg KATAKEPUATIGHOD

O kpumtoypapikéc ocvvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLK1) KaTnyopiot cLVAPTICEWY KATAUKEPHATIOHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULILTOYPAPLL.
Amote oV poBnpatikég cuVaPTHOELS TTOL dEXOVTAL WG £lc0do dedopéva Tuyxaiov peyéBoug ko

emLoTpéPovy oLpPoroceLpég aTabepo prjoug.

Tuxaio péyebog X1aBepb PNRKog
Mnvupa Hash
TR0 > S 7793b6852948517d
............................ d8bA2904F85933¢ea

............................ €B0198b1

Mn avTioTpéyiun diadikaacia

Zynpa 2.1: Aaitovpyia ovvapTnonG KATAKEPUATIONOU

OL TYéG TTOV ETLOTPEPEL T) GLUVAPTNOT) KATAKEPUATIGHOD OVOPALOVTOL TIHES KATOKEPHATLOHOD
(hash values, digests 1} autAd hashes). Mio ldavikt] KpLUTTTOYPAPLKT] CUVEPTNOT) KATOUKEPHATIGHOD

éxeL TG e€Ng Paoikég dLoTNTES:
« Eivou vreteppuviotikn, dniadn 1 idia elcodog mapayetl mavta tnv idia €é€odo.

« Eivou pn avtiotpédipn, dnhadn eivor mpaktikd avé@ilkto va vtoloylotel 1) elcodog dedo-

péVNG pLog e€6S0v.

« Eivouw apgppovoonpovn (1-1), Snradn ce d00 dixpopeTikég L6OSOVE AVTIGTOLYOVV TAVTOL

dv0 evtedag droupopetikég €EodoL.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

« Eivai amodotikn, dniadn o vitoloyiopog tov hash omolacdnmote etcd6dov eivor yprjyopoc.

.......... > 1904 e9c7 8e09 ¢db51 8830

KOUAEIG COU EVAI HOU “TaVE | --vrvevee- > A K 7 i

AOUAEIG CoU €ival You ‘nave
VO KPUBEIG TATPOTATWY | ovveeeene >
KaBIEPpWHEVWV.

.......... > 49ef abc3 e4fa adB8a bb6b4
4574 54ec cc22 45b4 988¢

AoUXeIG ooy eivar Yoy “nave
VA KPIVEIG TATPWTATWY | wooeeeee >
KABIEPWUEVDV.

.......... > 2395 8676 2637 Adef 5d54
9d25 78e6 ab67 c¢cd3 a06f

Zynpa 2.2: Hapdderypa Aeitovpyiog cUVAPTHONS KATAKEPUATIONOU

Mia o6 TIG ONHOPLAEGTEPEG OLKOYEVELEG KPUTTTOYPAPLKOV AAYOPLOHOV KaTOKEPUATIOHOD €i-
vou owtr] twv Secure Hash Algorithms (SHA), n ool tepthapfaver tovg SHA-0, SHA-1, SHA-2
kot SHA-3.

2.2 AodvppeTpn kpuntoypapia

H aotppetpn kpuntoypapio (asymmetric cryptography) rj kpumroypagia Snpociov kAetdLov
(public-key cryptography) amoteAel kpumtoypagikd cvotnpa tov Paciletal atn xprion evog Lev-
youg kAediiv (key pair), tov dnudéoiov (public key) ko Tov idiwtikot (private key). Avtd to kAetdud

elvor poOnpoatikd ovvdedepéva wg e€ng:
+ To 1duwTKd kAeldi de popei va mpok el yvwpilovtag to dnpoctd tov.
« 0,1t kpumtoypapnBei amd to éva popei vo aokpunttoypopndet povo amd to dAAo.

H dnpovpyio evog Cedyoug kAeldiov emituyyavetal pécw piog yevvrTplog kAediov (key gen-
eration function), 1 omoia ypnoomnotei eidikovg alyopibpovg (m.x. RSA), dexodpevn wg eicodo
évay Tuyalo aplBpod. Amo ta mapoyOévta kAewdid, To dNpodcLo yvwotonoleital oe TPLTOVS, EVE TO

LOLWTIKO TAPOPEVEL HUGTLKO.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

7 = >

/T> . Anpo6oio KAeIdH
\ 7/ Anpocionoinon
B~ o€ TpiTou
(58834D85E734F8 | oo > Q‘ - pres
Meydhog Tuxaiog apiBu6g 7 | N T

Zynpa 2.3: Hapaywyr acUppuetpov Jevyovg kAeidiv

O xpnotng pmopel va ypnopomotrjoel Ta kA&l yiox d0o Pacikodg okomoig:

a) T voo ok putToypa@roeL VoAt AAADV XPNOTOV, Ol OTTOLOL T KPULILTOYPAPNCOLY
XPNOHoTOLOVTAS TO dNpocto kAeWdi Tov. Me avtdv ToV TpOTo e€toalileTan 1) EPMIGTEL-

tucotnta (confidentiality).

B) T v vtoypdafet YnerLakd Evor PVopa, KpLumToypap®vtag to hash twv dedopévwv tou pe

10 WL0TKd Tov kAewdi. ETol, 0 mapadimtng Tov pnvopatog propel péow tg Anebeicag

Ynpiaxrg vroypaeris (digital signature):

i. Na emaAnBedoel Tnv THLTOTNTA TOL ATOGTOAEN, TTOKPLITTOYPAPO VTS ETLTUX OGS TNV
ynelokr vroypor pe o dnpooto kAewdi tov tedevtaiov. EEacparileton étoL 1) mi-

otomoinon (authenticity) tng mpoélevong twv dedopévwv.

ii. Na emPeforcdoet 0TL TO prjvupa éptace avarloiwTto, epodcov to hash twv dedopévwv
ovprintel pe to hash evtog g Ymerakng vroypagpng. Me avtdv Tov TpoTO e€acpot-

Alleton ) akepototnTa (integrity) twv dedopévaov.

Me tov cUVOLACHO TV TAPATAV®, AéHe OTL dDO XPTOTEG PITOPOVV VA ETTLKOLVOVODV HETOED

TOUG He Kpurroypapnon an’ daxpn o akpn (end to end encryption).
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2.3. Aévdpa Merkle Kepdhoto 2. Oewpntikd vofabpo

@)
> Kpuntoypdgnon
> €= > [
............................... A82F6CT8 A82F6CT8
i Function ﬁ
AnooToAéag Hash UE I1310TIKS KAEIDI Wnolakn V
Aedopéva AnocToAéa unoypaen
Kpuntoypdonon \
\/ e Anpooio KAEIDT Wneiakd
MapaArintn Ynoyeypappéva
% . Aedopéva
MapaAnnTtng a
Anokpuntoypdonon

Kpuntoypagnuéva
Aedopéva > l482F607sﬁ' ......... ﬁ> 78376078

: Wniakn pe Anpéolo KAeIdf Hash
i AnokpunToypdenaon unoypaen AnocToAéa .

HE [810TIKO KAEIST @ """"""""" > v
MapaAinTn Wnoiakd Hash ?
Ynoyeypappéva [ =——— | T Functlon """""""""" > —
Aedopéva .
Aedopéva @

EEaopdAion
niotonofnong Kai
akepaidTNTag

Xy 2.4: Kpvrroypdpnon an’ dkpn o dkpn

Mia tpocéyyion otnv kpuntoypopior SNUOcLov KAEWSLO0 eival 1) KPLTTTOY PP EAAELTTIKNG
koprtoAng (Elliptic-Curve Cryptography 13 ECC). H ECC Paocileton otnv alyePpikn dopr twv
EALELTTIKOV KOUTUAGV o memepacpéva medio kot vmepéyel tng non-EC kpumtoypapiog, ko-
0cg emTpémer Tn dnpovpyic PikpdTEP®VY KAEWOLOV pe toodvvapn aopdela. Eva ad ta tpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omoiog xpnoipomoteiton
yla Tnv Yneakt vroypogn dedopévav kot amotedel 1o EC-avéoyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry Sopr} dedopévwv, 1 omoic
anaptileton o) amd eOAMx (leaf nodes) wov mepiéyovv hash oo block dedopévwv ko f) amd aA-

Aovg kopPoug (non-leaf nodes) wov mepiéyovv ta hash tng cuvevdroewv twv hash twv Buyatpikodv
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2.3. Aévdpa Merkle Kepdahaio 2. Oeswpnrtikod vofabdpo

TOVG. 2TNV KopLYT) ToL dévdpou Ppioketal o pilikdg kKOpPog pe to Aeyopevo root hash.
H mo cuvnBiopévn vlomoinon eivon to dvadukd (binary) dévdpo Merkle, to omolo mepihoy-
Baver dvo Buyatpikotg kopPoug (child nodes) k&tw amd k&Be yoviko (non-leaf) xopPo, ko eivan

QLTO TTOL AVOAVETOL GTT) GUVEXELOL.

Root Hash
Hash A
hash( ¥
Hash B
A A
Hash A Hash B
Hash /A1 Hash B1
hash( # hash( ¥
Hash A2 Hash B2
A A A A
Hash A1 Hash A2 Hash B1 Hash B2
hash(DY) hash(D2) hash(D3) hash(D4)
A A A A
D1 D2 D3 D4
Data blocks

Zytiua 2.5: Hapdaderyua Svadikov Sévdpov Merkle

To Merkle tree emitpémovv v amodoTikt] Kol ac@AAT) eTOANOEVOT) TWV TEPLEXOUEVOV TTOV
ovrikovv oe 6eT dedopévev peydiov peyéfovc. H PBaoikr dotnta eivar 0TL yia k&Be oet dedopé-
VoV utapyeL akplPag éva Tlovo dévdpo, To omolo de yiveton va TpomomoinBel ywplg vor aAA&EeL
Tavtodxpova Kot to root hash.

Etol, péow twv Aeyopevov Merkle proof, propotpe:

+ Noa arogavBotpe eqv kamola dedopéva avrjkovv oto 8évdpo, vtohoyilovtag (Yo To ekd-
otote leaf node) hashes mAnBovg avaroyov tov AoyopiBpov Tov cuvoAlkod aptBpot Twv

QOAWV.

« Na amodelovpe GUVORTIKA TNV EYKLUPOTNTA EVOG TUIHOTOS KATTOLOL GET dedOPEVWV, XWPLG

va ypelaotel vor arofnkedoovpe 0AOKANPO T0 cUVOAO dedopévwv.
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2.4. Aiktva Opotipwv Koppov Kepdahaio 2. Oeswpnrtikod vofabdpo

« Na dtacparicovpe Tnv eyKupOTNTA EVOG CLYKEKPLHEVOL GUVOAOL OedOUEVWV EVTOG eVOG
peyalbtepov 6OVOAOV, Xwpig va xpetactel v ammokalveOel To mepleyopevo omotovdnmote

ek TV dvo.[H]

2.4 Aiktva Opotipwv Koppov

To Siktva opoTIHeVY KOpPwv 1} Peer-to-Peer (P2P) networks amotedovv pio katavepnpévn op-
XLTEKTOVIKT) SIKTOWV, Ol GUPHETEXOVTES (KOPPOL) TNG omolag pHolpAlovTal Ve TUHH TOV TOPWV
TOUG, He GTOXO TNV ToPoxN kdmolag vrnpeoiag (m.x. Tov diapolpacpd meptexopévov). Ev avtifé-
o€l e CLYKEVTPWTLKG SikTua TOTTOL client-server, ot kopPol (nodes) éxouvv amevbeiag tpocPact
oTOVG TOPOLG, XWPIg TN dtopesordPnon evdidpeswv ovtotnTeV. Ol GUPPETEXOVTES EVOG TETOLOD
duktvov eivar, dnAadn, TavTdYX POV, TOGO TAPOYOL, OGO KL ALTOVVTEG TOV TOPWV KL TNG TOPE-

XOpevNng vnpeciac.[6]

L]

i - -

2.
J—F— &2 &
)

l=|:|
H:l

\
7
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AT

/\

HLI
HL]

AL
HLI

ApxiTekToVIKA client-server ApxitekTovikn P2P

Zynpa 2.6: Apyitextovikés Siktiwv client-server kai P2P

To P2P network pmopotv va xywprotovv oe do katnyopieg:

« Zta «Kabopa» (Pure) P2P network, ota omoia 1oy et 6TL 1 apaipeon evog Tuyoiov kOpPou

a6 to diktvo Sev mpokalel kdmolo TPOPANHX GE ALTO.

o Zta «YPptdika» (Hybrid) P2P network, oto omoiot cuppetéxouv emumAéov Kot KeEVIPLKEG

OVTOTNTEG, TUPEXOVTOG ATTUPALTNTA TUNHOATX TWV TTPOTPEPOREVOV VI PECLOV.

Ao €00 koL 670 €€NG, edv dev avaépeTal pnTd 1) Katnyopio kamotov P2P network, Oa ev-

voeltal OTL aviKeL TNV TPOTT).
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2.5. Blockchain Kepdahaio 2. Oeswpnrtikod vofabdpo

2.5 Blockchain

To blockchain oroteAel pia dravepnpévn dnpooia oetpd dedopévwv, ov datnpel Evav ofie-
TAPANTO WG TPOG TO LGTOPLKO TOL kKatdhoyo (immutable ledger) Ynerakdv cuvarrayodv (digital
transactions) evog ayaBol (asset), m.x. evog vopiopatog (currency 1) token). Ilepiypaonke yuo
TPATN Popd To 2008 o évar dtopo (1) pict opdda avBpov) pe To Yevddvupo Satoshi Nakamoto,
amoteAdvVTag T fdon tov kpurtovopiopatog (cryptocurrency) Bitcoin.[[7]

Aopukod otoryeio Tov blockchain eivot To prrhox (block), To omoio epiéyel pio opdda Eykvpwv
OLVAAAAY®OV TTOL €XOLV KATAKEPHATLIOTEL Kol KwdikomolnOet oe éva dévdpo Merkle, to hash tov
TPOTYOUHEVOL MITAOK Kot pepLKk& arkOpo petadedopéva (.. nonce, timestamp). ‘Etol, k&Oe véo
HTTAOK «delYVeL» 0TO TTPONYOUHEVO TOL pécw Tov hash, emiPeParwdvoviag Tnv akepordtnTd TOUL,
e to SradeyOpeva pThok vo oxnpatifouv teAlkd pio advoida, péxpt To apyLtkd PITAOK, TO 0molo

elva yvwotd wg to prthok yéveong (genesis block).

Block b

Header

Version

Genesis Block b -1 Block b +1
block OCKD - Difficulty oc
N Previous block N
Header XX - Header Header hash P Header (XX
A A A
Transactions Transactions Transactions

Transactions

Tx #1

Tx #n

Zynua 2.7: Blockchain w¢ advoida amd block

Qg mpog TNV kvpLOTNTA €Mt avtov, To blockchain Guvﬁewg dev eléyxetal amd kAol Ke-
vTpky ovtotnTa, alld Satnpeiton artd éva dnpodoro P2P Siktvo. O koépPor (nodes) Tov diktdov
OUHHOPPOVOVTOL CLAAOYLKA HE €va TPWTOKOAAO cuVaivesTg (consensus) yLot TNV €TLKOLV@VIo
KoL TNV emkOpwon véwv prdok. o mtapadetypa, oto Bitcoin, To consensus emituyydvetol HEGK
evog Proof of Work (PoW) adyopiBpov, 6mov ot kopfol (miners) avtoyovifovtot o évog tov G-

Aov yux To otog Ba Aboel TpdTog éva aOvOeTo ahyoptBpLcd TpoPfAnpa mov cvoyeTileton pe To

"Yripyouvv kou kémoteg vAomooelg iwtikev blockchain mov, 6pwg, 8¢ Oa pag anacyoAfcouvy.
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exkaotote block. Avtog mov Ba ta katapépel emiPpaPevetar yio TNy ene€epyacsTikn Lo\ TOL dot-
avnoe pe éva tocd otd bitcoin. Exelva eivat ev pépet véa vopiopata tov kofovtal 1) «e€opvcoo-
VToL» eKelvn T oTLypr) (01wg opileton ammd To TPwTOKOAAO), aAA& kot dca TéAN (fees) katéBoarov
oL KOPPOL Ylol VOl TTPALYHOTOTIOL|GOVV TIG GLVAAAQYEG TOL prtAok. AEilel va onpelwBel Twg dev el-
vou avaykaio vo Stabétel kaveig oAokAnpo to blockchain (to omoio eivon Waitepa oykddeq) -
dNAadn évav TARpn KOUPO - yLor va eTLKOLVOVHOEL e TO SIKTLO, XAAQX OpKEL VO XPTGLHLOTTOLTEL
évav light node ov anhd va avapetadidel Tig emtBuuntég cuvarlayég.

H devBuvorodotnon oe éva blockchain emitvyydvetan a€lomoldvtog tnv kpumtoypopio 8-
pocov kAeldov. To mpwtdkoAro Tov ekdotote blockchain opilel évav alyopiBpo yia tnv ma-
paywyn Cevyov kAewdiov (.x. ECDSA oo Bitcoin). To dnpocio amd avtd opilet tn dievBuvvon,
€V TO LOLWTLKO TTAPAPEVEL HUGTLKO, VIO TNV KOTOXT TOL XpNoTrh. Me avtd Tov TpOTTOo ITPoKLITEL
éva pak Tk aveE&vTAnTo mAR0og OV éykupwv dnpdciwv dievbovoewy (. 2% yix to
Bitcoin), oTig omoieg oL xproTeg pmopodv va GTEAVOLVY Kal va Aop&vouy Toc& TOUL eKAGTOTE
Kpurtovopiopatog. Ia tnv amootoln evog mocsov, dnlwvouvy to fee mov embupodv va kata-
BaAovv ko vtoypa@ouvv v emBount cuvaddayr pe to Wiwtikd tovg kAewdi. H cuvadlayn
avopetadidetal 6o dikTLo KO Tapopével oTo transaction pool péxpig 6Tov va yivel amodekth
Kol va oupepiAneBet oto emdpevo block.

Amo tex vkt okomid, To blockchain propel v OewpnBel wg pio pnyovn katactdoewv foaot-
opévn oe ocuvallayég (transaction-based state machine). AnAadn, Eekivaer amd pio apyikn ka-
taotaon (genesis state), ) omoio Tpomomoteitan otadiakd pe k&Oe block, kot mepthopfaver avi

TOoQ OTLYHN TIG OLeVBDVOELS e TO TOOK TWV VOULOPATMOV TTOV TLG VTLETOLYOVV.

Block b+1
transactions

Block b
transactions

Zyripa 2.8: Blockchain wg pnyavy kartactdoewv

SOpPGV e TNV avélvon e evotntag [1.4, To blockchain eiva apyITEKTOVIKG Kot TOAITIKE
QTOKEVTPWTLKO, kaB®OG Oe drabétel dopikd K&molo KevTpLKd ornpeio amotuyiag, ovTe eAéyyxeToL
oo kamolov. QoTtdc0, elval AOYLKA GUYKEVTPWOTLKO, POl LITAPYEL Pl KOLVE otodeKTr KOTA-

OTOOT) KOl TO CUGTNIX GUHTEPLPEPETAL HOKPOTKOTILKX WG EVOG EVINLOG VITOAOYLOTHC.
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2.6 Ethereum

>

4

Zytiua 2.9: Ethereum logo

To Ethereum eivou éva dnpocio blockchain avoiytod kddika pe eyyevéG KPLTTTOVOULGHX TO
Ether (ETH). [Tapéyel pict TPOYPOHPATIOTIKT) TAATPOPHA e eVowpaTopévn pia Turing-complete
YA®GGA TPOYPAPPATIGHOD, TTOL pitopel vor xprotpomonfel yia T Snplovpyilor AmoKeVTpOLE-
vov epappoyov (Decentralized Applications 1) DApps) péow g xpnong «£€umvev ocupfolainv»

(smart contracts).[§]

2.6.1 Aoyapiaxopoi

>to Ethereum blockchain ot Aoyapiacpol amotelodv ovtdtnTEG OL OMTOLEG PITOPOVV Vor O¢-
xovtat, v kpatovv kat va otélvouv ETH kou token, koBog kar vo aAAnAemidpovv pe smart
contracts.[9] Xwpilovtal e dVo katnyopieg: 6Tovg Aoyaplacpots eEwtepikng Katoxng (exter-
nally owned accounts 1} EOAs) kot otovg Aoyapracpots cupforainy (contract accounts).

O1 Aoyoprocpol e€wteplkng katoxng Snplovpyolvtal Ywplg KOGTOG Kal eAEYXOVTOL HECW
LLOTIKOV KAEWLOV. MTopoV va tpaypatomolody povo cuvarlayég petapopdc ETH 1 kéurotov
token.

AT TV GAAN, oL Aoyaplacpol cupPoArainy amatody Kamolo k66Tog Snpovpyiag, Kabng
XPNOoomolovy aofnievtikd xwpo ent tov blockchain, evd edéyyovtan amoxAelotikd amd Tov
K®OSLK& Toug. Ot GLVAAAAYEG TTOV TPAYHATOTTOLODV TPOG AAAOVS AOYOPLAGHOVG Elval HOVO Goty
avtidpaon oe pio eloepyOpevn cuvalloyr, 6twg opilel o kOdkag Tov smart contract Toug.

ITio avadvtikd, To medio Tov drabétovv o1 Aoyapiacpol oto Ethereum eivon tox e€ng:

+ To nonce: évag petpnThg oL VITOJELKVVEL TOV APLOPO TV ATEGTUAALEVWV GUVOAAY®OV TOL
Aoyaplocpov. Avtd Stcpalilel OTL oL GLVAAAXYEG dleKTTEPALOVOVTL HOVO pia POpa. e
évay Aoyaploopd cupfolaiov, avtdg o aplBpog avtutpocswetel Tov aplbud Twv cupfo-

Aaiwv mov dnpovpyndnkav amd exeivov.

« To balance: To moc6 oe ETH mov Siadétet o hoyaplacpdg, petpnpévo oe wei (1 ETH = 108

wei).

+ To codeHash: é¢va hash mov avagépetar otov k®dika Tov Aoyaplacpot (contract code).
Eivar yapaktnpiotikd tov Aoyoplacpov cupforainv (6tovg Aoyoplacpong eEnteplkng
katoxng eivor hash piog xkeviig ovpforocerpdc) ko, oe avtiBeon pe ta dAla media, apdTOL

oploTel Topapével apetdfAnTo.
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« To storageRoot: To root hash tov dévdpov Merkle Twv amoBnkevpévwv dedopévwv Tov smart

contract, epocov TpoKeLTAL Y évav Aoyaplacpd cupforaiov (8e yprnotpomoteital oe Ao-
YOPLXGHOUG eEWTEPLKNG KATOXTG).

H Snpovpylia Twv Aoyaplaop®Y eTLTUYYXAVETOL HEG® TNG TTaPoYwYNG £VvOG (ebyoug KAEWSLOV,
akromotdvrag tov ECDSA (BA. evotnta R.7). ‘Etor, to 18uw0Tikd kAedi xpnopomoteitar yior v
vIoYpa@ovTaL YNELokd oL cLVOAAYES, eved To dnpodoto opilel tn dnpodoia dievBuven Tov Ao-
yoplaopoo (eival tng popeng «0x + ta 20 teAevtaia bytes Tov Keccak-2568 hash Tov dnpociov
KAELOLOU»).

Katd xopro Adyo, oL xprjoteg mapdyovv kot dtayelpilovtot Ta O Tk KAEWOLX TV Aoyoplo-
op®V e€wTeplkng katoxng pécw evog moptopoAlot (wallet). Ta wallets amoteAoOv epappoyég, o
omoieg detyvouv to balance tov Aoyaplocpot kot opéxovy T duvaTOTNTH ATOGTOANG/ ANYMG
ETH xou token a6/ e avtdv. Oplopéva TpoToPOALX TPOCPEPOLY TTEPALTEP® AELTOVPYLES, OTJHA-
VTIKOTEPT] €K TV OTOLWV €lval 1) dlcBVOIEST) TOL AOYOPLAGHOD HE XITTOKEVTPWHEVES EQUPUOYEG.

Enti tov mapdvtog, o o Stadedopévo TopToPOAL TETOLOL TOTTOL eival TO MetaMaskE.

2.6.2 Smart Contracts

Me Ay Aoy, T smart contracts ammoteAoOV UTOVOHX KOHHPATLO KOOLKQ, T OTTolo elva
amoOnkevpéva oo blockchain ko evepyomotovvral pécw cuvariaywdv. KAnpovopotv 1diotnteg
tov blockchain, 6mwg tn drapdveia (transparency), tnv emainBevopotnta (verifiability) ko tnv
apetoPfAntotnra (immutability).

Eva tapdderypo tng kabnpepvotnrog mov propel v topopotacdel Aettovpytkd pe smart
contract eivor o avtoépatog TwAntrg[10]. Evag avtdpatog TwAntng opiletor wg éve avtdvopo
HNxGvnpe Tov darvépel oyl 1) Topéxel vnpecieg, Otav elooyBel o ALTOV KATOLO XPTHATLKO
1000 Ko emhexOel éva StaBéoipo mpoidv. Ot ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VoL
EKTEAOVV GLYKEKPLEVOLG KAVOVEG, TTOL Bar pmopooay va oplotolVv o éva cUPPOAto. Me opoto
TpOTO, o¢ éva smart contract prropovv va kwdikomoinBovv avbaipeteg cvvaptnoelg petdfoong,
EMLTPETOVTOG T dnpLovpyic piag TANOOPAG ATTOKEVTPWHEVWVY EQAPHOYDOV.

Onwg mpoovapépbnke 6TV LITOEVOTN T , Ta smart contracts evtdocovton e contract
accounts koL rottovv TV KatofoAr TEA®V yia T dnpovpyia Toug, apov X peLdleTol vo eYypa-
Yovv emi Tov blockchain tov kdduka ko T apy Lk dedopévar Tovg.

EmutAéov, o kddikag Toug evepyoroteiton povaya otav dexBovv pia éykvpn cuvaAdayn oo
K&molov GAAov Aoyoplocpod (eite e€wtepikng katoxng, eite ovpPforaiov). H cuvallayn avtr
ERTTEPLEXEL, TTEPQL ATTO TO ATOLTOVEVO fee, Evat GUVODEVTIKO PNVUHA e TTANPOPOPLEG TYETLKEG [LE
TN cvvaptnon mov mpénel va ektelectel. H 8 ouvaptnon propel va mpaypatonolel motkideg
SLUPOPETLKEG EVEPYELEG, OTIWG TNV AVAYVMOGT] KXL TNV EYYPAPT] GTNV ECOTEPLKT artobnKevoT, TNV

TPOYHATOTOLNOT) VEOV CUVAAAAY®OV, 1), AKOHQ, TN dnpovpyla VE®V cUpfoAxiwy.

80 Keccak-256 amote)el Tov kxpumtoypogticd alyopidpo xatakeppatiopod mov xpnoiponostital oto Ethereum.
Ipodxerton yio tov adydptbpo SHA3-256 mpiv tnv tumomnoinot) tov amd to NIST.
*https://metamask.io/
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H obvta&n twv smart contracts yiveton katd fdon oe YA©ooeg vPnho0 emmédou kat, GUykKe-
KpLpéva, otig Solidity, Vyper ko Feld, [Ipwv v eyypaen tovg oto blockchain, petayAwtriovron
oe bytecode epunvevoipo and v EVM, 1 omoia eiva vtevOvvn yia tnv amobrikevon ko tnv ekTé-

Aeotj Tov (BA. vToevoTNTA R.6.5).

2.6.3 DApps

O1 DApps oto okoocvotnpa Tov Ethereum eival e@oppoyég ot omoieg suvdvalovv smart con-
tracts ko frontend Uls. Eivou vreteppuiviotikég, Turing-complete ko exteAoOvToL atopovepéve
otnv EVM.[9]

Iépa a6 T BeTied xopakTnpLotikd Twv DApps mov avadtdnkay otnv evotnta [L.4 (avoyr
o€ CQAApATA, avTOXT o€ eMOETELG, TOLOLX AVAYKNG EKXDPTONG EPTLOTOCVVNG, AVTIOTUOT) CE
ovpmatyvieg), ta Ethereum DApps diaxBétovv emumAéov OAa Tae mAeovektipata Twv blockchain
Kol Twv smart contract, 0wg pndevikd downtime, TANpn akepatdTnTR dedopévwy Ko emainBev-
OLJT) CUUTEPLPOPA.

Qo1600, Yapaktnpilovtor kot od pio oelpd aEloonHel®TOV HELOVEKTNHATOV, OTTWG TO TTaL-

POKAT®:

« Avckolio ocvvtripnong: Zvvinpodvtal SUCKOAOTEPR ATTO TIG CUYKEVIPWTIKES EPAPHOYEG,

e€autiog TG opeToPANTOTNTOG TOL KWK KoL Twv dedopévwv et Tov blockchain.

« EmPapuvon anodoong: Ynapyel tepaotia emiPapuvveon amddoong (performance overhead)
Kot 1) KApdkwon (scaling) eivo oAb d0okoAn, KaBdg amonteito amd 6AovG TOLG KOPPOLG

Vo eKTEAODVY KoL vor otofnkebouv OAeG TIG GUVOAAYEG.

« Jupeopnon ductvou: Enti tov mapdvtog, To dikTuo propel va eme€epyactel povo mepimov 10-
15 cvvadayég ava devteporento. Eav ol cuvalayég amootéAAovtat pe tayOtepo pubpod
amd avtov, Ba avfavovtar TapdAAnAa kot ol pn emPePolopéveg CUVOAAXYEG TTOL OVOLE-

VOULV VO EKTEAEGTODV.

« Kok epmerpia xprotn: Enti Tov mopdvtog, eival S00K0AO yLor Tov HEGO TEALKO XPHOTN Vo
aAAnAemdpdoel pe to blockchain pe evkoAio ko ac@ddeta, kKaBwg amontovvTaL EVEPYELEG
OTWG 1) EYKATAGTAOT) ELOKOV epyareinV yio TN dtaeovvdeon pe avtod, ) dnpovpyio wallet, 1)

dropOAaEn Tov WiwTikod Tov kAedov kot 1) TpocsOnkn ETH yia tnv eE69Anomn twv teAdv.

Iop’ Aot T peLtoveKTHATA, T OTTOlo PHETPLALOVTOL [E TOV KoLPO HEGK GLVEXWDV ovooOpi-
CEWV TNG TAATPOPUAG, VITAPYEL NN EVA VPV PACHA EYAPHOYDOV TTOL PITOPOLV Vo LAoTTOLHovV
oto Ethereum, aflomoiovtag ta toxyvpd Tov mAeovekTnpato. Ol epUPUOYES AVTEG PITOPOUV VO

SwakplBolv e Tpelg kaTnyopieg:

VB, avtictoiya https://soliditylang.org/, https://github.com/vyperlang/vyper kou https://
fe-lang.org/
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) OKOVOULKEG EPAPHOYES, OL OTTOLEG TTALPEXOVV GTOVG X PNOTES LOYXLPOVG TPOTOULS droxeiplong
Kot cOVONG CUPPAGEWV X PNCLHOTOLOVTOG TA XPHHATE TOVG. ALTO TEPIAOPPAVEL LTTOVOpL-
OHOTA, XPTHOTOOLKOVOHLKA TTopAY®YX, GUHPACELS avTIoTAOHLoNG KIVODVOU, TOPTOPOALX
amotapievong, dabnkeg KoL kOO KOl OPLOUEVES KT Yopleg cLPPacewy epyaciog TAN-

poug KALpoKag.

B) Hpi-owcovopikég e@oppoyég, Oov epmAékovTon Xprpata, aA X 1) AeLTovpyio TOVG epTte-
préxer mapdAAnio ko pio a€loonpeiwtn pn vopiopatiky mievpd. Eva tétoto mopadetypo

elval oL LTOPTEG TANPWHES Yot AVGELG o€ LITOAOYLGTIKA TTpoPArHaTo (PA. Gitcoint).

) Mn OLKOVOHLKEG EQUPHOYES, OTTWG 1) CTTOKEVTPWHEVT] artoBrkevoT dedopévwy, GLGTHHATA
tavtotntag (identity) ko eripng (reputation), Stadiktvakéc Ymgogopieg koL ATOKEVTP®-
pévn drokvPépvnon. O TeAevTaieg ELGAYOLV KoL TNV EVVOLA TV ATTOKEVTPOHEVOY AVTO-
vopwv Opyavocewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrt®wv mov

EVEPYOUV QLTOVOHLL, XWPIG TNV avykT) SLapecoAGPnong KArolog ovYKeVTp®TIKNG opxis.[8]

2.6.4 Tokens

H A¢€n «token» mpoépyetan amod tn AéEn «tacen» twv [adaidv AyyAlk®Ov kol onpaivel on-
padL 1 oOpPolro. Ztnv kabnpepvotnToe 0 OPOG XPNOLHOTOLELTAL, KATX KUPLO AOYO, Ylow TNV Te-
PLYPOLPT) AVTIKELHEVOV ELSLKOD KOOV, TO 07Ol HOLALOLVY e KEPUAT KL £XOVV ACT|HAVTT) €Y-
yevn o&la (.. papkeg oy vidiodv). Zoviifwg, n xprion twv token meplopiletol 6 GLYKEKPLUEVES
ETLYELPTIOELG, OPYOVIOHOUG 1) Tomobesiec, Tpiypa To omolo onpaivel 6Tl dev avTaAAdccovToL
e0KOAQL KOl TUTTLKA £XOUV HOVO pio Aettovpyia.[11]

Qoto6c0, oto Ethereum blockchain n évvowa Twv token emekteiveton kot enavampocdiopile-
tat. [TAéov dev vtapyovy TeplopLlopol xpriong kat Lok TNoiag, eve 1 afio Toug ToLkiAet, avaAoyo
HE TO TL AVTUTPOCWITELOLY (T.Y. VORIoHATA, TEPLOLOLOKA GToLXEla, 1) dikatdpata TpdcPacng).
Mmopoiv, 8¢, va avtadroyBobv ce marykocpo emimedo, yia GAla token 1 yio dAAa vopicpota.

To token mov opilovton oe Ethereum smart contracts propotv va éxovv pia 1) TepLooOTEPEG

aTtd TIG TTOPOKATW XPT)OELG:
« Nopiopa (currency)
« ITopog (resource), m.yx. yix to dwoporpacpd CPU 1 storage evtog evog Stktoou

« Ileprovorokd otouyeio (asset), eyyevoog 1} e€wyevoig, VALKOV 1) Gudov (1.x. xpLvodg, TeTpé-

Aatlo, evépyeLa, aKivnTo)
« IIpocPaon (access), ynakn 1 guoikn (m.x. forum, dwpdtio Eevodoxeiov)

« Metoxiko xepdahato (equity) evog Ynglakod opyovicpot (.. plag DAO) i plog vopkng

ovtotnTag (X, plag etoupeiog)

Uhttps://gitcoin.co/
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« ¥neogopia (voting), mopéxovtag SikaldPaTa Yreov oe v YneLoko 1) VOpLKd o0e TN
« JvAAekTco (collectible), Yynprod 1§ pvoikod

+ Tavtotnra (identity), yneokng 1 vopkng @voewg

« IIiotomoinon (attestation), .. ttuyio, TGTOTONTIKO YEVVNONG

« Xpnowortntoa (utility), yix tpoécfacn 1) tAnpopn piog vanpeciog

Eva onpovtikd kpitriplo katnyoplomoinong towv token eivon 1 evoddo€ipotnta (fungibility)
toug. 'Eva token eivon evadddEyo dtav omotadrimote povéda tov propei vor avtikatootobel e
pioe GAAN ywpic kapia dipopd oty aia 1) T Aettovpyio Tov. Ao TNV GAAN TAeLpA, éva non-
fungible token (NFT) avtutpoocwmetel éva povadikd LALKO 1) GUAO GTOLYELO KO, ETTOHEVMGS, elvol
Hn evoAAGEo.

Télog, Ta token ovyvd akolovBolv kdowa kabopiopéva standards otnv vAomoinot] toug.
To dnpogiréatepa amd avtd eivon tao ERC-20 ko ERC-777 (v fungible token), to ERC-721 (yia
NFTs) ko To ERC-1155 (yix semi-fungible token 1 SFTs).

2.65 EVM

To smart contract (ko kat’ enéktoot, ot DApp) ekteAodvTol otd TNV ELKOVLKT] HIXOVT] TOV
Ethereum (Ethereum Virtual Machine  EVM). H EVM autotelei pia quasi@—Turing—complete un-
X0V KOTAoTACEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
emiedo, N EVM propel v Oewpndel wg évag maykOoHIOG atokeVTPwHEVOS DITOAOYLOTHG TTOV
TEPLEYEL EKOTOPPUPLAL EKTEAECIHA OvTLKELpEVA, TO kKabéva pe T Sk Tov povipn aobrkn dedo-
HEVQV.

H EVM amoOnkevel OAeg Tig TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyeBog AEENG
256 bit, KuplKOC yLo TN SLELKOAVVOT) TWV EYYEVOV AELTOLPYLOV KATOKEPHATIGHOD KO EAAELTTTIKNG

KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodotoipwy oTolyeiwy dedopévmv:

« Evav opetdPAnto kddika mpoypdppatog oe etkovikt] pvipn ROM, poptwpévo pe tov byte-

code Tov smart contract pog extéAeoT).
« Mio Tk (volatile) pvrjpn, pe k&Be Béon pntd apyikomonpévn oto undév.

« 'Evag xdpog poviung amobrjkevong, mov eivon pépog tov Ethereum state, ermiong apyik&

pndevicpévog.

Ymapyel, entiong, éva cvvolo petafAnTodv meptfdAlovtog kot dedopévwy, To omola eivor dro-

Oéoa kot TV extéleon.[11]

12 «Quasi» («oxed6v») emeldr) 6)eg oL dlodikacieg exTédeong meplopilovTan oe évay memepacpévo apldud vIToAo-
YIOTIKOV PNpdTev amd v tocodtnta gas mov eivor diabéoipn yia onoladnote ektéAec evog smart contract.
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2.7 IPFS

Zynpa 2.10: IPFS logo

To IPFS (InterPlanetary File System) eivou éva P2P npwtékoddo vreppéowv, oyediaouévo yia va
diartnprioel kou va avétjoer ) yvdon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
KTiK6 kot mio avolyto.[12] IIpakTikd TPOKeLTaL Yo EVOr KOTOVERNHEVO CVGTNHA Y atoBrikevon
Kot TpooPacn oe apxeia, LOTOTOTOVGS, epappoyEg kot dedopéva. To meplexopevo eivor TpooPa-
OO0 HEGW® eVOG SIKTOOL OHOTIHWY KOPPwVY o Ppickovtal 0movdrmote GTOV KOGHO, OL 0ToioL
evdéxeTon va var atoBnkevouv mAnpogopia, vo T peTapépouv (relay nodes) 1 ko o §00.[[13]

O tpomog Aettovpyiag Tov IPFS Paciletan ota e€ng:

« Movadwkn tavtonoinon pécw drevbuvvorodotnong nepiexopévou (content addressing).
To meprexopevo dev mpoodiopiletar amd tnv Tomobesia tov (.. https://...), aAA& amd T0
TL tepthapPavel. Kabe koppdrtt mepieyopévou éxet éva povadikd avayvoplotiko (Content

ID 1j CID), to omotio eivor to hash Tov oe popyn multihashi,

« X0vdeon mepleXopévov pécw KatevbuvopEvmv akukAwv ypaewv (Directed Acyclic
Graphs 1 DAGs). To IPFS a&lomotei tae Aeyopeva Merkle DAGs, piog Sevdpikrg Soprig dedo-
HEVWV TNG omoiag kK&Be KOpPPOG éxel wg povadikod avayvwploTikd To hash tov mepiexopévov
tov (to CID).

Bhttps://multiformats.io/multihash/
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ciD_8

foldername: pictures
content: CID_6,CID_7

oio.s / \ o

foldername: pets foldername: plants
content: CID_1,CID_2, GID_3 content: CID_4, CID_5
CID_1 CID_2 CID_3 CID_4 CID_5
filename: dog:png filename: cat.png filename: parrot.png filename: flower.png filename: cactus.png
content: ﬂ}ﬂ content: ﬁ content: & content: a content:

Syripa 2.11: Hapdderypa Merkle DAGH

Onwg gpaivetan oto tapandve Merkle DAG, to 8évdpo dnpiovpyeital amd k&t Tpog Tor
v, vrtoAoyilovtag k&Be popd T katdAAnAa hashes/CIDs. Ye mepintwon mov To mepte-
XOpevo £vog kopPouv arrdgel, Tote aAldlel Toco to CID tov, 660 kot ta CIDs 6Awv TV

TPOYOVW®V TOU.

o Avak@Aoyn mEPLEXOHEVOU HECK KATAVEUNHEVOV TIVAK®V Katakeppatiopot (Dis-
tributed Hash Tables } DHTs). O DHT eivou éva katavepnpévo oOOTHHO YLt TV QVTL-
otoiylon kAewdidv oe Tipéc. Xto IPFS amotelel to Oepeliddeg cvGTATIKO TOL GUGTHRATOG
dpopoAdYNONG TEPLEXOREVOL KOl AELTOVPYEL WG JGTAVPWOT) HETAED KATAAOYOL Kol GL-
otpotog TAonynong. Ipaktikd mpokeiton yio éva ivoka ov orofnkedel ToLog €xeL woLa
dedopéva kat, pécw Tov 0Tolov, 0 XPrioTNG Ppilokel TOV peer oL £xel otodnKeLPEVO TO eTtL-

BupnTo TEpLeyOpevo.

Kart mov Ba mpémel va onpelwbel eivon twg, cov mpoemihoym, ot IPES kopPor avtipetwmiCovv
ta aoBnkevpéva dedopéva wg mpoowpvry pvipn (cache), mpdypo ov onpaiver 6t dev vIdp-
XEL Koo eyyonon ot ekeiva Ba cvuveyicovv va mapapévoovv amodnkevpéva oe avtovg. o tnv
aoPuyt NG drypaprg Tovg artd tov garbage collector, Ta dedopéva B mpémel v onpavBodv
WG CNHOVTIKA, HECW TOU «KApPLToOUaToc» (pinning). Etol, yio tnv opoadr Aettovpyio .y, piog
DApp mov Pacileton oto IPFS, o mpémel to mepLexopevo g va eivar pinned ad apketols peers
Ko/M va yiveton xprion kasmolov pinning service, oote v eEac@atiletol StabecipotnTa tov.

Baowko mAeovéxtnpo Tov IPFS givon 0TL 0 ammokevTpwTikdg Tov Yopoaktnpag divel tn duvarto-
TNTO VO TTOPEYETAL TO TEPLEXOPEVO aTd TOAAOVG KOPPoug, oL omtoiot Bpickovtol oe dtopopeTikég

tomoBecieg ka dev LTTAYOVTOL GE KATTOLAL GUYKEKPLHEVT) KEVIPLKT] apyxT]. Me arvutdv tov Tpdmo, Ta

M“Ba&oer avéhoyouv oxfpatog oto https://proto.school/merkle-dags/.
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dedopéva eivar o avBekTikd 1060 o6 oy Sabeoipotntog (av évag kopPog amoouvdebet,
Bo vTapyeL kKaTolog GANOC), 060 Kot atd Groyn avtoxng ot Aoyokpioio. Mmopel, emiong, vo
aVaKTOVTOL YPYopOTepa, epocov Ta diabéTovv kdrtolol kovTivol peers, Tpaypo Wiaitepa mo-
AOTIHO Ylol KOLVOTNTEG TTOL elvarl KAAG SIKTUWHEVEG TOTILKA aAAG eV €xouv KaAr) cUVEDT e TO

eupLTEPO SLadiKTLO.
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Kep&Aaio 3

Y xedilaoT EQUAPUOYNG

Ye avTo TO kepalato meptypapetal 1) Sradikacio oxediaong tng epappoyng Concordia, awd
TN GOAANYT NG WEaG KoL TNV eTAOYT TNG TEXVOAOYLKNG oTOLPaC, HEXPL TOV OPLOHO TNG OPYLTE-

KTOVLKTG TNG KOL TOV SLOYWPLOHO TOV TTPOYPOUHUATIOTIKOD €pyou o Sprint.

3.1 XOAANYN NG déag

H cOAMNYn g 1déag yioe n dnpovpyic TngG eQappoyng tng mapovoog SUTAWIATIKNAG Py
olog elye G ePaAATPLO TNV avayvdpLoT) evog SidaTatov TPoPfAHATog.

H poytn Siotaon eotidlel 6ToV XDOPO TwV HECWV KOWwVIKAG dikTOwonG. Exel mapatnpeiton
AdLPPLOPNTNTN EMLKPATNOT TAATPOPUNDV ETLKOLVOVIAG CLYKEVTPWTIKNS Hopen¢ (.. Facebook,
Twitter, Instagram), eve mpoondBeleg dnpiovpylag avTioTOLX®V OTTOKEVIPWTIKOV EPAPHOYDV
Bpickovtor oe Tpdpa otddia, 1060 avantuEng, 6co Kkat viobétnong amd to evptd kowvd. Omwg
avol0Bnke ko ot evotnta [l.3, n tpéyovoa avth kathoTaot Bétel afloonpeioTa TPOPARpAT
TeEXVIKAG PUoEWG (EAAelYm aopalelag Ko StabecpoTnTog) Ko, Kupiwg, ToALTIKAG (EAAeLn eprt-
oTOG0VNG, £YYUNONG TNG awBevTiKOTNTAS TV dedopévmv kat Tng ehevbeplag Tov Adyov).

H Sedtepn dudotaom eatialel otov xwpo ng Ynerakng dnpokpartiag (digital democracy). Xv-
YKEKPLLEVR, Topatnpeitan EAAELPT) epYOAEL®V, LKOVOV Vo TOPEXOLV TN dLVATOTN T SLleVEPYELAG
avBevtik®v dnpokpatik®v diadikactdv. ¥neopopieg kot avTodLayElpLoT) EVTOS CLGTNUATOV Ke-
VTPOTOLNHEVNG AOYLKTG adLVATODV, YLt pXLTEKTOVIKOUG AdYOUG, va eEacpaiicovy Tig amapai-
nTeg OepeAlddelg 1310t Teg TETOLWV SLadLKao LV, dNAadT) TNV avevupia kot TV etoAnfevoijo-
T

AUTEG OL TTAPATNPNCELG TTOTEAEGAY TNV EUTTVELCT] Yo TN Snptovpyla plag e@appoyng, 1
ormolo, HEGW £VOG ETLAEYHEVOL GUVOVOGHOD ATTOKEVTPWOTIK®OV TEXVOAOYLOV, Vo oploel évav Y-
PLakod xdpo mov Ba épBel avtipétwtog pe To toparmdve TpdPAnpa. Etol, kevipikdg 6tdX0G NG
mAoTIKTG epappoyrng Concordia, eival va amotedécel piot UTOVORT KOLVOVLKT TAATPOPHL, TTOV

B katoxLpWVEL GTOLG XpNOTEG TNG eAevBepiar TOL AOYOUL KoL AT PT KLPLOTNTA €TTL TV dedOpE-
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vov toug. EmurAéov, Oa mapéyel tn duvatotnta dievépyelog avbevTik®dV, aVOVUHOY Ym@QopopLidy,

kATt tov Ba v kablotd éva aELoOmIoTO dNpoKkpaTikod Pripa Yy T AN amo@ioewy eVTOg TV

AL TOJLOYELPLEOHEVWV KOLVOTHTWV TNG.

3.2

TexvoAoyikn otoifo

EeKvavtag T oxedlaon NG TAATQOPHAC, TPAYHATOTOLONKE Epevva YLt TNV ETLAOYT) TNG

teyxvoroyikng tng otoifag (technology stack). Avtr armopacictnke va akolovbrioel pio Tpocap-

HOOHEVT Ylo T SeQOPEVAL HOPPT] TPLUEPOVG SLécrocEr]g@ KoL vor YwploTel oe Tpla Aoyikd emimedo

(tiers):

@)

f)

Presentation tier: Amotelei tn Semaupr) Tov xpriotn (user interface ) Ul), pécw tng omoiag o
televtaiog aAANAeTdpd pe TV epappoyn. Lo Tnv exTAnpwon Twv Tpodlaypog®V, To Ho-
VodLKO amapaitnTo YopaKTNPLOTIKO AUTOD TOL TUNHATOG ELvarl Vo LITopel vou eKTeAeiTOL ov-
TOVGLO ATTO TN GLGKELT] TOL TEALKOV Xp1jaTh, dnAadn va pnv amatteiton 1) Orapén kdmoLov
eEumnpetnTy Yo TN Aettovpyia Tov. AopPavovtag, emmpocBETmg, LITOYLY TIG AVAYKES KoL
TOLG TLEPLOPLOHOVG TWV AOYLOHIK®OV TV GAA®VY §00 emimédwv, To TapOv KOPHATL ATopaci-

otnke va oxedlotel wg pia client-side web application e HTML, CSS «ou JavaScript.

Application tier: IIpoxeiton yiox to eminmedo mov wpaypartonotel TNy eneEepyacio (process-
ing) tng epappoyng. Edw emAéxOnkav to blockchain ko Ta smart contract, kaBag ta wAeo-
VEKTHPATA TOVG, HTI6C auTd Tepty phenkay oo kepdhaio B, appélovv amdrvta pe Tic 181aii-
TEPEG QLTTOULTHOELG TNG EPAPHOYNG. ZUYKEKPLHEVEL, emAEXONKe 1) TAaT@Oppa Tov Ethereum,
KOOGS amotedel TOV TPWOTOTOPO GTO XDPO, SBETOVTAG TNV LEXVPOTEPT) KOLVOTNTX KOL TN

duvatotnTa SnpLovpyiog TANPWG AELTOVPYLKOV UTTOKEVIPOHEVOV EGAPHOYDV.

Data tier: To Tpurpa ovtod eivon vitevBuvo yio v amoBrikeven Tov kKOpLov Oykov Twv dedo-
pévav (storage). T'a Tnv emitevEn TANPOLS APYLTEKTOVIKAG UTOKEVTPWONG TV deSOPEVWV
emAéxOnke To IPFS (BA. evotnra R.7), To omoio Siavépel To meplexOpevo Tng eQpappoync
OTOUG peers oV GUHHETEXOVV G aUTHV, XWPIg va amattel k&utolo kevepikd onpeio. Etot,
k&Oe xpnotng Ba €xel TAN PN KLPLOTNTA eTTL TV SeSOUEVOV TOV, €V, eMLTALOV, O GUpE-

TéxeL oTNV TAXTPOppa droporpdlovtag Ta dedopéva GAAWV XPNOTOV.

SH tpipeprig Siétakn (three-tier architecture) Stoywpilet pio epappoyn oe Tpio aveEdptnTa Aettovpyikd emineda
Ko aotedel TNV Kuplopyn emAOYT Yo SLATREELS TTOUPASOCLAKOV EQAPHOYDV TEAXTN-eELTN PETNTH.
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TeAlka, pe tn dSlacOVOEST) TV TPOOVaPePBEVTMOV TEXVOAOYLOV, TPOKVITTEL GXNHATLKA 1) KO-

AovBn duatakn:

]

E E Presentation tier
JS

HTML/CSS/JavaScript

‘ Application tier

Ethereum

Data tier

IPFS

Xynjua 3.1: EmAeyuévn teyvoloyiky oroifa

3.3 MeOBodoroyix oxediaong

2TOV X®OPO TNG TeXVoAoYiag Aoylopikol vtdpyouvv Stdpopeg peBodoroyieg oxedioong, oL omoieg
éyovv petakd Toug kowvd atoryeia. Avtd kabiotd S0oKoAo TOV TPosdloplopd piog povo pebodo-
Aoylog 1 omotia vo ackoAovBeiton ot oe kGbe Epyo. Zuvibwg, oL opddeg TOL AVATTOGGOLV TO
Aoylopikd akoAovBovv pio pi€n ammd dikgopa epyadeia, OTOL VTR KPLVOVTAL EVVOTKA YLOL TOVG
oTOY0LG TNG OHADAG.

Katd tn oyedioon kot tnv vhomoinom tov kodika akorovBnOnkay didpopeg TexVIKEG Kol Ho-
tifa avamtuéng. Kata faon xpnopomoiOnkav Agile pébodot, 6mwg to Kanban kot to Scrum xau,
apyotepa otny avamtugn, to DevOps povtédo yux Stopkn evowpdtwon (Continuous Integration)
ko drapkr) eykataotaot (Continuous Deployment).

T v tapovoa epyacio, tpoypatomotifnie avalvon kol 6xeSLOAGHOG TOV ETLUEPOVGS HO-
vadwv epyaciag (tasks) mpwv tnv évapén g dwadikaciog avamtuEng tov kddike. Ta task mov
npodiaypapnkay fTav cuvibwg epicE T 07Ol APYOTEPA XWPLOTNKAV OE EMPEPOVG, HLKPOTEPQL
task. Oplotnkav emiong opdonpua (milestones) To ool foriOnoav Wiaitepa oTnv Lepopynon ko
mpoTepatomoinon Twv task.

To Kanban eivou pio pé@odog opydvweng €pymv Kot 0TTIKOTOINGNG TV HOVASWV EPYRTLOG
TTOL AITALTOVVTAL Y TNV 0AoKANpwaoT] Tovg. Xto Kanban opilovtol ta Pacikd otadia tng porg

evog task kot xpnoomolodvTal ONTIKA HECH, OOGTE VA YiveL LYVAATNOT TOGO TG GUVOALKTG

18T epic etvou peydileg povadeg epyasiag, o onoieg apopolv e ké&rolo Pacticd xopoktnpioTikd. O Stoaywplopog
TOUG o€ eMpEPovg task avaPddieTol pe GKOmO TNV KOXADTEPT KATAVONOT) TWV AVOYKOV TOUG.
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KOTAOTOOTG TOV £pY0OU, 0G0 KOl CUYKEKPLHEVOV-HEPOVOpEVWY task kaBmg avtd Tpoodedovv. T
K&Be oTdd10 oAokAnpwaong opiletal pic EexwPLOTH OVPA EPYATLOV (OTNHAN), YLt TAPASELYHA «OE
avVOpOVT)», «oe eEEMEN», «OAOKATPWHEVO». XPNOLLOTOLOVVTAL OTTIKA GLVIAAQ (XpOHaTa, tags
Kot GANQ) yior Tov StaywpLopd KoL T YPHyopn KATavonoTt TV ONHOVTIKOTEPWY YVOPLOPATOV
v task, yix mapddetypo Eexwplotod tag yia k&Be vanpecsia otnv omola avagépetal to task.
Emntiong, opifovtat dpix otov aptBpd twv task mov propovv va eivar tavtdypova oe eEENEDN.

Mio aAAn Agile pébodog eivar To Scrum. To Scrum yprnopomotet kot emekteivel o Kanban.
H Baoikég dapopég tov pe to Kanban elvan 611 oto Scrum vmdpyouvv mo awotnpég diodika-
oleg. Opilovton mpoypappatiotikol kOkAoL (Sprints), oL 0oiol £X0UV GUYKEKPLUEVEG TJHEPOUNVIEG
EvopEng kot ANENG Kait GUYKEKPYLEVOLG GTOYOVG, OL OTTOLOL AVTLKATOTTPILOVTOL G€ GTOXOVS OAO-
KApwong oplopévev task. Ot podol eivar capéotepot, pe kabe péAog Tng opddog vor ccvoloBérvet
Srxpopetikég evBOVES otV opydvweor kot ekTéAeot). T T Stadikacio avartuEng, amodeiyxOnke
TTOAD XPHGLN 1) XPHIoT TOL Scrum Ge TeEPLOSOVG TOL NTAV AvVayKaio 1) ToXOTATH VATTTUEN Kati-
PLOV HEPOV TOV CLGTHHATOG. AUTO AOYW TNG AVGTNPOTNTAG TTOL EMPAAAEL, ELOLKA GE O,TL APOPA
ot tpobeaiieg OAOKAPWONG TO0O TV empépoug task, 660 Kkal Tov cuvoALkov Sprint.

KaBog n avamttu€lokn diadikacioo opipdlel ko 1) TAATOOPHA HETATPETETAL G€ PLOGLHO TPO-
0V, elvan ypriown 1 OTTopEn €vOG GLUGTARATOG TTOL VL dLeLKOADVEL TN dnptovpyia ko th dnpooi-
guoT KovoLpyleVv ekdooewv. Mepikéc e€aipeTiég pébodol yla TNV ampOCKOITH KoL LUTOHOTO-
mowmpévn enitevén avtov Tov otod)XOL opilovTat ad To DevOps. Me tov 6po DevOps (development
operations) avo@épetal pioe KOLATOVpa oxediong kot avamTuEng AoylopLkol mov opilel TOVG
pOAOULC, TIC SLadLKAGLEG KO TIG TEXVOAOYLES TNG, e OKOTO TN cuvexn dnpovpyla a&log yio Toug
xprioteg. To DevOps éxel moAV otevi} oxéon pe to Agile ko amotedel T ovvéxion avTAG NG
VOOTPOTLOG GTOV XWPO.

Mia o6 T1g Lo Y prioipeg ttuxég Tov DevOps, 1) omoia xpnotpomrotinke otnv dutAwpartik,
etvou to CI/CD, to omoio meptypapet Tig SLadikacieg RUTOHATOTOINONG TWV EPYNCLOV EVOWUA-
Twong (integration), eAéyyov (testing), mapadoong (delivery) ko eykatadotacng (deployment)
TOL TPOioVTOG. Mécw tov CI/CD agarpeital 1 avaykn avBpomivng aAinienidpacng yio tnv
OAOKANPWOT ALTOV TV oTadiwV, Ve eMTUYXAVETOL 1) SlapKNG Kot amtpdokomntn dikbeon Tng
Televtaieg Ekdoomg TG TAATPOppHAG 6TOvg XprioTeg. Opilovton emtiong Stadikacieg Snptovpylog
neplpairovrtog eAéyyov (staging deploys), k&tL wov amotelel onpavtikd Pondnpa otov £ykaipo

EVTOTILOHO AaB®V TOL KOSLKAL.

3.4 Katnyopieg xpnotwv

O xproteg (actors) tng mAat@Oppog xwpilovtal 6e TPWTEVOVTES 1) EVEPYOLS KaL deuTepeD-
ovteg 1) mabntikove. Ilpwrtedovteg xproteg eivat ekelvol oL ekkLvoLV Slepyacieg 6To GUGTNHA.

Agvtepevovteg eival oL XPrioTEG He TOVG OTTOLoLG XAANAETOP& TO cVGTNHA, AAA& oL idlol dev
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eKKLvoOV dlepyacieg oe avTo.

S UVOALKG OL XPHIOTEG TTOL CUHHETEXOVY GTO GUCTNH elvat ot e€Ng:

+ Emokémnteg

« Eyyeypappéva péhn

« JupPoloia KowvoTHTOV

3.4.1 Evepyol xpnoteg

STV KOTNYopio TV EVEPYHOV XPNOTOV TOL GUGTHHATOG TEPLAXUPAVOVTOL OL ETLOKETTEG KO
TOL EYYEYPOHPEVAL PEAT).

OM\ot o1 xprioteg oTO cOOTNHA elvar apyLkd emokénteg. O emokénteg éxouv Tn duvvartdTnTa
vo BAETOVVY TO TTEPLEXOHEVO TNG KOLVOTNTOG, AAAA &g PHITOPODV VO GUHHETEXOLV SNHLOVPYDO VTG
véo meplexopevo (dnpootedovtog véa Bépata 1 pnvopata). Eniong, de propodv va cuppetéxovv
OTLS YNPoPopleg TV KOLVOTHTW®V 1] va Yn@eloovy Ta pnvOopato.

Otav évag emokénTng eyypaQetol 6To cVGTNHA, OITOKTA évav povadikd, avovta aplOpd
XPNOTN Kot arotelel TAEOV eYYeEYPOUHEVO pENOG TNG KowvoTnTag. Tor eyyeypoppéva péAn éxoovv
Tl SIKOUOPATO TWV ETLOKETTAOV KOL PITOPOVV MTAEOV Vo TPocHBEécovv TepLexOHEVO GTNV TAXT-
QOppHa PEGW® TNG dNpovpylag VEwV Bepdtwv, TnG dNHocievong HNVUHATOY KoL TNG YOLoNG OTLG

Yngpoyopieg oTIC 0TOLeS £XOUV SIKOULOHA.

3.4.2 IlaOntikoi xpnoteg

[MoOntikoi yprioteg Tovg cLoTHHATOG eivar T GLPPOALX TwV KowvoThTwV. Tae cupPoiato
avtd dev ekKLVOLV Slepyacieg 6To cVGTNHA KAt deV AAANAETEPOVV pe ALTO Gpeca. ATOTEAOVY
aLTOVOpEG eEMTEPLKEG OVTOTNTEG, OL OTTOieG OpilovV TA PEAT T®V KOLVOTHT®V TOLGS, dtopotpilo-
VTAG TOUG avaryveploTikd token. Avtd ta token apéyovv 6Tovg XprjoTeg To dikaiwpo dnpovp-

ylog kot cLpHETOXNG O YnPoopieg ylor TNV eEKACTOTE KOLVOTNTAL.
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3.4.3 XOvoyn xpnotwv

SUPTEPACHATIKA TTPOKVITTOLY VO LOKPLTEG KATIYOPLEG EVEPYDOV XPNOTOV He EEXWPLOTA OL-

KOUOUOTA OIS PALVETOL GTOV TOPOKAT® TivorKo:

Awaiopoto
~
3
S
1 ~ ~
Kamyopia . . A 5 2 5’? g? N g‘? S & & N
: s S8 3 <8 & e X3 3 S
xpnot S 2 T3¢ 3 & TE 55 58 5 & &8
I uf e g9y £ &£8F £8& & 385
SIS S 3 o 9 S 3 I § I 3 I 9 S o & 3
SISESESESFFFEFTE ¢
& 5 N g & 5 N N g
Emokémnteg v v v v X X X X X
Eyyeypoppéva v v v v v ' ’

HEAN

.
Mobvo oTIg KOLVOTNTEG OTIG 0TTOoieg KaTéEXEL TO avTioTolyo token kol oe avTég oL omoieg dev éxovv opilopévo token.

Hivaxag 3.1: Aikouddpara yprions avd karnyopia yprjotn

3.5 Amnaitnoeig Aoylopiko0

SV mapovoa evoTnTa mepLyphpovTo oL factkég ataltroelg Aoylopukoo (software require-
ments) TG ePAPHOYTG.

H mpotn xatnyopia eival avty tov Aettovpykov Anoutioewy (AA), 1) omolo ovapépetol
0TI GUUIEPLPOPA TOL GLOTHHATOC, dNAadT) ooV TPOTO TOL Bt AVTLOP& KoL 6TLG eEOSOVG TTOL Bt

TOPAYEL AAVAAOYQL HE TLG ELGODOVG,.

<AA-1> O ypnotng mpémel va popel va eyypopet otnv epoppoyn pe tov Ethereum Aoyapioopo

TOVL.

Ieprypaen: O xpriotng mpémel va propel va eyypagel 6tnv epappoyr, mTatovTag To Kovpsi
«Sign Up» kol GUPTANpOVOVTHG Tor amopaitnto medior cOppova pe tig odnyieg. To medio
«Username» eival vtoypewtikd vor GURITANpwOel pe To emBupnTd dvopa xprjoth kot opileto
pe HOVadLKO TPOTO. X TTePITTWOT) TOL 0 X PrioTnG etcayel pn Sabécipo Username, To cOGTHHA
Oo pémel v pnv Tov emiTpénel va cuveyioel kol va pofdiel avticTolyo prvupo Adboug.
EmutAéov, vtdpyovv ta mpoorpetikd medio «Profile picture URL» kou «Location», oto omoio

0 XPNOTNG HITOPEl VoL ELGAYEL AVTIGTOLYO o eLKOVOL TTPOPIA KoL TNV TomoBecia Tov.
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User Priority (5/5): H amtaitnon eivo OYLotng mpotepatdTNTOG yiow TOUG EMIOKENTES, KOOMG
HOVO HEC® TNG EYYPAPNC HITOPODV VO XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTIPLOTIK TG

eQappoYNG (016G paiveTon otov mivaka B.1).

Technical Priority (5/5): H ataitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneldn ennpe-

aleL T AELTOLPYLKOTNTA TOUL.

<AA-2> O xpoTNG TPETEL VAL PLTTOPEL GUVOEETAUL GTNV EPAPHOYT], EPOCOV ELVALL EYYEYPOHUHEVOC,.

Ieprypaen: To cootnpa mpémel va StamoTodvel avtopata edv To Tpéxov Ethereum address
EXEL AOYOPLOGHO OTNV EPOPHOYT KO, EXV VO, VO GUVOEEL VO TOV YXPHOTH), OVOKTOVTOS TO

Username tov o6 to blockchain.

User Priority (5/5): Avth 1) amaitnon eivor DPLoTNG TPOTEPALOTNTAG YL TOVG XPHOTES, KOt-
Bwg péow NG oVVOEOTC EVEPYOTTOLOVVTOL TO XALPAKTNPLOTIKA TNG Snpovpyiag Oepdtov kot

dnpocievong PUNVupATWY.

Technical Priority (5/5): H amtaitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneld ennpe-

aleL TN AELTOVPYLKOTNTA TOV.

<AA-3> To oot Tpémet va dnplovpyel Tig aapaitnteg Phoelg Sedopévmv Kot va TIG LYY PO-

viCel pe to diktvo.

ITeprypaen: To cvotnpa mpénet va Snpovpyei Tig amapaitnteg OrbitDB Paocelg dedopévwv,
ebv awtég dev vtdpyovv 101N Tomikd. Otav o xpriotng Eexreddver tov Ethereum Aoyapro-
oo Tov, TO cUO TN O TPETEL VO TOV TTPOTPETEL VAL LTTOYPAVEL e TO LOLWTLKO TOV KAELDL TN)
ovvallayn dnpovpyiag tng OrbitDB Identity tov. Avtr) O e€axcparilel T yvnoldtnTa TV
Baoewdv Tov kot TV dedopévav mou ekeiveg B epieyovv. EmumAéov, ol Tomikég Paoelg dedo-

Hévaov Ba mpémel va ocvyypoviCovtal pe Tig faoelg dAAwv IPFS kopPwv ko va dwatnpodvton
EVIHEPWHEVEC.
User Priority (5/5): H anaitnon avtr eivon OYiotng onpaciog yio tovg xpriotesg, kabmg n

A eloYnoia TV dedopévav NG eQoppoyng StatnpoidvTal oe auTéG TIG PaoeLs.
Technical Priority (5/5): H mtapodoa asmtaitnon eivon Oiotng onpaciog yix to c0oTnpe, Ko-
B¢ oL meprocdTepeg OepeAtddelg Aettovpyieg Tng epappoyng tpodmobétov Tnv atobrkevon

dedopévwv oe OrbitDB PBacels.

<AA-4> O eyyeypoappévog xpHotng mpémel va popet va dnpiovpyet Oépata (topics).

ITeprypaen: O eyyeypappévog xpnoTng mpémel va popet va dnpovpyel véa Bépata. Avtod
TO eMLTLYYAVEL TATOVTAG TO KOULHTTL «New Topic», GUUTANPOVOVTAG T LITOYPEWTIKA Tedia
™™g @oppoag («Topic subject» ko «First post content»), matdvtag to kovpri «Create Topic»

kot emPefardvovrog T cvvarlayn oto Ethereum.

36



3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

User Priority (5/5): Avth) nj anaitnon eivat vynAng onpaciog kabadg emitelel Evav amd Tovg

Boaoikobg 6TdX0VG TNG TAATPOPHAS.

Technical Priority (5/5): H anaitnon eivan vymAng onpaciog yia tov idto Adyo.

<AA-5> O xprjotng mpémel va propet va mepinyeitor ot Oépata piog KowvotnTag.

Ieprypaen: To cOotnpa mpémel va prropel v TpoPéAdel ta Snpovpynpéva Bépata piog
KOWOTNTHG TNV apylkn tng 00ovn. O xpnotng mpémel va pmopel va mepinyeiton oe avtd
TOTOVTOG TAVE® TOUG KaL, ETTELTA, XPNOIHOTOLOVTAS To fEAN TAONynong, va tepinynel oto

LOTOPLKO TWV UNVUHATOV TOL Oépatog.

User Priority (5/5): H araitnon avtn eivot vPnAng onpaciog, a@oo emTpénel 6Tovg enLokE-

TTEG VAL €XOLV TPOGPGT) 6TO SNUOGLEVPEVO VALKO TNG TAATPOPHOLS.

Technical Priority (5/5): [Ipokertan yio amaitnon vyning onpociog, emetdn amotedel Paocikd

XOLPOKTNPLOTIKO YOt T XPNOTIKOTNTA TNG TAATPOPHOG.

<AA-6> O eyyeypopévog Xpnotng mpemel va popet vo dnpovpyet pnvopoato (posts).

ITeprypaen: O eyyeypoppévog xpriotng Tpémel v propel vo Snptovpyel pnvopato oto Oépa
7ov embupel. AVTO EMTLYYAVETAL GUHTAN POVOVTAG TO TTedio VEOU PNvOpaTog oTnv 006vn Tov

Oépartoc, matovtag To kovpri «Post» ko emiPefoardvovtag tn cvvariayr oto Ethereum.

User Priority (5/5): Avth 1) amtaitnon eivon OYotng onpaciog yio toug xprioteg, emetdr asto-

Tehel Evor oo T fOCIKOTEPR YOUPAKTNPLOTIKA TNG TAATPOPUAG.

Technical Priority (5/5): H astaitnon avtr eivar 0YLotng onpaciog yio To c0GTNHA, KoBoOGg
amoteAel OepeAiddeg KOPPATL Yo TNV emitevEn Tov PacikoTepov oTOXOL TNG, dNAadn Tng

dnpovpyiog drorhdyou.

<AA-7> O gyyeypoppEVOG XPNIOTNG TTPETEL VO PITOPEL VAL TPOTTOTTOLEL TOL PN VORATA TOV.

Ieprypaen: O eyyeypoappévog xpriotng mpémel va pmopet va Tpostomolel o pnvOpaTd Tov.
AvTO TO eTLTUYYAVEL ETLAEYOVTOG TO KOUUTTL enteEepyaciog 6TO eKAGTOTE P VUK, TTPOYHOTO-
TOLOVTAG TIG eMOVUNTEG TPOTTOMOLNCELG KOl TATOVTAG TO KOLPT emiPePaiwong. Xtn cuvé-
XELO, TO GOCTNHO TPOTTOTOLEL TO TEPLEXOHEVO TOV PNVOUATOG 0T ot dedopévwv Tov xph-
oTH. Y& MEPUTTWOT OV 0 XPNOoTNG aAdEel yvoun katd tn didpketa Tng dadikaciog g
eme€epyooiag, HITOpPel Vo TATHOEL TO KOVHTTE AKDPWONG KoL VAL aVOLPEGEL TIG OAAYEG TTOV

TpaypaTonoinoe.

User Priority (4/5): H anaitnon auvtr amotelel onpovtikd yopoktnplotikod, kabog mapéyet

O0TOVG XPNIOoTEG Apeco EAeYYO emti TV dedOpEVWV TOVG.
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Technical Priority (3/5): Avtr] ) amaitnon eivor pETpLOG ONHAVTIKOTNTOG Yot TO GUGTHA,
emeldn) autd Oa prropodoe va eival AELTOLPYLKO XWPLS TO XOUPAKTNPLOTIKO TNG emeEepyaciog

HNVOPATOV.

<AA-8> O eyyeypoappévog xpnotng mpemel va propet v Yneilel oe pnvopato AAAOV XproTov.

Ieprypaen: O eyyeypoappévog xprotng mpémel va popel va vitepYn@ilet 1) va katayneilet
HNVOHOTO AAAWV XPNOTOV. AUTO TO ETLTUYYXAVEL TTATOVTOG TO TTOUPOKEHEVA KOVHTILA «+» 1)
«-» avtioTorya ko emiPefardvovtog tr ovvardayn oto Ethereum (ot Yrjpor amobnkevovran
ekel). H diadikaoio toyxdel kot yio tnv Tpomomoinen 1 v apaipecn piog Yneov omd tov
xpno.

User Priority (3/5): H tapotoa ataitnon eival pETplog onpaciog yio Tovg XprjoTes, kabog

amoteAel Eva XPTOLHO AAAR OXL UITAPALTNTO XOPAKTNPLOTIKO.

Technical Priority (2/5): H astaitnon eivon xoapnAfg onpoaciog yio T AELTOLPYLKOTHTA TOV
ovoThipatog. Qotdc0, Ta dnpovpynpéva dedopéva popet var elvol XproLpa oe HEAAOVTLKT

ETMEKTAOT) TNG EQPUPHOYNG (TT.X. YLt TOV DTTOAOYLORO TNG EUTLGTOCVOVNG TWOV XPTOTAOV).

<AA-9> O egyyeypoppévog xpriotng mpémel vo popel va dnpiovpyet Yneogpopieg (polls).

ITeprypaen: O eyyeypoappévog xprotng mpémel va popel va dnpovpyel Yyneogopieg oTig
KOLVOTNTES TTOV TOL TO eMLTPETOLV. AvTO TO emituyydvel TatovTag «Add Poll» otnv 00ovn

dnpovpyio Bépatog kKo GLPTANPOVOVTAS T aTtopoiTnTa TTediat.

User Priority (5/5): H amaitnon eivon OYotng onpaciog yia tovg xpnoteg, kabog ot dnpo-

KPaTLKéG dLadikaoieg amroTe AoV pict ard TIG KUPLeG XPHIOELS TNG TAXTPYOPHOGS.

Technical Priority (5/5): H anaitnon eivou 0Y1otng onpaciog yia to cOotnue, eneldr] amo-

telel Paoikn Tpodioypa@r] Tov.

<AA-10> O eyyeypappévog xpnotng mpémel va propet v Yneilel oe Yngogopiec.

Ieprypaen: O eyyeypoappévog xprotng mpémel vo popel v Yyneilel oe Yngogopiec, cOH-
POVA [LE TOVG EKAOTOTE KAVOVEG TNG. Xe KOLVOTNTEG TTOL TO AITALTOVV, 0 XpNoTng o mpémel

va duBétel To avtioToryo voting token yix va €xet to dikaiwpo Yrigov.

User Priority (5/5): H amaitnon eivon O yiotng onpaciog yia touvg xprioteg, kabohg ot dnpo-

Kpotikég Sadikaoieg amoTeAovV pict otd TIG KVPLEG XPNOELS TNG TAATPOPHUAC.

Technical Priority (5/5): H antaitnon eivat 0yiotng onpaciog yix to cOotnpa, enetdr aso-

telel Paoikn Tpodiaypagr] Tov.

<AA-11> O ypriotng mpémel va prtopel va Storypapel ta Tomikd dedopévar.
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ITeprypaen: O xpriotng mpémet va propei va draypaupet T Tomikd dedopéva. AvTo TO eMLTLY-
xével tatvtog oto kovpri «Clear databases» tov pevoo ko emiPefoncdvovag tn diypogry
HEGW EVOG pop-up dtaxddyov.

User Priority (2/5): H antaitnon avtr eivon YopnAng onpacio yio Toug xprioteg, diotL amote-

Ael ammAd pio dtevkdAvvon Yo T Saypopr Twv deSopEVWY TOL €xouV atobnke\oEL TOTLKA.

Technical Priority (2/5): H anaitnon avtr eivor xoapnArng onpaciog yio To cOGTHHO.

<AA-12> O eyyeypopévog XprOTNG TTPETEL VO HITOPEL VO OTLOVPYEL KOLVOTNTEG.

ITeprypaen: O eyyeypoppévog xproTng TPETEL VO PLITOPel var SNHLOVPYEL KOLVOTNTES, TATK-
vtag to koupri «Create community» kol GUPTANPOVOVTAG Ta aapaitnTo edior.

User Priority (4/5): H anaitnon eivan peydAng onpaciog yiox Toug xprotes, kabmg mopéyet
NV eveMl€ila TG dnpLovpYiog KOLVOTHTWV.

Technical Priority (4/5): IIpokeitan yioe amaitnon peydAng onpociog yia v tAat@oppa,
emeldr) ETOL YEVIKEDEL TN XPTIOT) TG O TEPLOGOTEPES KOLVOTNTEG, TPOCTEAKVDOVTAG HEYUADTEPO

oplOpod XpNoTOV.

<AA-13> Katd 1 dnpovpyia KOLVOTNTOG, O £YYEYPOUUEVOS XPHOTNG TTPETEL VoL £XEL TN dLVALTO-

T va opioel éva contract wov o Tapéyel Tpocappoopéva token yior ocuthv.

Ieprypaen: Kata tn dnpovpyla KovoTnTOG, 0 €YYEYPOUHEVOS XPNOTNG TTPETTEL VO €XEL TN
dvvatotnta va opicel éva contract mov Ba mapéxel mpocappocpéva token yio avtnv. Ta
token avta Ba Sroporpalovta pe Tov TpoTO TOL emBUpEl 1) KowoTNHTH Kot B elvont exelva Tax
omoio Ba kaBopilovv Tovg €ykvpouvg Ynopdpoug Tng.

User Priority (4/5): Avtr) n) amtaitnon eivon peyéAng onpociog, kabodg mapéyel 6TIG KOvoTh-
Teg TN SuvaToTnTA dlevEPyelag eMLPEPALOCIHOY AVOVUHOV YNPoPopLOV.

Technical Priority (4/5): H anaitnon eivat peydAng onpociog yio To c0eTnpe, SlOTL apéxel
OTLC KOLVOTNTEG TNV QUTALTOVHEVI] CCUTOVOUIOt GTOV OPLOHO TWV SMHOKPATIKGOV SLadIKACLOV

TOUG.

H dettepn katnyopia eivar vt twv Mn Aettovpytkov Anoutroewv (MAA). IlepthopPaver
QUITOULTHCELG OPXLTEKTOVIKAG ONHacioag, oL omoieg kabopilovv kpLtipla 1} TEPLOPLGHOVS TOL TPO-
IOV AELTOVPYLNG TOV CLOTNHATOS KOl OXETILOVTOL [E XAPAKTNPLOTIKA OTTWG 1) ATTOdOTLKOTNTA, 1)

aflomiotior Ko 1) evypnoTior TOv.
<MAA-1> H mAat@oppa mpémel va elval Katd To SuvATOV opYLTEKTOVIKY OITOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Baoileton ) TAATPOpH Tpémel WOavIKE vor pn dn-
HlovpYoUV kevTplkd onpelo. EmumAéov, n epappoyn kot o kddkdg tng mpémet va drotibevron

dNHOOCLA e ATTOKEVTPWHEVO TPOTTO.
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User Priority (5/5): H apyttektoviKy amokévipwaon tng TAATPOpROG artoTelel ataitnomn O -
OTNG TTPOTEPALOTNTOG YLA TOV XPNOTH, KABOG Slaao@odilel TV TOALTIKT] AITOKEVTPWOT) KL,

€101, TOUG KUPLOVG GTOXOVG TTOL €XOLV OPLOTEL.

Technical Priority (5/5): H apyitextoviky) amokévipwon tng TAAT@Oppas outotelel, orai-
on OYotng onpaciog yio To cvotnpe, kabog kabiotd To idlo aoparég o embécelg Kot

Ta dedopéva povipa dtabécipo 6GTovg XPrOTEG.

<MAA-2> Ta fee ywx ) xprion tov Ethereum blockchain mpémetr va eAayiotomolovvrat.

Ieprypaen: Ta téAn cuvaddayov ov npémel va katafdAilovtol yio tn xprion Tov Ethereum
blockchain e€aptovton dpeca 1060 ad Tov YKo TV dedopévav Tpog amodnkevon, 060 Kol
and Toug KOkAovg eme€epyaoiog Twv smart contract Tng epappoyng. Q¢ mpog T dedopéva,
Ol TTPOYPOPPATIOTEG Ol TPETEL VO PEPLPVOUV OGTE 0 KVPLOG OYKOG TOLG var amobnkevetal
et Tov IPFS, evo emi tov blockchain va amoBnkebovtan povo 6ca mpoypotikd xpetdelovtod.
Qg mpog TNV amattovpevn eneEepyaoTikn Loyl, Tpémel v PeATIOTOTOLELTOL O KOJLKAG TWV
smart contract, £T6L ©GTe 0L SLAPOPEG AELTOVPYIEG TOVG VO EKTEAOVDVTAL HE TOVG ALYOTEPOLG

duvartotg emeEepyaaTicovg KOKAOUG.

User Priority (4/5): IlapoAo mov n amaitnon dev eivat omapaltntn yiow T Xpron g mTAot-
QOPHAG, ElvaL HEYAANG OHOGLOG YL TOVG XPTOTES, Elval LOLALITEPA CNHUAVTLKT) Yo TNV EVTaEn

XPNOTAOV e XOUNAOTEPEG OLKOVOULKES SLVATOTNTEG.

Technical Priority (5/5): H ataitnon avtn eivon peydAng onpociog yior To 6OoTnpa, dloTL
QTOTEAEL GNHOVTLKO TTAPAYOVTO TTOV ETMLOPA GTNV TPOCEAKLGT KL TN SLATHPNOT EVEPYHDV

XPNOTOV.

<MAA-3> Ta contract tng epappoyng npémel va eivor avoabpioipor.

ITeprypaen: Ta contract tng epappoyng mpémel popovv va avaPabpiotody, €T6L OCTE Vo
prropovv va tpoctifevtat Aettovpyieg ko va dtopBwvovton opdipata. H avafabpioypotnta
Toug Qo TpéTel vau emmiTuyxYAvVETOL pe HEBOSOVG TTOL VOL NV VITOVOREDOLVY T1 AELTOVPYLKOTN T

TWV TPOTYOUPEVWV eKOOTEWV.

User Priority (2/5): H anaitnon avtn eivar yoapnAng onpaciog ye Toug xprnoteg, kobog
QPOPA GTNV AVATTLUEN KoL OYL 6T XPTOT) TNG.

Technical Priority (5/5): H amtaitnon avtr eivor vymAfg onpaciog yio To cOoTnpa, emeldn
TPOCGPEPEL TN dLVATOTNTA TNG TEPALTEPW eEEANENG TOV, PHEGW TNG ATOCPAAUATWOONG, KAOMOG

KO(L TNG VAOTIOLNGT) VEWV XOPOKTIPLOTLKOV.
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3.6 Xevapix xpnong

Baoko pépog tng oxedioong tng TAATPOPRAS HTOV 1] KATAYPOPT) TOV ATULTHOEWV, 1) OTTOLX
éywe o ponyovpevn evotnta (B.9), kabodg ko 1 oxediaon ko avamTuEn TV Gevapioy Xp-
ong. Ta cevapra xpriong avtiotoryilovv mOAVEG EVEPYELES TV XPNOTOV HE ATTOKPLOELS TOV GL-
OTNHATOG. MéG® QLTHG TNG ALVTLOTOLYLONG, TAPOLGLALETOL 1) AELTOVPYLKOTI T TOV CUGTHHOTOG
KO(L TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG, OGO KL OL [iT) AELTOVPYLKES TOV OLTTOULTHOELS.

211G emopeveg LITOEVOTNTEG TapaTifevTal T cevapla xprong (<XX>) wov divovv Tig amapari-

TNTEG TANPOPOPLES YIO TNV KATAVONOT) TNG AELTOLPYLNG TOV GLOTHHATOG.

3.6.1 ZXevapro xpnong 1: Eyypaen xpnon

To oevapio xpnong 1 (<XX-1>) meprypdpet TIG S1tdoXIKES EVEPYELEG TTOVL EKTEAODVTAL VIO TNV
eyypagn evoc xpriotn oto cbotnpa. Stovg mivakec B.d kou B.3 mapari®evrar o acikéc mAnpo-
popieg Tov <IX-1> Kaut oL evépyeleg TnG PAGIKHG porig avticTolya, eved 6o oyhpa B.d paiveton

To SLaypopor TNG Paoikng pors.

Eyypagopot 6to cbotnpa

Y0vtoun mepLypagn 216X0G TOL GeVapPLoL YXPTOTNG ElvaL O ETLOKETTNG VO PITopel
Vo eYypo@el 6TO CUGTNHA WG XPNOTNG.

Avagopé AA KAA-15{ KAA-35]

Avogopd MAA MAA-2

[Tupodotnon dpactnpiotntag O emokéntng Totdel To kovpmi «Sign Up».

[Ipotmo6Oeon O emokéntng mpémel va €xeL avoikel n oeAida Tng epoppo-
Yne.

IMivakag 3.2: Zevapio ypriong 1, eyypapy xprioth oto cUoTha
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Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdelr to kovpni «Ey- To olotnupo epgaviler v @oppa
YPOPT)». «Eyypapn Xpriotn».
2 O xpnotng ovpmAnpovel ta tedio k.  To ocOoTNHA elodyeL VEO XpNOTH GTO
TTOTAEL TO KOUVUTTL « YTTOPOAN». blockchain.

3 - To cbotnua dnpiovpyel TIG TPOCW-
mkég OrbitDB Pacelg dedopévawv tov
xpnoT.

4 - To olotnpo eppavifet T @OpHA
«ITAnpogopieg Xprotn».

5 O xpnoTNGg CLUTANPOVEL TIC TPOCW- To CUOTNHX ELGAYEL TIG TTANPOPOPLEG

TILKEG TOVL TTANPOPOPLES KoL TATAEL TO  XPNOTH TNV Tpocwmikh tov OrbitDB
KOUMTTL «YTToBoAT». Béon.
Metenertae To cbotnpa petaPaivel oty apyikn ceAida Tng epappoyng.
KOTAOTOON:
Hivaxag 3.3: Xevapio ypriong 1 - Baouki porj
Actor :Concordia :Ethereum :0rbitDB

Sign up

Sign up form

Personal information form

Create user

New usﬁeﬁrfIﬁDﬁ B jj

Submit

Home page

Zynipa 3.2: Xevdpio ypriong 1 - Aidypaupe facikic porc
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To <ZX-1> mepLéyel emiong Tpelg eVAAAAKTIKEG POEC TTOL pPrtopel va TpokLYovy PAcel Twv

emAOYOV TOL XPHOTI KAL 0L 0ToieC TEPLYphpovTaL aToug mivakeg B.4, B.5 ko B.6.

Evoldaktikn pon 1: Ta otouyeio xpriotn eivor AavOacpévar.

Egocov o xpnotng otn ypoppun 2 de cUPTANp®oEL To edio OVOPATOG XPT)OTH 1) GUMTANPOCEL
EVoL OVOHLX X PT|OTT) TO O7t0t0 elvort 1181 € XP1IOT) GTO GUO TN, TO GOC TN TTPETEL VAL ETLOTPEPEL
OYETIKO HIVUHO GOAAHLATOGC.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon Zuotnpuotog
1 - To cbotnua ep@ovilel pRVLpX COEAApO-
TOG,.

To cbotnpa emtotpéel otn ypoppun 1 tng Paciknig pong.

Mivakag 3.4: Xevapro ypriones 1 - Evaddaktixij porj 1

EvaAAlaktikn pon 2: O xpriotng matdel To KOupsti « AKupos.

Egpooov o xpriotng otn ypoppn 2 g Baotkrig Porjg emdé€el « Axupo» 1o cOGTHHO ETLOTPEPEL
oTNV apyLkn oceAida NG eQapPHOYNG.

Fpappn  Evépyeia xpnotn cvotiuotog Am&vinon ZuoTnpotog
1 O xpno1ng matdel To Kovpmi «Akvpo»  To cOOTHHA eMOTPEPEL GTNV APXLKT] O€-
Ada NG epappoyng.

To cevaplo ypriong TeppatileTot.

ivakag 3.5: Xevapro yprions 1 - Evaddaktixij porj 2
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EvaAlaktkn pon 3: O xprijotng matdet to kovpsi «IlopdAnym».

Egpocov o xpnotng otn ypappn 5 tng Baoikng Porg emdé€el «Ilapainyn» to cdotnpa emi-
OTPEPEL GTNV ap)LKT] oeAda TNG ePPHOYNG.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matder 1o kovuni «Ilapd- To cOoTnua emoTPéPeL GTNV OPYLKT OE-
Anymn» Ao NG epappoymng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.6: Xevapio yprjong 1 - EvaAdaktixy porj 3

3.6.2 Xevapro xpnong 2: 2ovdeon xpnon

To cevapro xprong 2 (<EX-2>) meprypdpet TiG StaedoxIkéG eVEPYELEG TTOL EKTEAODVTOL YL TT)
cOVeon evog xproTn oTo cvoTua. Stovg mivakeg B.7 kou B.§ mapatiBevron ot Pacikéc wAnpo-
popieg Tov <ZX-2> KoL oL evépyeteg NG Pactkiig poric avticToya, evéd oto oxfpa B.3 gaivera

To SLAypopar TNG Paoikng pors.

Yuvdéopat 6to cOGTNHA

YOvtoun mepLypagn 310Y0G TOL oevaplov Xprong elval 0 XPHOTNG va GUVOEETL
QUTOUATA GTO GUGTNHAL.

Avagopd AA AA-2

Avagopd MAA -

[TupodoTtnon dpactnploTnTag
[Ipotmo6Oeon O ypriotng mpémel va éxel avoiel tn oeAlda TG eQapHOYNG.

Iivakag 3.7: Xevapio ypriongs 2, covdeon ypriotn oTo ovoThua
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Baowkn pon

Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog

1 - To cVoTNHA AVAKTA TIG TTANPOPOPLeg
Tov ypriotn amd to blockchain.

2 - To oclotnua dnplovpyel TIg TPOoW-
mkég OrbitDB Pacelg dedopévwv tov
XpnoT.

Meténertaa To cOoTnpa TOPOPEVEL OTNV ap)Lkh) oeAda TNG EQUPHOYTG.
KOTAOTOON:

Iivakag 3.8: Xevapio yprions 2 - Baoiktj potj

Actor :Concordia :Ethereum :0rbitDB

Fetch page

Get user

Ll
User information

Zynpe 3.3: Xevapio ypriong 2 - Aidypappa facikic potig
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.3 Xevapro xpniong 3: Anpovpyio véov Oépatog

To cevapro xprong 3 (<EX-3>) meprypdpet Tig StadoxLkéG eVEPYELEG TTOL EKTEAOVDVTOL YL TN
Snpovpyia evog Béparoc. Stovg mivakeg B.9 ko nopotibevral o faoikég TAnpopopleg Tov

<ZX-3> Kaut ot evépyeLe TNG PAGIKHG poric avTioToLya, eved 6To oyxrpa B.4 paivetou To Siéypappa

g Pacikrig porc.

Anpovpym véo Oépa
YOvtoun mepLypagn 216X0G TOL GeEVapPIlov XPNoNG elval 0 XPNOTNG Vo Propel va
dnpovpynoet véo BEpaL.
Avagopé AA KAA-45{ KAA-95]
Avagopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O xproTng Tatdel To KOLPTL Snpovpyiag véov Bépatog.

[Ipotmo6Oeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketot
otnv apylkn ceAida.

ITivakag 3.9: Xevapio ypriong 3, Snpiovpyia véov Oéuarog

Baowkn pon
I'poappn Evépyera xpniotn cvetnpotog Ané&vinon Zvotnpatog
1 O xpriotng matdel to Kovpsmi dnptovp-  To oot eppavilel T EOppo «An-
ylog véou Bépatog. Hlovpyio OEHATOC».
2 O xpriotng ovpmAnpavel to edix kow  To ootnuo elcayer véo Bépa oto
TOTAEL TO KOUUTTL «YTTOPOAN ». blockchain.
3 - To clotnpo ewchyel TG TANPOPO-

pieg tov Bépartog oTnv MPOCWITIKY
OrbitDB Bdon tov ypriotn.

Meténertae To ovotnua petafPaivel otn oelida Tov véov Bépatoc.
KATAOTOON:

Hivaxag 3.10: Zevapio yprjong 3 - Baoiky porj
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0rbitDB
[ ] Create topic
Topic creation form
_ Topiccreation form 1
Submit
Create topic
New topic ID 'J]
~ Save topic information
New topic page D
S e L

Zynipa 3.4: Xevapio ypriong 3 - Aidypaupa facikiic porg

To <XX-3> mepiéyel emiong d00 eVAAAAKTIKEG POEG TTOL prtopel vor TpokDYouv Paoel TwV emL-
AOY®V TOL YPYOTH KoL OL OTTOLEG TTEPLYPAPOVTOL GTOVG TLVOKEG o B.14. H evol etk por

1 paivetat emiong oo oxfpa B.5 6mov mapoveidletal To Siiypappa poric TN,

EvaAlaxtwkn pony 1: O xpriotng dnpiovpyel Ympogopicr.

Eg@ocov o ypriotng otn ypoppn 2 tng Baowkng Porg emAé€erl «IIpoabnkn ¥ngogpopiag» to o0-
oTNHa avave®vel T oeAida tpocBétovtag Ta emumAéov media TG Poppag «Anpovpyia ¥n-
Qopoplog».

IFpapun  Evépyeia xpnotn cuotipotog Ané&vinon Zvotnpatog

1 O xpnomng, agob ovpmAnpwcer tn  To cbotnpa avavemvel T cedida pe To
Qoppo «Anplovpyio Oépatog», matael  medio Tng POppag «Anpovpyia ¥ngogo-
to koupmi «IIpocOnkn Yneogpopioc» plog».

2 O xpnotng cvpumAnpovel to medio kot To cbotnua elodyel To véo Bépa kKaBwg
TOTAEL TO KOUUTTL « YTTOPOAN ». Kot TN véa Ymeogopia oto blockchain.
3 - To cOoTnpa LG ayeL TIG TANPOPOPLES TOV

Bépatog xar g Yneogopiag oTig TPO-
ocwmikéc OrbitDB facelg Tov xpnotn.

To cbvotnua petafaivel ot cedida Tov véov Béparoc.

Hivaxag 3.11: Xevapio yprions 3 - Evaldaxtniki porj 1

47



3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0rbitDB

Create topic

Topic creation form
_ Topiccreationform 1

Add poll R
. Pollcreationform ||
Submit
Create topic
New topic ID
~ Add poll to topic |

New topic-poll page

Zyripa 3.5: Xevapio ypriong 3 - Aidypappa evaddaktikis porjg 1

EvaAlaktikn pon 2: O xpriotng motdel To KOupsti « AKupos.

Egocov o ypriotng otn ypappr 2 tng Baowkng Porg 1) oty ypoppn 2 tng Evaiiaktikng Porg 1
emAEEEL « AKLPO» TO CUGTNHA ETLOTPEPEL GTNV ApXLKY) OEAdA TNG EQappOYHC.

Fpappn  Evépyeia xpnotn cuotipotog Am&vinon ZuoTnpotog
1 O xpnotng matdel To Kovpmi «Akvpo»  To cOOTHHA eMOTPEPEL GTNV APXLKT] O€-
Ada NG epappoyng.

To cevaplo ypriong TeppatileTot.

IMivakag 3.12: Xevdpio ypriong 3 - Evaddakniki porj 2
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.4 Xevapro xpnong 4: Avaktnon 0épatog

To cevapro xpnong 4 (<XX-4) meprypa@et Tig StodoyLKéG EVEPYELEG TTOL EKTEAODVTAL YLOL TNV
aVAaKTNoT evOg BERATOC. S TOVG TIVAKEG Ko nopatiBevon oL Bacikég TANPOPopieg TOL
<ZX-4> Kaut oL evEpyeLeg TNG PAGIKHG poTic avTioToLya, eved 6To oyrpa B.6 paivetou To Sieypappa

g Pacikrig porc.

Avakto éva Oépo

YOvtoun mepLypagn 21OX0G TOL CeEVAPLOL YPT|ONG ELVAL O ETLOKETTNG 1) O XPNOTNG
Vo PItopel vor avakTroeL éva Bépa.

Avagopd AA AA-5

Avagopd MAA -

[Tvpodotnon dpactnpiotntag O emokéntng N} XproTng Tatdel o€ éva amd ta Oépatar.

[Ipotmo6Oeon O emoKENMTNG ) XPNOTNG TTPETEL var €XeL avoiEel T oeAlda Tng
EQAPUOYTIG.

Hivakag 3.13: Xevapio ypriong 4, avaktnon Oduarog

Baowkn pon
I'poappn Evépyera xpniotn cvetnpotog Ané&vinon Zvotnpatog
1 O yprotng matael oe éva amtd T Bé-  To cVOGTNHA AVAKTE TIS TTANPOPOpPLES
poto NG Alotog. Tov Bépartog a6 to blockchain.
2 - To cbotnpa avakTd Ta pnvOpaT TOL

Oépatog avTypaeovTag TIg TPOCWITL-
kég OrbitDB Bdoelg Twv cvyypagéwv.

Meténerta  To cbotnpa petoPaivel otn oedido tov Oéparoc.
KOTAOTAON:

Hivaxag 3.14: Zevdpio yprjons 4 - Baoikrj porj
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia

Fetch topic

Get topic

:Ethereum :0rbitDB

Get post

k-1 Posts

».
M
G

Retrieve posts information loop

Retrieve post information

».
U
g

L~ -2 Posts information

Xynpe 3.6: Xevapio yprions 4 - Aidypappa faoikic potjc
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

To <XX-4> mepiéyel emiong pia evaAAaKTIKT) por) TOL Prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOL XPHOTI KAl 1) omoia meptypdgetar 6Tov mivaka B.15. H evaldakTiky porj 1 gaivetar emiong

610 oyxfpa B.7 6mov apovsiéleton o Sibypappa porig Tng.

EvaAlaktukn pon 1: To Oépa mepiéyxel Ymeogpopia.

E@ocov 1o Bépa mov avaktiOnke otn ypoppn 1 tng Baowkrg Porg mepiéxel Yymgpogpopio aver-
KTOVTOL OL TTANPOPOpLeS TNG.

IFpapun  Evépyela xprotn cuotipotog

Anévinon Zvotnpatog

1 -

To clOoTpa avaKTd Ta PNVOHATO TOU
DépaTog AVTLYpAPYOVTOG TIG TTPOCWITLKEG
OrbitDB PBdoelg twv cuyypoagéwv.

To cbotnpa avaktd TV Yneogopia amd
to blockchain.

To clotnpa avoktd TG TANpOPOpieg
™G Yneogopiog ovIlyp&poviag Tnv
npocwmnikfy OrbitDB P&on tov cuyypa-
Q.

To cOotnua emiPePordvel Tig TANPOYPO-

pieg g Yneogopiag pe Paon to hash
mov éxel avaktnOel amd to blockchain.

To cevaplo xpriong teppartiletat.

ivaxoag 3.15: Xevapio yprions 4 - Evaldaxtnikij porj 1
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia

Fetch topic

Get topic

:Ethereum :0rbitDB

<_-"1 Posts

 Validate poll information

Retrieve posts information loop

Retrieve post information

».
M
M = = — — m m e e L e e e e mm——

L~ Z2 Posts information

Zynipa 3.7: Zevapio yprions 4 - Aidypopper evardaxtixis porjg 1
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.5 Xevapro xpnong 5: Anprovpyia vEouv PnvopoTtog

To cevapro xprong 5 (<EX-5>) meprypdpet Tig StadoxLkéG eVEPYELEG TTOL EKTEAOVDVTOL YL TN
dnpovpyio evOg PNVOHATOG. 2TOVG TTIVOKES Ko nmopatiBevton ol Paoikég TANpoopieg
ToL <XX-5> Kait oL evépyeleg TG PAGIKHG PorC avTicToya, evéd 6To oxApa B.§ paiveton to Sid-

Ypappa Tng Pactkig pore.

Anpiovpym véo pipvopa
YOvtoun mepLypagn 216X0G TOL GeEVapPIlov XPNoNG elval 0 XPNOTNG Vo Propel va
dnpLovpynoEL VEO P VUHCL.
Avagopd AA AA-6
Avagopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O XproTng TATAEL TO KOV SNHLovpYioG VEOL UNVOHATOG.

[Ipotmo6Oeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketot
ot oeAda evog Bépatog.

Mivakag 3.16: Xevdpio ypriong 5, dnpovpyic véov pnviuarog

Baowkn pon
I'poappn Evépyera xpniotn cvetnpotog Ané&vinon Zvotnpatog
1 O xpriotng matdel to Kovpsmi dnptovp-  To oot eppavilel T EOppo «An-
ylag véouv pnvopatog. Hiovpyio Mnvopatog».
2 O xpriotng ovpmAnpavel T edix kot To cOGTNHA ELOAYEL VEO PIVUHO GTO
TOTAEL TO KOUUTTL «YTTOPOAN ». blockchain.
3 - To clotnpo ewchyel TG TANPOPO-

pleg TOL PNVOPATOG GTNV TPOCWITLKN
OrbitDB Bdon tov ypriotn.

Meténerta To ovotnua mopopével otn oelida Tov Oépatog eppavilovtog To vEo PIVUpaL.
KATAOTOON:

Hivaxag 3.17: Xevapio ypriong 5 - Baoiky porj
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0OrbitDB
[ ] Create post
.__Post creation form __
Submit
Create post
New post ID
7777777 Save post information
Updated topic page D A

Zynipa 3.8: Xevapio ypriong 5 - Aidypaupa facikiic porg

To <XX-5> mepiréxel emiong pia evaAAaKTIKY) por} oL prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOV XPHOTN KAl 1) OTTolaL TEPLYp&peTan 6Tov mivaka: B.18.

EvaAlaktikni pon 1: O xpriotng motder To Kovpsti « AKupos.

Epooov o xpriotng otn ypoppn 2 g Baowkrig Porjg emdéEel « Axupo» 10 cOGTHO ETLOTPEPEL
ot ceAida Tov Bépatog.

Fpappn  Evépyeia xpnotn cuotipotog Am&vinon ZuoTHpotog
1 O ypriotng matdel o kovpri «Akvpo»  To cbotnpa emotpéel 6TN ceAida Tov
Oépatoc.

To cevaplo ypnong teppartieta.

IMivakag 3.18: Xevdpio ypriong 5 - Evaddlaktikij porj 1

3.6.6 Xevaplo xpnong 6: Tpomomoinon unvopatog

To cevapio xpnong 6 (<XX-6>) meptypdpet TIG SLtdOXLKES EVEPYELEG TTOVL EKTEAODVTAL YL TNV
TPOTTOTTOLNGOT €VOG UNVOHATOS. 2TOVG TTLVAKEG Ko nopotifevral oL facikéc TAnpopo-
piec Tov <IX-6> ko oL evépyelec TG Pactkiic porg avtioTorya, evd oTo oxfua B.9 paiveton o

Suéryporppar TG Pacikrig porig.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Tpomomow® éva pnvupo

S0OVTopn TEpLypopn 210X0G TOL cevaplov XproNg elval o XproTng va Popel va
TPOTOTOLNOEL T UIVOUATA TOV.

Avagopd AA AA-7

Avogopa MAA -

[Tupodotnon dpactnpiotntag O xproTng TATAEL TO KOVPITL TPOTOTTOLNGTG TOV PIVOHATOG,

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va fpiokeTon
ot celida Tov OEpaTog oL TEPLEXEL TO PIVURA TOV.

Hivakag 3.19: Xevapio yprions 6, TpOTOmoinoy UnVUUaTOS

Boaowkn pon
Tpappn Evépyerx xpnotn cuostnpotog Anévinon Zvotnpotog
1 O xpnotng matdel to kovpni tporo- To olvotnua eppovifer TN EOPHA
70lNoNG TOL UNVORATOG. «Tpomomoinon Mnvopatog».
2 O xpriotng ovpmAnpavel T medio kow  To oboTN TpoTOTOLEL TIG TTANPOPO-
TOTAEL TO KOUUTTL «YTTOPOAN». pleg TOL PNVORATOG GTNV TPOCWITLKT)

OrbitDB Bd&on tov xpnon.

Metenertae To cOoTnpa Tapapével oTn oeAida Tov BEpatog epeavifovTag To TPOTOTOLNHEVO
KOTAOTAON: M VUHCL.

Hivaxag 3.20: Xevapio yprjong 6 - Baoikt porj

Actor :Concordia :Ethereum :0rbitDB
] Modify post
__Post modification form | |
Submit

Save modified post information

Zyripa 3.9: Xevdpio ypriong 6 - Aidypaupue facikic potc
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

To <XX-6> mepiréxel emiong pia evaAAaKTIKY) por] TOL Prtopel va TpokOYeL PAGEL TwV ETLAOYOV

TOU YPYOTN Kol 1) ool TTEPLYPAPeTaL oToV Tivake .21

EvaAlaktikn pon 1: O xpriotng matdel To Koupsti « AKupos.

Epooov o xpriotng otn ypoppn 2 g Baotkrig Porjg emdéEel « Axvpo» 10 cOGTHHO ETLOTPEPEL
ot ceAida Tov Bépatog.

Fpappn  Evépyeia xpnotn cuotipotog Amavinon ZuoTpotog
1 O xpnotng matdel To Kovpri «Akvpo»  To cvotnpa emoTpéPel ot oeAida Tov
Oépatoc.

To cevaplo ypriong teppatileTol.

IMivakag 3.21: Xevdpio ypriong 6 - EvaAdlaktikij porj 1

3.6.7 Xevapro xpriong 7: ¥Yneion oe Ppneogopia

To oevapio xpnong 7 (<XX-7>) meprypdpet TIG SLtdOXLKES EVEPYELEG TTOVL EKTEAODVTAL YL TNV
ynolon oe pia Yneopopic. XTOUG TLVOKEG Ko nopotifevtal oL facikéc TAnpopopieg
Tov <XX-7> KoL oL evépyeleg TNG PACLKNG PONG AVTIGTOLY L, EVG OTO CYTHA aivetol 1o S1d-
YPOoppa TG Pacikrig porig.

Ynoeilw ot Ppneopopia

Sovtopun meptypagr 210X0G TOL cevaplov Xprong elval o XproTng va Popel va
ynoioel oe pia Yneogopia.

Avagopd AA

Avagpopd MAA MAA-2

[Tvpodotnon dpactnpotnTag O xproTng Tatdel To KOVUITTL YNeopopiog.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va PpiokeTon
ot oeAida evog B¢patog To omoio eptAapfdvel Yneopopio.

Hivaxag 3.22: Xevapio yprions 7, Yripion o€ Ynpopopic
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xprotng matdel To kovpmi tng emi- To oclotnua elohyel véa Yrpo oTo

Aoyng mov emBupel va Yneicer ko  blockchain.
ToTdEL To KOUPTTL « YTToBoAn ».

Meténertae To cVoTnpa avave®Vvel TG TANPOYopieg TNG Yngopopiag.
KATAOTOON:

Hivaxag 3.23: Zevapio yprjong 7 - Baoiky porj

Actor :Concordia :Ethereum

Submit poll vote

v

Add poll vote

Updated topic page

Zynpa 3.10: Xevapio ypriong 7 - Aidypoypiar facikig porc

3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevapio xpnong 8 (<XX-8>) meprypdpet TIG SLtdOXLKES EVEPYELEG TTOVL EKTEAODVTAL YL TNV
YneLon oe éva PVOPN. XTOVG TVOKEG Kol nopotifevral oL Pactikég TANpoPopieg TOL
<¥X-8> xau ot evépyeleg NG Paotknig porg avtiotolya, eV 0TO GXNHX paivetor To Sid-
Ypopa TG Pactikrg porig.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

¥Yneilw oe pnvopa

S0OVTopn TEpLypopn 210X0G TOL cevaplov XproNg elval o XproTng va Popel va
vrtepympioel 1) katoyneicetl €vor Pvopa.

Avagopd AA AA-8

Avagpopd MAA MAA-2

[Tupodotnon dpactnpiotnTag O emokéntng matdel To KOV vtepYnPLong 1 Kotoyni@L-
ongG.

[IpodmoOeon O xpriong va éxel ouvdebel otV epappoyn kot vo Ppioketol

ot ceAida evog Oépatog To omoio mepLhoapPhvel TOLAGLGTOV
Evor HVUpa TO o7toio dev éxel dnpovpyroet o idiog.

Hivaxag 3.24: Xevapio yprions 8, Yrjpion punviuarog

Baowkn pon
IT'poappn Evépyera xpniotn cvetnpotog An&vinon ZuoTnpotog
1 O xpnotng matdel 6To Kovpmi vep-  To cVoTnua elcdyel véa Yneo pnvo-
ynelong pnvOopaTog. potog oto blockchain.

Meténertae To cOoTNHA avave®Vvel TIG YHPoug TOL UNVOHATOG.
KOTAOTOON:

Hivaxag 3.25: Zevapio ypriong 8 - Baoiky porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Zynpa 3.11: Xevapio yprions 8 - Awkypappe facikrg porig
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.9 Xevaplo xprong 9: Arxypa@n Tomik®v S£S0pEVDV

To cevapro xpnong 9 (<EX-9>) meprypdpet Tig StadoxLkéG eVEPYELEG TTOL EKTEAOVDVTOL YL TN
Srypopt) Twv TOTKOV SeSOPEVWV. 2TOVG TIVOKEG Ko nopoatifevral ol faciiég TANpo-
popieg Tov <XX-9> Kkau oL evépyeleg NG PACIKNG POTG AVTIGTOLY L, EVM GTO GYXNHA Qaivetol
To SLaypoipler TNG Paoikng pors.

Arorypapo tor tomike dedopéva

YOvtoun mepLypagn 21OX0G TOL GEVUPLOL XPTIOTG ELVAL O ETTLOKENTNG VAL HITOPEL VOt
draeypafel Tow tomikd dedopéva ov aroBnkevovtal 6to GU-
OTNHUA TOV A0 TNV EPAPHOYT).

Avagopé AA

Avagopd MAA -

[Tvpodotnon dpactnpiotntag O eMCKENTNG TATAEL TO KOVUTL Sty papng TwV TOTLK®OV de-
Sopévav.

[Ipodm6Oeon O emokéntng mpémel va éxel avolEel tn oeAlda Tng epoppo-
Yne.

IMivakag 3.26: Xevipio ypriong 9, dieypagr tomikdv Sedouévawy

Baoikn pon
Tpappn Evépyerx xpnotn cvstnpotog Anévinon Zvotnpotog
1 O emokéntng matdel to kovpmi dia-  To cvoTnpa eppaviler Tn eoppo «Emi-
YPOPNG TV TOTLKOV deSOpEVOV. BePaiwon Awaypoprig Tomkdv Aedo-
pévwv».
2 O emokéntng cvpmAnpovel o medio To cvoTnua daypdgper OAeg TIG To-
KOl TTXTAEL TO KOVUTTL «YTTOPOA ». mkég OrbitDB PBacelg mov xpnotpo-

TTOLOVVTOL OTO TNV EQAPHOYT.

Meténerta  To cOOTNHA TAPOPEVEL TTPAYHATOTTOLEL LVAVEWGT) TG GEALDOG.
KOTAOTHON:

Hivaxag 3.27: Xevapio yprions 9 - Baoiky porj
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0OrbitDB

Delete local data

Delete confirmation form

Delete local DBs

Zynpa 3.12: Xevapio yprions 9 - Aidypeppie facikic porig

3.6.10 Xevapiro xpnong 10: Anpovpyia KOLvOTNTAG

To cevapro xpnong 10 (<=X-10>) meprypdpet TIG SLadOYIKEG EVEPYELEG TTOL EKTEAOVVTAL YLOL TT)
dnpovpyla piog KowoTNTAG. XTOVG TVAKES Ko nopatifevton ol factiég TAnpopopieg
tov <XX-10> KoL oL evépyeleg NG PACIKNG PONG AVTIGTOLY, EVHD GTO GO poivetal To
Suéryporppar TG Pacikrig porig.

Anpovpym véa KowvoTnTa

S0OVTOpN TTEpLypopn 210X0G TOL cevaplov XproNg elval o XpNoTNnG va Popel va
dnpovpynoet pio véa Koot Ta.

Avagpopd AA KAA-125, kAA-135

Avogopd MAA MAA-2

[Tupodotnon dpactnpiotntag O xproTng matdel To KOLUITL SnpLovpyiag VEAS KOLVOTNTOG.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va PpiokeTon
oTnV apyLkn oeAido.

Hivakag 3.28: Xevapio ypriong 10, Snuiovpyia véag kovotnrag
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdel o kovpsi dnpiovp-  To cbotnpa eppavilet tn @oppo «An-
ylog véag kowvotnTag. provpyia Kowvotnrog».
2 O xpnotng ovpmAnpovel ta wedio k.  To oo SnpLovpyel vEx KOLVOTHTA
TTOTAEL TO KOUVUTTL « YTTOPOAN». oto blockchain.

Meténertae To ovotnpa petafPaivel otn oedida Tng véag KovoOTnTOG.
KATAOTOON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikr por

Actor :Concordia :Ethereum :0rbitDB

Create community

Submit

».

Created community page

Xyriua 3.13: Zevdpuo yprions 10 - Awdypoa faoikiic porg

To <¥X-10> mepiéxel emiong 00 eVAANAKTIKEG POEG OV prtopel va TpokOYouv PAcel TwV
ETLAOY®V TOL XPT)OTH KOL OL OTTOLES TTEPLYPAPOVTAL GTOVG TLVAKES ko B.31. H evolhaktiiery
pon 1 paivetou emiong oto oxNpa 07OV TTOPOLGLALETOL TO SLAYPApHO POTG TNG.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

EvaAllaktkn pon 1: O xprjotng opilel e€wtepikd contract yiox tnv kowotnTo.

Epocov o xpriotng otn ypapun 2 tng Baoikng Porjg emdé€er «IIpocOnkn Zvpforaiov» to 60-
oTNpa avave®vel TN oellda tpoobétovtag ta emutAéov media Tng oppag «Xvvdeon Zvpfo-

Aaiov».

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog

1 O xprotng, a@ov ovpmAnpoocer T To oclotnpo avaveovel Tn ceiida pe
eoppoe  «Anpovpyia  Kowotnrag», to medio tng @oppog «Xovdeon Zvpfo-
notdel o kovpmi «IIpocsOnkn Yneopo- Aaiov».
plog»

2 O xpriotng ovpmAnpover ta medioe ke To cOotnua dnpovpyel T véa KOLvo-

TOTAEL TO KOVUTTL « YTTOPOAN».

tnta oto blockchain kau tn ouvdéer pe To
eEwTeplko contract.

To cVvotnua petafPaivel otn oeAida Tng véag KovoTnTaAG.

Hivaxag 3.30: Zevapio ypriong 10 - Evaldaxtiky poyj 1

:Concordia

Create community

Add external contract

External contract form | |
Submit

:0rbitDB

:Ethereum

Create community

New community ID

Created community page

Zynpe 3.14: Xevapio ypriong 3 - Aidypoppa evardaktikig potjg 1
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

EvaAlaxtikn pory 2: O xpriotng motdel To KOUPTTL « AKUPO».

Egpocov o ypriotng otn ypoppn 2 tng Bacikrg Porig i otn ypappr 2 tng Evallaktikrg Porig 1
emAEEEL « AKLPO» TO CUGTNHA ETLOTPEPEL GTNV APXLKT) CEADA TNG EPAPHOYTC.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matdet to Kovpmi «Akvpo»  To cOOTNHA EMOTPEPEL GTNV APXLKT] O€-
Ada NG epappoyng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.31: Zevapio yprjiong 10 - Evaldaxtiky poyj 2
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3.7. Apxitextovikn oxediaon

Kegpahaio 3. Zyedioon epappoyng

3.7 Apyitektovikn oxedioon

2 QUTHV TNV EVOTNTA TTEPLYPAPETAL 1) OPYLTEKTOVLKT] TOU CUGTHHATOG, OTTWS TPOEKLYE ATTO

TNV emAeypévn texvoloyikr otoifa kat Tig Tpoavapepbeiceg amaltroelg Tov. Oa mpémel vo o1)-

pelwOel OTL 1) TAPOLGLALOPEVT] XPYLTEKTOVIKT) VAL TTPAOLUN KL deV aroTeAel TNV TeALKT] LAOTOL-

N0 TNG TAATPOPHAG, 1) OTOLOL TTEPLYPAPETL GTO KEPAALO @

SUVOTTIKA, 1) PYLTEKTOVLKY] TOU CUGTHHATOG UTOTUITMOVETAL GTO TOXPOKATW SLAypoppa:

Frontend

e

MetaMask

uSer\ BEl s

User
Interface

8 Prs Ll <> s

create

¢

Ethereum

Concordia contracts

S

transactions

-

............ B Users

Communities i <)

External Community Contracts

_X Token Holders

[ Community B )+

Community A

Zynua 3.15: ApyitekToviKy T0U oVOTHpaTOS (0Tdd10 oyedions)

AEileL va onpelwboiv ta e€ng:

+ O xddikag Tov frontend extedeiton ATOKAELGTIKA GTO GUGTNHAX TOL XPNOTH, XWPLIG VO XIToL-

teitan kaurorog eEumnpetntng. AnAadi), o xprioTng apkel amAd va éxel Tov kK®dLka arrodn-

KEVUEVO OTOV LITOAOYLOTH) TOU.

« O ypriotng adAnAemidpa dpeoo pe To Ul ko to MetaMask. To MetaMask ototeAel browser

add-on, to omoio dayeipileton Tor WLwTIKE KAeWdik Ethereum tov xpriotn ko tpoypoto-

ToLeL TIG GLVAAAYEG TOL TedevTaiov pe To smart contract. XTnv wpokeyévn mepintwor,

mepLéxel To KAEWOLA oL oXeTilovTaL aupevag pe Tn dievOvvon pe Tnv ool 0 XpPoTNG EY-
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3.7. Apxitextovikn oxediaon Kegpahaio 3. Zyedioon epappoyng

YPAPETAL OTNV TAATOOPHL, APETEPOU He TIG dLevBvvaELg Tov TepLéyovy Ta token twv kot-

VOTHTWV OTLG OTTOLEG arvrkeL Kot £xet Stkatwportar Yrpov.

« X710 frontend exteAeiton oto mapacknvio évag kopPog yia to IPES. Avtdg cvvdéeton pe
GAAOVG KATAAANAOVG KOHPOLG, dtopotp&lovTag Tov KOPLo OYKo TV dedopévwv TG epap-

HOYNG (TT.X. TOVL TEPLEXOHEVOL TWV HIVUHATOV).

« Télog, oto Ethereum blockchain vapyouvv 600 Tt contract tng epappoync, 660 KoL To
eEwtepikd contract wov mapéxovv Ta token twv kowotrtwv. Ta pev Aettovpyodv wg To o1-
HeLO aVOLPOPAG TNG EYOPIOYTG, ETTL TOL OTTOLOL eKTEAOVVTOL OL eVEPYELEG Ka autoBnkebovTa
oL HeTaPANTEG OV eival ATOAVTWG ATTOPAITTES Yo TH) AeLTovpyla TNG TAATPOPHAS (TT.X.
EYYEYPOHHEVOL XPNOTES, ONHLoLPYNIEVESG KOovOTNTES). Tax de Snptovpyovvton amd e€wtept-
KEG OVTOTNTEG, OL 0moieg opilovv katd T fovAnot] Tovg Tov akpiPry TpoTo dnpovpylag Ko

Stapotpacpot twv token tovg 6TOLS XPHOTEG.
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3.8. IIpod. peBoddov vAomoinong & xpovompoypoppatiopos Kepadaro 3. Zxedioot epappoyng

3.8 IIpodiaypapn peddéov vAomoinong

KOl XPOVOTLPOYPOUPUATIOHOG

Katd tov ypovompoypoppatiopd viobetnOnkav ot taktikég mov opilel To Scrum. To cuvo-
ALKO TTIPOYPOHHATIOTLKO EPYO XWPLOTNKE G€ eMPEPOVG SLAKPLTOVG GTOYOVS Kot K&be GTOY0G avTL-
otowynOnke oe éva Sprint. H epyacio k&Be Sprint Siaywpiotnke mepoutépw oe empépoug epic.
Q071000, G AVTO TO GTASLO XPOVOTPOYPUHHATIOHOD eV EYLVE AVAAVTLIKOTEPT] TTEPLYPOUPT] TWV
task Twv epic, Stadikacio mov TpaypatomolnOnke KaTd To apyLkd oTASLO TNG LAOTOINGNG TV
TEAELTAULWV.

Qg oNpavTIKOTEPOG GTOXOG TNG AVATTLENG opileTan 1 dnpiovpyia evog eAdXLGTOL PLOGLHOV
npoiovtog (Minumum Viable Product - MVP). e avtd tov 6tdyx0 mepihapfdvovtol oL o 6Tol-
XeLwdelg Aettovpyieg plag TAATPOPHAG ETLKOLVWVING OL 0TToleG TNV KAVoUuV XprioLr, dnAadn 1)
duvatotnTa eyypoeng, dnpovpyiog Oepdtwy Kot PNVOUHATOVY Kol GVAYVOGTG TOL LITAPXOVTOG
nepiexopévou. Emeldr] o 6tox0g awtdg mepLéxel amrd pOVOG TOL GTHAVTLKT) TTOALTTAOKOTTO KoL
duokoiia kpibnke avaykaiog o mTepalTépw dLorywPLoROS Tov o€ Tpia Sprint.

310 mpwTto Sprint opictnke 0 6TOX0G TNG dnplovpyiag piag Paong kwdwka (codebase), tng
eEOLKELWOTNG HE TO TTPOYPOHHATIOTIKE EPYOAEiot TOV OLKOGLOTHHATOG TwV DApPp Ko Tng emitu-
X00g dnpovpylag Tov TpwTov contract. Qg 6TdX0G TOL devTEPOL Sprint opictnke 1 Snpovpyic
TOV TEYVIKOV XOUPOKTNPLOTIKOV TTOL oPpopolV GTOVS XPHOTEG TNG EPOAPHOYNS KoL TTOL oL idtot
gxovv ovvnbicel va avapévouv amo pia TéTola TAATPOppa. 2To Tpito Sprint cupmepiAneOnkav
TOL TEXVIKA XOPOKTIPLOTIKA TTOL aITopévouy wote va dnpovpynBet to MVP.

To emopeva tpio Sprint xtilovv SLadoylkd TAV® GTNV LITAPYXOLGX HOVAELA KL LTTOSOWT]. XTO
TETAPTO PEPOG EPYOCLNG WG GTOXOG 0plaTnke 1 TPocHnkn Twv duvatoTHTwV NG Yneopopiag
€Ml TOV UNVUHATOV, kabog kot tng dnpovpyiag Yneopopidv (polls) ota Bépata. To emodpevo
Sprint mepidlapPdvel epyaciec dnpiovpyiag LTOJOPNG KL TNV TPAOTN NUL-ONHOCLX EYKATAGTAOT)
™G epappoyng oe meptariov dokipnc. To tedevtaio Sprint amoteAel To TeALKO TPOIOV KoL TTe-

piéxetl task oyetikd pe Tnv dnpovpyia kowvotTwv ko TN beta eykatdotaon Tng epopUOYNG.
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3.8. IIpod. peBoddov vAomoinong & xpovompoypoppatiopos Kepadaro 3. Zxedioot epappoyng

Emontikd, n dadikacio Tng vAOTOINGNG TTEPLYPAPETAL GTO TAPAKAT® GYXHLOL:

Sprint 1 Sprint 2 Sprint 3
------------------------------------------------------------ T -
E Base i i User Features ! i Minimum Viable Product ,

I
i L L i
I I
I 1 1 1 . 1
i 1 Implement Auto ! Create Posting A
: Setup P Login : E Contract i
1
i o Lo :
I ¥
1 1 I 1 ! 1
I 1 1 1
! Setup Private : i Implement IPFS Lo Implement Posting H
: Ethereum Network : : User Information : : ul :
! Lo Operations ! I !
! L Lo !
I
i Create User | i i i Implement i
i Contract . Implement User b IPFS Posting :
: P! Profile Ul ] ! Operations i
I 1 I ! I 1
| (I T
i Implement Lo P i
| Registration Ul I A 4 uuriiiiidiiiiiiiziiiiziiziziziiid a
| i
I 1
I 1
I 1
YV zzzuizaizizizaziziziziziz‘zzzzzzziz];
Sprint 4 Sprint 5 Sprint 6

Voting Mechanisms Final Product

Create Voting
Contract

Implement Post
Voting Ul

Create User
Contract

Implement IPFS
Polls Operations

Provision Staging
Environment

Provision IT
Assets

Alpha Deployment
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Create Communities
Contract

Implement Community
Voting Authorization

IPFS Serve
Contracts & App

Add Contracts
Upgradability Mechanism

Beta Deployment

Zxtiua 3.16: Aicywpioudg oe Sprint (orddio oyediaong)



KepaAaro 4

YAomoinon epappoyng

2to mapov kepdrato avarvovtol ot pébodot kat ot TexvoAoyieg mov avamtiyOnkay kot xpn-
olwonoOnkav t6co yix tnv vAomoinon tng dwag tng epappoyng Concordia, 660 KoL yio 1
SLOPPOGT TOL GLVOALKOD TPOYPOAUHATIETLKOV TEPLPAAAOVTOC €Tl TOL OTTOLOL AUTT) dMHLOLP-

yrOnke.

4.1 MebodoAloyia vAomoinong

T v eitevén TV 6TOXWV TOL OPLOTNKAY KL TNV OPYAVWOOT) TNG EPYRCLAG TTOL ATTULTELTOL
oe dwxyelplopa pépn, xpnoomrolndnikav dikgpopa epyadeio ko péBodol avamtuEng AoyLopLKoD,
OmwG o chotnpa eAéyyou exdodoewv (version control system) Git, n pébodog opydvwong Scrum
kot ot dradikaoieg avamtuEng DevOps. Ta epyadeio avtd eivor Sokpacpéva kot £xouv edpotwbet
ot 6OYXPOVH AVATTTUEN AOYLGHLKOD.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAY) CLVEPYACLX GTNV
avarttugn tov Aoylopikov. K&be pélog tng opddag dbvatoar va epyootel aveEapTnTo Ko XwpLig
TNV avaykn Slapkovg emkoveviog pe ta vitdoAoa PéAN. Ot oTOXOL elval OpLoPEVOL, GOPELS KoL
XWPLopEVOL oe Srayelpiopo pépr to ool dev katofdrlovv ta péAn. Tavtdyxpova, Exoviag wg
edpat kKaOepwpéva TPOTLTTAL AVATTUENG, TOPEXETOL POPHAALGHOG Kol £ToLpeg péBodoL emilvong
TPOPANHATOV, YEYOVOS IOV AELTOVPYEL KATAALTIKA Kot BonO& oTnv ammo@uyn TEAPATOV KATd TN
oUYYPAPT] TOL KOSLKA.

To GitH eivan dwpedv AOYLGHLKO arvoLY TOU KOOLKO TO OTTOLO ETTLTPETEL KOLL ETTLKOVPEL TNV ATTPO-
OKOTITN VATTTUEN AOYLOHIKOD atd TTOAAITAG péEAN piog opadag, TauTdYpova Kot SLarvepPnpéva.
AvTo emiTUYXAVETOL TOPEXOVTOG Eva TTAiGLO amtd epyodeior Ta ool fonBoidv Tnv dwxyeipion
KOl EVOOUATOOT) TV SLOPOPETIKOV €KOOGEWV TOL KOILKA TIG 0Toleg avamtiooel kKabe péAog
NG opadag Eexwplotd. Ymapyovv didpopa povtéAda xpriong tov Git kot mo cvykekplpéva tng

dvvatotntag mov Sivel yia Snpovpyia, avamtuén kot éveon (merge) kAadiwv (branches).

Yhttps://git-scm.com/
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

"o Tovg 6K0TTOVG TNG PO oG SUTAWHATIKAG X prjoipomotOnke To povtédo GitHub flow.[14]
To povtého avtd opilel OtTL kGbe TpoypappaTioTnG avolyet éva véo branch yia T avamtugn evog
XOPAKTNPLOTIKOD TNG ePappoyng 1) Tn dtopBwaon evog pépoug tov kwdika. Emerta, dtav 1 dovAeid
éxel ohokAnpwBet, dnplovpyeiton éva altnpa évwong (pull request) pe to Pocikd kAadi avamto-
Eng (develop) tng epappoyng. H dovdeid vmokeitan oe afloldynon od tnv vdAoinn opddo
(review) ko 0tav kpLBel OTL LKorvoToLel TIG avaYKeg Tov €pyou, to branch yiveton merge pe to
develop. Otav to develop ¢ptdoel o¢ tkavod onpeio otabepdtnTog kKot dAAoY@dV, yiveTon merge e
to0 branch mapaywyng (master). Ao to master dnprovpyovvtat oL TeALkéG ekSOGELS TNG EQOPHO-
YNG ot omoleg Stavépovtal yix xprion otnv mopaywyn (production versions), eved atd to develop
dnpLovpyodVTOL Ol SOKIHACTIKEG £KOOGELS QUXUNG TNG EPAPHOYNG OL OTOLEG Y PTOLHOTOLODVTOL
Koté Tov éleyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o empeAntrg Tov Scrum (Scrum master)
drywpilel T aveEapTnta pépn epyaciog (tasks) wov mpémel va vAomonBolv yia TNV oAoKAR-
pPWOT TOV oTOXWV £vOG project. To pépn avtd mepLypAPovToL avoALTLKA Holl [e TIG ATTOLTHOELG
ToUg Ko katatiBevton o pio Aot epyooidv (backlog). Emerta, péoa ad ocvokéyelg (meetings),
emAéyeton évag optOpog amo task To omoia opllouvv To eTOUEVO TPOYPUpPPATIOTIKO KUKAO (Sprint).
KaBe task avartifetan oe koo pédog yia vAomoinon. o to Sprint opiletan pic xpovikr Sdp-
KELX, OTOXOG TNG oTolag elval 1) mepdtwon OAwv Twv task mtpv tn Anén ng. to téAog Tng mpobe-
opiog ov opiotnke yia o Sprint ta péAn NG opadog AoTIHOVY T atoTEAEGHATA KoL opilovv
to emopevo Sprint. H diadikacio emavoaropPavetal éwg 0Tov To £pyo oAokANpwOeL.

AdYyw® TOL TOAD pikpoD peyéBoug tng opddac, To Scrum akoAovOnOnie eAaoTiKd. Zvykekpl-
péva, dev oploTnke Evog oUYKEKPLEVOGS emtIpeAn TG ToL board aAA& k&bBe pélog tng opddog ppo-
VTI(e Yl TOV OpPLOPO Ko TNV TepLypon] evog pépoug twv task. Ta Sprint Sev jtav cuveyopeva
KoL Oev elyov avta Tov L1810 YpoOvo ekTéNEOTC, QAL TPOCAPUOLOVTOV AVAAOYC E TIG EKACTOTE
AVAYKEG KL TOV XpOvo TV peAdv. [l tnv omttikomoinon twv task ypnopomromOnke kot Bdon
1 pébodog Kanban (tov xpnoipomoteiton amd 1o ido 1o Scrum). Ta task ywpilotnkav katd kbpLo

AOYO OTIG TOPAKAT® ALOTEC:

+ «Avopovrg» (backlog), n omoia mepiéxel task ta omoia dev éxovv akopa etooxBel e kK&molo

sprint

+ «Evepyo0 Sprint» (sprint/todo), mov mepthapPaver task ta omola cuppetéxovv oTo evepyod

(tpéxov) Sprint

+ «Extéleong» (in progress/doing), n omoia epihapfavel task yia to omoio éxet EexivioeL n

avamtTuEn amd K&molo PHEAOG TNG OHAdNG

« «EAéyyov xar aEloAdoynong» (testing/code review), n omola mepiéxel task Twv omoiwv 1
avantu€n €xel ohokAnpwbel ko Ppiokovtal oto otddio eAéyyov (testing) 1) avapovig oe

pull request
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

« «OloxAnpwong» (done), wov mepihapPdver task ta omoia éxovv tedeidoel, dSnAadn TV

omolwv 1 avamtugn €xet olokAnpwOei ko To pull request éxet yiver merge

Emniong, opiotnkav otig Aloteg oL péyiotol aptbpoi amd task mov propovv T vitdpyovv ce
KGO xpovikn oTiypn (7t.x. péxpt técoepa task otnv Aot ektédeonq). Avtod Eyive yio evBappuvon
NG oAokAfpwong TV task amd ta péAn, oe avtibeon pe TNV eyKatdAelr) Toug oe NULTEAN Ka-
TAOTHOT) TNG AVATTTUENG YL TNV avaAnn kd&rolov véou task.

T'oe Tv vAomoinomn tov Scrum ypnopomoOnke n dadikTvakn vINpecia Trellol, OTLYHLO-

TUTIO TNG OTTOLNG PALVETOL OTO TAPUKATW CYTHOL:

Backlog TODO Doing 0/4 Code review/Testing /3 Done
+ Add a card =]
[Investigate] IPFS Relay nodes Polls support message edits
[Investigate] Voting using external = ® = ©Os o, @ =
tokens
= + Add a card (=] B infrastructure
Contract tests Branch and commit naming
[ infrastructure | = o2 conventions
Research contract upgradability ~
® = o2 AF 4 bug ]
[Investigate] Serve frontend using Display user avatar
IPFS =
Add typescript to app =
= *4 bug ]
Fix registration second step submit

split Contracts

Add progressBar

Create user databases after
registration

[Investigate] OrbitDB Eth Contract
Access Controller

Replace contracts-provider with IPFS

Add a way to leave feedback

Build website for ecentrics.net

+ Add a card (=]

o2

Wrap posts in markdown viewer

=F

Add Pagination

Concordia guide retouch

= o1

S infrastructure ]

Create separate README files

= 2

+ Add a card a + Add a card =]

Zynpe 4.1: Xrrypéromo 006vys e diadikrvaxtis vanpeoiog Trello

Katda tn Stadikacion Tng avammtuEng Tou Kodika, epopprocTNKaY €TLOTG Ol TUKTIKEG TTOV Opi-
Covtou a6 To DevOps oe 0,11 apop& oto deployment twv vrnpeciov. To DevOps opilet Sidgpopa
ePYAAELX TTOV ATTOGKOTTOVY GTNV TOELR, ATTPOGKOTTI) KOl QCUTOHOTOTIOLNHEVT] EVOWHATWOT) TOV
KOSLK ard TO 0TGSO TNG CLYYPAPNG HEXPL TNV OAOKApwoT kal eykatdotaot. Ta epyoieio

7oL Ypnoomofnkay edo etvau:
« Zvvexng éleyxog (continuous testing)
« Zuvexng oAokApwon (continuous integration)
« Svvexng mapddoon (continuous delivery)

« Zvvexng eykatdotaon (continuous deployment)

Bhttps://trello.com/
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T TV LAOTOINGOT AVTOV TOV TAKTIKOV eTMAEXONKE PETA ATO eKTEVT] €pELVA 1) TAATPOPHA
Jenking. To Jenkins cuvdvéotnke pe tnv mhat@dppa etcovomoinong Docker, dote var akolovd-
Bovv o1 tedevtaieg evdedetypéveg mpaktikég tng Propnyaviag. Etot, éywve cuyypagr tov apxeiov
Jenkinsfile, To omoio mepLypagel pe kddika tn pon epyasiov (pipeline) mov mpémel va akoAovdn)-
Oel petd o6 k&Be aldayn otov kodiko. H ektédeon Tov pipeline mpaypotomoteiton avtOpATR
outd To Jenkins.

To pipeline amoteAeitar omd oTédix ko Ppate Tax omoia paivovton oo oyrpo f.2:

a) Apxikd exteleiton To Pripa «Version», To 070l0 GUAAEYEL GTOLYELX GYETIKA HE TNV EKTEANEDT)
Tov pipeline, 67twg 0 KAadi TOL KOSLK TOL TLPOSOTNGE TN POT] KOL TA TAKETA AOYLOULKOD

7o mepthapfdvovtal oto git repository kot mepLExovv aAlayEc.

B) Emeita exteleitan 1o 6tddio «TEST», T0 omoio mepiéxel dvo Priparta mov ekteAodvral ma-

PAAANAQL KOl TTPOLYHATOTTOLOOV EAEYYO TOU KOSLK TWV TTAKETWV.

v) Av 1o kAadi mupodotnong eivon éva feature branch n pon otapatd €80, eved av mtpodkel-
ToL yuo évae otd ta facikd kAadid (master 1j develop), tote 1 por) cuveyilel pe to oTddL0
«BUILD», oto omoio ektelobvtor mapdAAnia to Prjpata wov xtilovv ta docker image

O0WV TOKETWV TEPLEXOLY XANYEG.

9) 210 otadio «PUBLISH», av To kAadi mupodotnong eivat to kOpLo kAadi mapaywyng (master),
TOTE ekTEAODVTOL TApGAAN A Priparta T omoia dnpocievovy ta docker image ov dnpovp-

ynoOnkav oto amobetnpro Docker Hub.

€) Télog, exteleiton to otddio «DEPLOY», kartéd TO 070L0 TPAYHATOTOLELTAL 1] EYKATAGTOOT)
TWV LTINPECLOV 6TO avaAoyo meptBdAlov (staging yix To kAadi develop ko production yuo

T0 kAadl master).

71



4.1. MeBodoAoyia vAhomoinong

Kegpdaharo 4. YAomoinomn epoppoyng

\li ion
- 0

::: =

22

(¥

v .

J

r

24 tracts
7///////////////////////////////

r

S

PPPPP

\
\
\
|
\

P

Jenkins Artifacts

rtifacts

%

r er

DDDDDDDDD

o

DDDDDD
||||||

V%
DEPLOY STAGING

*///

eeeeeeeeeeeee

e

T

PPPPPPP

De
/

Zytipa 4.2: Aidypapa porjg epyaoidyv Jenkins

72



4.2. Teyvoloyieg vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Me 1 xpnomn tov Jenkins avtopotomoteiton pe peyGAn €VKOALX €V GTHOVTLKO HEPOS TWV
Sradikactdv avamtuEng ko dnpocisvong Tov kodika. Me T xprion Tov cuykekpévou pipeline
yivetan oiyovpo 0,11 o€ k&Be addayn, AoyET®G TOL KAASLOD AVATITUENG 0 KOIIKAG EAEYXETAL KO
o amoTeAéopOTH TV test eivor omoBnkevpéva ko dabéoipa yio avadvor. Akopa, yio To kAadt
develop, avtopatomoleital 1 OAOKAPOOT) TV TAKETWV KL 1] EYKATAGTACT TOUG O TepLPaAlov
doxiung (staging), yeyovog mov dtevkoADvel oNHOVTIKE TIG GUAAOYLKEG SOKLHEG aTd TNV OpAdoL
oe dwpopetikd mepiparrovta xprong (browsers). Télog, yia To kAadl master, avTopaTOMOLEL-
tou 1) Sradikacia dnpocicvong twv docker image, pndevilovtag ¢tol Tov ¥pOvo TOL TPETEL VO

KotofaAovy T AN TG OpAdag o€ avTO.

4.2 Texvoloyieg vAomoinong

H mapovoa evotnta amoptiletol amd vIoevoTnTEG, OTLG OTOLEG SLATLTTOVOVTAL Ol GIUALVTL-
KOTEPEG TEXVOLOYiEG TTOVL XpropomotiBnkay yix Tnv vAomoinomn g epappoyng. OAeg ot texvo-

Aoyleg amotelovv Swpedv AOYLGHLKO OvOLYTOD KOOLKA.

4.2.1 Texvoloyieg oxetikég pe to development

Y& LTV TNV LITOEVOTNTA TEPLYPAPOVTOL OpLlopéva DepeAtddn epyadeia kot frameworks ov

OUVETEAECOV GTNV AVATITUEN TNG EQUPUOYNG.

Node.js

nede
©
Zynpa 4.3: Node.js logo

To Node.jst eivon éva neplPdArov xpovou ektéleong JavaScript TOAAATADY TAATPOPRDV,
TO OTOLO EKTEAELTAL OTI PYOLVT| V8l o opéxeL T duvatotnTa ektédeong kodika JavaScript
EKTOG TEPLNYNTOV LoTOV. EMITPENEL GTOVG TPOYPAHUUATIOTEG VO XPTICLoTTolovY JavaScript yio
TN oOvTaln epyoreiwv YPopHNG EVTOADV Kot Th SMHLOUPYLot KALHOKOTOV SLadIKTUOKOY eQop-
poyov (kvpiwg yio e€umnpetntéc). Exer apyitektovikn Paciopévn oe ovpPdvta (event-driven
architecture), pe SuvatotnTa acvyypovng etoddov/e€ddov (asynchronous I/0).

Eva atd ta onpovtikdtepa Yopaktnplotik tov Node.js eival 0 evoopPaTopévog dayetpl-

OTNG TAKETWV TOV, 0 0TT0l0g ovopdletar npm. Me Tov npm yiveTol QKT 1 EYKATAOTOOT) TToUké-

Yhttps://nodejs.org/
Phttps://v8.dev/
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v (BLPAL0ONKOV) atd To pnTpcdo npm (npm registry@), KOG ka1 opydvwor ko 1) dyeiplom
TOUG OTA TAALOLX TNG AVATTTLENG pig e@appoyng Tov eEaptdtal amd ovTd.

To Node.js éxeL To amoBetnpd Tov 610 GitHub®.

Docker

s

Zytiua 4.4: Docker logo

To Docker® amotelet pio TAQTQOppa 1) oTTolo TarpéXeL AoyLopLkd etkovomoinong (virtualization)
07O eined0 TOL AELTOVPYLIKOV GLGTARATOC, KAOWG KoL OAOKAN POHEVE GUGTHHATA SLOHOLPAGHOD
KOl EKTEAECTIG TOV TAPAYOHEVOV ELKOVOV.

Atvel n duvatotnTa oVVOEONC ELKOVIKOV TTEPLPAALOVTWOV AELTOVPYLKOD CUGTHHOTOG, T OTTOL0L
ovopalovtan elkoveg (images). Méoa oTIg elkOVeEG elval duvartr) 1) EKTEAEGT) TTPOYPAUPATWV GE
ac AT, aTopovwpéva Kot TTpofAéPipa meptBdAlovta, Ta omola eyyvovvtal Tig idieg cuvOnKeg
ektéleong ovtoo. Etol, ou mpoypoppatiotéc de xpetdletal vo avnouyolbv yia to meplBaAlov
eKTENEONG TOL KOJIKa KaL TNV pLOLoT TV Ttapapétpwv ot kK&be Eexwploth eykatdotaot).

Tavtoypova, n mAat@oppa tov Docker mapéyel cuotrpata kot Tumomolnpéveg pebodoug yiow
TO TTOKETAPLOHX TWV ELKOVOV, T HETAPOPTWOT) KOL TNV EKTEAECT] TOVG GE ATOPAKPUGHEVA GU-
otpatoe. Me avutov Tov Tpomo amotelel TOADTIHO epyadelo, TO 0ToOlo €xeL YiVEL TO OTAVTAP OTN
Bropnyoviae AoylopLkoD yio TOV SLaPOLPAGHO KL TNV EYKATAGTACT) OAOKANPWHEVOV EPUPHOYDOV
oe mepPdirovta dokiung (staging environments) ko topoywyng (production environments).

Télog, 1 Aettovpyla TOTKNAG EKTEAECTIG TWV ELKOVWV GTO GUOTNHX AVATTUENG TOL KOLKX
TPOGPEPEL TN SLVATOTNTA TOTTLKOD eAEYYOU (testing) ko amoopalpdtwong (debug), oe éva mept-
BaArov idro pe arvtod TNG exTEAEOTC. ALTO lval eEXLPETIKG ONHAVTLKO, eTTELdT) Aok Agiel TUXOVOEG
HETaPOAEG OTNV TTOpela EKTEAEGTC TOV TTPOYPAHPUATOG TTOV PHITOPEL VAL TTPOEKVLITTAV QO TNV €KTE-

Aeon oe éva SrapopeTiicd meptPaAiov.

Jenkins

Zxnipa 4.5: Jenkins logo

Uhttps://wuw.npmjs.com/
Zhttps://github.com/nodejs/node
Bhttps://www.docker.com/
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To Jenkins® etvon EVOLG TTANPWG TTOPOHETPOTTOLIGLULOG KO ETTEKTAGILOG OLAKOULG TG UTOHL-
tornoinong (automation server). O SLAKOULO TG HITOPEL VO CUTOHATOTTOLNOEL TIG OLadiKaoieg eAEY-
X0V, OAMOKAT)pWOTG, TOPADOCTG KAL EYKATAGTACTG TOL KOILKX, VAOTOLOVTOG £TOL Paoikég Stadi-
kooieg wov opilel To DevOps, cuvexr) éleyxo (continuous testing), cuvexr] oAokAnpwor (contin-
uous integration), cuvexr mopadoon (continuous delivery) kat cuveyr) eykatdotaon (continuous
deployment). Ertiong, to Jenkins propel va mopapetpomoindel pécw twv pubpicewv mov Tpocpé-
pEL Kol TV enekTaoewv (plugins) mov vdpyxovv, OoTe Vo TopéxeL TG SLVATOTNTEG AVTEG YL
omolodNToTE TAATPOPHL, YAOOo KoL TepLPAArov avamTuéng.

>to Jenkins eivat Suvatdg o oplopdg pe xpnon kddika (oe Groovy kot 6to DSL tov mopéye-
Ta oo to Jenkins) ToAAXTAGV ypoppdV epyaciav (pipeline). Ot ypoppég epyaciav ouvtibevon
ad moANaAK Pripata, Ta ool emiteAOOV EeXWPLOTOVG GTOXOVS TTPOG TO TEALKO OUTOTEAECHO
™G ypoppne. Ta Pripata propodv va ektedodvror oetplokd 1) mapdAinia. Eve divetan 1 dvu-
VOTOTNTA EKTEAEOTG GE TOAAATTAQ, Slavepnpéva GLOTHHATA, KOO Kot AANES TPOXWPNHEVES
AELTOVPYLKOTNTEC.

To Jenkins cvvdvaleton amotelecpatikd pe Tnv mAatpoppa tov Docker mov meprypdpnke
TPONYOUREVKDG. MéGw TOL cLVSLAGHOD SiveTal 1) evKALPLA TNG AVTORATOTOLNONG TOV peYaADTe-
pov pépoug Tov DevOps e éva armoAdTwg TpoPAéPipo meptfdilov, To omoio Tapopével otabepod
aTtd TNV avATTLEN TOL KOJLKA PEXPL TNV TEALKT eykatdoTaot). Me avtnv n pébodo PeAtidveton

OTHOVTIKE 1) ATTOTEAECHATIKOTITA TV OPHAOWV VATTTUENG KOSIKA.

4.2.2 Teyvoloyieg oxetikég pe to Ul

TNV TOpodoa LITOEVOTNTA TTEPLYPAPOVTAL OGES TeEXVOAOYieg oxeTi{ovTal pe T SLema@t] TOv

xpriotn (UI), dnAadn pe To Presentation tier.

React

Xytiua 4.6: React logo

HReact® arorelet BpAtoOnKn JavaScript, n omoia xpnoylomwoteiTot yior TNV kataokevr) Stema-
@V xpriotn. Eivar dnlwtikn (declarative) ko faciletal 6e components, ta omola diayetpilovron
TNV KatdoTaoT] Toug (state) ka ovvtiBevron yio va dnpovpyricouvv molvmdoka diadpaotikd Uls.
To components cuviifwg vAomotovvtan oe JSX (JavaScript Syntax Extension), ) omoio emtekteivel

T JavaScript, emitpénovtog tnv elcaywyn avtovoiwv HTML ekppdoewv evtog Tov kKoLK TG,

“https://www.jenkins.io/
Bhttps://reactjs.org/
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Eva onpoavtikd epyodeio yia tnv torxeio avamtuén web epappoyodv oe React eivon to Create
React App@. Me ) xprion piog kot povo evtoAng (npx create-react-app my-app), eykabioto-
To avtopata évag development server oe mepilfdAiov Node.js (wg pioe povadikn PipAtodrnkn).
Avtdg epmepiéxet pia TAnOdpo otd build tools (m.x. Webpack, Babel, ESLint), to omoia tpoc@é-
povV LoxLpég SuvatdTNTEG, ONTWS dpeoa reloads ko Tapaywyn Bedtiotorompévev bundles. Etot,
1 dradkacio NG vAOTOINGNG ATOKTA TToLkileg dleVKOADVOELS, XWPIg va atattel TNV ekpabnon,
TNV XELPOKIVITN EYKATAGTOGT) KOL TV TTPOTYHEVT) SLAPOPPOOT) TWV TEXVOAOYLOV GTO EGWTEPLKO.

H React éyeL 1o amoBetnplod tng oto GitHub® xou Sotifeton HEC® TOL HNTPWOOV npm@.

Redux

D

Xynue 4.7: Redux logo

To Redux® amotelet pioe BLpAtoOnkn JavaScript, n xpron Tng omolog TPOcPEPEL GTNV ePALP-
poyn éva mANpwg diayetpioo global state.

To Sopd otoryeio Tov Redux eivon tar e€ng:

+ Actions: Avtikeipeva T ool TepLEXOLV vEQ TANPOPOPLX YLt TNV TPOTTONTOiNGT) TOV state

G EQAPPOYTG.

« Reducers: Yvvaptrioeig ot omoieg Aapfavovtag éva action ko defalovtag to Tpéyov state,

e@appolovv kAol AoYLKT yla TNV Tapaywyn evog véou state.

« Store: To avtikeipevo oto omoio Ppioketar amobnkevpévo to state tng epappoyng. H Po-
otk1) LOTNTA TOU state eivat OTL Tatpopével QPETAPANTO KaL, YL TV AVAVEWGT] TOV, TTaLPX-

yeTa mhvta éva véo state object péow twv reducer.

« Middleware: IIpoatpetikd koppdrtior kOdiko wov Aapfdvouvy actions mpLv ekeiva TGOV
otoug reducers kot ekteAov kdolo side effect. ZvvnOwg ypnopomolodvTan yia evépyeleg

onwg logging ko error reporting 1 yix v evedoovv to Redux pe eEwtepida APIs.

Av kot to 1810 To Redux eivon pikpookormikd oe péyebog, o TpOITOG LAOTOINOTC TOV €XEL EMLTPE-
YeL n dnpovpyia eVOG TEPAGTIOL OLKOGUGTHHATOG EPYOAELWDV KoL ETTEKTAGEWV, T OO GUVSE-
ovton pali tov 1 Pacilovtal oe avto. [ mapddetypa, pio od TG KOPLES XPTOELG TOL Elval 1)

KOTAOKELT] OLETOPOV X PO TN 0€ GUVOVUGHO pe dAAeg BLpALoONKkeg, OTTwg pe Tnv React. Ze avtrv

®https://create-react-app.dev/
"https://github.com/facebook/react/
Bhttps://www.npmjs.com/package/react
Yhttps://redux. js.org/
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TNV MePInTon, ouvdéeton poll TnG pe To npm TakéTo react-redux Kot 1 AeLtovpyla ToL LTTO

avamntugn Ul mpokvntel wg e€ng:

React Components
(View)

C C C C

_______ Connected Lzigiigis
Components

API
N state

1\ \J/ update

Middleware

’(2“ ——————————— 1
(A Sagas

[ Trunks ] [ Observables ]

I

I 1
I 1
| 1
I 1
[} 1
| 1
I 1
I 1
1 1
1 1
I 1
I 1
: 5%
I

f Reducer :
| current 1
/ R R R R state :
| |
I 1
I 1
I @ I
I 1
| (/‘[.3 :
 Redux i
V7 store :
e State = W |eesToiLiirsLZz :

Zxnua 4.8: Aeitovpyia Tov Redux oe cvvdvaoyd pe React
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To Redux éxel To amoBetripLdo tov oto GitHubB ko Siotifeton HEC® TOL HNTPOOL npm@.

Redux-Saga

Zynpa 4.9: Redux-Saga logo

To Redux-Saga@ amtotelel pia PpAoOnkn JavaScript Tov otkocvotipatog tov Redux. IIpo-
kerton yio éva Redux middleware, To omoio ypnowomotei ESG generator functions® yloL TNV eKTE-
Aeon kou dwxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptrioelg (sagas) Tapéxovv
pioe TANBOpa eTAOYDOV Yo TNV TopAAANAY ekTéLETT) KOOLKX TOL pTopel vor oyetileton pe e€w-
tepikd APIs, 0ntwg pe éva blockchain 1) pio féon dedopévav. Me avtdv Tov TpodTO, TO TEAELTAL
HITOPOVV va cLptepANeOovY oto kevTplkd Redux store ko tn dioxeipion Tov cuvoAikos state
™G eQappoyNg.

To Redux-Saga éxel To amoBetrpLdo Tov 6to GitHub® kot SiartiBeron HEC® TOVL UNTPOOL npm@.

4.2.3 Teyvoloyieg oxetikég pe to Ethereum

2NV TopovGA LITOEVOTNTA TEPLYPAPOVTAL €KELVEG OL TeXVOAOYieg mov oxeTilovTal pe To

Ethereum, dnAadr pe to Application tier Tng texvoAoyikng otoifog.

Truffle

Xyriua 4.10: Truffle logo

To Truffle eivou évo amd ta dnpogpiréotepa Ethereum development frameworks kot amoteAet

Tufipa g covitag Truffle.

Ohttps://github.com/reduxjs/redux

Shttps://www.npmjs.com/package/redux

2https://redux.js.org/

®https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/
functionx*

https://github.com/redux-saga/redux-saga

$Shttps://www.npmjs.com/package/redux-saga

%https://trufflesuite.com/truffle/
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Méow tov Truffle mpaypatomoteitan n droyeipion Twv éEvmvwv cupforainwy. Avtr mepLhaj-
Baver tn dokwr, tn oOvdeon koL TN HETAYAMOTTION TOLG, KabWg Kol TNV avdmrtuén Toug 6To
blockchain.

Emiong, to Truffle mepiéxer mpocBetar oxetikd epyodeia, Omwg SLadpacTiKy KOVOOAX Yl
apeon aAAnAentidpaon pe To contract ko ektedeo T eEwTeplkdV oevapiwy (external script runner).

‘Exel o amobetripd Tov 610 GitHubB xou Sotifeton HEG® TOVL HNTPOOL npm@.

Ganache

-

Zynipa 4.11: Ganache logo

To Ganache® etvon éva Aoylopiko wov mapéxet éva fonOnticd mtposwmikd Ethereum blockchain
yLoe Tooxelor VAT TUEN ITOKEVTPOHEVOVY EQPUPROYDV Kot autoteAet emiong turpa tng covitag Truffle.
AwxtiBeton 1000 wg desktop epappoyn pe UL 660 ko wg CLI (command-line interface).

To Ganache mapéyel toxyvpd epyadeio yio TNV avamtu€n é€vmvov cupfolainy, 0Tmg:

« Block explorer, péow tov omoiov propoivv va e€etactobv Aemtopepng 6Ax Ta blocks kot ot

oLVOAAOYEG TTOV APV YWpPO.
« E€pedvnon twv eowtepkdv Twv contract kot twv mupodotnpévev event Toug.

+ Evdedeyég apyelo kataypagng tng e€6dov Tov blockchain, to omoio meptlapPdaver onpo-

VTLKEG TIANPOYOPLES YL TOV EVTOTILOUO CPAAUATOV.

« Avvatotnta Sopodpewong tov xpovov e£6puEng twv block, étol wote v appolel pe Tig

eKAoTOTE avayKeg (auTOpaTn eEOpLEN 1) eEOPLET GE TPOGAPHOCUEVO XPOVLKO SLACTNHA).

https://github.com/trufflesuite/truffle
Bhttps://wuw.npmjs.com/package/truffle
*https://trufflesuite.com/ganache/
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“* Ganache

ACCOUNTS

225 2000000000 621975  MURGLACER 5777 HTIPJI27.0.0.19545  AUTOMINING CORCORDIA B2
MNEMONIC HD PATH

aim palm aunt supreme bring net blood tool valve devote nasty visa m/&4'/60'/0" /6/account_index
ADDRESS BALANCE TX COUNT INDEX @j”
Ox3EDF5a6811E7A7e7¢c47141c20C5C2FF3E3e6472A  84.93 ETH 899 0

ADDRESS BALANCE TX COUNT INDEX (J’j
0x13AbF61770D64350b36fde3Fcc60E6B680676A15  98.38 ETH 433 1

ADDRESS BALANCE TX COUNT INDEX
0xb4E111f97B527ddCcecC52eA88491a198fDC41A0  99.16 ETH 260 2 @j?
ADDRESS BALANCE TX COUNT INDEX @j_;u
0xd930ed4a536bD407d2dd3Cf186FC351e91685418 99.42 ETH 141 3

ADDRESS BALANCE TX COUNT INDEX el

Xyripa 4.12: Ganache (desktop epappoyr)

To Ganache éyet To amoBetrpLd Tov oTo GitHub! ko Siotifetou HEG® TOVL HNTPOOL npm@.

4.2.4 Teyxvoloyieg oxetikég pe to IPFS

Y& vtV TNV LIToEVOTNTA TTEPLYpapovTaL Ooeg Texvoloyieg oxetilovtar pe to IPFS (BA. evo-

mtaR.7), Snhadi pe to Data tier tng Texvoloyikic 6Toifag TG eQapHOYHG.

js-ipfs

Zyripa 4.13: js-ipfs logo

H vlomoinom tov IPES ov xpnoponoeiton otnv epappoyn Concordia eivor owvtr) oe JavaScript
Kot ovopaleton js-ipfs. Méow avtng g PipAobrkng, mapéyetar n Suvatodotnta Snpovpylag evog
IPES kopPov, toco oe évav Node.js server, 660 kot oe éva meplpdAlov browser.

To js-ipfs éxet To amoBetnpLo Tov oto GitHub¥ ko Siotifeton HEC® TOL HNTPDOOL nme.

“https://github.com/trufflesuite/ganache
“https://www.npmjs.com/package/ganache
“https://github.com/ipfs/js-ipfs
Bhttps://wuw.npmjs.com/package/ipfs
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OrbitDB

\

7

Zxnipa 4.14: OrbitDB logo

H OrbitDB eivou pio P2P Bdaon dedopévev avorytod kodika. Xpnopomnotei to IPFS yix v
amofnkevon Tov dedopévev kot to IPFS Pubsub yia tov avtdpato cuyypovicpod towv facewv de-
Sopévev petad Twv peers. Eival tedikd ouveng (eventually consistent) ko xpnoiponoiei CRDTs
(Conflict-Free Replicated Data Types) yia cvyywvedoelg facewv dedopévwv xwpig cLYKPOUOELS,
npdypa wov tnv kabotd e€oupetikn emhoyn yioe DApps ko offline-first web applications.[[15]

Kasowx Baoikd yopaktnploTik Tng eivor To e€ng:

« Stores: H OrbitDB mapéyel dipopoug tomovg Phoewv (stores) yia Stapopetikd povréAo

dedopévmV KoL TEPLTTOCELG XPTIONG:

- log: éva apetafAnto (LOVO Y TPOGEPTNOT)) NHEPOAOYLO HE QYL VEVGLHO LOGTOPLKO.

- feed: éva petafAntd apyelo kaToypong pe avixveOoLHO LGTOPLKO, TOL OTTOLOL OL KO-

TaYWPNOELG LITopoLV va tpoctefovv Kot var apatpefoiv.
- keyvalue: pia faon dedopévev KAEOLOV-TIHOV.

- docs: pia Baon dedopévwv eyypapwv otnv omola propovv va apyetobetnboiv €y-

ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedopEVEV Y KATOHETPNIOT) CUUPAVTOV.

OMa ta stores vAomolovvToL Tévew oto ipfs-log, pice apetdPAntn, operation-based CRDT
YLO KOTOVEUNHEVOL GUOTHHOTO, £V VITAPXEL KoL 1) SUVATOTNTA SNHLOVPYLNG TPOCKAPUOCHE-

VoV stores avAoya pe TV TepInTwot).

+ Address: KaOe Baon dedopévov Aapfaver katd tn dnpiovpyio tng pio dtevBvven tng pop-
¢ng /orbitdb/CID/DATABASE_NAME, 6mov CID eivon to IPFS multihash tov pavigéotov
g kot DATABASE_NAME 1o 6vopa tng Paong.[16]To pavigéoto eivan éva IPES object mov
mepLéxeL TANPoPopieg NG PAoNG OIS TO OVOHX, TOV TUTO Kot évay SelkTrn 6TOV eEAEYKTH)

npocPaong (access controller).

« Identity: K&Be popa mov mpoaotifeton pio eyypapn otn Pdomn vroypagetal omnd tov dn-
HLoLpYo NG, 0 omoiog mpoodiopiletal amd pia tavtodTyTa (identity). To Identity object,
TEPOL ATTO TOV TPOETIAEYHEVO TPOTO AELTOVPYLOG, HTTOPEL VO TPOCUPUOCTEL ETOL DOTE VoL

oLVOEETAL He KATTOLO eEWTEPLKO avaryveplaTikd. H popgr) tov éxel g £§T’1g@:

Y“BA. ko https://github.com/orbitdb/orbit-db-identity-provider
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id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the owner of id to prove they own the private
key associated with publicKey
id: '<signature of id signed using publicKey>',
//This links the two tds
publicKey: '<signature of signatures.id + publicKey using
id>!
T,
type: 'orbitdb'

Zytpa 4.15: OrbitDB Identity

+ Access Control: Kata tn dnplovpyia piag fdong propodv va opiotodv dcot Bo éyxovv di-
Kolwpa eyypagng oe auth, péow evog ereyktn tpooPaong (access controller). O eleyktng
Bo eprhapPfaver ta public keys toug, Ta omoia prropodv va avaktnBovv oo to identity Tov
KoBevog. Amod mpoemhoyn kol av dev opiletat drapopetikd, diveton TpoOcPaoct eyypopng

povo otov dnpovpyd tng Paong.

H OrbitDB éxeL to amoBetripLo tng oto GitHub® kot Siotifetou HEC® TOL HNTPOOL npm@.

Libp2p

Xytiua 4.16: Libp2p logo

H libp2p eivou éva apBpwtd cdotnpa mtpwTokdAA®Y, Tpodiaypapev kot BAtodnkdv mTov
EMLTPETIOLY TNV AVATTUEN p2p e@appoydv. Atotelei To vitokeipevo emtimedo Suktdov Tov IPFS.[[13]
Eva and ta vAomoinpéva TpowtdkoAa petopopds dedopévawv tng libp2p eivar to libp2p-

webrtc-stard. Arrotelet TPWTOKOAAO pHeTaPOpas dedopévwv o omoio vtootnpiletan OG0 atd

“https://github.com/orbitdb/orbit-db
“https://www.npmjs.com/package/orbit-db
Y“https://github.com/1ibp2p/js-1ibp2p-webrtc-star
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Node.js servers, 660 ko and browsers. [TepihapPavel, eniong, évav signalling server, wov emitpé-
TEL TN YPHYOPT) avork@A LY kot StacOVOEsT) TwV peers.
To libp2p-webrtc-star éxet To arroBetrpLo Tov 6T GitHub® o Sraribeton HEG® TOL UNTPWOL

npm@ .

4.3 ApYXLTEKTOVIKI] VAOTOLNGTG

To mepipdArov avamtuEng tng epappoyng vAomouOnke YPNOLHOTOLOVTAS TO HOVTEAO ap)XL-
TEKTOVIKNG TV PKpoiTnpectdv. To povtédo twv pikpoimnpeotodv Paciletal otnv amodopnor
TOUL GUGTHHATOG G€ HIKPEG HOVASES, OL 0moleg oLVEPYALOVTOL MOGTE VO TTPOGPEPOLY £va EVIOLO
amotélecpa. H mpocéyyion autn éxel TOAQ TAEOVEKTARATH GE GUYKPLOT) He TNV AVATTTLEN Ho-
VoMOKOV epappoydv. O Pacikdg AOYog Yo Tov omoio emAEXONKe 1) OPYLTEKTOVLKT] PLKPOUTTH)-
PECLAOV ELVaL 1] EVKOALQ TTOV TTPOGPEPEL TN YPHYOPT) AVAITTTUEN KALVOUPYLOV XOLPOKTNPLOTIKODV,
TAVTOY POV ATTO JLXPOPETIKG PEAN piog Opadag, acvyxpova kol Xwplg TNV avaykn cuvexovg
EMLKOLVWVING KoL oLVeVVOnong petaE Toug. Autd oupPaivel emeldr] kabe PHEPOG TOL CLGTHHATOG
(umnpeoia) elvor avtdVopo Kot 1 avatTuEn Tou eivor Stoxwplopévn otd To LITOAOLTO VTN,
pe to omoio eivor advvapa cvvdedepévo (loosely coupled).

To cVotnua Tov meptPdAlovtog avamtuEng cuvtifeton ad SLAPOopPeg PLKPOUTTNPEGLeS, KiL-
moleg ot TIG omoleg avamtOxOnkav ota TAaicla ALTHG TNG ePYaCLag, eVe GAAEG oTOTEAODY

dwpedv AoyLopLko avorytob kodika. Ot pikpodnnpecieg avtég cuvoyilovTol 6TOV TAPAKATE TTi-

VoK
Mikpodnnpeoia Yovtopun meprypo@n - Avtikeipevo/XTox0G
Concordia Application Ynnpeoio pe tnv omoioe aAAnAemidpoiv ot xproteg

Concordia Contracts Migrator Ymnpeoia petapoéptwong twv cvpforaiwv (contracts) oto
blockchain

Concordia Pinner Ynnpeoio kap@Ltodpotog dedopévamv
Concordia Contracts Provider Ymnpeoio Stapoipacpot twv contract artifact péow HTTP
Ganache Tomiko, Wwwtikd Ethereum blockchain

Rendezvous Server Ynnpeoio ebpecng OHOTIHWY XPTOTOV

Hivaxag 4.1: Xovroun mweprypoagrj 1wV UTHPEcLOV TOL TEPIPAALOVTOS avamTvéng

Yt mhaiowx TG epyociog avarttoxOnkay eniong dipopa apBpdparta (modules), kvping pe

N popen} PpAtodnicdv JavaScript. Ta apBpwpata xprnoyomotodvtal amd TG LINPEGLES YL TNV

“https://github.com/1ibp2p/js-1ibp2p-webrtc-star
“https://wuw.npmjs.com/package/libp2p-webrtc-star
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eMLTEVEN TV empépoug epyaciov. H avamtuén tov Aoylopikod ot Eexwplotd apbpopota emt-
TPETTEL TNV EVKOAT) ETTAVALY PTOLHOTTOLNGT) TOL KOILKA, KOOMOG KoL TOV SLorY wPLOHO TV AUTOVOUWY

THNHATOV kOdika. Ta apbpopata cuvoyilovtal 6ToV TapaKAT® Tivorka:

Apbpopa Yovtopn meprypa@n - Avtikeipevo/XtoX0g

ApBpwpa concordia-shared Xpnowa epyodeia kot otobepéc GLGTANATOG
ApbBpwpa concordia-contracts  MetayAdTTIoN TV contract ko duéBeomn twv artifact

ApbBpwpa eth-identity-provider  Anpiovpyio povadikot avayvwplotikov xprioth yia tn fdon

OrbitDB

ApbBpwpa drizzle BeATIOHEVT) TPOYPOUHATIOTIKT] SLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain

ApbBpwpa breeze BeATiwpévn mpoypoppatiotikn demagn xpnong g Paong
OrbitDB

ivaxag 4.2: Xvvroun weprypagti twv apOpwudtoV T0V CUETHUATOS
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Kepdlowo 4. Yhomoinomn epappoyng

To apBpdpaTa KoL oL VINPEGLEG TEPLYPAPOVTOL AVAAVTIKOTEP GE ETOUEVES VITOEVOTTEG,.

370 TOPAKATOD GYXHHO PALVETOL ) GUVOALKT] XPYLTEKTOVIKY) TOU GUGTHHATOG:

. Concordia Application

React
Components

|
Red
(_(/’\3 S?or:x

Ganache
v (Private Ethereum Blockchain)

% i” concordia-shared

> .
% m‘ concordia-contracts

% i" eth-identity-provider

a Deployed
% Cntracts
¢

[

iﬂi Rendezvous Server

drizzle

i
<

breeze

v
<

4
&‘ Contracts Provider
"V

ﬁ Service

ﬁ Service

8; Pinner

ﬁ Service

i" concordia-shared

% i” concordia-shared

_% i" concordia-contracts

) eth-identit i
~ y-provider
—|

Zynpa 4.17: Aidypoqpia apyiteKTOVIKIG CUOTHUATOS
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43.1 ApOpopara

e outnv TNV voevotnTa Ba TEPLypaPolV pe peyaADTepT) AemtTopépelx TaL opOpdpATA TOL

avorttoxOnKow.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amoteel pio PipAtoOnin xprioywy epyoreinv kot otabepv.
Ed mepiLéyeton 0A0 T0 AOYLGHLIKO TO 0TTolo TTpémel ) elvo eOUUNTO VoL GUUTTEPLPEPETAL [E TOV
1810 TpOTTO CLVOALKA 0TO GVGTNHA, OTTWG Yla ToPadetypa pEBoSOL TaPApETPOTOLNOTG TWV LIT)-

pecldv kot pébodot xataypoeng (logging). To mapdv apbpwpa ypnoipomoteital amd to dpOpwpa

concordia-contractd, ka®dg kai atd Tig vnpecieg Concordia Application, Concordia Pinner ko

Concordia Contracts Provider.

To apBpwpo avtd yivetar Stabéoipo yia xpron pe tn poper) tomikng PpAtodning pe tn xpnon

g dvvartotntag dwxyeipiong povadikot amobetnpiov k®dika (monorepo) yarn WorkspacesE.

ApBpwpa concordia-contracts

To mapov apBpwpa eivor avtd oTo 0moilo avantdooovTal T contract Tov xproLpoToLov-
VTOL oTO TNV EQAPHOYT] KOL TO OTTOL0 VOAXUPAVEL TN HETAYADTTLOT] TOVG ATTO KOOLKX YADGGAG
Solidity otnv katdAAnAn tedkn poper JSON. Iapéyel emiong ocevapia evepyeldv (scripts), pHEcw
TV omoiwv ta contract petapoptwvovtal oto blockchain, kabog kot otnv vANpecia

Contracts Provider. EmuAéov, to concordia-contracts asroteAet BifAtoOrk), 1) omoia peté 1) pe-

TAYADTTION KoL T HETapOpTwoT Twv contract oto blockchain mapéyer ta contract artifact, To

omoia ypnoponotodvron amd Tig vrnpecteg Concordia Application| ko Concordia Pinner].

To apBpwpo avtd yivetan dabéopo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g duvatotntag yarn workspaces.

ApOpopa eth-identity-provider

H Aertovpyia g Pdong OrbitDB emitpémer ) xprion mpoocappocpévev orbit-db-identity-
provider, ot ormoiot Ba dnpovpyodv ko Bl EMKVPOVOLY TA HOVADIKE VALY VWOPLOTIKA TWV XPT)-
otV (OrbitDB Identity) Baoel tpocappoopévev eEnteplkdv avayvoplotikov (external identifier),
oMW TapovotdleTal oTo oyrpa .19,

Yy mepintwon g epappoyng Concordia eivol XprjoLpo vor Hropolv va LITOAOYLGTOVV e
vteteppviatikd tpomo ot OrbitDB Pacelg dedopévwv touv k&be xprotn, yior Adyovg otAdtnTag
ko eEotkovopnong arodnkevtikot ydpov ernti Tov blockchain. Etot, apot k&be xpriotng opileton
povadikd péow tng dtevBvvong Ethereum pe tnv omoia eyypagetal ko cuvdéetal, ovtr) Oa mpémet
vo aotedel ko To eEwTeplkd avayvwploTikd oto medio id tng OrbitDB Identity.

I avtov o Adyo vAomowfnie To apBpwpa eth-identity-provider, To omotio:

Yhttps://yarnpkg.com/features/workspaces
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o Ioapdyel éva OrbitDB Identity yio tov xprjotn, pe id tov cvuvdvacpo tov Ethereum address
Tov Kot Tov address Tov kevplkol contract Tng s(pappoyr']g@. AvTo emTuyXAVETOL PE TNV

vroypogn piag cuvaAiayng pe To Ethereum private key tov yprjon, pésw tov MetaMask.

« Emkvpdver ig OrbitDB Identity mov atoutotvral, e€acaiiloviag 6TL LITOYPAPN KAV ATTd

T Ethereum private key twv xatoywv toug.

o Ao parilel vreteppivioTikég, vtoloyioeg dtevBvvoelg OrbitDB Paoewv yur tov kdde

xpno.

To eth-identity-provider yivetan diabéoipo yio xprion pe tn popen PipAtodnkng péocw tov

HNTP®OL AOYLOHLKOD npm@, eve To atoBetrpld Tov PpickeTan 6To GitLab®,

ApOpowpa drizzle

To épBpwpa drizzle ov ypnoipomoleiton otnv vnpecia Concordia Application eivou pic Tpo-

momolnpévn éxdoon tng JavaScript fipAoO1kng Drizzle (ko cvykekpyéva Tov @drizzle/storeld),
1 omola Tpoopépetal amod T covita epyareiwv Truffle. H tpomomompévn PipAtodnkn avostod-
xOnke ota mhaiowx Tng SUTAWHATIKAG pe 6TOXO TN dtevkdAvven Tng xpriong tov Drizle kot tnv
emdLopBwaon mpoPfAnpatikedv onpeiwv g TpwToTLRNG PLpAtodnkng.

To apBpwpa drizzle vAomolel TIG TPOYPAPUATIOTIKEG OLETAUPEG PEGK TWV OTTOLOV TPAYHOL-
tormoleiton 1 emikovwvia tng egappoyng pe to blockchain. Ta v emitevén tng emucowvoviag
avtng, N PpAodnkn xpnoomoiei n cvAroyn PipAtoOnidv web3.js, n omoio amoteAel Tov Lo
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwTikég epappoyég. TeAkd, Topéxel
Eva store, To omoio cvpmepthapPdveTal 6To KeVTPLKO store TG EPAPHOYTG.

To apOpwpa avtd yivetan Stabéoipo yia xprion pe T popern PipAlodnkng pécw Tov pnTpov

AOYLoHLKOD npm@, eved To amobeTrpLo Tov Pploketol 6TO GitLab.

ApOpwpa breeze

To apBpopa avtd avortiyxdnke ota TAaicla TG SUTAWRATIKAG epyaciog kot amoTedel pio
BipArobrixn mepifAnpoa (wrapper) tng PpAtodnkng OrbitDB, n omoia mapéyet éva Redux store.

Me 0 ovpmepiAnyn tov store tov apOpwpartog oto kevipikd Redux store tng epoappoyng,
TopEXETAL ) SLVATOTN T eKTEAEOTG TV AetTovpyLdV Twv OrbitDB Pacewv evtog Tov yevikdTepov
flow Tov frontend tng epappoync. Etot, ot tpoypoppatiotikég diemapéc mov tpoopépel 1) Orbit

XPNoorolovvTol TAéov péca ard actions, reducers kot middleware.

51To Sedtepo elotiyOn yio tnv amoguyr pofAnuétev ot moAlamAég avamtdielc cupBolaiwy.
2https://www.npmjs.com/package/Qecentrics/eth-identity-provider
Bhttps://gitlab.com/ecentrics/eth-identity-provider
“https://github.com/trufflesuite/drizzle/tree/develop/packages/store
Shttps://www.npmjs.com/package/Qecentrics/drizzle
https://gitlab.com/ecentrics/drizzle
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To apBpwpa avtod yivetan diobéoipo yix xpriom pe tn poper PLpAodrxng péow Tov pnTp®ou

AOYLOHLKOD npm@, eved o atoBetripLd tov PpiokeTon 6To GitLab®.

4.3.2 Concordia Application

ITeprypagn - Xto6x01L vINPECing

Zytua 4.18: Concordia logo

H epappoyn Concordia (Concordia Application) exBétel TIg ypa@ikég Slema@ég pécw TV
ooV AAANAETLOPOVVY OL XPN|OTEG e TO CUOTNHX. AToTeAel TOV SLALAO ETLKOLVWVING TOL TEAL-

KoV xpnotn pe to blockchain ko pe T Béomn OrbitDB. H apyitektovikn tng vnpeciog gpaiveton
670 oxfpa f.19. Méow g epappoyrig Concordia ot xprjoteg propoiv:

« Na mepinyovvtar kot va Stoalouvv to mepleXOHeVO TNG TAXTYOPHAG
« Noa dnpovpyricouv Aoyoplacpod xpriotn

« No dnpootebovy ko v TPOToToLlodV ITPOCWILKEG TOVS TANPOPOPLES, OTWG 1) Tomobecio

KOLL 1] ELKOVA TTPOPLA
« Noa dnpovpyotv Bépata (topics)
« Noa dnprovpyotv kot v Tpomomototv pnvopata (posts)

« Noa dnpovpyotv ymeogopieg (polls), kabawg kot v Yymeilovv oe avtég (epdoov éxovv To

dikalwpa)
« No vtepymeilovv (up-vote) 1§ va katoneilovv (down-vote) punvopata GAA®V XpoToOV

H vrnpeoio amotedeital oamd kodika ypappévo oe JavaScript, o omoiog yivetar Stabéoipog
OTOUG TeEALKOUG XPNOTEG e TN Hopen epappoyng dradiktoov (web application) péow evog duo-
Koptoth (server). [Tapodo mov 1 vINPecia TPOCPEPEL TN YPOPLKY SLETaPr) XPrjoTn HOVO oTHV
ayyAikn YAoooo, £xel Ttopoapetpomonfel dote va eivar Suvath 1) 0KOAN HETAYADTTION TNG XW-
pig TNV QVAYKT) TTPAYHOTOTTONGONG HEYAAWV OAAXYDV GTOV KOOLKA.

Xpnopomoteitat 1 PipAtodnkn YlOL TNV OPYAV®OOT] KOL TNV AVATTUEN TV GLVOETIKGOV

TUNHA&TWV (components) Tov ypaiLko meptdAlovtoc. Tl to ypogikod meptpadlov yivetou ypriom

https://www.npmjs.com/package/@ecentrics/breeze
Bhttps://gitlab.com/ecentrics/breeze
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tov framework tng Semantic UIE, Xpnowpomoteitot n BifAtodnkn yla tn Stxyeiplon Kotd-
oTaoNG TNG eQapUoyNGg (state management), kabmg kot 1 BLpAtodnKn yio T Socyei-
pLoT acvyxpoveV Taparievpwy evepyelov (side-effects) oe éva cboTnpa Paciopévo oe cupPa-
vta (event-based). AAeg PLALoOnKeg xproyomotodvTaL yior Stpopa pHép TNG LINPEGLAC, EVKD
XPNOLHOTOLOOVTOL ETLONG TX POPOUATA TTOV TEPLYPAPTKAV TTPONYOUHEVMS YLt TNV EMLTEVEN
Srxpopetik®dv 6To)wV. O TARPNG KatdAoyog TV BipAtodnkadv kot apBpwpdtey propet vo Ppe-

Oel oToV KOdLKXL TNG UT[I’]pSG[O(gE.

‘ Concordia Application

React
Components

|
5y Bedwx

4
; &‘ Contracts
=Y Provider

% i” concordia-shared

@) -
D % % “’ concordia-contracts
User
0 eth-identity-provider
—| y-p

% i” drizzle ‘( Ethereum

% E" breeze @ OrbitDB

Zyripa 4.19: Apyitexrovikij vnpeoiag Concordia Application

T ™ Aewtovpyia tng vanpesio Concordia Application eivon amapaitnTo Tor avTiKeipevo
(artifacts) mov pokOITOLV ATTO TN HETAYADTTION TwV contract kot Tr PeTAPOPTWOT/dNHocievoT)

tovg oto blockchain. T v eloaywyn Tov artifact otnv vnpecio ¢€xovv avamtuyBel dvo pédo-

Yhttps://semantic-ui.com/
®https://gitlab.com/ecentrics/concordia/-/blob/master/packages/concordia-app/package.
json
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do.

H mpddtn pébodog eivorl n peTay AOTTION Kotl HETOPOPTMOT) TV contract TpLv TNV Tapaywym
TOV TOKETOL AOYLOHLKOD TNG LN Peciong yix teAlkn xprjon (production build). Me avtév tov tpodmo
n vanpecia Bo éxel mpocPacn ota artifact péow tng PipAlodnkng mov mapdyetal and To Ap-
Opwpa concordia-contracts. Avtr) 1) pé0odog éxel To HELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) «dévetou» pe 0mola cuykekpyévn ékdoot Twv contract eivor Stabéoipn katd T
dnpovpyia Tov makéTov. AvTo GMpaivel OTL Ge VOEXOUEVT) EVIHEPWOT) TwV contract Tpérmel avo-
ykooTikd v dnpovpynBel ko véa €kdoot Tov TakéTov Aoylopikol tng vrinpeciog Concordia
Application.

T TV amouyn Tov Tapantdve TpoPAnpatog avartixOnke n devtepn pébodog TPooKoOpL-
ong twv contract artifact, n omoia eivor 1 Ayn touvg (download) artd pioe &AAN tomobecia 6To
Swadikrtvo. Te avth n péBodo, N epappoyn katd tnv ekkivnor g npaypatorotetl éva HTTP ai-
tpa (HTTP request) o SievBuvon 1 omoia Sivetan wg petafAntn meptBdArovrog (environment
variable). H amavtnon Tov outripatog avopévetol vo mepiéyel to artifact oote n epappoyn vo ta

XPTOLHOTTOLCEL.

Aworvopn

H vmnpeoio Concordia Application moketapetar pall pe Tov Slakoptotr nginx kat yiveron
dwxBéoun ya xprion wg etkova Docker (Docker image) pécw tov amoBetnpiov etkdovwv Docker
Hubf. Katé TNV €KTENECT) TNG ELKOVOG OL YPNOTES PITOPOVV HEGH HETUPANTOV TepPaAlovTog
Vo 0ploovy TapopéTpoug TG ektédeong Omwg 1 dievBuvvon tov e€umnpetntr (host location) tng

epoppoyng kot ot totobecieg Twv vnpeciov Rendezvous Server ko Contracts Provider.

4.3.3 Concordia Contracts Migrator
IMeprypaen - ZtoyoL vnpeciog

H vnnpecio avtr) amotedeitar amd éva eKTeEAEGLO TPOYPAPU YPOHUNG EVTOADV PACLOHEVO
670 dpOpwpa concordia-contracts, ov avadiBnke e Tponyodpevn vroevotnta (|#.3.1). To wpod-
YPOHHO, KATA TNV €KTEAECT] TOV, PHeTAYAMTTI(EL T contract Ko ETMELTO T HETAPOPTOVEL GTO
blockchain, To omolo eivat opiopévo pe xpnon petafAntov mepipdAlovrog. TéEAog, av oL KATdAAN-
Aeg petaPAnTtég meptPAAAOVTOG elvarl OPLOPEVES, TO TTPOYPOIO HETAPOPTMVEL Tar TeALKQ artifact
oto amobetriplo mov mapéyet 1 vrnpecio Concordia Contracts Provider. H apyitextovikn tng

vrnpeciag Concordia Contracts Migrator gaivetar oo oxfjpa f.20.

*Thttps://hub.docker.com/r/ecentrics/concordia-app
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‘ Concordia Contracts Migrator
Vi

ﬂ Service _— ‘( Ethereum

4
; &‘ Contracts
Vv Provider
>

% m" concordia-shared

O :
% “’ concordia-contracts

Zyniua 4.20: Apyitekrovikyj vanpecioag Concordia Contracts Migrator

Awavoun

H vrnpecia avtr yivetou dtabéoipn yio xpron wg Docker image pécw tov amoBetnpiov eiko-
vov Docker Hubf. O XPNOTEG PITOPOVV, XPNOLHOTOLOVTOG HeTAPANTEG TepLlPaAlovTog, var oh-
Aa€Eovv n devBuver tou blockchain kau v tomobecia tng vinpeciog Contracts Provider, otnv

ornola o Tpoypoppa o petapoptddoel T contract kot To artifact.

4.3.4 Concordia Pinner
ITeprypoagn - Xto6x01L vINPECiog

H vrnpeoio xappitoopatog mepieyopévou (Concordia Pinner) amotedel pia epappoyn tep-
patikov (temrinal application/cmd application), n ool GToxevEL 6TO KOXPPiTGOHA (pinning) Tov
nepLeXopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vnpecio eivar ypoppévn

0€ YADGGO TPOYPOUHUATIONOD JavaScript, evad 1) apXLTEKTOVIKT TNG TAPOLCLALETAL GTO GXNHO

p21

2https://hub.docker.com/r/ecentrics/concordia-contracts-migrate
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8; Concordia Pinner

. Contracts
@ Service —> Q Provider

—> @ OrbitDB

% m" concordia-shared

Ethereum

% h" concordia-contracts %

\ 2

o eth-identity-provider
> “’ y-p

Zxytpa 4.21: Apyitekrovikyj vanpeciog Concordia Pinner

H vrnpecia avtr vAomoumnke yia v eyyonbet n dtabecipotnto Tov mepleyopévov Tov Gu-
otripatog tov aodnkevetat 6o IPFS (tithol Oepdtwv, meplexopevo pnvopdtaov kot dAle). Omwg
TpoavapépOnKe oV evoTnTA R.7, TO TEpLexOpEvo Tov avapTovv oL XpHoteg oto IPFS mpémet
VO KXPPLTOOVETAL ATTO AAAOVG XPNOTESG 1) VTOVOUES EPAPHOYES, OTTWG 1) vtnpecio Concordia
Pinner, ®ote va mapoapével aiyovpa diabéoipo. Av to meplexopevo dev kappitowbel, tote Oa ei-
vou dtabéoilo 6Tovg LITOAOLTOVS YPNOTES HOVO QIO TOV SMHLOVPYO TOL KalL, ETGL, otV oLTOG dev
elvor evepyog oto diktvo To mepiexopevo Ba eivor advarto va aevaktnOel.

Hvmnpecia cuvdéetat oto blockchain améd 6mov mapakorovbel Tnv kKatdoTACT) TOL CLGTHHA-
TOG KOl «AKOVEL» Ylot VEOUG XPNOTeG, Bépata, pnvopata kot Yngogopiec. H vrnpecio cuvdéeton
entiong oto IPFS ko 6ty dnpovpyeitan véo meplexOpevo 6T0 GOOTNHX TO KXPPLTOOVEL AVTOUALTAL.
Me avtd tov TpoTO, SLaTNPOVTAG TNV LTIINPESia TAVTH SLabécirn), Yo ToHpPASELYHa EKTEADVTAG

N o¢ mepariov dwakopiotr (server), diPefatwdvetal 1 SolecOTNTA TOL TTEPLEXOHEVOU.

Awavoun

H vnnpecia avtn yivetou Stabéon yu xpron wg Docker image péow tov amobetnpiov el-
x6vwv Docker Hubf. Koté TNV EKTEAECT] TNG ELKOVOG OL XPNOTEG HITOPOLV PECW HeTOPANTOV
epPAAAOVTOG Vo 0plooLY TAPAPETPOLS TNG LTINPESLAg OmTwg TN dtevBuvon Tov eEumnpetnTy
(host location), tn dievBvver tov blockchain, Tig Stadpopéc amobnkevong twv dedopévwv ato

ovoTtnpa Ko Tig tormobeoieg Twv vinpeciwv Rendezvous Server ko Contracts Provider.

https://hub.docker.com/r/ecentrics/concordia-pinner
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4.3.5 Concordia Contracts Provider
ITeprypagn - Xto6X0L vIINPECiOG

H vrnpecia Contracts Provider atotelel pia fonOnrtikn vrnpeoio 1 omoio vAomotel évo othod
amoBetnplo ywx Ta contract artifact. Eivo ypoppévn oe JavaScript ko dixBéter d6o HTTP end-
point, éva yio tn petapoptwon (upload) twv artifact tpog tnv vnpesio ko éva yiow T Ay
(download) amd tnv vinpesio. H vanpecio vootnpilel emiong tnv emoOvaym eTIKETOV 6T
artifact, 6mwg g éxdoong (version) 1) Tov kAadov avémtuéng (branch, yia mapadetypo mas-

ter/develop). H apyitektovikr} Tng @aivetan oto oyfpua f.24.

4
&‘ Contracts Provider
‘,V

ﬁ'; Service &———— HTTP Upload —

— HTTP Download ———>

i” concordia-shared

Zyniua 4.22: Apyitexrovikyj vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowomnoteitan o pio tpocmadeia amoctivéeong tng Pacikig epopproyng wov
vAomotei n vrnpeoio Concordia Application atd pia cvykekpipévn ékdoom Twv contract. O Ao-
YOL 7ToUL avTo elval emtBupunto avamtoxOnkav otny meptypaen g vanpeciag Concordia Applica-
tion (vroevotnTa f.3.9). Qotdco, n vnpesia Contracts Provider amoteei onpeio kevTpomoinang
TOL GUOTHHATOS KOL YIX atLTOV TOV AOYo Bewpeitar tpocwpivr) Abom, 1 omoia B propovoe vo
ovtikatooTadel ammd amokevTpwTIKéG AVCELG OTTWG 1) peTapopTtwon Twv artifact oto IPES kou o

Stopolpacpog Tovg amd exel.

Awavoun

H vrnpecia avtr yivetou dtabéoipn yio xprnon wg Docker image pécw tov amoBetnpiov eiko-
vov Docker Hub®. Ot XPNOTEG PITOPODV, XPNCLHOTOLOVTOG HeTAPANTEG TEPPAAAOVTOG, VO OA-
AQEOLV TTALPAPETPOUG TNG EKTEAECTC, OTTWG TN} SLadPopn] TN KeEVLOTG TWV HETAPOPTOHEVWY con-

tract artifact.

*https://hub.docker.com/r/ecentrics/concordia-contracts-provider
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4.3.6 Ganache
ITeprypagn - Xto6X0L vIINPECiOG

H cuykekpipévn vnpeoia aflomotei tnv CLI ékSoon tov [Ganachd, Snpovpydvrag éva tomikod

Wwtkd Ethereum blockchain yia tovg okomotg avantuéng tng epappoyng Concordia.

Aworvopn

T ) xprion authg g vanpeciog avoartoxOnke pia véa etkdova Docker mov Paciletar otnv
entionun elkdva mov dratibeton atd T covita kol TPocHETEL PePLKEG X PTIOIHES AELTOVPYLEG, OTMG
1N duvaTOTNTA ATTOKAALYNG TV KAEWOLOV oL dnpLovpyobvTol Kot TNV ektéleot). H ewova ma-
PEXEL TN SLVATOTNTA TPOTOTOLNCNG TWV TAPAUETPWV EKTEAECTG, HECW TNG XPTONG HeTAPANTOV
neplPaArlovtog. Me avtdV TOV TPOTO OL TTPOYPUPUATIOTEG PITOPOVY VO aAA&EoLV TOV aptBpd TV
Aoyopracpav ov Ba dnpovpynBovv, to tocd tov ETH mov Ba AdPet kabe Aoyopracpog, kabang

KoL GAAeg petofpAntés.

4.3.7 Rendezvous Server
Ieprypagn - Xto6X0L LINPECiOG

H vnnpecia Rendezvous Server mapéxel évav signalling server, o omoiog vioBetel To
TPWTOKOAAO peTapopdg dedopévwv libp2p-webrte-star. Méow avtod moapéxetal GTOUG OPOTIHOVG
xprioteg (peers) 1 dSvvatdTNTA VAKAALYNG TwV SLleLOVVEEWY TV LITOAOUTWV XPNOTOV 6TO di-

ktvo tov IPFS.

Awavoun

Avtr) 1 vnpecia eivol dabéoiun yioe xprion amd touvg dMpLovpyols TG TOGO WS EPAPHOYT
Héow TOL aofetnpiov Aoylopikod npm, AL kKot wg Docker image pécw Tov amoBetnpiov euio-
vwv Docker Hub®,

4.3.8 Awacvdeon vInPECLOV

3T0 HOVTEAO TV HIKPOUTNPECLOV, PACLKO XAPAKTNPLOTIKO ELVOL 1] ETTLKOLVOVIA TOV eXw-
PLOTAOV LINPECLOV KL 1] AVTAAAQYT] HNVOHATOV YLt TNV €TLTEVEN TOV AELTOVPYLKOTHTWY TOUL
OUGTNHATOC. X& LTV TNV LIToevoTnTa Bt avalvBel o TPOTTOG e TOV 0TOloV OL pHLIKPODTTNPETieg
ETMKOLVOVOLVY PeTatED TOLG, KaBmG Kot 1) UG KoL TO TEPLEXOUEVO TWV HNVUHATWOV TTOL OVTOAAG-

OoO0VLV.

https://hub.docker.com/r/libp2p/js-1ibp2p-webrtc-star
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Y10 mapakdte oxipa (oxfpa B.23) eaivetal o yp&gog mov omTikomolel Tar Kavéhia eIKOL-
VOVIOG HETOED TV PLKPOVTTNPECLOV, KOOGS KAl T KUVAALA ETTLKOLVOVIAG TOV HKPODITNPEGLOV

pe to blockchain.

]

> Ethereum Concordia

‘( Blockchain ‘ Application
‘ Contracts ® @ Rendezvous
Yf Migrator ‘“’ Server

[ —..] E— —>

? Contract K
ontracts Pi

Q Provider < 8. inner

[ -4

%

Xxtjua 4.23: I pdpog onTIKOTONoNS TV KAVAAWY ETKOIVOVIRSG TWV HKPOUTHPETIHV

Ed® avalvetou 1) emikovwvia k&Oe pikpodnnpeciog:

« Contracts Migrator: H vnnpecio exteAel aitnpa HTTP katd tn peta@dptwon twv con-
tract oto Ethereum blockchain. Ertiong, extedel aitnpuo HTTP yio tnv petapoptwon twv

contract artifact otnv vinpecio Contracts Provider.

+ Concordia Application: H vrnpecio exteAei aitnpa HTTP yia ) Afyn twv contract ar-
tifact and v vnpecio Contracts Provider, exteAel autrjpatoa HTTP yi 1 Sievépyeia
ovvallayodv oto Ethereum blockchain ko, téhog, dnplovpyet kovadl emkoveviag UDP
pe tnv vmnpecio Rendezvous Server, yia tnv avak&Avyn opoTHwV XpnoTtodv (peers) oto
diktvo IPFS.

« Pinner: H vrnpecia extedel aitnpo HTTP yia T Aym twv contract artifact owd tnv vnn-
pecia Contracts Provider, extelet cutripora HTTP yia tnv avarvéwon kot apatripnon g
Kataotoong tov contract oto Ethereum blockchain kot téAog Snpovpyei kavail emikot-

voviog UDP pe tnv vnnpecio Rendezvous Server yia tnv avakdAvymn peer oo diktvo IPES.

« Rendezvous Server: H vinpecio Statnpet avorytd kavaiia emkowvaoviog UDP pe tovg opo-

TYLOVG X PT|OTES, HEGK TWV OTOLWV EVIHEPOVEL TN ALOTH TV SLOBEC LWV, EVEPYDV XPTOTOV.

+ Contracts Provider: H vnpecia dev vmokivel kopio emucovovia, Tapd HOVo amavid oe

OULTAHOTA ETLKOLVOVING otO GAAEG LTI pEGieC.

4.3.9 Pon mAnpogopiag

2TV Tapovde LITOEVOTN T AVAADETAL 1) POT| TNG TATPOPOPIAG 6TO GUGTNHAX. AGY® TWV TOA-
AOTTA®V VIINPECLOV, TNG KATATHNONG TNV TANPOPOPLAS KoL TwV SLPOPETIKOV oNpelwv amodi-
KELOTG TNG, 1) POT TNG TANPOPOPLAS GTO CUOTNHX tKOAOVOEL Vol OYETIKA TTEPLITAOKO HOVOTTATL

(o€ oxéon pe KAAOOLKES, HOVOALOLKES, KEVTPOTTOLNUEVEG EPAPHOYEC).
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Apxika Ba yivelr avagopd otn dadikacio amodnkevong twv véwv mAnpogpopidv. H povo-
Skr) TNy Topaywyng dedopévov oto cOGTNHA VOl OL XPHOTEG KoL KT ETEKTACT) 1] LINPEGLQ
Concordia Application, epoécov eivar 1 povadikr vrnpecio pe Tnv ool avToi AAANAETIOPOLV.
To dedopéva ov dnpovpyovv oL xprioTeg (TAnpogopieg xpnotwv, Tithot Bepdtwv Kot mepLeyo-
HEVO UNVUHATWV) KaTaTépvovTol Tplv atodnkevtovv. H mAnpogopia mov elcdyeton 6To c0GTNHO
Srywpiletar oe dvo pépn. Xto blockchain amobnkedeton évag deiktng mpog To dedopévar, eved Tow
poypotikd dedopévo atobniedovtal ot oot OrbitDB. O Seiktng, ektdg otd TV dyeom xpn-
OLLOTNTA GTNV eVPECT) TV deSOUEVOV, TTOPEXEL KAL TNV EUHEST) AELTOVPYLKOTNTA TNG SMpLovpyiog
ATOPALTNTOV HETAGOHEVOV OTTWG 0 opLOpOG TV OEPATOV GTO GOGTNHA 1] TOV HIVUHATWV G€ VOl
Oépo.

Ao TV TAELPA TNG €VPECTIC TOV TANPOPOPLOV GTO CUGTNHA, 1) pon] €XEL WG ENG. ApXLKAL,
elvo amapaditntn n avalntnon oto blockchain yio v edpeon tov deiktn mpog tor dedopéva.
‘Emerta, Ta dedopéva propovv va avaktnBoov pécw tov IPFS eite amd touvg yprioteg ov ta dro-
Bétovv, eite ard kAmolov pinner.

311 ovvéyetx Siveto Eva ToPAdELYHa ELGAYWYTG TTANPOPOPLOG GTO GOOTNHA KOl AVAKTNONG
g tdag TANpopopiag amd avto.

Eotw, Aoutdv, évag xprotng mov dnuovpyet éva véo Bépa. Ta dedopéva mov mapdyovtal
elval 0 TiTAog ToL BépaTog Ka To TTEPLEXOpEVO TOV TPOTOL PN VOHaTOG. Tor petadedopévo tng om-
provpyiog eivat n dtevbuven tov dnpovpyot Tov Bépatog. o tnv crobrjkevon tov Bépatog oto
cvoTnpo dnplovpyeital TpdTAH cuvaAlayn oto blockchain dote va dnpovpynbet pia véax ey-
ypopn otov mivaka Twv Bepatov. H eyypaen avtn dev mepiéxel timota mapd povo tn dievbuveor
TOUL dMpLOLVPYOD XPNOTN. AV 1] CUVOAAXYT] ELVAL ETTLTUXTG, ETLOTPEPETALL O ALDEOVTOG ALPLOPOG TOV
véouv Bépartoc. Enetta, otnv tpocwmikr) OrbitDB Péomn tov xpriotn kat otov mivaka Tev Oepdtwv
npooTifeTal pla eyypaen pe avoyvoplotikd tov avovta aplBpd tov Bépatog dmov Ba amodn)-
KELTOLV T eSOpEVXL TOV TITAOV KOl TPAOTOL HNVOUATOC. XTO YT TOPOLCLALETOL YPOPLKA

n dadikaoio.

Actor :Concordia :Ethereum :0OrbitDB

Create topic

Topic creation form
| ____Topiccreation form 1
Submit

Create topic

New topic page

Zyripa 4.24: Aicypoppa axodovbiag Snpovpyiag Oéuarog
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Eotw topa évag xpriotng mov emibupel va Stafdoel to tpornyodpevo Bépo. Apykd, mpémel
va Stafoaotodv T petadedopéva Tov cuykekpyévou Bépartog atd to blockchain. Emerta, Stafd-
Covtou amtd to blockchain ot av€ovteg aplBpol Twv pnvupdTwy mov éxouv dnpoctevtel oto Oépa
avTo. e pia tedevtaia avaktnon omtd to blockchain diafalovron ta petadopéva tov k&be punvo-
patog. Emeita, n mAnpogopia avtr] epmhovtileton omd ta dedopéva Tov OEPATOG KoL TV Pnvu-
HATWV, T oTtol vk TOVTOL artd TIg Tpocwitikég OrbitDB Bdoelg Tov k&be xprotn. 1o oxfpo
QOUVETOL TO JLAYPOO POTIG TNG TTANPOPOPLUG KATA TNV AVAKTNOT TATNPOPOPLOV OTO TO
oUOTNHAL.

Actor :Concordia :Ethereum :0OrbitDB
Fetch topic
Get topic
Topic 'J]
~ Get topic post IDs

L--2 Posts

».
VJ]
g

Retrieve posts information loop

Retrieve post information

».
VJ]
M = = — — m m e e e e e mm—— o

<~ -2 Posts information

Zynjua 4.25: Aidypappa axolovbiog ebpeong kou avaktnons Oéuarog

4.4 TlpoPAnpoata avartvéng

3 QUTNV TNV EVOTNTA TEPLYPAPOVTOLL OL LEYUADTEPEG OVGKOALES TTOV AVTLHETOTLGTNKAV KOTA
NV avatTuEn TG TAXTPOPHAG. AUTEG HITOPEL VO LVOLPEPOVTOL GE TEXVIKG OEpata, aAAd Ko 6TLG
KOLVOVLKEG KOl TTOALTIOULKEG GLVOT|KEG TTOL emLKpaTobV 6ToV X®po Twv DApps kot twv crypto
YEVIKOTEPQL.

Mio oo Tig peyoddtepeg Tpoyomédeg mov kabvotépnoe coPapd Tnv avartTuén NTay N Tpw-
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otnTa TV PLPALodnkodV Kot TV epyadeinv avamtuEnc. Ot Bacikotepeg PipAtoOnkeg mov xpn-
oomofnkay ftav oe tpoTo 1) debtepo metpapatikd otadio (alpha kot beta phase avtiotouya).

JuykekpLpéva:

« Ola T epyodeior tng covitag Truffle rav oe alpha phase xatd v avéotuén (koo

éxouvv mepaoel oe beta Aéov).
« To IPFS (ocvykexpyéva n BipAodrkn js-ipfs) Ppioketar axodpa oe alpha éxdoor.
« H OrbitDB PBpicketar akopa ce alpha phase.

+ HyAloooa twv contract, Solidity, akcopa Sev éxel Bydhet version 1.0 kaBwg aAA&lel Stopkmdg

pe breaking changes@.

Avth n éAAelym dppwv PipAtodnkadv kot epyoeinv tpokdAece peilova poPAfpata. Zvxvi
empere va dlopOwBovv mpofAnpata twv BLPALodnkoV, 1) va yivel SOvAELd TTOL VAl T TOUPOKAITTTEL.
AN\eg @opéc amontONKoy TOAAEG DPEC ATOCPAAUATMOOTG KoL SOKLHUMOV OO TE VA AELTOVPYHOOLY
TOL XOLPAKTIPLOTIKA TTOL LTOGYOVTAY TAL EPYXAELQL.

Eva dAho mpoPAnpa ftav 1 EAAerym epyadeiov yio opiopéveg diadikaoieg. Avo Paocikd mo-
padelypata avToL AoTEAOVV TPOTOV 1) EAAELYT) LITOCTNPIENG Yio integration/end-to-end testing
Twv contract katd tnv avamtugn (mtAéov vtpyouvv kamoleg AVoELS) kot devTepov 1) EAAer étoL-
Hov dadikacidv, plugin ko integration tov Jenkins pe o epyodeior avamtuEng kot eLOLKA e Tn)
covita Truffle.

Y& mopopolo katdotoot PplokeTal Ko 1) Yevikn cuvaiveoT oxeTikd pe To best practices. 2e
Swxpopa pépm g avamtuEng mapatnprdnke oL dev v pye Koo StapopPwpéV droyn otnv
KowoTtnta kot k&e opddo avamtuEng epdppole v Sikn tng Wéa. Avtod kabiotd dvoKoAn TNV
AVATTTUEN oTd aApPXAPLOVS TTPOYPAUHATIOTEG Xwpig kaBodnynor. Eva dAlo oxetikd mpoPfAnpuo
7oL Tapatnprifnice eivor OTL GTOV XOPO LITAPXEL aKOp TTOADS BOpLPoG, dAadT) onpavTLKO pHEPOG
TWV TNYOV 7oL PploKovTot 6To SLadiKTLO ELVOL AVTLKPOVOWEVES 1], O€ TOAAEG TEPUTTAOCELG, OL
TPOTACELS TOVG OUITOPPLITTOVTOL OUTTO TNV KOLVOTHTO.

Télog, éva pn texvikd CTnpo TOL €mpene v AVTIHETOTLOTEL elvan 1) affeParotnta Tng Proo-
opotnTag, TG eEEAENG Ka TG arodoxng tng texvoloying blockchain ko twv epappoydv ov
Bacilovtal oe vtV otd T0 VPV KOLVO. AVTO GLVAivEGsE aPVNTIKA, KXODG dnpLovpynoe pia emt-
TAKTIKOTN T TPOGOoYTG TNG eprteLpiag tov xpriotn (UX), k&t mov puotoloyikd dev amotelel on-
HOVTLKO PEPOG TG avamtuEng evog PoC. H avaykn yia mpocoxn tov UX mnyddel omd Tnv avaykn
YLt OLYKPATNOT TwV XpNoTov (user retention), pe 6TOXO TNV AVTLOTPOPT TG afefotdTnTg KO

TNV apoxn Hiag yvnoing evXApLoTNG EUTTELPLOG.

5 Ant6d tn oelida Tov mnyaiov kOSka https://github.com/ethereum/solidity.
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4.5 YAlomoumuéva XOPAKTNPLOTIKA

Onwg avaliBnke otV TPonyovHevn evoTnTa, KATQ TNV LAOTOINOT epPavicTnKay Sik@opo
npoPAnpata mov dev eiyov tpoPAe@Oet ko T omoio Tpokdhecav kaBuoTeprioelg 6TV OAOKAN-
pwon tv task. EEaitiag autov twv kabuoteprioewmv éytvav S1ipopeg avadloapopP®OGELS TOU TPO-
YPOHHATIONOV Twv Sprint, KaBdg Kot SLAmpaylatedoELS WG TPOG T CTHAVTIKOTN TR TWV XOPO-
KTNPLOTIKOV. ATTO TOV eTAVOOXESLAOIO KL TIG TTPOGAPHOYES XVTES TTPOEKLYAY HEPLKEG AAAOLYEG
OTO TEALKO GET TV XOPAKTNPLOTIKOV TNG TAATPOPROG G& GXECT) He O,TL elye apyLkd Tpodiorypo-
@el.

To xopokTnploTikd Ko oL avtioTolyeg Aeltovpylkég AToLToelg Tov TeAkd vAomotyOnkav

elva Tar e€ng:

« Heyypagpn xpriotn kot 1 Snpovpyia TV TOTKOV TOL PACEWV, OTWG TEPLYPAPOVTOL GTLG
kAA-15] & KAA-35 ko o0 sevépio xprione B.6.1.

« H avtopatn elcodog xpnotn, 0Twg mepLlypaPetoL oTn KOl GTO GEVAPLO XPHONG

B.6.2

« H dnpovpyia Bépartog kot 1 dnpovpyio Yn@o@opldyv, OTwg mepLypAPOVTIoL GTLG
& KaL 6To Gevaplo xpriong B.6.3.

« H mepuijynon ota vdpyovia Bépata, 0mwg mepLypa@etol o1 KL OTO GEVAPLO
xpiiong B.6.4.

« H dnpocicvon pnvipatog, 0mg meplypi@etol oTn Ka 6To Gevéplo xpriong B.6.9.
« H enelepyacio pnvipatog, 6Twg mepLypa@etal o KoL 670 cevéplo xpriong B.6.6.
« H yneion oe Ynpogopia, 6Twg mepLypipetal 6Tn Ko 670 oevépro xpriong B.6.7.

H yn¢ion oe pnvipata, 0mwg meplypa@etal oTr KoL 6o GevépLo xpriong B.6.8.

« H dwypagn twv 1omkdv dedopévev, 0mwg mepLypa@eToL ot KOl GTO GEVAPLO
xpriong B.6.9.

To Topomdve aviiotoryobv oe 11 oAokAnpwpéveg and Tig 13 mpodiayeypoppéveg AA 1 TAT-
pwoT 84.6%, T0600TO TOL DewpelTa amd TOVG CLUYYPAPELS ETOPKEG YO TNV eEAYWYT] CUNITEPCL-
OHATOV Y TOV X©Opo Twv DApp kot vrepPaiiov yio ta tAaicia evog PoC. Xto
nepthopPavovtal oTiyptotuma 000vng ta omola avtioTolyilovtot pe TG AA TV LAOTOLHEV®DVY
XOPOKTIPLOTLIKOV.

To yapokTnplotikd T omoia Topadn@dnkay eival 1 dnpovpyic KOLVOTHTWVY KAl 0 OPLOHOG

eEoTepik®dV contract yio T token Tovg, 6w mepLyphpovtan oTic KAA-12>5 & kAA-135 ko 6To

cevépro xpriong B.6.10
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Ooov agopd otic Mn Aettovpytkéc Amoutroeig, n kKMAA-135, 1 omoia awautei T peyiotomoi-
N0 TNG WTOKEVTPWOTNG TNG TAATPOPHAC, EKTANPOONKE Ge tkavomontikd Pabpod, mapdtt gat-
VOHEVIKA TO VOOTNHA TTeptAapPavel onpeio kevpomoinong ylo oplopéveg Aettovpyieg tov. Eva,
dnAadn, n duabeom tou frontend tng epappoyng ko Twv contract artifact, kaBodg ko 1) dradikacio
avokaivyng twv IPFS peer mpoaypatomolobvtol HEGK VNPECLOV TTOL EKTEAODVTAL GE KEVTPL-
KoUG eELTINPETNTEG, OTNV TPAYHATIKOTN T €iTE ATTAQ TAPEXOVV ONHAVTIKEG SLEVKOAVVGELS GTO
nepAALOV avartTuEng, eite aroTeAOOV TPOGWPLVA EUTTOdL TTOL GYETL(OVTOL e TOUG TPEXOVTEG
TEPLOPLOHOVG TWV LIOKEIPEVWVY TeXVOoAoyLdV. Etol, amtd tn pia TAevpd 0 KOSIKOG TNG EQOPHO-
Y1G elvat epLctd va StaxtiBetol 6GTOVG XP1IOTEG e AITOKEVTPWHEVO TPOTTO (TT.X. HEGW TOV iSLOoL TOV
IPFS), ot tnv &AAN 1 mapovoa avaykn vrtapéng Twv rendezvous server yu o peer discovery
pével vo emAvBel otd tnv mpoypoppatiotikr) opddo tov IPFS.

Emiong, n MAA mov agop& otnv ehayiotomnoinon tov fee (kMAA-25) akolovdrifnke katé To
duvatov oe 0AOKANpeG TIG SLadikacieg TOL oxedGHOD Kot TNG LAOTTOINoNG. AvTo emitev)ONKe
OGO pe TNV amobrikevon TV aToADTKS amapaitntwv dedopévwv entt tov blockchain, 660 kot pe
T PeltioTonoinon tov KOSk Twv smart contract, ©oTe v ekTeAEiTAL plE TOV PHIKPOTEPO SLVATO
aplOpd LITOAOYLOTIK®OV KUKA®V.

Télog, n MAA mov oxetiCetal pe Tnv avaPadpiopotnta tov contract (<MAA-3>) kataotpo-
Nynonke, Aoyw tov emumpdcbetov ypodvou mov B amartovoe pio Tétola vAoToinot. Qotoco,
vrtapyovy NN TANPWG Aettovpytkég péBodol yia tnVv emitevEn avtob TOoL GTOYOUL, pe Stabéotpo

plugin@ IOV HITOPOVV VO EVOOPATWOOVV atevBeiag oTIg LTTAPYXOVTEG POEG EPYATLAG.

45.1 Aw@opég oxedraopov-vAomoinong

Ynpavtikég drapopég vnpEav eniong ot dadikaocio VAoTOINGNG, TOGO OGOV APOPE GTOV
aplOpod Ko O0TIC AELTOLPYLEG TOV JLLPOPETIKOV TAKETWV AOYLOULKOD, OGO KOl GTOV XPOVOTTPO-
ypoppatiopod. [ipootédnkav tpelg véeg vmnpeoieg, n vinpecia «Concordia Contracts Provider»,
o mpocappoopévog IPFS pinner «Concordia Pinner» kot 1 .otoceAida «Concordia Guide».

H avaykn yla ta véa Tokéto AoYLoPLKOU TTpoékLu e KaT& TNV mopeia Aomoinong g SutAw-
HOTIKNG Kol TPOSTEDN KAV GTOV XPOVOTTPOYPOUHATIONO TTOL gixe YiveL GTNV apyT] TNG epyosiog.
v mpocappoyn avtr Pondnoav Wiaitepa ou Agile Taxtikég mov akolovOnOnkav ko 1 Tpo-
COPHOCTLKOTNTA TTOL TTPOCPEPEL TO Scrum oe PHeTAPAAAONEVEG ATTAULTTCELS.

Téhog, xatd tnv vAomoinomn éylve ypriyopa avTiAnmt 1 ol ov Tpocpépouy éva SoKia-
oTwk6 mepiariov (staging environment) e cuvdvacpo pe éva CI/CD cvotnpa. I'ia tov Adyo
avtd ANeOnke 1 amopaon va petapepbetl To Sprint mov apopoice Ge ALTA TOAD Vwpitepa 6T
drdikaoio vAomoinong, wote va a€lomoinBel 1) xprion Tov oTo PéYLOTO.

Emontikd, 1 Siadikacio tng vAomoinong meplyph@etal 6o mapakdte oxfipa (oxfpuo f.26).
Me cxolpo mTpacivo ypopa eppaviCovtal T task Ta omoio LT PY AV GTOV XPOVOTTPOYPAUUATICHO

amd TNV apyn Kot vAomofnkov, pe avolyTo TPACLYO QLT Ta oTolo deV LI PY LY GTOV APXLKO

“"https://docs.openzeppelin.com/upgrades-plugins/1.x/
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TPOYPAPHATIOHO XAA& DAOTTOONKAV KoL e KOKKLVO QLT Tow oTTolo TeAlkd dev vAoToOniavy.

Sprint 1 Sprint 2 Sprint 3 Sprint 4
V7 i A [ /) Y i A 7
! Base E ! User Features i i Cl'/ CD Setup i i Staging Deploy ]
; o P » |

] ] ol
[ Setup 1 Implement Auto 1 i Provision Staging 1 Dockerize i
[ Monorepo 1 Login . Environment b Software i
H 1 Vo o Packages 1
¥ ot o 1 ]
: b b b '
! Setup Private 1o Implement IPFS Lo Provision IT o ]
! Ethereum Network 1 User Information ] i Assets i L Create Jenkins ]
. I ]
i P Operations b o CI/CD Pipeline i
1 1 [}

[ ol ! Vo !
I i 1 1
! Create User E i E v Setup ' ]
! Contract Lol Implement User o Jenkins 1 !
| Vo Profile Ul A ! ] ! Alpha Deployment \
l o b b :
: | . L :
i Implement 1o | iiiizzzzziiziiiizzzzziziziiziizizia;> 1
| Registration Ul e 4 Viiiiiiidddddddidédi’ i
i '

! 1

I 1

L 1

V2222222222222 a

Sprint 5 Sprint 6 Sprint 7 Sprint 8
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Create Contracts
Provider Application

Create Posting

Create Voting
Contract

Contract

Create Communities
Contract

Implement Posting Implement Post Create IPFS Implement Community
ul Voting Authorization
Application
Implement ol Polls Ul IPFS Serve
i t
IPFS Posting mpiement Folls Create Concordia Contracts & App
Operations

Guide Website

Add Contracts
Upgradability Mechanism

Implement IPFS

1
1
1
1
1
1
1
1
1
1
1
1
1
1
E
Voting Ul ]
1
1
1
1
1
1
1
1
1
1
1
1
1
:
Polls Operations | Wzzizzizzzzizzizizz;zizzzzziziZz a

I 1
v 1
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[ 1
v 1
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Beta Deployment

Zyripa 4.26: Awoywpropdg oe Sprint (otddio vAdoroinong)
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Kep&Aalo 5

Y UUEPACPATA

KoL avolXta Ofpata

51 Xvunepdopato

Svvoyilovtog, pécw Tng avantuéng tng mAotikng epappoyng Concordia yiveton gavepd OtL
elvo gLkt 1 vAomoino” plog TANPWG ATOKEVIPWHEVNG KOLVOVLIKTG TAATPOPIAG, 1) OOl Vou
EKTTANPOVEL TOV GTOYO TTov TéBNKe 6TV EvoTnTa 1.4, GUPQOVAX TAVTA JiE TOV GXESLAGHO TOV
[padhatiov 3,

Méow NG oPYLTEKTOVIKNG OTTOKEVIPWONG TV TPLOV eMTEdWV TNG TEXVOAOYLKNG oToifoag
(BA. EvotnTa 3.9), Snpovpyeitan évag mohTikd amokevTpwpévog Ynerakdc xhpog, o omoiog ko
ToXLP®VEL TNV eAevBepior TOL AOYOUL TV GUHUETEXOVTOV KoL TTOPEXEL TTAVTOODVOHES VOEVTIKEG
dnpokpatikég Sradikacies.

Qo1600, emonpaivetor OTL 1 eQappoyr YopokTnpiletor amd opLopHéVa HELOVEKTHHATO, TO
omoia oyetilovTal, KUPLWG, e TNV TPOLUN KATACTACT) AVATTTUENG TV ETAEYHEVOV TEXVOLOYLOV.

ITio cvykexpipéva:

+ Xto Application tier, péow tng xpriong tov Ethereum, eicayovron 6Aa exeiva to {nTripocto
7oL cuvodevovy entl Tov Tapovtog to blockchain ko T smart contract. Ta BacikoTepa
OtO ALTA €lVOL T TEAT) TWV GLVOAAXYDV, 1] OVAYKT XPNONG eMTPOcOeTwV AOYLIGULK®OY
(1.x. MetaMask) kot 1 kApokoBetnoyotnta (scalability) twv DApp. e yevikéc ypoppéc,
TO KA GTNV TAYKOGHULX TTPOYPOPHATIOTIKT KOLVOTN T TOXPAPEVEL ALPKETA TTOAWHEVO (G
TPOG TO oV TEALKA TAXTPOppeS O0mwg To Ethereum Oa propécovv va Eemepdcovy ta St~

@opa TpoPAnpata kot v avtameEEABovv oTIg Tpoodokies.
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1 ASKING AIRCRAFT DESIGNERS [ | ASKING BUILDING ENGINEERS | H ASKING SOFTWARE
ABOUT AIRPLANE SAFETY: ABOUT ELEVATOR SAFETY: ENGINEERS ABOUT

NOTHING IS EVER FOOLPROOF, | ELEVATORS ARE PROTECTED By | LCOMPUTERIZED VOTNG:
BUT MODERN AIRLINERS ARE. | MULTIPLE TRIED-AND-TESTED )
INCREDIBLY RESILIENT, FLYING IS | FAILSAFE MECHANISMS. HEYRE | THATS TERRIFYING.

THE SAFEST WAY O TRAVEL. | NEARLY INCAPABLE OF FALLING. (
\ r%\ \ %
VAT, REALLY? THEY SAY THEY'VE FIXED IT WITH
) DON'T TRUST WOTING SOFTUARE AND DONT | | SOMETHING CALLED “BLOCKCHAN.
LISTEN T0 ANYONE. WHO TELLS YOU TS SAFE. AAARAIL
WHY? WHATEVER THEY SOLD
T DON'T QUITE KNOW HOW To PUT THIS, BUT YOU, DON'T TOUCH lT
OUR ENTIRE FELD IS BAD AT WHAT WE DO, BUR\( IT IN THE or_ssrzr
AND IF YOU RELY ON US, EVERYONE WILLDIE. UEAR GLOVES

2.9 Q| Bt

Zxnpa 5.1: Voting software@

« Y7o Data tier, To IPFS ko 1 OrbitDB atote A o0V emtiong ixitepo kavoTOpo AOYLOHIKE Ko
de Bewpovvton akopa production-ready. Avto €xel WG WTOTEAEGHA VAL ELGAYOLV e T GELPAL
ToUG SLpopa TPOPATIHATA, OTTWG EKELVO TNG EVPEGTG TWV OPOTH®VY KOPPwV, 1) oola el
oL Tapovtog Pacileton oe signalling serverd. Etou, WG TPOG TNV AVAKAAVYN TOV KXTOA-
AnAowv peer, to diktvo Tov IPFS propel mpocwpiva va BewpnBel vfpLdikod. EmumAéov, katda
TNV ATTOCPAAPATOCT) TNG EPAPUOYNG EYLVAY Pavepd oplopéva {nTrpata Tov oxetilovTol
pe v avtypaen twv dedopévev twv OrbitDB faoewv petafd tv kOpPwv, kTl oV €i-
vouL Waitepa GNHOVTLKO, dLOTL TPOKELTOL Yio dLordLlkacior TTOL VAPEVETOL VAL AELTOVPYEL pe

vPnNAn aglomotio.

Téhog, Toviletan WG, map’ OAEG TIG TPEXOVLGES SUGKOALEG, OL TTPOYPOPPATIOTIKEG KOLVOTNTEG
TOV TOPATTAV® TEXVOLOYLOV epydlovTal adidkoma yio T PEATIwOT TOVG, EVED TOPOHOLX EVOA-
AOKTIKG project HITOpoLV av& TAG GTLYHT VO AVTLKATAGTHOOLV QLT oL emAéxOnkav otnv

TPEXOLOXK LAOTTOINGT) TNG TEXVOAOYLKNG GTOlPC.

https://xkcd.com/2030/
$9BA. ko https://github.com/1ibp2p/js-1ibp2p/issues/385.

103


https://xkcd.com/2030/
https://github.com/libp2p/js-libp2p/issues/385

5.2. Avouytd O¢pata Kegpdahato 5. Svpmepaopoto kot arvorytd Oéporto

5.2 Avoixt& Oépata

5.2.1 Awaxeipion tov teAov tov Ethereum

O1 avarykeg kK&Be LITOAOYLOTIKOD CUGTIHOTOS O€ TTOPOULG TTOL GXETLLOVTAL He TIG SLAPOPES AeL-
Toupyieg tov (m.y. eme€epyaoia, amobnkevon dedopévwv, diktua) petappalovtol oe KATOLo OL-
KOVOHLKO KOGTOG. TNV TEPITTWOOT] TNG TAPOVSAG EPAPHOYNG, VA 1) artodrkevon Twv Sedopévwv
dropotpdletar avtofobAwg avdpeca 6Tovg GLHHETEXOVTES KOpPouG, 1) Xprjon Tov Ethereum arou-
Tel oo To péAN TNV Katofolr) TEA®V yia T dnpovpyio cuVaAAAydV. Av Kot QLT T TEAT elvot
amopaitnTo yuo tn Aettovpyia tov blockchain ko tnv mpodomion Tov amd emibécelg, amoteAovv
LoYLPO ePTTOdLO Yia TNV EVTAEN TOV TEALK®OV XPNOTOV GTO OLKOGUGTNHA TV OTOKEVIPOHEVOV
epappoyov tov Ethereum.

Yto mhalowx g epappoyng Concordia, ) Afyn pétpwv yio tn Stayeipion twv tedodv Bewpei-
Tl VYioTng onpaciog. QotdC0, 1) GUPTEPIANYT eVOG TETOLOL PUnyaviopol Do epLémieke e€ape-
TIK& TOV OXeSLAGHO TNG KL, OG €K TOVTOV, AjYOnke 1 amdpacn vo cupmeptAneOel wg TpodTaoT)
ylo peAdovtikt) tng eméktaot. Evag tétolog pnyaviopog Oa mapeiye tn duvvatdtnta ota péAn tng
TAATPOPHAG VA TT) XPTGLHOTOLOVV Xwpig va katéxouvv 1) va daarvovv ETH. Avto Ba itav e@uctod
HECW TNG XPNONG «peroccuvoc?x}\ocyob\/»@, ot omoieg Ba petafifalav TNV amOTANpWHUT TV TEADV
OTLG KOLVOTITEG TTOL XVIJKOLV OL X PT|OTEG.

AvTth} T oTLYpHn LTTAPYXOLV 1O TPOCEYYIGELS DAOTTOLGEWY TETOLOVL £L00VG HIXOVIGHOV, OTTMG
7o Gas Station NetworkZ, evé 1N mpoypappatiotikn opdda tov Ethereum epyaleton evepyd yio

TNV eyyevi) voothpLen avtng TN dLVATOTNTOG ATTO TNV X TNV TAATPOPLL.

5.2.2 Awxvopun twv Ethereum token

2TOV PULOLKO KOGHO, 1) £€YKUPT KL AVOVUUN SLOVOUT €VOG GUVOAOL HOVOSLK®OV TILGTOTOLN-
TIKOV avbevtikomoinong ota péAn piag kowotntag Oa propovoe v NTav pio diadikacia, 1
ool vor otalltoOoEe T PUGLKY TAPOLCLN TWV XPNOTOV KAl TNV Tuxoio emLAoyT) evOg Aoy voo-
TLGTOTOLNTIKOV oo pio kKANpoTida. e autnv v mepintwon Oa énpeme eite va vtpye OAOpE-
el Ko, €TOL, SLAPOLPAGHOG TNG EUTLETOOVVNG o€ OAa T HEAT, elte va vItpye petafifoom tng
EUTLOTOOVVNG G¢ piot eMLTPOTTY.

2tov Ynglokd KOO, To Tapartdve (NTnpa amotelel pia Wiaitepn TpoOKAnon pe molkileg
TPOCEYYLOELG OXETIKA HE TNV ETAOYT TWV GLUGTNHATWV TTOL Bt Y proipomotnBoiv, Kabdg Kot TV
OVTOTATWV OTLG omoieg Oa exywpnBel epmiotocOV.

v Tapobo EQAPHOYT, ) VAOTTOLNGT) HNXOVIGHOV Yla TNV avedVvLpn dtoevopr) twv Ethereum
token TV KOWVOTHT®V He TPOTTO OV VA PNV OITOLTELTAL 1] EKXOPTOT) EPTLOTOCVVNG GE TPLTOUG,

TéOnke exTOG TOL MAXLGIOL TNG epyaciag, eEontiog TNG mopékkAlong amd To KevTplkd Bépa Ko

"Metacuvarloyr (meta-transaction) Oewpeiton pioe cvvalhayr mov voypdeetal ad Tov Ethereum Aoyapia-
opd ToL YPHOTN KoL TpowbeiTal oe KAToLoV Tpito yix va TNV ekteréoel emi Tov blockchain.
"Thttps://opengsn.org/
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NG MOALTTAOKOTN TG TNG. Omwg eivon oxediaopévny avtiv T otiypr, n Concordia dbvaton va
vrtootnpifel TOLKiAEG TPOCAPHOCHEVES SLASIKAGLES OL OTTOLEG VA KATOXVPWOVOLY TNV EYKLPOTNT
TV EKACTOTE HEA®V, AAAX OXL TNV avwVvupia Toug. Ekeivn, 660 n dtadikacio faciletal oe kdmola
KEVTPLKT] ovTOTnTO avBevTikomoinong, de propel va dracpaiiotel, kabadg B atattel mavta tnv
EKYWPNOT EPTLOTOCVVNG OTO TOV TEALKO XPNIOTI GTA LIOAOYLOTIKA GLGTARATA TNG TpwTNnG. H
ELPAVIOT) TOV TTPOPANHATOG OPeiAeTAL GTO YEYOVOG OTL 1) AVWOVUHOTTOLNGT] TV LG TOTTOLTLKOV
B mpémel vou AaPel YDOpa eVTOG TV TV TPOAVUPePOEVTOV GLUGTNUATOV, T OTTold, WG €L TO
mAeloTov, Oa elval CLYKEVTPWOTIKNG AOYLKG.

T Tapaderypo, €6Tw OTL piot KEVTPLKT apxn) pe Stk NG oV TN avbevTiKomoinong apxL-
TEKTOVLIKNG TEAATN-eELTNPETNTH aAToPacilel Vo CUPHETATXEL oTNV TAXT@Oppa TnG Concordia,
dnpovpydvTog pioe kowvotnta ko opilovtog éva e€wtepikd smart contract yio to token Tov pe-
AV tne. O pnyaviopodg dwaevopng twv token Ba popovoe va HTay 1) eyypapt Tov XprioTh 6To
KEVTPLKO oVGTNH TNG apxiS, N ONAweon piog Ethereum diebBvvong tov kot  awocToAr] evog
token avBevticomoinong oe avtrv. Katt tétoro Ba €dwve tn duvatdTnTR GTOLG LY ELPLOTES TOV
OULOTARATOG VO EVTOTTLLOLY e EVKOALR TIG TTPAYHATIKES TAVTOTNTEG TWV HEADV TNG KOLVOTNTOG
nicw amd k&be token tng, aipovrag, £TGL, TNV AVEOVUHIN TV TEAELTALWV.

Avbomn oto mapamdve TpofAnpa propet va eméABel povo pe tnv vAomoinon piag dradikaciog
avwvuponoinong twv token enti tov blockchain. Avtd amattel Tnv vap€n evog pnyovicpov oto
otkoovatnpa tov Ethereum, o omoiog va mapéxet tn dvvatodtnta petapopds twv token amokpv-
nrovtag Tig dtevbvvoelg mpoédevong kot TPooplopod Tovg. Etot, o xprioteg amhodg Oa petakt-
vovoav Ta token mov apyikd mapélaPav oe pio StevBvvomn pn Tpocdiopioiun atd Tpitovg.

310 evpltepo otkoovaTNa Twv blockchain vtdpyovv 1181 vVAoTTOLGELG TTOL TPOGPEPOLV CLL-
TNV TNV SUVATOTNTA ETTL TOV €YYEVOUS TOVG VOopiopatog (.. Monero, Zcash), evod dudupopeg opd-
deg epyalovton evepyd yla TNV ovaItTtugn TéTolwv Pnxovicpov kot oto Ethereum. Av ko vmtdp-
XOULV SLOUPOPOTTOLNOELS OTLG TPOGEYYIGELG TOUG, 1) KUPLX TeXVOAOoyia otV ool Pacilovta eiva
auTh TV Aeyopevov «zero knowledge proof», pe emikpatéotepa tpwtokoria ta zZk-SNARK wan
zk-STARK. Qg pio ndn Aertovpyikn) Ador tomov piktn cvvaldayov Oa propovoe v Bewpndet
o Tornado®, o omolog mapéxel T duvatotnTa avavopng petapopag ETH 1) ERC20 token ofto-
mowdvtag T zk-SNARK.[[17]

5.2.3 EvaAAakTikd GUOTAHATA PIPOPOPiag

Enti tov mapodvTog, n epappoyn AelTovpyel AITOKAELGTIKA APEGOONHOKPATIKE, pe KXOOALKES
yneoeopleg ko Lod€Leg Yneoug, 0mwg opiletal amd to éEvmvo cupPforato Voting. sol.

TpomomoLOVTOG TNV TPEXOLOX LAOTOLNGT), 1) TAATPOPHX PTTOPEL VO LITOO TN PLEeL EVAAAAKTLKA
OLGTARAT YNPOPOPLOG, HEGK TNG AVATTTLENG TTPOCAPHOCHEVKV EELTTVWV cUHPoAciwV. AvTo Bo
EXEL OG ATTOTEAECPO VO TTOPEYETAL GTNV K&OE KovoTNnTXK 1) duVaTOTNTA Vo opicel To voting smart

contract wov emBupel, avaroya pe TIG avarykeg Kol TIG eTLOLOEELS TNG.

"2https://tornado.cash/
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MepLk& CLGTHHATA YNPOPOPLOV TTOL PITOPOVY VAL EVOWHAT®WOODV (Kot akOpa Kal va cuvdvo-

OTOVV) GTNV TAXTOOPHOA ELVOL TOL TTOPAKAT:

« PReogopia pe oetpd mportipnong (ranked voting): to ekAoyikd cwpo B €xel T dvvatoTnTo

vo Ynoilel pe celpd tpotipnong petafd Tov dbEcIHmV eTAOYOV TV Yn@ogopLov.

« IToAMoamtAn Yngog: opiopévol Yneogopot Ba éxovv toyvpotepn Yngo Pacel kdmolov Kpt-

tnpiov (m.x. Pdoel Tov reputation Toug).

« 'Eppeon ymeogopia: kébe pédog o opilel ovtipdowo yia pic ) meplocoTepes Yneopo-

pleg, yla OpLOpEVO 1) AOPLETO XPOVIKO JLACTNHA.

« Mepwkn} Yneogopio: emiPoln mepiplopdv oto dikalwpa Yreov, fdcel kamoLlov kpLtnpiov

(.x. npepopmvia eyypagng xpriot).

duowd Ta Tapamve eival koBopd eVOEIKTIKA, TPAYH TOL onpaivel OTL Bo elvan epLctod
VoL ITopo UV vor SNILOVPYOVVTAL EVTEAMG dLoLPOPETIKE GUHPOALA GLGTNHATWV YMPoPopLag, avi
TOoQ OTLYHN ko otd Tov ootovdnmote. H 8e ovdeon) Toug pe tnv epappoyn Oa elvat Opoto pe too
Ndn vAomonpéva, oot 1 povadikn artontovpevn evépyeta Ba eivan 1 aoBrjkevon evog pointer

7pog To voting contract tng ek&oTOTE KOLVOTNTAG.

524 ZuotNpota anodoong EPNLGTOGVUVNG

Mia emutAéov mpooOnkn otV eQappoyT| Prtopet elvot Eva cOGTNHA ATTOOOTG EPTLETOGVVNG
(reputation system). Méow £vOg reputation system, ot xprjoteg prropotv va kepdilouv 1) va xavouv
BaBpotg epmioToovvng, e Tov TpOTO TTOL 0pileTon ot TO ekdoToTE smart contract.

Oplopéveg eVOELKTIKEG XPTIOELG TOV ELVOL 1] CUVEPYAGLO TOV HE TOVG PNYXOVIOHOVG OV TEPL-
YPAPOVTL GTLG LTTOEVOTITEG ko 5.2.3. T mapéderypa, 1 1ox0g TS Yfipov evog péloug piog
KOLVOTNTAG 1] TO 00O TV TEA®V 1oL Koheiton va kotafdAlel oto Ethereum Qo propotdoav va
vroAoyilovtat avaloya pe Tov Pabpod epmeTocOVNG TTOL €XEL ATOKTHOEL.

Yi00eTdOVTOG TNV QP pEVT) AOYLKT] TTOV TTEPLYPAPTIKE GTA CLGTHHATO YNPOPOPLOG TNG TTPOT)-
YOUHEVNG TTOXPOLYPAPOL, ElvaL EPLKTO Vo TapéxeTal 1) SuvatodTnTa e K&be KovOTnTo Vo emAéyeL
HETAED EVOG GLVOAOL SLAPOPETIK®OV CUGTNHATOV AITOS0CTG EPTLGTOGOVNG YL T HEAT] TG, HECK
eEVOALOKTIKGOV reputation smart contract. Hon viapyet pioe tAovoto YKEpo TETOLWV GUGTNHATOV
7oL propovVv va vAomotnBoovv ent tov Ethereum, pe v ta€vopio Tovg va opiletan el piog
nAnOopag aveEdptntov Sactdcewv[18]. Qotdco, N mEpaLTépw avdAvor Tovg eivat Bépa Tov

ekTelveTal TEPQ otd T TAUUCLO TG TTAPODOAG SUTAWUATLKAG EPYACLOG.
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Mapaptnuo A’
YTrypiotuna 000vng

Ye qUTO TO TOPAPTNHA TAPOLCLALOVTOL EVOELKTIKA TUNHATA otO GTLYHLOTUTI 000VNG TNg

epappoyng Concordia.

Sign Up About

Emikeipevn avafadpion Tou Ethereum blockchain #26270

4 minutes ago ® Pan w2

[Poll] ETiiAoyR 5pdoewy TNE KOIVOTNTAG VIO TO ETTOHEVO TRIMNVO #26269

5 minutes ago ¢ Apostolof 3

LAN party!! #26268

8 minutes ago ® Jim 3

MPOTEIVOUEVEG TAIVIEG... #26267

13 minutes ago # Bob 5

ZnToUVTal TTPOYPUUHATIOTES Yia TTEPAITEPW avdTTugn TnG Concordia!l #26266

1 hour ago » Apostolof 1

KAigatikn ahAayn - IPCC report #26265

8 hours ago ® Pan 28

[Poll] Zuppuwveite pe Ta véa PETPA TNG KUBEPVNONG;

1dayagoe Ed

Sryméromo Corcordia A.1: Apyikij oerida, mepujynon ora Oéuara (KAA-53)
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Mopaptnpo A’ Stiyptotoma 000vng

El" Sign Up Profile Information

Create a Concordia account Give a hint about who you are

Account address: 0xa96E385A280d29cdefE640F209Ba10a84b55fB5f

Username *

Alice

Continue as guest ‘

Trymdrvmo Corcordia A.2: Eyypagn ypriorn (<KAA-13)

Profile About

New Topic

Topic subject

Xapioval BIAIC TG OX0ANS!

First post content

Miag Kall n TTopEia Hou aTn ox0Ar| QTAVEI OTO TEAOG TNG, TIPd TNV ATTORAaT vd Xapiow TNV akadnudikr you BIBENo6kn!
‘OTro101 EVBIAPEPOVTAI A¢ OTEIAOUV PEXPI TO TEAOG TOU prjval

Create Topic

Znyuorvmo Corcordia A.3: Anuuovpyia Oéuarog )
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Mopaptnpo A’

Stiyptotoma 000vng

XapilovTtai BiAia TG oXoAng!

##12/2/2022,20:53:09 & Alice ®0

° Alice v x

Mic kati 1) Tiopeia Hou aTn oo ¢Tavel 670 TEAOG TG, TIPE TNV ATTORAGN Va Xapiow Thv akadnpdikn pou BiBAIodrkn!
OTol0! eVBIaPEPOVTAI g OTEIAGUV LEXPI TO TEAOG Tou prva [B] @

Yriydérvmo Corcordia A.4: Eneepyacio pnviparog )

Xapiovrai BiIBAia Tng oxoAng!

#812/2/2022,20:53:09 & Alice 1

Alice rd

Profile About

Profile About

Miag kai n Tropeia pou oTn XoAr pTavel aTo TEAOG TNG, TTHPA TV aTTOPACT va Xapiow Tnv akadnpdikr pou BIBBAoBrikn! Otrolol

gvBlapEpovTal ag oTeiAouv pExpI To TEAog Tou prva (2] @

1

Ed

ZuyxapnTipia yia Tnv TpwToBoulia!

v 18

Srywérvmo Corcordia A.5: Wipion unviparog )
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Mopaptnpo A’ Stiyptotoma 000vng

Profile About

New Topic

Topic subject

Mg TpogépeTe To GIF;;

First post content

Ag 1o Augoupe! @&
GIF (/gtf/) or JIF (/dzzf/)2

x Remove Poll

Poll Question

GIF or JIF?

Allow vote changes
Option #1

GIF

Option #2

JIF

Option #3

AT/AA

+  AddOption

Create Topic

Znyuorvmo Corcordia A.6: Anpovpyia Yynpopopiag )
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Mopaptnpo A’ Stiyptotoma 000vng

Profile About

Nw¢ rpogépete TO GIF;;

#§15/2/2022, 18:15:52 & Alice ®0

|4a GIF or JIF?

Results Vote

Select one of the options:
® GIF
JIF

° Alice Vs
Ag 1o Micoupe! @) GIF (/grf/) or JIF (/d31f/)?

0

Znyuérvro Corcordia A.7: Wrjpion o€ Yynpopopia )
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Mopaptnpo A’ Stiyptotoma 000vng

Profile

Nw¢ rpogépere 10 GIF;;

##15/2/2022,18:15:52 B Alice 0

|éa GIF or JIF?

Results Vote

Lt

@®Gr ®JF ATTAA

1561
VOTES

You voted: GIF

° Alice d
Ac 1o Aoooupe! @ GIF (/g1f/) or JIF (/d31f/)?

264

Znyuérvmo Corcordia A.8: Amotedéopara Ympopoping
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Mopaptnpo A’

Stiyptotoma 000vng

General Topics Posts

Username:

Account address:

UserDB:

TopicsDB:

PostsDB:

PollsDB:

Number of topics created:

Number of posts:

Location:

Member since:

Apostolof

Oxb4E111f97B527ddCeecC52eAB88491a198fDC41A0
Jorbitdb/zdpuAyyHMLUGGLYii2eVu5Fvu5NoDgFMabkEC5zSHFAVmMjWuUE/user
Jorbitdb/zdpuAyw7pAiCiJJRe5PgFx1USH3U2DBy TvDp6J5d AR S TMHVW/topics
Jorbitdb/zdpuB3MGLiaof JE6 TvnqovXZ83xRMN8yZFZA8ii 3amVmKdT2/posts
Jorbitdb/zdpuB3ec5pMuVALZCWpttHKEgsg 1ZE4 1wveqr Cddc INAibYex/polls
42

358

Thessaloniki

12/2/2018, 15:03:16

Zaymorvmo Corcordia A.9: O06vn mpopid
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Mopaptnpo A’ Stiyptotoma 000vng

Eth Stat
Q ereum Status

User Address

0xB61AbfOB7cDDcdChbb3271E2E3188D7EaCDe621DB

Block Number

2467

Block Hash

0x1a%9bf3db4bdb4chbbbe/eabb1de?734ac346118%a4f76f2f14174d31
37451ceac

Peer ID

QmNNvWEetEtqTU1k7 1WTU13AnGceSbudst3ePnwhPglkXdAqq

Bootstrap Peers
QmVY7gnbW5VTc)30yM2Xk1rdFBJ3kTkvxc87UFGsun295TS

QmY7JB6MQXhxHvg7dBDh4HpbH29vAyE? JRadAVpndvzySN

Total Users

Total Topics

Total Posts

Xnyuérvro Corcordia A.10: ITAaivj pndpa katdoraong
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Mopaptnpo A’ Stiyptotoma 000vng

Clear all Concordia databases. Are you sure?

Be careful, Alice! You are about to clear the Concordia databases stored locally in your browser.
Although this action is generally recoverable some of your topics and posts may be permanently lost.

Please type your username to confirm.

Cancel, keep databases

Zniyuorvmo Corcordia A.11: Aiddoyog emPefaivons ekkabipions tomkdv Sedopévawv )
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Mapaptnuo B’
YTUTIOTIKY KOOKX

210 TopoV TapaPTNH TopaTiBevTol TIVOKES e CTATIOTIK GTOLYEl)t TOVL KWOSLKA TNG eQap-
poyng Concordia, kaBag koL Twv vAomopévav PipAtodnkov. Zuykekpipéva, tpoypatomotiOnike
KOTOPETPTOT) TWV APYELWV KL TOV YPOAUHOV KOJKA HEGK TOL TPOYPAPHATOG clocd (27-1-2022),
dwdikacio oty omoia ayvorifnkav avtopata configuration kot auto-generated apyeior (mt.x.

yarn.lock, .gitignore).

Concordia
https://gitlab.com/ecentrics/concordia
I wooa Apxeio  Kevég ypoppég Xyxoha Kodukag
JSX 54 510 14 4491
JavaScript 81 302 84 2035
Groovy 1 76 32 673
Solidity 5 142 20 553
CSS 26 87 8 426
JSON 10 0 0 352
Markdown 7 157 0 352
Dockerfile 5 68 51 128
Bourne Shell 9 27 10 117
make 1 10 8 77
YAML 1 3 0 30
SVG 6 0 0 25
HTML 1 3 23 16
diff 1 0 8 7
YOvolo 208 1385 258 9282

Hivakag B.1: Concordia - otartionikd kddika

https://github.com/AlDanial/cloc
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Mopaptnpoa B’ STOTIOTIKG KOO

drizzle
https://gitlab.com/ecentrics/drizzle
IMNoooca  Apyeioe Kevég ypoppég Xyxoha Kodukag

JavaScript 36 281 137 1448
JSON 1 0 0 16
Markdown 1 2 0 4
Yvvolo 38 283 137 1468

Hivaxag B.2: drizzle - oratiotikd kddika

breeze
https://gitlab.com/ecentrics/breeze
IMNwooca  Apyxeior Kevég ypoppég Xyxola Kodwkag

JavaScript 16 105 56 583
JSON 1 0 0 17
Markdown 1 2 0 4
Y.0volo 18 107 56 604

Hivakag B.3: breeze - oratiotikd kodika

eth-identity-provider
https://gitlab.com/ecentrics/eth-identity-provider
MNoooca  Apyeioe Kevég ypoppég Xyoa Kodukag

JavaScript 4 36 23 211
JSON 1 0 0 13
Markdown 1 2 0 4
Yvolo 6 38 23 228

Iivakoag B.4: eth-identity-provider - otatiotikd kddike

118


https://gitlab.com/ecentrics/drizzle
https://gitlab.com/ecentrics/breeze
https://gitlab.com/ecentrics/eth-identity-provider

BipAoypagia

[12]
[13]
[14]

McOete yia to Ethereum. URL: https://ethereum.org/el/learn/ (emiokeyn 16/03/2021).

Vitalik Buterin. The Meaning of Decentralization. 6 ®ef}. 2017. URL: https://medium. com/
@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274.

A. Aneesh. Virtual Migration. 2006.

Don Johnson, Alfred Menezes ko Scott Vanstone. «The Elliptic Curve Digital Signature
Algorithm (ECDSA)». ¥to: International Journal of Information Security (Avy. 2001). DOI:
10.1007/5102070100002. URL: https://doi.org/10.1007/5102070100002.

Belavadi Prahalad. Merkle proofs Explained. 7 Iav. 2018. URL: https : / /medium . com/
crypto-0-nite/merkle-proofs-explained-6dd429623dc5.

R. Schollmeier. «A Definition of Peer-to-Peer Networking for the Classification of Peer-
to-Peer Architectures and Applications». Xto: Proceedings First International Conference on
Peer-to-Peer Computing. 2001, 6. 101-102. por: 10.1109/P2P.2001.990434.

Satoshi Nakamoto. «Bitcoin: A Peer-to-Peer Electronic Cash System». ¥to: Cryptography
Mailing list at https://metzdowd.com (31 Oxt. 2008).

Vitalik Buterin. Ethereum Whitepaper. 2013. URL: https://ethereum.org/en/whitepaper
(emtiokeyn 28/06/2021).

Ethereum community. Ethereum documentation. URL: https : / / ethereum . org /en /
developers/docs/ (emickeyn 05/09/2021).

Nick Szabo. «Formalizing and Securing Relationships on Public Networks». Xto: First Monday
2.9 (Zemt. 1997). por: 10.5210/fm.v21i9.548. URL: https://journals.uic.edu/ojs/
index.php/fm/article/view/548.

Gavin Wood Andreas M Antonopoulos. Mastering Ethereum: Building Smart Contracts and
DApps. O'Reilly Media, 2018. 1sBN: 1491971940.

IPFS. urL: https://ipfs.io/.
IPFS documentation. URL: https://docs.ipfs.io/.

GitHub Guides. Understanding the GitHub flow. URL: https : //guides . github . com/

introduction/flow/.

119


https://ethereum.org/el/learn/
https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274
https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274
https://doi.org/10.1007/s102070100002
https://doi.org/10.1007/s102070100002
https://medium.com/crypto-0-nite/merkle-proofs-explained-6dd429623dc5
https://medium.com/crypto-0-nite/merkle-proofs-explained-6dd429623dc5
https://doi.org/10.1109/P2P.2001.990434
https://ethereum.org/en/whitepaper
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://doi.org/10.5210/fm.v2i9.548
https://journals.uic.edu/ojs/index.php/fm/article/view/548
https://journals.uic.edu/ojs/index.php/fm/article/view/548
https://ipfs.io/
https://docs.ipfs.io/
https://guides.github.com/introduction/flow/
https://guides.github.com/introduction/flow/

BipAoypapia

[15] OrbitDB. URL: https://orbitdb.org.

[16] Getting Started with OrbitDB. URL: https://github.com/orbitdb/orbit-db/blob/
main/GUIDE.md.

[17]  Privacy on Ethereum. URL: https://docs . ethhub.io/ethereum-roadmap/privacy/
Y p p/p y
(emioxeym 12/12/2021).

[18] Ferry Hendrikx, Kris Bubendorfer kot Ryan Chard. «Reputation systems: A survey and
taxonomy». Xto: journal of Parallel and Distributed Computing 75 (Avy. 2014). por: 10 .
1016/ . jpdc.2014.08.004.

120


https://orbitdb.org
https://github.com/orbitdb/orbit-db/blob/main/GUIDE.md
https://github.com/orbitdb/orbit-db/blob/main/GUIDE.md
https://docs.ethhub.io/ethereum-roadmap/privacy/
https://doi.org/10.1016/j.jpdc.2014.08.004
https://doi.org/10.1016/j.jpdc.2014.08.004

	Περίληψη
	Abstract
	Ευχαριστίες
	Περιεχόμενα
	1 Εισαγωγή
	1.1 Γενικά
	1.2 Περί αποκέντρωσης
	1.3 Ορισμός του προβλήματος
	1.4 Στόχος της διπλωματικής
	1.5 Μεθοδολογία της διπλωματικής
	1.6 Τυπογραφικές παραδοχές
	1.7 Οργάνωση κεφαλαίων

	2 Θεωρητικό υπόβαθρο
	2.1 Συναρτήσεις κατακερματισμού
	2.2 Ασύμμετρη κρυπτογραφία
	2.3 Δένδρα Merkle
	2.4 Δίκτυα Ομότιμων Κόμβων
	2.5 Blockchain
	2.6 Ethereum
	2.6.1 Λογαριασμοί
	2.6.2 Smart Contracts
	2.6.3 DApps
	2.6.4 Tokens
	2.6.5 EVM

	2.7 IPFS

	3 Σχεδίαση εφαρμογής
	3.1 Σύλληψη της ιδέας
	3.2 Τεχνολογική στοίβα
	3.3 Μεθοδολογία σχεδίασης
	3.4 Κατηγορίες χρηστών
	3.4.1 Ενεργοί χρήστες
	3.4.2 Παθητικοί χρήστες
	3.4.3 Σύνοψη χρηστών

	3.5 Απαιτήσεις λογισμικού
	3.6 Σενάρια χρήσης
	3.6.1 Σενάριο χρήσης 1: Εγγραφή χρήστη
	3.6.2 Σενάριο χρήσης 2: Σύνδεση χρήστη
	3.6.3 Σενάριο χρήσης 3: Δημιουργία νέου θέματος
	3.6.4 Σενάριο χρήσης 4: Ανάκτηση θέματος
	3.6.5 Σενάριο χρήσης 5: Δημιουργία νέου μηνύματος
	3.6.6 Σενάριο χρήσης 6: Τροποποίηση μηνύματος
	3.6.7 Σενάριο χρήσης 7: Ψήφιση σε ψηφοφορία
	3.6.8 Σενάριο χρήσης 8: Ψήφιση μηνύματος
	3.6.9 Σενάριο χρήσης 9: Διαγραφή τοπικών δεδομένων
	3.6.10 Σενάριο χρήσης 10: Δημιουργία κοινότητας

	3.7 Αρχιτεκτονική σχεδίαση
	3.8 Προδιαγραφή μεθόδου υλοποίησης και χρονοπρογραμματισμός

	4 Υλοποίηση εφαρμογής
	4.1 Μεθοδολογία υλοποίησης
	4.2 Τεχνολογίες υλοποίησης
	4.2.1 Τεχνολογίες σχετικές με το development
	4.2.2 Τεχνολογίες σχετικές με το UI
	4.2.3 Τεχνολογίες σχετικές με το Ethereum
	4.2.4 Τεχνολογίες σχετικές με το IPFS

	4.3 Αρχιτεκτονική υλοποίησης
	4.3.1 Αρθρώματα
	4.3.2 Concordia Application
	4.3.3 Concordia Contracts Migrator
	4.3.4 Concordia Pinner
	4.3.5 Concordia Contracts Provider
	4.3.6 Ganache
	4.3.7 Rendezvous Server
	4.3.8 Διασύνδεση υπηρεσιών
	4.3.9 Ροή πληροφορίας

	4.4 Προβλήματα ανάπτυξης
	4.5 Υλοποιημένα χαρακτηριστικά
	4.5.1 Διαφορές σχεδιασμού-υλοποίησης


	5 Συμπεράσματα και ανοιχτά θέματα
	5.1 Συμπεράσματα
	5.2 Ανοιχτά θέματα
	5.2.1 Διαχείριση των τελών του Ethereum
	5.2.2 Διανομή των Ethereum token
	5.2.3 Εναλλακτικά συστήματα ψηφοφορίας
	5.2.4 Συστήματα απόδοσης εμπιστοσύνης


	Παραρτήματα
	Αʹ Στιγμιότυπα οθόνης
	Βʹ Στατιστικά κώδικα

	Βιβλιογραφία

