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[TepiAnyn

Tig Tedevtaieg dekaetieg, N paydaio avamtuén tov dadiktoov petéPoare pLlikd Tig avBpo-
TLVEG KOLVWViEG, HECW piag TANODPAG YNPLOKOV EQOPHOYDOV, OL OTOLEG, GT) GLVTPLITTLKY) TOVG
TAELOYN@la, TPOCPEPOVTAL AITO TOPOXOUVG LINPEGLOV LITOAOYLGTLKOD VEPOULG, akoAovBdvTag
TNV ApPXLTEKTOVLIKT] TTeAATN-eELTNPETNTY).

MoAovotL avtd To povTéLO LAOTOLNGONG éxel oumodelyBel Wilaitepa Aettovpytko kol €xet PeA-
TiwBlel afloonpelota avd Ta Xpovia, 1) GUYKEVIPWTLKT] TOU AOYLKY) GUVOOEVETAL ATTO Pia GELPX
npoPAnpdatev. Ipota ar’ OAa, o xpnotng kaAeitar va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pia eEwtepin) ovrotnta. Exeivn, Statnpovtag tov TAnpn éleyyo et avtdv, amoktael Tn dvva-
TOTNTO Vo T emte€epyaleTo, vou Tar dtopotpaleTon kaL vo Tar Aoyokpivel, eite yio va eEumnpetrioet
TOL GULPEPOVTA TNG, lTE YLt Vot GUHHOPPWOEL pe dAAeg apyég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLalel 1 eyyonon tng dwbecipotntag twv dedopévav, Kabng, ave Tdoa oTiypr, o eEumn-
peTNTNG prtopel va artoovuvdebel yior adpLoto xpovikd daaTnpo Kot AGY® TOKIAWY ATV, OTTMG
Karolag kuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPNC.

Avtol elvou pepikol Paotkol AOyoL Tov GLVETEAEG Y BTNV ToXElot AVATTTUEN EVOC GUVOAOL KalL-
VOTOH®WV AOYLOPLK®V VoL ToL kKddLka, T omoia facilovtol oe texvoloyieg 6mtwg to blockchain
Kot To SikTua OPOTIHWV KOpPPwV. Ta Tapamtdvw, ov Ko Bplokovtal 6e GYETIKA TPOLHO GTALO,
arrote oLV 1)1 LoXLPA epyaheior SHLOVPYLOG KATAVEUNHEVWV KOL ATTOKEVTPOHEVOV EQUPLOYDV.

210X0G TNG ToPOoLONG SITAWHATIKNG epyaciag eiva 1) LAOTOINGOT) PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) 0TTolet, tELOTTOLOVTAS TEXVOAOYLIEG ATTOKEVTPWOTNGC, aepevog Do emoTpéPeL TNV
KUPLOTNTA TV TPOCKOILKOV OedOPEVWVY GTOV XPNOTH), a@eTépov Ba mapéyel T SuvatdTnTa de-
VEPYELUG SLOUPAVOV ONUOKPATIKOV YNPoPopLdv. Avtd péca o€ éva TAaiclo avhekTikd, T060 o€
oQAAaT KoL eTIOECELS, 000 KL G€ TOTELPEG AOYOKPLOLOG KO TTOPAITOLNoTG.

H avantuyxBeica mhotikn epappoyn «Concordia» mpoceyyiel Tov Topandve oTOX0 GLV-
dvalovtag ta Ethereum xou IPFS, wote va opicel évav ammokevipopévo Ymelokd xwpo, T060 o€
QPYLTEKTOVIKO OGO Kol TTOALTLKO eTtimedo.

AéEerg-KAewdrd: Anokevrponoinon, Ethereum, Blockchain, E€vmtvo Zupfoiato, Amokevtpwpévn
Epappoyn, IPFS, OrbitDB, React, Redux, Jenkins



Abstract

In recent decades, the rapid growth of the internet has radically changed human societies,
through a plethora of digital applications, the vast majority of which are offered by cloud computing
service providers, following the client-server architecture.

Although this implementation model has proven to be highly functional and has improved
significantly over the years, its centralized logic is accompanied by a number of problems. First
of all, the user is required to trust his personal data to an external entity. Maintaining full control
over them, the latter gains the ability to process, share and censor them, either to serve its own
interests or to comply with other authorities in power. In addition, there is no guarantee of data
availability, as, at any time, the server can be disconnected indefinitely and for a variety of reasons,
such as a cyber attack or a natural disaster.

These are some of the key factors that have led to the rapid development of a wide range of
innovating open source software, that are based on technologiew such as blockchain and peer-
to-peer networks. The above, although at a relatively early stage, are already powerful tools for
creating distributed and decentralized applications.

The aim of this thesis is the implementation of an autonomous social platform, which, by
utilizing decentralization technologies, on the one hand will return the ownership of the staff
user data, on the other hand, will enable transparent democratic voting processes. These in a
context resistant to both faults and attacks, as well as attempts at censorship and falsification.

The developed proof of concept application «Concordia» approaches the above goal by combining
Ethereum and IPFS, in order to define a decentralized digital space, both at architectural and
political level.

Keywords: Decentralization, Ethereum, Blockchain, Smart Contract, Decentralized Application,
IPES, OrbitDB, React, Redux, Jenkins



Evyoapiotieg

Y& owTo To onpeio B BéAaye vor evYPLETHGOLHE EYKAPSLOL OAOVG ekeELVOLS TTOL GUVERaAay
OTNV €KTOVNON TG ToPOVo NG epyasiog:

« Tov emPAémovra kaBnyntnh pag, k. Anpakn Xprioto, yla tnv evkoipio Tov Hog £dwae vou
aoxoAnBoolpe pe To cLYKeKPLHEVO BEpX KoL TNV EUTLETOGUV TTOL HOG €0eLEe atO TNV apxM
péxpL To TELOG.

« Tn NwoAaidov Mehiva, yix tn oxediaon Tov AoydTumou Tng eQappoyTg ko T Snuiovpyio
OTHAVTIKOD TUHHATOG TV GXNHATOV TOL TApOVTOS £YYPAPOUL.

«+ Tig okoyéveleg koL TOLg PIAOLG pag, Yo TNV apéplotn LAY kot Nl vroothpEn mov
pog tpocépepay kKo OAN TN Sidpkela Twv 6TOLVIOV HAC.

+ O évog Tov GAAOV, Y TNV GPTIX ETTKOLVOVIA Kol cLvepyaoia, kKabmg kal ylo TNV vITo-
HOVT] KOl TNV ETTLHOVT), XXPOAKTNPLOTIKE KOOPLOTIKNG ONHAGLOG Yo TNV ETLTUXT TTopeio
NG SUTAWUATIKTG.
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KepaAairo 1

Elcaywyn

1.1 Tevik&X

H oApotoddng avamtugn tov dradikthov Sapdppwnaoe éva oAokaivoupylo Tomio oe k&Oe Topéa
™G avBpdTIVNG dpacTNPLOTNTAG, TaPEXOVTOG Eva avapiBunto TANBoC epappoy®V Kol LI PE-
owov. Ta péoa kowvwvikng dIkTOWGONG, TO NAEKTPOVIKO TaLOPOELD, 1) YnpLakT) ednceoypapia, 0
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TOAVHECWV POTG, ATTOTEAODV OPLGHEVOL OO TO GTJHALVTL-
KOTEPQ - KOL TTAEOV XVOTTOGTIALOTAL - KOPPATLOL, TTOV GLVOETOLV TNV YNPLOKT) TTTUXT TNG GUYXPOVNG
KoOnpepvoTnTOg.

Katda kbpro Adyo, To povtédo mov akoAovBfoiv oL Tapamdve Texvoroyieg elvot avTod TG ap-
xirektovikng meAatn-eEumnpetnti (client-server architecture) ko Tpocpépovrar amd mapdyovg
VTN PECLAOV LITOAOYLOTIKOD VEQOUG (cloud computing service providers). Avto onpaivel 6TL oL ato-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwobnkevon twv dedopévwv
(storage) kot To TPWTOKOAAO emikoLvwViag (communication protocol) vAomolotvtot emti evog ou-
ykevtpwtikoU (centralized) mAouciov, k&tL ov Tovg TPocdidel oplopéva afloonpeiwta TAeove-
KTrpata (7). eVKOA L AVATTTLENG, GUVTHPNOTNG KOL ITOGPOAUATOCTNG).

2TIG pEPEG HOG, WOTOCO, Tapatnpeital TapAAANAa pio T@on SnpLovpylag EQAPROYDOV TOL
akoAoLOOVV ATTOKEVTPWTIKG HOVTEAX AeLTOVPYLOG, GTa OTTOl TO processing kol To storage kota-
VépovTaL o€ €V 6UVOAO KOPPwV oL emikovwvoLy opodtipa. Evtog, Aowrdv, avtrg tng Téong, ava-
TTOCOOVTAL e Tayelg pLOROVG dLdpopa AOYLOHLKE, T 0TTola GUVOETOUV EVaL VEO, ITOKEVTPOTLKO
owkocvotnpa. Avtd meptiopfaver (HeTa€D GAA®V) TOGO KOUVOTOP TTPWOTOKOAAA aroBnKevoTg
dedopévwv (.. IPFS), 660 kot mAat@oppeg avamtulng kol eKTEAEGTG ATTOKEVTPWIEVOV EQPOUPHO-
yov (1.x. Ethereum blockchain).



1.2 Ilepi amokévipwong

Av KoL 0 OPOG «ATTOKEVTPWOT)» XPTOLLOTTOLELTOL EVPEWG TNV ETLOTHIN TOV DITOAOYLOTAOV KOl
oTa kpurrTootkovoptkéd (cryptoeconomics), ouvifwg opiletar apketd acapdc[d]. Sty mpaypo-
TIKOTNTA 1] ATOKEVTPwOT) (1], avTioTolXa, O GUYKEVTPWTIONOG) popel va tomofetnBel mdvw o
Tpelg EexwPLoTOVG AEOVEG, OL OTTOLOL ELVOL GE YEVIKEG YPOUHEG aveEAPTNTOL O EVaLG ATTO TOV XAAOV.
Avtol éyouv wg e&ng:

@) APYLTEKTOVIKN QUTOKEVTPWOT): ATtd TOGOVG PULGLKOVG LITOAOYLOTEG ATTOTEAELTAL £VOL G-
otnpe; ITocot amd avtodg HITopovVv, avd TACA GTLYHT), VA XXAXCOLV Kol KELVO var avTEEEL;

B) HoMtwkn amokévipwon: IIoca dtopa 1) 0pyavicpol eAEYXOUV TOUG DITOAOYLETEG ATTO TOVG
omolovg atoteAeitol To CVGTNH;

v) Aoywkn amokévtpwon: H diemagr) kot ot dopég dedopévwv Tov cuoTHpaTog poldllovy me-
PLOGOTEPO e VO POVOALOLKO avTIKElpEVO 1] Evar GHOPPO GUIVOG; Av, dnAadn), To cOOTNHX
(cupTEpAApPPAVOPEVOV TOV TAPOX WV KO TOV XPNOTOV) «KOTEL 6T pécT) », O cuveyicouv
Ta OO oA VO AELTOVPYOVV TTANPWG WG oveERPTNTEG HOVADEG;

To tapdderypa, To BitTorrent eivot amokevipwtikd wg mpog dAovg touvg doveg, eved éva CDN
(Content Delivery Network), eivo povo apyrtektovikd kot Aoykd, opot eAéyyxeton od Koo
etoupeia. Pvoikd, n évvora propel vo yevikevOel Kol vor PAGLE Yot TOKEVTPWOT) PLOG ETTLYELPTIOTG
(ovvnBwg TARpwG cLYKEVTPWTIKN) N plag YADOTGG (6LVNOWwg TANPWG ATOKEVTPWTLKT).

H emloyn g Soprng evOG GLUOTHHATOG WG TTPOS TNV ATOKEVTPWOT] Tov Paciletal oTIg ekd-
OTOTE AVAYKES KOl GTOVG GTOXOUVG TOV. MepLkd Lo VP& TAEOVEKTHHATA TTOV SLATLTTOVOVTOL GUY VA
YLt TO XTTOKEVTPWTIKA CLUCTHHATA elvar T €ENG:

« Avoyxn oe o@aApota: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUOTNHATX Elval ALyOTEPO TIL-
Bovo va amotiyovv Tuxaia, emewdn Pacilovton e TOAAG EexwploTd oToLyela oL eivarl
atifovo Vo ToPOLGLAGOUY GPRALATA TAVTOYPOVAL.

« Avtoxn oe emBéoerg: To kO60TOG pig emiBeong, mov €xel wg 0TOXO TNV KATAGTPOPN 1)
TOV XELPLONO VOGS UITOKEVTPMOTLKOV GUGTHRATOG, eivat TOAD akpLPfo. Avtd cupPaivel emeldn
dev vmdpyel kamolo evaicOnTo KeEVTPLKO oNpelo 6TO omoio va propel v TtporypartomoinOet
pio emtiBeom, 1 omoia var éxel KOGTOG TOAD XAPNAOTEPO ATO TO OLKOVOULKO péyebog Tov
epPAAAOVTOG GUGTHHATOC.

+ Amovoior XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £VaL LOAVLKO TTOALTIKA ATTOKEVTPWHIEVO
cvoTNHA oL XprioTeg e XpeldleTal va EPLOTEDOVTAL KAITTOLO KEVTPLKT OpXT) YL TNV €Tte-
Eepyaoio kot tnv amobnkevon twv dedopévwv.

+ AvTiotaoTn o€ GUPTALYVieg: eival TOAD L0 SUGKOAO YLOt TOUG CUMHETEXOVTEG G OUITOKE-
VIPOHEVA CUGTHRAT VO GUVEPYAGTOVVY YLO VO EVEPYTCOLV HE TPOTIO TTOV TOVG WPeAel Ge
Bapog GAAWV CUPpETEXOVTWOV.

ISiaitepa T TeEAeLTALO XPOVLAL, TTOPATNPELTOL Pict EVTOVI AVAYKT) VAOTIOLNONG OTTOKEVTPWLE-
vov epappoyov (decentralized applications), ot omoieg, Tépa aTtd TAL APYLTEKTOVIKA TAEOVEKTH-
HOUTOL TTOL TIG X0 paKTNpilouv (.X. oTabepdTnTa, AcPAAELR, ETEKTAGIHOTNTA), ATOGKOTOVV GTNV

T «kpumTootkovopLcd» elvon 1 TpaKTIKY Mot TG SNpiovpyiag KaTavepnpuévey GUGTHRATWY, oL WLOTN-
TEG TWV OTOLWV eEACPAMTOVTAL PE OLKOVOULKG KIVITPOL, EVE OL OLKOVOLKOL TOUG UNXOVIGHOL VOl KPLTTTOYPOPLKE

eyyunpévor.[[1]



entitevEn MOALTIKNG TTOKEVTPWOTNG. AUTO TTNYALEL TOGO ATTO TNV OVAYKT) TTPOAGTILOTG TWV AP DOV
OV KATAGTPATNYOUVTOL OTO Ta Sedopéva LTTAyoVTOL GTOV EAeYXO KATTOLXG KEVTPLKNG dtoxeipt-
ong (1m.x. Tng eAevBeplag Tov AOYOU, TNG AVEOVURING KoL TG WOLWTIKOTN TG TOL XPHoTH), 0G0 KoL
amd TV avaykn dnpovpylag dadlkacLody Tov ataltobV eYKLPOTNTA Kol VBEVTIKOTNTA, OTTWG
60wV oyetilovton pe TNV awtodloryeiplon kol TNV Gpect dnpokpatio. QG AmdyEL0 TOV TOPA-
OV, PTopovV va BewpnBoiv oL Aeyopeveg amokevTpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1} DAOs), ot omoieg ammote AoV pia Hop@er) AAYOKPATIKACE 0pyavVeOoNG
Baoiopévng oe Texvoloyieg amokévipwong kat, kupiwg, oto blockchain.

1.3 Oplopog tov TPoPANNATOG

Ou meplocotepeg dradedopéveg TAATPOppeG emikovaviag (kowvwvika diktva, mailing lists,
forums x.4.) eival wg el T0 TAEIGTOV CLYKEVTPWTIKNG HOPPNG, TPAYHX TO 070l0 KabloTd ava-
ykaio tnv Omap€n KeVIPLKOV opydV oL var TIG dtoxelpllovtal KoL val TG GLVTHPOUV.

IMopd Ta BeTikd TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT] AOYLKT) €VOC TETOLOL GUGTHHATOG
APEVOC GLVOOEVETAL OO TTOLKIACL PLELOVEKTHATO TEXVIKNG PV EWS (OPYLTEKTOVIKOG GUYKEVTPOTL-
OHOG), PeTEPOU eYeipel GoPopolc TPOPANHATIOROVG GXETIKA e TN SLOXELPLOT) TV TTPOCMOITLKOV
deSOpEVWV TV XPNOTOV ol TIG KEVTPLKEG apXEG (TTOALTIKOG GLYKEVTPWTIONOG). Tar PacikodTepar
amd to Topatave Ba propovoay vo suvoPLleTov wg eENG:

« EM\ewfn aopdherag: Ta tpocwrikd dedopéva Twv xpnoTtov popei vo vitokAomtovv eEot-
Tlog Kourolag kuPepvoemnifeonc.

« EM\ewfn draBeoypuotntag: To cOOTHHA PITOPEL VO OTAPATIOEL VAL AELTOVPYEL TTPOCHPLVA
1 HOVIHX YO TEXVIKOVG, OLKOVOMLKOUG 1} VOHLKOUG AOYOUC.

« EM\ewfn gpmiotootving: O kevipikég apyég €xovv tn duvartdtnta v mapokolovbodv
Tovg XpNoteg, va drPalouvv, 1 akOpa KoL vor dLoeppEovY TA TTPOCMITLKA TOLS dedopéva ev
ayvola Tv teAevtainv. OL de xprioteg de SLaBETOLV KAVEVOLY TPOTIO JIE TOV OTTOLOV VL PITO-
povV va TIg epmiotevBoiv pe PePatdTnTo.

« 'EAAewym eyyonong tng avbevtuodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VOTOTNTA VA TPOTTOTTOLODV Tot OedOPEV KATA POVANGCT) KATL TTOL €XEL WG ATTOTEAEGHOL VO
HNV VTTAPYEL EYYONOT WG TTPOG TNV avBevTikdOTNTA 66KV PAETOVY OL XPHIOTEG.

« EM\ewym eyyonong tng eAevbepiag tov Adyou: Ot kevrpikég apyég éxouv Tn duvatdTnTa
voe Aoyokpivouv ta dedopéva, eite fAoel TV GUHPEPOVTWV TOVG, eiTe PAOEL LITOXPEDCEDV
TOUG TTPOG TPLTOLG.

EmutAéov, 0mwg yivetal goavepd, oL adLVAIES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVX TO
KoOLoTOOV aKATAAANAO Vo TTapéyel 6TOVG XPTOTES ALOEVTIKEG KAl ETTLKUPMOCLHEG ONHOKPATIKES
drdikaoieg. Tétolov eidovg dadikacieg B propovoe va NTay amtd aAég Yngopoplieg, PéxpL
o0OvBeTeg dradikacieg avTodLayeiplong TNG TAATYOPHAG.

20 6pog «odyokpatio» (algocracy) avagépetal oe evadlaxTikég pop@ég diokvBépvnong mov Pasilovron ot
xprion adyopibuwv.[3]



1.4 X10x0¢ TNG SMA®WUATIKNG

31006 TNG TopoLGAG SUTAMHATIKNG epyoaiag elvat 1) Snpiovpyio HioG KUTOVOUNG KOLVWVLIKTG
TAATQOpHaC, 1) omoia, Pacllopevn oe texvoAloyleg amokévipwong, Oa Aettovpyel aveEaptnTa
ATTO KEVTPLKEG OPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Kotl KLPLOTNTOL
erntl twv dedopévav toug. TlapdAinia, Oa mapéyel pioe TAATEOPHA Yo AVOVUpEG Kol aLOeVTLKEG
Yneo@opleg, ev SLVALEL LKOVOV VO ATTOTEAEGOLV €Va EYKVPO, EPTTLOTO KoL GPECO ONUOKPATLKO
Bripa ANyng amopdoewv.

H proof of concept (PoC) epappoyn mov avamtiydnke yio tnv enitevén 1oL TOPATAVE GTO-
xov ovopdletar Concordiaf kot Aertovpyel péGw £vOG GUVOLAGHOD AITTOKEVTPOTIKOV TEXVOAO-
yLov. ITio cvykekpipéva, oTov ee€epyacTikd TUPHVA TNG KoL GOV OTHELD avapopig a&LoTToLel TO
Ethereum blockchain, eve yio tnv amoBnkevon Tov peyodbtepov dykov Twv dedopEVeV X PN CLIO-
notet To IPFS péow tng OrbitDB. H 8¢ diemapn) tov ypriotn vAomoteital pe cOyyxpoveg peboddovg
web development ce Javascript (React, Redux «.d.).

1.5 MeBodoloyia TG SIMAWHATIKAG

Evavopa tg mapodoog epyociog amoTéAese 1) TApATNPHoT) TNG APYLTEKTOVIKHG SOHNG TV
oVYXPOVOV SLOLKTLUOKOV EYAPUOYDOV KAL 1] tVAYKT) SLlepebVIONG TWV EMITOCEDV TNG GTOV Te-
AKO xprioTh).

Apyiké, opicTtnke pe cagrivela to mpoPAnpa (Evotnta 1.3) ko 0 6tdX0C TG SUTAGPATIKAC
(evotnta 1.4), Aapavovtag TV armdpacT) va TepLOPLOTEL GTOV TOPEX TWV PEGOV KOLVWVIKTC St-
KTOWONG Kot TNG YneLokng dSnpokpatiog.

3TN CLVEXELX, TTPOYHATOTTOLNONKE EPELVAL TOL XOPOL TWV OITOKEVIPWHEVOV TEXVOLOYLOV KOl
Eekivnoe 1 dradikacio Tng oxedloong NG EQAPHOYNG, HECW TNG EMLAOYNG TOV HOVTEAOL TNG Te-
XVoAoylkng oTolfog Ko Tov KatdAANAov Aoylopikol oe kaBe emimedo Tne.

AxolotOnoe n dwadikacio vAomoinong g mAotikng TAateoppag Concordia, pe otoOX0 Vo
KOTXOTEL O pXLKOC X ESLAOHOC TPAYHATOTTOLGLUOG,

Télog, e€NxOnoav cvpmepdopota kot dSotuOONKoY TOKVEG HEAAOVTIKEG ETTEKTAOELS YL TNV
EQappOYT).

1.6 Opydvwon kepolaimv

H mopotoa SumtAwpatikn epyacio opyovaVveToL o€ KeQAALa, EVOTNTES KOl VTTOEVOTNTES, OTTWG
avté Statvmdvovran ota [deptexopev. o cuykekpipéva:

« 270 eloaywylko Ke@aAato 1| yivetal piot GOVTOUN aVAALGT) TOL 0POL «OTTOKEVTPWOT)», Hiat

TEPLYPAPT] TOV TPOPANHATOC KOl Pict TOPOLGLAGT) TOL GTOYOL TNG EPYOCLOG.

« To KepdAaio 2 oyetileton pe to Oewpnrtikd vofabpo, to omoio mepthopfdver OAeg Tig

€VVOLEG TTOV €lvall QTaPaLTNTEG YLt TNV KATAVONOT TV dladlkaol®dv Tng oxedlaong kot
Mg vAomoinong NG epappoyg.

« 210 avadbeton 1 dadikacio TG oxedlaong NG EPUPUOYTS.

+ 210 neprypagetal 1 dradikacio vAomoinong tng mhotikng epappoyng Concordia.

SH Concordia etvon n 8ed tng apyaiog Popaikhc Opnokeiog mov mpocwmnomolel Tnv opdvole. STy eAANVIKY
pvboloyia tawvtileton pe tn BedtnTa Opdvowa 1 tn Bed Appovic.
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« 210 napovsidlovron Ta cupmephopata g epyasiog (5.1), kabhbg ko Siégpo-
pec mbavéc pedhovtikéc enektéoeg (5.2).

« Télog, to Mapaptnue Alrepiéyxel oTiypdTURX 006VNGg TNG LAOTONPEVNG EQAPHOYTIC.

11



KepaAaro 2

OewpnTiko VLOPabdpo

2.1 XuvapTRoELg KATAKEPUATIOHOD

Ot kpumtoypapikéc ovvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLKT) KaTnyopiot CLVAPTHCEWY KATAUKEPHUATIOHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULTLTOYPAPLL.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko
emLoTPEPOLY GLPPoAOGELPEG GTaBEPOD prjikoVG.

Tuxaio péyedbog YT1abepd pnKog
Mnvupa Hash
) RS S 7793b685a948517d
............................ d8bA2904F85933¢ea

............................ eB0198b1

Mn avtioTpéyiyn diadikaocia

Zynpa 2.1: Aeitovpyla ovvapTnONG KATAKEPUATIOUOU

OL TLEC TTOV ETTLOTPEPEL 1) GUVAPTNOT) KOTOKEPUATIOHOD OVOHALOVTOL TIHES KOULTAKEPHATIOHOD
(hash values, digests 1} atAd hashes). Mia 1davikr) kpuTTTOYpPAPLKT] CUVAPTNOT) KATAKEPUATIGHOD
éxeL TG e€nNg Paoikég droTNTES:

« Eivou vreteppuviotikn, dniadn 1 idia elcodog mapdayetl mavta tnv idua €€0do.

« Eivou pn avtiotpéyipn, dniadn eivar mpoaktikd avé@ilkto va vtoloylotel 1) elcodog dedo-
péVNG pLog e€6d0v.

« Eival apgipovoonpoavn (1-1), dnioadn oe d0o Stopopetikéc el60d0VG AVTLGTOLYODV TAVTA
dvo evredwg drapopeTikég EEodol.

« Eival amodotikn, dniadn o vtoloyiopodg tov hash omolacdrmote etcddov eivor ypriyopoc.

12



......... > 4789 frc4 89a4 9045 "bcl2

KOUNEIG GOU EVAI 10U “AVE | «wvevvvver > G i i

AOUAEIG Gou eival You ‘nave
VA KOUBEIG TA TOWTATON | «oveveee >
KaBIEpWHUEVWV.

......... > 9846 1dd9 3d75 30fd  eabd
bfae 5d4b 2e29 160c deba

AOUNEIG GoU elval YOoU “TIaVE 6o0f 9642 b812 1876 b6b1
TN ] > | SHA1 ) 2> | 1ea0 1354 6108 o8ta acds
KAaRIEPWHPEVWDV-

Zyrua 2.2: HapdSerypa Aeitovpyiog cUVAPTHONS KATAKEPUATIONOU

Mio o6 TIG ONHOPLAEGTEPEG OLKOYEVELEG KPUTTTOYPAPLKOV AAYOPLOH®V KaToKEPUATIOHOD €i-
vou autr] twv Secure Hash Algorithms (SHA), 1) omoia mepthapfaver tovg SHA-0, SHA-1, SHA-2
kot SHA-3.

2.2 Aodppetpn kpuntoypapia

H aotppetpn kpuntoypapio (asymmetric cryptography) 1 kpumtoypagia Snpodciov kAetdov
(public-key cryptography) aumoteAei kpumtoypagikd cvotnpa tov Paciletor otn xprion evog Leb-
youg kAediiv (key pair), tov dnudéotov (public key) ko Tov idiwtikot (private key). Avté to kAetdud
elvor paOnpatikd ovvdedepéva wg eEng:

« To 1duwTucd kAeldi de propei va TpokvPel yvwpilovtag to dnpoctod Tov
« 0,11 xpumtoypanBei and to éva popel va atokpumtoypoendel povo atd to dAro

H dnpovpyia evog Lebyoug kAeldLmv emituyavetal pEcw pog yevvitplag kAediov (key gen-
eration function), n omoia ypnoipomnotei eldikovg alyopibpovg (m.x. RSA), dexopevn wg eicodo
évay Tuyalo aplBpod. Amo ta mapoyOévta kAedid, To dnpodoto yvwotonoleital oe TPITOLS, EVE TO
LOLOTLKO TTapapéVEL HUGTLKO.
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Xyripa 2.3: Hapaywyr actppetpov {evyovs kAeidiv

O xpnotng pmopel va ypnoomotrjcel Ta kKAeWdLd yiox 0o Pacikods okomoig:

a) T vo amokpunToYypa@roeL PNVOHATHE AAADV XPNOTOV, Ol OTTOLOL TX KPULITTOYPAPNCALV
XPNOHOTOLOVTAS TO dNPoOcLo KAeLSL Tov. Me avtdv Tov TpOTTO eEATPAALETOU 1) EUTIOTEVTL-
kornta (confidentiality).

B) T v vtoypdafer YmerLakd Evor PVopa, KpLumToypap®vTag to hash twv dedopévwv tou pe
70 WLTkd Tov kAewdi. Etol, o mapadnimtng Tov pnvopatog propel péow tg Anebeicag

Unpiaxrg vroypaeris (digital signature):

i. NoemaAnBedoel tnv TavTOTNTH TOL ATOGTOAEN, ATTOKPUITTOYPOPDOVTOG ETLTUXDG TNV
ynglokr voypagn pe to dnpocto kAewdl tov tedevtaiov. EEacpaileton étol n mi-
oromoinon (authenticity) tng mpoélevong twv dedopévwv.

ii. No emPefordoet 6TL 10 pvopa éptace avarlloiwto, epdcov To hash twv dedopévwv
ovpmintel pe To hash evtog g Ynerakng vroypagng. Me avtdv tov Tpomo eEacpo-
Alleton 1 axeparotnre (integrity) Tov dedopévwv.

Me T0V 6LVSVAGHO TV TAPATAV®, Aépe OTL VO ¥PNOTEG LITOPODV VXX ETTLKOLVWVOUV HeTED
TOUG He Kpumroypapnon an’ dxpn o akpn (end to end encryption).
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Zxnpa 2.4: Kpvrroypapnon an’ dkpn o akpn

Mia tpocéyylon otnv kpuntoypopior SNUOcLov KAEWSLO0 eival 1) KPLTTTOY PP EAAELTTIKNG
kopmoAng (Elliptic-Curve Cryptography 1) ECC). H ECC Paciletar otnv alyefpik dopn twv
EALEUTTIKOV KOUTUAGV o memepacpéva medio kot vmepéxel tng non-EC kpumtoypapiog, ko-
B¢ emTpémet Tn dnpuovpyic pkpOTEPWVY KAEWLOV pe toodvvopn acedeia. Evo ard ta mpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omtoiog xpnoipomoteiton
ytoe TNV Ymeroakn voypoupr) dedopévav kan amotelel To EC-avaroyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1] hash tree) eivon pice devdpikr dopry dedopévwv, n omoia
anoptileton amd gOuALa (leaf nodes) mov mepiéxovv hashes amd blocks dedopévev ko amd aA-
Aoug koppoug (non-leaf nodes) mov mepiéyovv ta hashes twv Buyatpikodv tovg. XTnv Kopvyr) Tov
8év8pov Ppicketar o pLlcdc kOpPoC pe To Aeyopevo root hash.[5]

H mio cuvnBiopévn viomoinon eivon o dvadikd (binary) $évdpo Merkle, to omoio mepihog-
Baver 0o Buyartpucovg kopPoug (child nodes) kdtw ad k&be yovikd (non-leaf) kopPo, xan eivorn
oLTO TTOL AVOADETOL GTT) GUVEXELOL.
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Zytiua 2.5: Hapdaderypa Svadikov Sévdpov Merkle

To Merkle trees emitpémouv Tnv ammodoTikr) Kol aoPoAT] eTAANOeVOT TV TEPLEXOHEVOV TTOV
ovrikovv ce 6eT dedopévev peydov peyéBovc. H PBaoikr dotnta elvan 0Tt yia k&Be oet dedopé-
VoV vITapyeL ok pLPeg éva mbavo dévdpo, To omolo de yiveton va TpomomoinBel xwpig vo arAdel
Tavtoxpova kot to root hash.

Etol, péow twv Aeyopevov Merkle proofs, prropotye:

« No amogpavBoipe eav kdmowa dedopéva aviikovv 6to dévdpo, vtoroyilovtag (Yo To ekd-
otorte leaf node) hashes mAn0Bovg avdroyov Tov AoyapiBpov Tov cuvorotkod aptBpod TV
QOM V.

+ No amodel€ovpie GUVOTTIKE TNV EYKLPOTNTA EVOG THIHATOG KATTOLOL GET deSOPEVOV, XWPIg
va ypelaotel v aroBnkeboovpe 0AOKANPO TO0 cUVOAO dedopévwv.

« Noa dtcparicovpe TNV eykupoOTNTA VOGS GUYKEKPLUEVOL GLVOAOL SeJOPEVOV EVTOG EVOG
peyalbtepov GOVOAOV, XWpIg var xpelactel va ammokalv@Oel To mepLeOpevo omolovdnmote
ek Twv 000.[6]
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2.4 Aiktoa Opotypwv Koppwv

To dixtvo opoTIHWV KOPPwV 1) Peer-to-Peer (P2P) networks amoteAotv pio katavepnpévn ap-
XLTEKTOVIKT JIKTOWV, Ol cUPpeTEXOVTES (KOPPOL) TG omolag popdlovTal Vo TUHH TOV TOPWV
TOUG, e GTOYO TNV TaPOoXT Kamolag vrtnpeciag (1.x. Tov Stapolpacpd meptexopévov). Ev avtifé-
o€l e OLYKEVTPWTIKG SikTua TOTTOL client/server, ot kopPol (nodes) éxouvv amevbeiag tpodcPao
OTOVG TTOPOLG, XWPLG TN dtopecordPnon evdidpeswv ovtoTTeV. Ol GUHHETEXOVTEG EVOG TETOLOV
duktvov eivat, dnAadn, TavTOYXpOVA, TOGO TAPOYOL, OGO KL ALTOVVTES TWV TOPWV KOL TNG TOPE-
XOpevng vnpeciag.[[7]

To P2P networks pmopodv va xwplotovv oe d0o katnyopleg:

« Zta «KaBapda» (Pure) P2P networks, ota omola toydet 0TL 1) apaipeon evog tuyaiov kOpfou
artd To diktvo dev pokadel kdolo TPOPANHa oe ALTO.

o Zta «YPpduka» (Hybrid) P2P networks, oto omola GUppeTéXOLY eMUTALOV KOl KEVTPLKEG
OVTOTNTEG, TUPEXOVTOG ATTUPALTN T TUNHATX TWV TTPOCPEPOHEVOV VI PECLOV.

Ao €00 koL 670 €€NG, edv dev avaépeTal pnTd 1 Katnyopio kamotov P2P network, Oa ev-
VOeLTaL OTL AVIKEL OTNV TPOT).

2.5 Blockchain

To blockchain amotedet pioe Stavepnpévn dnpocia oelpd dedopévwv, mov datnpet évav ope-
TAPANTO WG TPOG TO LoTOPLKO TOL kKartdhoyo (immutable ledger) Ynerakdv cuvarlayodv (digital
transactions) evog ayabot (asset), m.x. evog vopiopatog (currency 1) token). Ilepiypdonke yuo
TPAOTN Popd o 2008 atd éva dtopo (1 pioe opdda avBpdmwv) yvwotd we Satoshi Nakamoto,
amote VTG TN PAcT TOL KpuTTOVopicpatog (cryptocurrency) Bitcoin.[§]

Aopk6 otoryeio tov blockchain eivat o prhok (block), To omoio epiéyet piot opddo ykvpwv
OUVOAAXY®DV TTOV £XOUV KaTokepPaTIoTeL kot Kwdikomotnet oe éva §évdpo Merkle, to hash tov
TPOTYOVHEVOL MITAOK Kot pepLKA akOpo petadedopéva (.. nonce, timestamp). ‘Etol, k&Oe véo
HrtAok «delyvel» G6To mTPONYoLHEVO TOL pésw tov hash, emPePfardvovtag Tnv akepotdtnTd TOU,
pe ta drxdeyOpeva HITAok va oXNUaTiCovV TeEAKA pic aAvoida, HéEXPL TO ap)LKO HITAOK, TO OTOLO
elva yvwoto wg To pithok yéveong (genesis block).[9]
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Block b

Header
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block Block b -1 Diffioulty Block b +1
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A A A
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Transactions

Tx #1

Tx #n

Zynpe 2.6: Blockchain wg advoida aro block

Qg mpog TNV KLpLOTNTX emtl wToV, To blockchain Govﬁewgg dev eAéyyetan amd Kamolo Ke-
VTpLKn ovToTnTa, alAd Satnpeiton amd éva dnpocio P2P Siktvo. O kopPol (nodes) Tov diktdov
OUHHOPPOVOVTOL CLALOYLKA HE €Va TPWTOKOAAO cuVaivesTG (consensus) yLot TNV €TLKOLVOVIo
KoL TNV emkOpwon véwv prhok. o mapddetypa, oto Bitcoin, To consensus emituyydvetot pEcw
evog Proof of Work (PoW) adyopiBpov, 6mov ot kopPor (miners) avtoywvifovtor o évog tov G-
Aov yia to olog B Aboel TpwTog éva cvvBeTo adyoplBpLcd TPOPANp oL GLoKETICETOL e TO
ekdotote block. Autog mov Ba T katapépet emiPpaPedeton yio TNy ene€epyncTiki toxd oL da-
avnoe pe éva tocd otd bitcoin. Exelva eivat ev pépet véa vopiopoata tov kofovtal 1) «e€opvcco-
vtow» ekeivn tn otiypr (6wg opileton amd To TPWTOKOANO), ALK koL Ooa TéAT (fees) katéPakay
oL KOPPOL Ylo VOl TTPAYHOTOTIOLGOLV TIG GLVAAAQYEG TOL purtAok. AEilel va onpelwBel Twg dev el-
vo ovarykaio vo drabétel kaveig oAokAnpo to blockchain (to omoio eivon Wiaitepa oykmdeg) -
dnAadn évav AP KOUPO - Y Vo ETTLKOLVWVTGEL pe TO dIKTVLO, AN OpKEL VoL XPTCLHOTTOLOEL
évav light node ov anhd va avapetadidel Tig emtBuuntég cuvarlayéc.

H dievBuvorodotnon oe éva blockchain emitvyydvetan a€lomoldvtog tnv Kpumtoypopio O1-
pootov kAewdov. To mpwtokoAlo Tov ekdotote blockchain opilel évav alyopiBpo yia Tnv mo-
poywyn Cevyov kAewdiov (.x. ECDSA oto Bitcoin). To dnpodoio amd avtd opiler tn SievBuvon,
EVO TO LOLOTIKO TXPOAPEVEL LUGTLKO, VIO TNV KATOXT) TOL XpNoTh. Me auTd TOV TPOTO TPOKLITTEL
éva pakTikd aveE&vtAnTo mAR0og mOavodv éykupwv dnpdciwv Sievbovoewy (. 2% yix to
Bitcoin), otig omoieg oL xproteg propodv va oTEAVOLY Kat va Aopf&vouy Tocd Tov eKAGTOTE
Kpumtovopiopatog. Ia tnv amootoln evog mocsov, dnlwvouv to fee mov embupovv va kata-
BaAovv ko voypdpouvv TV emBuunTH GLVOAAXYT He TO WLwTIkO Tovg kAewdl. H cuvadiayr
avopetadidetal 6To dikTLO KO Tapopével 6To transaction pool péxplg 6Tov va yivel ammodexth
Ko vor oupteptAn@Oel oto emopevo block.

Amo texvikr) oxomid, to blockchain propet va Bewpnbel wg pio pnyavn katactdcewv Paot-

*Ymépyouvv kou ké&moteg vAomooelg iwtikwv blockchain mov, dpwg, 8¢ o pag anacyoricouvy.

18



opévn oe ocuvallayég (transaction-based state machine). AnAadn, Eekivael amd pio apyikn ka-
totaon (genesis state), ) omoio Tpomomoteitan otadiakd pe k&Oe block, kot mepthopfdver v
TOoQ OTLYHN TIG leVBDVOELS e TO TOOK TWV VOULOUAT®OV TTOV TLG CVTLETOLYOVV.

World World World
State Block b State Block b+1 State
008 s > AAAAAA transactions ) > ,,,,,, transactions > ,,,,,,,,, eoe
S 8, S

Zyripa 2.7: Blockchain wg pnyavy kartactdoewv

LOpQoVa e TV avélvon g evotnrtag 1.3, to blockchain eivan apyitekTovikd kot TOAITIKG
QTOKEVTPWTLKO, KBS Oe drabétel dopikd k&molo KevTplkd onpeio amotuyiag, ovte eAéyyxeToL
oantd Korolov. QoT000, elval AOYLKA GUYKEVTPMOTLKO, POl LITAPXEL Pia KOLVX OTOOEKTI] KOTA-
OTOOT) KOL TO CUGTNIX CUHTEPLPEPETAL HOKPOOKOTILKX WG EVOG EVIXLOG VITOAOYLOTHGC.

2.6 Ethereum

>

4

Zxripa 2.8: Ethereum logo

To Ethereum eivou éva dnpodcio blockchain avorytod kddika pe eyyevég KPLTTOVOULGHA TO
Ether (ETH). Hapéyel pla tpoypoppatioTikn TAXTOOpHA e evowpatopévn pio Turing-complete
YAOOG TPOYPOAUHATIOHOD, TTOL pTopel va xpnotpomotnfel yiox Tn dnplovpyior amoKevVTpwiLé-
vov epappoyev (Decentralized Applications 1) DApps) péow tng xpriong «é&umvev cupforaiowvs
(smart contracts).[[10]

2.6.1 Aoyapiaxopoi

>to Ethereum blockchain ot Aoyapiacpol amotelodv ovtdtnTeg OL OMTOLEG PITOPOvV Vo Oé-
xovtal, v kpatovv kot va otéAvouvv ETH kou tokens, kaBog ko va alAniemidpovv pe smart
contracts.[[11] Xwpilovton oe d00 kaTnyopies: 6Tovg Aoyoplacpovg eEnTepikng katoyrg (exter-
nally owned accounts 1} EOAs) kai otovg Aoyopracpoig cupfolrainv (contract accounts).

Ot doyaproopol e€wtepling katoxng dnNpIovpyodvTal XWPLG KOGTOG KOl EAEYXOVTOL HECW
WOLWTIKOV KAEWSLOV. MTTOpOoLVY Vol TTPotyaToToloy povo cuvoddayég petapopag ETH i kérolov
token.

Amo Vv @AAn, oL Aoyapraopoi cupfolainwv artaltobv K&tolo KOoTog dnpiovpyiag, Kobwg
XPNoomolovy autofnievtikd xwpo ent tov blockchain, evd edéyyovtar amoxAelotikd amd Tov
KOSLK& Toug. Ot GLVAAAAYEG TTOV TPAYHATOTOLODV TPOG AAAOVLS AOYOPLAGHOVG Elval HOVO GoV
avtidpoon oe pia eloepyOpevn ouvaldayn, OTTwg opilel 0 kodkag Tov smart contract Toug.

ITio avadvtikd, to medio wov Sabétovv ot Aoyaplacpoi oto Ethereum eivon tar e€ng:
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+ To nonce: évag peTpn TG TOL LTOJELKVVEL TOV APLOHO TV ATTEGTAALEVWV GUVOAAY®V TOL
Aoyoploopov. Avtd dtucparilel Tl oL cuVaALQYEC dlekmepatdvovTaL HOVO pic popd. Ze
evay Aoyaploopd cupfolaiov, avtdg o aplBpog avtitpocswetel Tov aplBud Twv cupPo-
Aaiwv mov dnpiovpyndnkav artd exeivov.

« To balance: To moc6 oe ETH mov Siadétet o Aoyaplacpdg, petpnpévo oe wei (1 ETH = 108
wei).

« To codeHash: éva hash mov avagépetar otov k®dika Tov Aoyapiacpot (contract code).
Eivou yapaktnplotikd twv Aoyoploacpodv cupforaiov (6Tovg Aoyoplacpong eEwteplkig
katoxng eivor hash piog xeviig ovpforocerpdc) ko, oe avtibeon pe ta dAla media, apdToL
oploTel Topapével apetdfAnTo.

« To storageRoot: To root hash tov d¢vdpov Merkle Twv amoBnkevpévwv dedopévwv Tov smart
contract, epocov mpoKeLTAL Yl Evav Aoyoplacpo oupfoiaiov (de xprnoipomoleital e Ao-

YOPLXGHOUG eEWTEPLKNG KATOXTG).

H Snpovpylia twv Aoyaplaop®v eTLTUYYXAVETOL HEG® TNG TTaPaYwYNG £vOg (ebyoug KAeSLoV,
aflomoidvtag tov ECDSA (BA. evotnra R.3). Etot, to 8iwtikd kAedi ypnoponoteital yio va
LITOYPAPOVTAL YNELOKA Ol GUVOAAYES, eV TO dnpodoto opilel tn dnpodoia dievBuven Tov Ao-
yoproopoo (eival tng popeng «0x + ta 20 tedevtaia bytes Tov Keccak-2568 hash tov dnpociov
KAELOLOU»).

Katd kOpro Adyo, ot xprjoteg mapayouvv kot dtayetpilovon ta ISl Tk KAELOLA TwVv Aoyapla-
OHOV eE®TEPLKNG KATOXTG HEGW eVOG TTOopTOPOALoD (Wallet). Ta wallets amoteAodv epappoyég, ol
omoleg delyvouv To balance Tov Aoyaplacopod kot TopéXovy TN SLVATOTNTA AWTOGTOANG/ AYNG
ETH xou tokens and/ oe avtov. Opiopéva TpoToPoALlx TPOGPEPOLY TTEPALTEP® AELTOVLPYiES, OT)-
HOVTLKOTEPT) €K TWV OTOLWV elvat 1) SlotaDVIEST) TOL AOYUPLATHOD HE ATTOKEVTPWHEVEG EQPAPHOYEG,.
Enti Tov mopdvTog, To 1o Stadedopévo ToPTOPOAL TETOLOV TVTOL ELVOL TO MetaMask.

2.6.2 Smart Contracts

Me Aty AOylo, T smart contracts amwoteAoOV QUTOVOHO KOHHATLO KOOLK, T OTTolo elva
amoOnkevpéva oto blockchain ko evepyomorovvtal pécw cuvariaywv. KAnpovopotdv 1diotnteg
tov blockchain, 6ntwg tn dixgpdvela (transparency), tnv enaAnfevopotnta (verifiability) ko tnv
apetofAntotnra (immutability).

Eva tapaderypa tng konpepvotnrag mov propel v mopopolacdei Aettovpytkd pe smart
contract eivon o avtépatog twAntig.[12] Evag avtopatog twAnthg opiletor wg éve avtdvopo
HnNyavnpo Tov drarvépel oryolbd 1) Topéxel vnpecieg, Otav elcoyBel G ALTOV KATOLO XPTHATLKO
1000 Ko emiheyOel éva draBéaipo mTpoiov. Ol ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VOL
EKTEAOVV OCLYKEKPLEVOLG KAVOVES, TToL Bar prtopodoay va oplotolv o€ éva cUPPOAto. Me dpoto
TpOTO, o¢ éva smart contract prropovv va kwdikomoinBotvv avbaipeteg cvvaptnoelg petdfoong,
emLTPETOVTOG TN dNpovpyla piog TANODPAG ATOKEVIPWOIEVWVY EQPUPHOYDV.

Onwg mpoovagépbnke otnv vIToEVOTHTA , to smart contracts evtdocovtal oe contract
accounts koL aaltovv TNV KataBoAr) TeAdV Yo 1 dnpovpyio Toug, apod xpetdleTon vo eyypa-
Youv eni Tov blockchain tov k®duka ko tar apyikd dedopévar Tovg.

EmutAéov, o kddikdg Toug evepyoroteiton povaya otav dexBovv pia éykvpn cuvaddayn oo
Koutotov GAlov hoyoaproopd (eite eEwtepikng katoyng, eite ovpfoAraiov). H cuvailayn avty

50 Keccak-256 amoteAel ToV KpunToypopLkd alyopLOpo katokeppaticol oL Ypnoipomoetital oto Ethereum.
Ipoxetton yio tov adydptBpo SHA3-256 mtpiv tnv tumomoinet tov amd to NIST.
®https://metamask.io/
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ETTEPLEYEL, TTEPX OTTO TO aUTallTOVHEVO fee, Evar GUVOSELTLKO PNVUXL HE TTANPOPOPLES TYETLKEG JLE
TN ovvaptnon mov mpénel va ektelectel. H 8e ouvaptnon propel va mpaypatonolel motkideg
JLOLPOPETLKES EVEPYELEG, OTIWG TNV AVAYVWOGCT) KOL TNV EYYPAPT] OTNV E0WTEPLKN amrodnkevoT, TNV
TPOYHATOTOLNOT) VEOV CUVAAAAY®OV, 1), AKOHQ, TN dnplovpyla VE®V cLPPoAXLWV.

H ctvto€n twv smart contracts yivetou kot Bdon oe yAdooeg vnAot emmédov kat, Guyke-
kpipéva, otig Solidity, Vyper kou Fell, IIpwv Vv eyypapn Toug oto blockchain, petayAwttiCovron
oe gunvevoipo antd tnv EVM bytecode, 1 omoia eiva vtevBuvn yia tnv atoBrikevon koL tnv exté-

Aeot) Tov (BA. viroevoTnTa R.6.9).

2.6.3 DApps

OuDApps oo owkoctotnpa tov Ethereum eivan epoappoyég ot omoleg cuvdvalovv smart con-
tracts kou frontend Uls. Eivou vreteppuviotikég, Turing-complete ko ekteAobvTon amopovepéve
otnv EVM.[11]

Iépo omtd ta BeTied yapaktnpiotikd tov DApps mov avalbdnkay otnv evornta [L.4 (avoxn
o€ cQAApaTO, avToXN o€ eMBETELS, TOLOLN VALYKTG EKXDPTIONG EPTTLOTOGVVNG, AVTIGTOOT) O
ovpmaryvieg), Tao Ethereum DApps diaxBétovv emumAéov 6Aa Ta mAeovektipata Twv blockchain
Kot TV smart contract, 0mwg pndevikd downtime, TApn akepatdTNTA dedopéviv Ko emtaAnBev-
O GUUTEPLPOPAL.

Qo1600, Yapaktnpilovtol kot omd pio oelpd afloonHel®TOV HELOVEKTNHATWV, OTTWG TO TTa-
POKATO:

« Avcokolio cvvtripnong: Zvvinpodvtal SUCKOAOTEPR ATTO TIG CUYKEVTPWTIKES EPAPHOYEG,
eEautiog TG opeTafANTOTNTAG TOL KWK KoL Twv dedopévwv emi Tou blockchain.

« EmPapuvon amddoong: Ynapyel tepaotia emiPapuvon amddoong (performance overhead)
Kot 1) KApdkwon (scaling) eivan moAd SvokoAn, kabadg amarteitor 6oL ot kOpPot va ekte-
AoOV kot va arroBnkevovy OAeg TIG CUVAAAAYEC.

« Zuppopnon diktvov: Enti tov mapdvtog, To diktuvo propel va eme€epyactel povo mepimov 10-
15 cuvaddayég ava devtepodento. Eav ol cuvaldayéc amooTéAAovtot pe Tox0TePo pLOPo
artd avtdv, Ba avEavovton TapdAAnAa kot oL pun emiPePatwpéve CUVAAAAYES TTOL AVOLE-
VOLV VOt EKTEAEGTOVV.

« Kaxn epmerpia xprotn: Enl tov mopdvtog, eival d0ckoAo yia Tov péGo TeALKO XprioTn va
oaAAnAemdpaoel pe to blockchain pe evkoAio ko ac@ddeia, kKaBog amotovvTaL EVEpYELEG
OTLMG 1) EYKATACTACT) ELOKOV EPYOAEi®V Yia TN StaeobvSeoT) e avto, 1) dnpovpyio wallet, 1)
StopVAaEn Tou 3w Tkod Tov KAeLdLov kat n TpocsOrkn ETH yu tnv e£d6¢pAnomn twv teAdv.

[Top’ OAar Tl PELOVEKTNHATA, T OTTOLOL HETPLALOVTOL [E TOV KOLPO HECK GLVEXWDV OVoPoOpi-
CEWV TNG TAATPOPUAGS, LITAPYEL NN EVA VPV PAGHA EYAPHOYDV TTOL PITOPOLV Vo LAoTTOLNHovV
oto Ethereum, alomoiovtag ta toxvpd tov mAeovekTApaTa. Ol ePOPHOYES QULTEG PITOPOVY VL
droeplBodv oe Tpelg KaTnyopleg:

@) OLKOVOULKEG EPAPHOYES, OL OTTOLEG TTALPEXOVV GTOVG XPNOTES LOYLPOVG TPOTOUG doxeiplong
Kot cOVONG CUPPAGEWV X PNCLHOTOLOVTOG TA XPHHATE TOVG. ALTO TEPIAOUPAVEL LTTOVOpL-
OHOTA, Y PTHATOOLKOVOULKA TTopiywya, cLpPacels aviiotdBpiong kivdbdvov, mTopTtopoiLa
amotapievong, dabnkeg KoL kOO KOl OPLOUEVES KT Yopleg cLUPacewY epyaciog TAN-
poug KAIpoKaG.

"https://soliditylang.org/, https://github.com/vyperlang/vyper kou https://fe-lang.org/
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B) Hpi-oucovopikég e@oppoyég, OTov ePTAEKOVTOL XPHHATA, OAAX 1) AELTOVLPYLX TOVG EpTTE-
préxel TapdAAnio ko pio a€loonpeiowtn pn voptopatiky tievpd. Eva tétoto mopddetypo
elvat oL UTOPOTEG TTANPOHES Yot AVOELS oe LIToAOYLo Tk TTpofAfpata (BA. Gitcoin).

) M1 OLKOVOLKEG EQPUPHOYES, OTIWG 1) TTOKEVIPWHEVT atoBrikevon Sedopévav, GLGTHHATA
tavtotntag (identity) ko eripng (reputation), dadiktvakéc Ymgopopieg KoL ATOKEVTPO-
pévn dakvPépvnon. O tedevtaieg elodyovy Ko TNV €Vvolx TV ATTOKEVIPWHEVOY AULTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrjt®wv mov
EVEPYOUV ALTOVOHX, XWPIG TNV avaykn StopecoAdPnong K&molog cLYKEVTPWTIKNG (cen-
tralized) apynic.[10]

2.6.4 Tokens

H A¢€n «token» mpoépyetan amod tn AéEn «tacen» twv [adaidv AyyAlkoOv kol onpaivel on-
padt 1 ovpPolro. XTnv KoBnpepLvOTNTA, 0 OPOG XPNCLHOTOLELTAL, KXTX KUPLO AOYO, Yo TNV TTepL-
YPOPT] AVTIKEPEVOV ELOLKOD OKOTTOU, Ta OTTOL HOLALOUV pE KEPHATA KOl £XOVV ALOT)HOAVT) EYYEV
akio (1.x. pépreg moyvididv). Zovnbwg, 1 xpron twv tokens meplopiletal o GLYKEKPLUEVES ETTL-
XELPNOELS, OpYOVIOHOUG 1) Tomobecieg, Tpdypa To omoio onpaivel 0Tt dev avtalldocovtol ev-
KOAQL KO(L TUTTLKG €Y0LV pOVO pio Aettovpyion.[[13]

Qo1600, 6to Ethereum blockchain n évvola Twv tokens emexteivetar ko emavanpocdiopile-
tai. [TAéov dev vrtdpy oLy TepLopLopol X prong Kat LOLOKTN OIS, VG 1) a&lor TOLG TToLKiAeL, avaAoyo
HE TO TL AVTLTPOCWITEDOLY (T.Y. VOPIoHATA, TEPLOVOLOKA GTOLXEla, 1) dikaldpata TpodcPacng).
Mmopotv, 8¢, va avtarlayBolbv ce maykoopio eninedo, yio dAla tokens 1] yia dAdla vopicpato.

To tokens mov opilovton oe Ethereum smart contracts pmropoov va éxouvv pia 1) teplocoTepeg
aTtd TIG TTOLPAKATW XPT)OELG:

« Nopiopa (currency)
« IIopog (resource), m.x. yix to dwopotpacpd CPU 1 storage evtog evog Stktoov

« Ileprovorokd otouyeio (asset), eyyevoog 1} e€wyevoic, VALKOV 1) GuAdov (m.x. xpvodg, TeTpé-
Ao, eVEpPYELaL, aKivNTO)

« IIpocPaon (access), ynakn 1 guoikn (m.x. forum, dwpdtio Eevodoxeiov)

« Metoykd kepaloto (equity) evog Ynerakotd opyoviopot (m.x. piceg DAO) 1) piog vopikng
ovtotnTog (Y. plog eTonpeiog)

« ¥noogopia (voting), mopéxovtag SIKALOPATE YPov ce Eva Yn@Loko 1) VOULKO c0GTNHO
« ZuAdekTco (collectible), Ynerood N puokod

« Tavtotnra (identity), yn@Lakng 1 vopkng @Ooewg

« IIiotomoinon (attestation), .. Ttuyio, TLOTOTONTIKO YEVVNONG

« Xpnowortntoa (utility), yix tpoécfacn 1) tAnpopn piog vanpeciog

Eva onpovtikd kpitrplo katnyoptomoinong towv tokens eiva n evadoypotnta (fungibility)
toug. Eva token eivor evaAA&Eyo dtov omoladrmote povado Tov popel v avtikatootobet pe
pior AN xwpig kopior Stapopd otnv aio 1} T Aettovpyia Tov. Amd TV GAAN TAELPQ, éva non-
fungible token (NFT) avtutpoowmetel éva povadikd vALKO 1) VA0 GTOLXELO KoL, ETOHEVMC, Elva
un evoAA&Eyo.
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Téhog, Ta tokens cuyva akohovBovv kool kabopiopéva standards otnv vAomoinot toug.
To Snpogiiéctepa amd avtd eivan to ERC-20 ko ERC-777 (yux fungible tokens), to ERC-721 (yia
NFTs) ko to ERC-1155 (yix semi-fungible tokens 1} SFTs).

2.6.5 EVM

To smart contracts (kat, kot enéktoct, ot DApps) ekTeAOOVTOL QIO TNV ELKOVLKT) U)X OVT) TOV
Ethereum (Ethereum Virtual Machine ) EVM). H EVM amotelei pia quasiE—Turing—complete pn-
X0V KATAoTACEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
entinedo, 1 EVM pmopel va BewpnbBel og évag maykOoHI0g atoKeVIPWHIEVOS VITOAOYLOTHG OV
TEPLEYEL EKOTOPPDPLAL EKTEAECIHA OvTLKELpEVA, TO kKabéva pe T Sk Tov povipn artobrkn dedo-
HEVWV.

H EVM amoOnkevel 0Aeg TIg TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyeBog AEENG
256 bit, kuplwg yla T SlevKOALVOT) TWV EYYEVOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAEUTTIKNG
KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodotoipwy oTolyeiwy dedopévmv:

« 'Evav opetdPAnto kdSka mpoypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-
code Tov smart contract pog extéAeoT).

« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« 'Evag xdpog poviung aobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&
pndeviopévog.

Yrapyel, entiong, éva cvvolo petafAnTodV meptfdAlovtog kot dedopévwy, Ta omola eivor dro-
Béopa katd tnv extéleon.[13]

2.7 IPFS

Zynpa 2.9: IPES logo

To IPFS (InterPlanetary File System) eivou éva P2P npwtékodAdo vreppéowy, oyediaoévo yia va
diartnprioel kou va avétjoer ) yvon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
KTik6 kot mio avoiyto.[14] Ipaktikd TpokelTol yio Evar KATaVERNHEVO oVOTNH Yo outoBrikevon
Kot TpooPacn oe apxeia, LoTOTOTOLS, epappoyEg kot dedopéva. To meplexopevo eivor mpooPa-
OO HEGW® €VOG SIKTOOL OHOTIHWV KOUPwV mov Ppickovtal 0movdnmoTe GTOV KOGHO, OL 0ToioL
evdéxeTon va var atoBnkevouv TAnpogopica, vo T petapépouv (relay nodes) 1 ko o §00.[[15]

O tpomog Aettovpyiog tov IPFS Pacileton oto e€ng:

+ Movadikn tavtomoinon péow SrievBvvorodotnong mepiexopévoou (content addressing).
To mepileyopevo dev mpoodiopileton amd tnv tomobeoio Tov (mt.y. https://...), aAlé& amtd to

8«Quasi» («oxeddv») emeldr| 6Aeg ot Sradixkaocieg extéleong meplopiloval oe vy memepacpévo apldpd vitolo-
YIOTIKOV Prpdtwv amd Tnv toodTnTe gas mov eival dtobéon yio oowadrote ektédeon evog smart contract.
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L tepthopPavel. Kabe xoppdtt mepiexopévou €xet éva povadikd avayvoplotikd (Content
ID 1) CID), to omoio eivor to hash tov oe popen multihash (https://multiformats.io/
multihash/).

+ X0Ovdeon meplexopévov pécw katevbuvopevov akvkAwv ypagwv (Directed Acyclic
Graphs 11 DAGs). To IPFS a&iomotet DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv tng omolag k&be kOpPog €xel wG povadikd avayvwploTikd to hash Tov mepieyo-
pévou tov (to CID).

baf...8

{ foldername: pics
Childl: baf...6
Child2: baf...7 ¥

baf...6 baf...7

{ foldername: fish

Childl: baf.. { foldername: cats

.1 " "
Child2: baf...2 g:ﬁ:; E:i. . A;l R
Child3: baf...3 } :

I~ ZN

baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: @} content: {3 content: @p} content: §51 content: ¥}

Zyripe 2.10: Merkle DAG]|14]

1o mapamave Merkle DAG ta baf...i amotedotv ta CID twv apyeiowv kat twv gakélwv. To
Sévdpo dnpovpyeiton otd KAT® TPOG TA TAV®, LIToAOYilovtog K&be Popd T KATAAANAQL
hashes/CIDs. X¢ mepintwor) mov To meplexOpevo evog kOpPov aAldEel, ToTe aAldlel 1060
to CID tov, 600 kat ta CIDs 0AwV TwV TPoyovev Tov.

o Avok@Aoyn mePLEXOUEVOL HECH KATAVEUNHEVOV TIVAK®V KATaKeppatiopov (Dis-
tributed Hash Tables } DHTs). O DHT eivou éva katavepnpévo oOOTHHO YLt THV QVTL-
otoiyton kAewdwv oe Tipég. Xto IPFS amotelel to OepeAiddeg cvoTaTikd TOL GLOTHHATOG
dpopOAOYNONG TEPLEXOPEVOL KO AELTOVPYEL WG dGTAVPWOT) HETAED KATAAOGYOL Kol GL-
oThpatog mAonynone. Ilpaktikd TpokelTal yia éva ivoko tov arrodnkedel ToLog €xeL oL
dedopéva kat, pEGw TOL 0TTOLoV, 0 XP1IOTNG PpilokeL TOV peer oL €xel atodnKeLPEVO TO €TtL-
Bupunto mepLexOpEvVO.

Kért mov Ba pémel va onpeltwbetl eivon twg, cav mtpoemiloyn, ot IPES kopPor avtipetwmiCovv
o amoBnkevpéva dedopéva wg Tpocwpivr) pviun (cache), mpdypa mov onpaiver 6t dev vLap-
XeL Koo eyyonon ot ekeiva Ba cvuvexicovv va mapapévoovv amodnkevpéva oe avtovg. o tnv
aro@uyn g draypapng tovg atd tov garbage collector, ta dedopéva O mpémel va onpoavBodv
WG ONUAVTIKE, PHEC® TOL «KAPPLTOOHATOC» (pinning). Etot, yia tnv opol Aettovpyie mt.y. piog
DApp mov Paciletor oto IPES, Oa mtpémel To meplexOpevo tng va eivar pinned oo apketovg peers
Ko/1) va yiveton xprion ka&smolov pinning service, oote v eEac@atileton StabecipdtnTd Tov.

Baowko mheovéktnpa tov IPES eivat 011 0 amokevTpwtikdg Tov yapoaktipog divel n duvato-
TNTO VO TTOPEYETAL TO TEPLEXOPEVO aTd TOAAOVG KOPPoug, oL omoiot Bpickovtal oe dlopopeTikég
tonoBecieg ka dev LTTAYOVTOL GE KATTOLAL GUYKEKPLHEVT) KEVTPLKT] apyT]. Me arvutdv tov tpdmo, Ta
dedopéva eivon o avBektikd t6c0 otd droyn SabecipoTnTag (v évag kopPog amoovvdebet,
B vtdpyel kK&Tolog AANOG), 660 KoL amd amoyn avtoxng ot Aoyokpioio. Mmopel, emiong, va
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AVOKTOVTOL YPNYOPOTEPQ, £QOCOV Tar dLaBéTOLV K&ToloL KovTLvol peers, Tpaypa Wiaitepa mo-
AOTYO Y KOLVOTNTEG TTOL eivor KaAd SIKTLUWHEVES TOTILKG aAAG Sev €xouvv KaAT cVvdeoT) pe To
eupLTEPO dLadiKTvO.
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KepaAaro 3
Y XEOLOOT EPUPHOYNG

3.1 XOAANYN NG 8€ag

H oOMNYn g déag yioe Tn dnpovpyic Tng eQapproyng Tng mapotoog SUTAWIATIKNG Py
olog elye ©G eQaATrpLo TNV avayvaplon evog didldeTatov TpofAnpatos.

H poytn Siotaon eoTidlel 6ToV XDOPO TwV HECWV KOWwVIKAG dikTOwonG. Exel mapatnpeiton
adLPPLE BTN EMKPATNOT TAXTPOPHOV ETLKOLVOVING CUYKEVTPWTIKNG popenig (1.x. Facebook,
Twitter, Instagram), eve tpoomdBeleg dnLovpyiog avTiGTOLY®V OTTOKEVTPWTIKGOV EQAPHOYDOV Ppi-
OKOVTOL O TTPAOPX 0TASLA, TOGO avATTTLENG, 660 Kot LLoBETNoNG artd To eVPD Kovd. Onwg avo-
MOnKe kou otV evotnta [L3, 1 Tpéxovoa avth kathotact Oétel afloonpeioTa TpoPAipaTa
TEXVIKAG PUoEnG (EAAeYN acpaAelog Kot dBeaHOTNTAG) Kol, KUPLWG, TTOALTIKNG (EAAELYT) eprTL-
oTOG0VNG, £YYUNONG TNG avBevTiKOTNTAS TV dedopévmv kat Tng eAevbeplag Tov Adyov).

H Sedtepn dudotaon eatidlel otov xwpo g Ynerakng dnpokpartiag (digital democracy). Xv-
YKeKpLLEVR, Topatnpeitan EAAELPT) epYOAElwV, LKOVAOV Vo TOPEXOLV TN dLVATOTN T SLlEVEPYELAG
avBevTikov dnpokpatik®V dadikactdv. ¥ngogopieg kot avtodioyeiplon eviog GLGTNUATOV Ke-
VTPOTOLNUEVNG AOYLKTG dUVATOVV, YLa OPYLTEKTOVIKOVUG AOYOUCS, Vo eExopadiocovy TIg otapati-
tnteg OepeAiddelg 110TNTEG TETOLWV SLadikacidv, dNAadn NG avwvupiog kot tng emaAindevot-
HOTNTOC.

Baoel tov mapamdve, yevvniOnke n wéa dnpiovpylag ploag eappoyng, 1 omola, pécw evog
TPOTELVOUEVOL GLVOVAGHOD ATTOKEVTPWOTLIKMOV TEXVOAOYLOV, VA 0ploel Evay YneLokod xwpo 1ov Bo
épOeL avTipéTwmog pe T aportdvw. Etot, kevipikdg otdyog tng mhotikrg epappoyrg Concordia,
elvo vou atoTeAéGEL Piot XUTOVORT] KOLVWVLKT TAATPOPHL, TTOL Ba KATOYVPWOVEL GTOVG XPTOTEG
g ehevbepla Tov AdyoL kat AP KLPLOTNTA el TV dedopévwy Toug. EmumAéov, Ba mapéyel
N SuvaTdtnTa Stevépyelag avBevTIKOV, AVOVULH®Y YNeoeopLodv, katt Tov B tnv kablotd éva
a€LOTLoTO dNPOKPATLKO Pripa Yo TN ARYn amto@aoemy evTOG auTOdLXYELPLLOHEVWV KOLVOTHTWV

™mg.
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3.2

TexvoAoyikn otoifo

ZeKlvovTag Tn oxedloon Tng TAATPOPHOS, TPOYHATOTOLNONKE Epeuva yLaL TNV ETLAOYT TNG
teyxvoroyikng tng otoifag (technology stack). Avtr amopacictnke va akolovbricel pic Tpocop-
HOGHEVN Yl Tow OeSOUEVO HOPPT] TPLHEPOVG F)Lécrocgngﬂ KoL va xwplotel oe Tpla Aoylkd emimedo
(tiers):

@)

f)

Presentation tier: Amotelei tn diemapn) Tov xprotn (user interface 1} Ul), péow tng omolag
0 TehevTalog aAAnAemidpd pe Tnv epappoyn. i v ekTANpwon TV Tpodioypapnv, To
HOVOSLKO aTOpaiTTO XOPAKTNPLOTIKO LUTOD TOL TUHHATOG ELVOL VO UTTOPEL VoL eKTEAELTOL
aLTOVOLO QIO TN GLUGKELT] TOVL TEALKOL XproTn, dnAadn vo pnv astoteitan 1 Oapén Ké-
motov efumnpetnTr Y T Aettovpyia tov. AapPdvovtag, emmpocBétwg, LITOYLY TIG avd-
YKEG KOl TOUG TTEPLOPLOHOVS TOV AOYLOULKOV TOV AAAWVY §V0 emmédwv, TO TapOV KOUHATL
amopaciotnke vo oyedlaotel g pio client-side web application ce HTML/CSS/JavaScript.

Application tier: IIpoxeiton yio to eminedo mov mpayportonotel TNy emeEepyacio (process-
ing) g epappoyng. Edad emAéxOnkav to blockchain ko to smart contracts, kaBobg To
TAEOVEKTHPATE TOVG, 0TS auTh TEptypdgnkav 6to kepbhato B, appodlovy amdbivta pe
TIG LOLALTEPES QUTTALTNOELS TNG EPAPHOYNG. LUYKEKPLUEV, eMAEXONKE 1) TAXTPOPHA TOV
Ethereum, xafdg amotedel ToV TPWTOTOPO GTO YWDPO, drabéTOVTAC TNV LEXLPOTEPT) KOL-
VOTNTA KL TNV SUVATOTNTA dNILOVPYING TATPWG AELTOVPYLKOV EPAPHOYDOV.

Data tier: To tpurpa ovtd eivon vitevBuvo yio v aoBrikeven Tov KOPLoL dykov Twv dedo-
pévav (storage). T'ia Tnv entitevEn TANPOLS APYLTEKTOVIKAG UTOKEVTPWONG TV deSOUEVWV
emAéxOnke o IPFS (BA. evotnra R.7), To omoio Siavépel To mepleXOPeVo TG eQaPHOYHG
OTOUG PEErs 0L GUUHETEXOLY OE QUTHV, XWPLG VL OTOLTEL KAITOLo KevTpLkod onpeio. Etot,
ka&Be xpnotng Ba éxel TANPN KLPLOTNTA ETTL TV SESOPEVOV TOV, EVQ, ETTLITAEOV, B GUpjLE-
TEXEL TNV TAXTPOPHA Stopotpalovtag T dedopEVH AAAWY XPNOTOV.

TeAlikd, pe tn SlacOVOEST) TOV TPOAVAPEPOEVTOV TEXVOLOYLOV, TPOKVITTEL GYNHATLKA 1) 0KO-
AovBn dudtakn:

]

E g Presentation tier
JS

HTML/CSS/JavaScript

]

‘ Application tier

Ethereum

8 Data tier

IPFS

]

Zynpa 3.1: Emideyuévny teyvoloyikn oroifo

“H tpipueptig Siétadn (three-tier architecture) Siaywpiler pio epappoyr) e Tpio aveEdptnTa Aettovpyikd emimedo
Ko ototedel TV Kuplapyn emhoyn yio Setdelg TopadooLtoKmdY EQUPROYDOV TEAQTN-eELT peTnTh.
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3.3 MeBodoroyia oxediaong

3Tov X®Po NG TeXvoloyiag AoyLopkot vitdpyxouvv dLapopeg pebBodoloyieg oyediaong ot omoieg
gyovv petakd Toug kowvd atolyeia. Avtd kabioTd d0oKoAo TOV TPOsSLoplopd piog povo pebodo-
Aoylag 1 omoice akolovBeital miotd oe k&Be €pyo. ZvvnOwg, oL opadeg mOL AVATTOGGOLV TO
AOYLopiko okoAovBolv pia pi€n amd dikgpopa epyareia, 6ov avtd kpivovtar foAtkd yia Tovg
oTOXOUG TNG OPADOG.

Katda tnv oxediaon kot tnv vAomoinon tov kddika akoAovdndnkov Sidpopeg TeXVIkEG Kol
potipa avamtvéng. Katd faon xpnoyomodnkav Agile pébodot 6mwg to Kanban ko Scrum xat,
apyotepa 6TV avamtugn, to DevOps povtédo yix Stapkn evowpdtwon (Continuous Integration)
kot dwaepkr) eykataotaot (Continuous Deployment).

T v tapovoa epyacio, tpoypatomotiOnike avaAvor kol oxeSLAGHOG TOV ETLUEPOVS HO-
vadwv epyaoiag (tasks) tpwv v évapén tng dadikaciog avamtuéng tov kddika. Ta tasks mov
npodiaypapnkay ftav cuviBwg epics™ ta omoio apyodTEPA YWPLOTNKAV GE EMHEPOVG, HLKPOTEPQL
tasks. Opiotnkav eriong opdcnpa (milestones) ta omoia foriOnoav Wiaitepa oTnv Lepdpynon kot
TPOTEPALOTTOLNOT) TwV tasks.

To Kanban eivan pia pé0odog opydvwong épywv Kot 0TTTIKOTOINoNG TV HOVAd®Y epyaciog
(tasks) wov atotovvTon yio TV oAokArpwot] Tovg. Xto Kanban opilovtot ta facikd otddia tng
pong evag task ko xproLLOTOLODVTOL OTITIKA HECK DO TE VAL YIVEL LYVIIAXTIGT) TOGO TNG GUVOALKNG
KO TAGTAOTG TOV €PYOU, 060 KL GUYKEKPLHEVWV-PEHOVOpEVOV tasks kabwg avtd Tpoodevouv. [
K&Be 6TddL10 oAoKkANpwong opiletal pic EeXWPLOTH OVPA EPYATLOV (OTNAN), YLt TAPASELYHA «OE
aAvOpOV», «oe eEEMEN», «OAOKANPWHEVO». XPNOLHOTOLOVVTOL OTTTIKG GLVidAa (XpopaTa, tags
KoL GAAQY) YL TOV SLOYWPLOHO KaL TNV YPHYOPT) KATAVONGT) TV GTHAVTIKOTEP®OV YVOPLOPATOV
twv tasks, yia mapddetypo Eexwploto tag yix k&be vmnpecio otnv omola avagépeton to task.
Emntiong, opifovtat opix otov aptBpod twv tasks wov propotv va eivor tavtdypova oe eEEMEDN.

Mio aAAn Agile pébodog eivor to SCRUM. To SCRUM ypnoipomotet ko emekteivel to Kanban.
H Baoikég dapopég tou pe to Kanban eivar 0t 6to SCRUM vrtapyovv mo avotnpég Sradika-
oleg. Opilovtou mpoypoappatioTikoi KOKAOL (sprints) oL 07oioL £X0UV GLYKEKPLHEVES TJHEPOUNVIEG
EvapEng ko ANENG Ko GUYKEKPLLEVOLG GTOXOUVG OL OTTOLOL AVTIKATOTTPLIlOVTaL 68 GTOYXOVS OAO-
KApwong oplopévwv tasks. Ot podot eivar capéatepol, pe kdbe péAog tng opadag vo ccvahapfa-
vel StapopeTikég evBOVeEG otV opydvweon kot ektédeot). i tnv dadikasio avamtuéng, varpée
TOAD xpriown 1 xprion tov SCRUM ¢ mepidodoug dmov ftav avaykaio 1 tayOTaTn avamtTugn
KOLpLOV HEPOV TOL CLOTNHATOS. AOYW TNG AVGTNPOTNTAS TTOL EMPAAAETAL ATTO ALTO, €LDLKA O€
0,TL apopd TIC Tpobeopieg oAokAnpwong Twv empépoug tasks aAld kot Tov cuvoALKoU sprint.

KaBog 1 avamtvEiokn Swadikacio wppadet kol 1 mAat@oppo amoteAel éva Pudoipo mpo-
i0v, elval xpnoyn 1 omapén evog GLUGTARATOG TOL Vo JLEVKOADVEL TNV GpecT) Snpovpyla Kot
dnpoacievon twv vedtepwy ekddoewv. Mepikég eEopetiicég pébodol yiar Tnv amrpOGKOTTN KoL oev-
TOHOTOTTOLNUEVT) eTLTEVEN TOL GTOYOL avTOL opilovtal amd 1o DevOps. Me tov dpo DevOps
(development operations) ava@épetat pia kKovAToUpa oxedlaong Kol avATTUENG AOYLOHLKOD TTOV
opilel Tovg poAovg, Tig dtadikaaieg kal TeEXVOAOYLeG TNG He KOO TNV cuvexn dnpovpyia afiog
yto Tovg xprioteg. To DevOps éxel moA0 otevi) oxéon pe To Agile kot aroteAel Tnv cuvéxion tng
VOOTPOTLOG QVTHG GTOV XMPO.

Mia o6 Tig Lo Y prioipeg tTuxég Tov DevOps, 1) omoia xprotpomotiOnke otnv duTAwpatik,
etvo To CI/CD to omoio meplypagel Tig SLadikaoieg KLTOPATOTOINOTG TWV EPYACLOV EVOOHAT®-
ong (integration), eAéyyov (testing), mapdadoong (delivery) kou eyxatdotaong (deployment) tov
TPOIOVTOG. MEG® TV SLadKAcLOV VTGOV a@aLpeltal 1 avaykn avlpdmivng aAAnienidpacng

10T epics etvou peyéideg povéadeg epyaciog ol onoieg apopodv kémolo Pacikd yapaktnplotikd. O Staxwplopdc
TOUG o€ eMLPéPOug tasks avafdAdieton pe okomd TNV KAADTEPT) KATOVONOT) TWV AVAYKOV TOUG,.
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ylot TNV OAOKANPWOT] TOV GTASIWV UTOV, VO ETLTLYXAVETAL 1) SLOPKAG Kol atpOGKOTTTN SLdt-
Oeon tng tedevtaieg éxdoong tng TAaTPOpUAG oTOovg XpHotes. Opilovton emiong diadikaocieg
dnuovpyiog mepifdArovrog edéyyou (staging deploys) to omoio arotelel onpovtikd foribnpo
oTOV £YKALPO EVTOMLONO AaB®dV TOL KOILKA.

3.4 Katnyopieg xpnotwv

O xpnoteg (actors) Tng mTAATPOppHAG XwpllovTal o€ TPWTEVOVTES 1) EVEPYOLG Kol deuTepeD-
ovteg 1 mabntikovg. Ilpwtedovteg xprjoteg elvat ekelvol TOL ekKLVODV dlepyasieg oTO GUGTNHAL.
AevTepebovTeg elval oL XPrioTEG He TOLG omoilovg aAAnAemdpd to cvoTNHa, oaAAd oL idlot dev
eKKLVOUV dlepyaciec o avTd. UVOALKA OL XPT)OTEG TTOV GUHHETEXOLV GTO GUGTNHA vt OL:

« Emoxémnteg

« Eyyeypoppéva péin
+ Anplovpyot kowotnTwv

+ ZupPoraia KOWVOTHTWV

3.4.1 Evepyoi xpnoteg

Ovevepyol xproTeG 6TO CUGTNHA ELVAL OL ETTLOKETTTEG, T EYYEYPOAUHEVA HEAT KL oL dptovpyol
KOLVOTHTWV.

O\ot oL xprioteg oT0 cOGTNHA elvar apyLkd emokénteg. O emokénteg éxouv Tr dvvatdTnTa
vo BAETTOVY TO TTEPLEXOHEVO TNG KOLVOTNTOG, XAAG de HITOPODV VAL GUHHETEXOVV SMHLOVPYDVTOG
véo meplexopevo (dnpootedovtog véa Bépata 1 pnvopata). Eriong, de propodv va cuppetéxovv
OTIS YNPoPopleg TNG KOLVOTNTAS 1] VO YnPLoovv Ta PnvOHATO.

Otav évag emokénTng eyypa@eTol 6To cVGTNHA, OITOKTA évav povadikd, avovta aplOpd
XPNOTN Ko ootedel TAEOV eYYEYPOUHEVO PEAOG TNG KOovOTNTOG. Tar eyyeypappéva péAn éxoovv
Tl SIKOUOHATO TWV ETLOKETTWOV KOL PITOPOVV MTAEOV Vo TPocBEécovv mepLexOHEVO GTNV TAXT-
POpHa PHEG® TNG dNpLovpYiaG VEWV BepdTv, TNG dNPOcievonG PNVUHATOV KoL TNG YHPLONG OTLG
Yngpogopieg oTIC 0TOLES £XOUV SIKOULOHA.

O1 dnpLovpyol KOLVOTHT®V eLval OL XPr)OTEG OL OTTOLOL Y PTCLLOTTOLOVY TNV SUVATOTITA TOV GU-
OTNHATOG VO SNHLOVPYTOEL KOLVOTNTEG, T HEAT TwV OTolwVv dtapopomolovvtal Pacel evog e€w-
tepiov token. To token mov opilel T péAn piog kowvotnTog mpoépyetal amd éva ¢Evmvo cupPo-
Aao to omoto opiletat katd TN dnpovpyio Tng kowvotntag. Ot SnpULovpyol KOWVOTHTWVY TPETEL
va givon eyyeypoppéva péAn g kowdtntag. ‘Evag dnpiovpydg kowvdtntoag dev éxel mopamdve
JKALOPATO OTTO AVTA TOV ATADV EYYEYPAPHEVOV XPTOTOV.

3.4.2 IlaBntikol xpnoteg

[ToOnTikoi yprioteg Tovg GLOTHHATOG eivar T GLPPOALX TwV KowvoThTwV. Tar cupPoOAata
avtd dev ekKLVOLV Slepyacieg 6To cVGTNHA Kat dev AAANAeTEPOLY pe ALTO Gpeca. ATOTEAOVY
aLTOVOpEG EEMTEPLKEG OVTOTNTEG, OL 0TTOleG OPIiLOLY TOVG XPHOTES KOLVOTHTWV PHEGW TNG Stdbeong
avoyvoploTik®Vv token ota péAn Toug. ZuykekpLpéva, HEGw TOL dtapolpacpol Twv token, kobo-
pilouv moloL XPNOTEG TNG TAXTPOPUAS £XOVV SLKXLOHX YOOV GTIS YNPopopieg TOL aPopoV
TNV KOLVOTNTA.
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3.4.3 X0voyn xpnotov

SUPTEPACHATIKA TTPOKVITTOVY TPELS DLOKPLTEG KATNYOPLEG EVEPYDV XPNOTOV He EEXWPLOTA
JKALOUATO OTIWG PALVETOL GTO TTUPAKAT® GYNHO:

Atcoudpoto
=N
K : g
atnyopic .
(YOP 3 & §. I3 oo
XprlGTr] ) N 5 [ ] N § As As 3 AN S b ‘iau §
¥~ o8 & 8 2 28 2& &8 &8
S 9 8 & 38 ¢ S8 s o¥¢
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FE F2 8 £ FF F& F& £ £8
& 3 SN 3 V& N 3 AN N 3
Emokénteg vV v v v X X X X X
Eyyeypoppéva v v v v v v v v v
HEAD
Anpovpyot v v v v v v v v v
KOLVOTHT®V

:
MbVo OTIG VTTOKOLVOTITEG OTLG OTIOlEG KaTEXEL TO awvTioToLyo token ko o€ avTég oL omoieg dev éxouv oplopévo token.

Hivaxoag 3.1: Aikouddpara yprions avd karnyopia yprjotn

3.5 Amaitnoeig Aoylopiko0

SV apovoa evoTnTa TTEPLYpapovTaL oL Paoikéc amattrioelg Aoyiopikov ( software require-
ments) TNG ePAPUOYNC.

H mpotn katnyopia eivarl avth tov Aettovpykov Anoutioewy (AA), 1) omolo avapépetol
OTI GUUTTEPLPOPA TOL GLGTHRATOG, dNAdT) 6TOV TPOTO oL Bar AV TWdPG Kot oTLg eEddovg oL Bar
TOPAYEL ALVAAOYQL HE TLG ELGODOVG,.

<AA-1> O ypnotng mpénel va popel va eyypopet otnv epoppoyn pe tov Ethereum Aoyapioopo
TOU.

ITeprypaen: O xpriotng mpémel vo propel va eyypapei otnv epappoyn, TATOVTHG TO KOL-
urtt «Sign Up» kol cUPmAnpovovtoag to amopoitnto tedio cOpgwva pe tig odnyiec. To medio
«Username» eival vwoxpewtikd vor GUPTANPwOeL koL opileton pe povadikd TpoTo. X mepi-
TTWOT) TTOL 0 XPNoTng etodyel pn dtabéoipo Username, 1o cOotnpa o tpémel vor pnv emitpé-
TLEL OTOV XPNOTN Vo cuveyioel kat va TtpoPddet avtiotoryo pvopo Adboug. Ta media «Profile
picture URL» ko «Location» eivau wpooipetikd.

User Priority (5/5): H antaitnon eival OYlotng mpotepatdTNTOG Yo TOUG EMOKENTES KOG
HOVO HEC® TNG EYYPAPTC HITOPODV VO XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTIPLOTIKX TNG
epappoyig.

Technical Priority (5/5): H anaitnon avtr eivan OYiotng onpaciog yio 1o cOoTNHe emeldr
ennpedleL TN AELTOVPYLKOTNTA TOV.

<AA-2> O xprjoTNG TTPETEL VO GUVIEETOUL LVTOHAT, EPOGOV ELVOLL EYYEYPAUHEVOG.
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ITeprypaen: To cootnpa Tpémel va Stamotodvel avtopata edv To Tpéxov Ethereum address
EXEL AOYOPLOGHO GTNV EPOPHOYT KOL EAV VAL, VO GUVOEEL VX TOV XPNOTH, OVOKTOVTAS TO
Username tov astd to blockchain kot mpofdrrovtag to oto pevoo.

User Priority (5/5): H ataitnon eivat 0YLotng mpotepatdTnTag yior ToUG emoKENTES KOOGS
HECW TNG GVVOEDTG EVEPYOTOLOVVTAL TA XOPOAKTNPLOTLKA TNG dnpiovpylog Oepdtwv ko dn-
HOGLELOTG HNVUHATOV.

Technical Priority (1/5): H cOvdeon agopd povo tn ypagikr diemopr) Tov Xpriotn pHe Tnv
TAaTPOppa kot dev amotelel oTolyelo mov emdpd 6TO LILOAOLITO GOGTNHA.

<AA-3> To oVotnpa mtpémel va dnpovpyei Tig faoeilg dedopévwv Tov xproT.

Ieprypaen: To cvotnpa mpémel va dnplovpyei Tig faoelg dedopévwy Tov XproTh, v QUTEG
dev vmapyovv 101 tomké. Otav o xpriotng EexAedwoetl Tov Ethereum Aoyapioacpd tov, to
oot Oar TPETEL VO TOV TTPOTPETEL VO LTTOYPAYEL e TO LOLOTLKO TOL KAELOL pidt GUVOA-
Aayr) ov Ba e€acpalilel n yvnolotnTa TV fAcE®V TOL kal Twv dedopEveV oL avTég Ba
EUTTEPLEYOLV.

User Priority (5/5): H amtaitnon avtr eivor vynAig onpaciog yix tov xpriotn kabog 1 dn-
provpyia twv fhoewv eivot amopaitnTn yio tnv dixtpnon twv §edopévemv Tov dNHOCLOTOLEL.

Technical Priority (5/5): H araitnon avtr eivor vymAng onpaciog yia 1o 6OGTNH Lot TOUG
idrovg Adyoug.

<AA-4> O eyyeypoappévog xprotng mpémel va popet va dnpiovpyet Oépata (topics).

ITeprypaen: O eyyeypappévog xpnoTng mpémel va popet va dnpovpyel véa Bépata. Avtod
TO €MLTLYYAVEL TATOVTAG TO KOUUTL «New Topic», CUPTANPOVOVTOG T LITOXPEDTLKA TTediar
™g @oppoag («Topic subject» ko «First post content»), tatovrtag to kovpni «Create Topic»
ko emiPePfoncdvovtag tn cvvariayr oto Ethereum.

User Priority (5/5): H antaitnon avt eivon vPniig onpoaciog kabog emitelel Evay amd toug
Bacikobg 6TdX0VG TNG TAATPOPUAG.

Technical Priority (5/5): H araitnon avtr eivor vymAnig onpaciog yia tov ido Adyo.

<AA-5> O xpnotng mpémel va pmopet va mepinyeital oe Oépara.

Ieprypaen: To cOoTnpa mpémel va prtopel va tpoPdiiet Ta Oépata tov £xovv dnpovpynOet
otnVv apyikn 08ovn. O xproTng mPETEL VAL PHITOPEL VO TTEPLNYELTUL GE ALTA TATOVTUG TV
TOUG KO, ETTELTA, X PTOLLOTOLOVTAG Ta PEAN, va TTepinynOel 6TO LGTOPLKO TV UNVOHATWV TOL
Oéparoc.

User Priority (5/5): H anaitnon avth eivat vPnAng onpaciog emeldr] emitpénel 6ToVG EMLOKE-
TTEG VO £XOLV TTPOGPOGT) GTO VALKO TTOL elval dNUOGLEVHEVO OTNV TAXTPOPLCL.

Technical Priority (5/5): H antaitnon avtr eivon vymAng onpaciog eneldn amotehel Paocikd
XAPAKTNPLOTLKO TNG TAATPOPUAS YL TNV XPNOTIKOTNTA TNG.

<AA-6> O eyyeypopévog Xpnotng mpemel va popet vo dnpovpyet pnvopoato (posts).
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ITeprypaen: O eyyeypoppévog xpriotng Tpémel va propel vo dnpovpyel pnvopato oto Oépa
70V emtOupel. AUTO ELTLYYAVETOL GUPTANPOVOVTAGS TO TESL0 VEOL U VOHATOG 6TV 006V TOL
Oépartoc, matwvtag 1o kovpri «Post» ko emiPefardvovrag tn cvvariayr oto Ethereum.

User Priority (5/5): H anaitnon avth eivot Oiotng onpaciag yia Toug xprioteg eneldr) oto-
Telel Eva oo Ta PAoIKOTEPA XOPAKTNPLOTIKA TNG TAXTPOPHUAC.

Technical Priority (5/5): H araitnon avth eivon vjictng onpaciog yix to cvotnpa kabng
ostotelel OepeAtddeg KOPPATL Yo TNV emitevEn Tov PacLkdOTEPOL GTOXOL TNG, ALTOV TNG ON-
povpyiog Staddyou.

<AA-7> O xprjoTNG TTPETEL VO PITOPEL VO TPOTTOTTOLEL TAL U VOHATA TOV.

ITeprypaen: O ypriotng mpémel va popet va tpomorolel To pnvOpaTd Tov. AUTO TO ETLTUY Y-
VEL TOTOVTAS TO KOVUTTL eneEepynoiag 0TO eKXOTOTE HIJVULA, TPOTTOTOLOVTAS TO UIVUHO KO
TOTOVTAG TO KOLPTL emiPefaiwong. XTn cuvéyela, TO GOOTNHX TPOTTOTOLEL TO TTEPLEXOHEVO TOV
Hnvopatog otn oot dedopévwv Tov XPHRoTH AvAAOYQ. € TEPLITTOOT) TTOL 0 XPNOTNG aAAGEeL
yvoun xatd tn diapkela g dradikaciog g eneepynciag, PHITOpel Vo TATHOEL TO KOVWITL
AKOPWOTG KL VO AVOLPECEL TLG AAAXYEG TTOV TTPAYHATOTOLNCE.

User Priority (4/5): H antaitnon autr amote el onpovtikd xapokTnplotikd mov amevfoveTat
KUPLWOG GTNV XPNOTLKOTNTA TNG TAATPOPHOC.

Technical Priority (3/5): H amaitnon autr] eival pETpLOG GNHAVTIKOTNTOS YL TO GOGTNHO
emeldn) autd Oa propodoe va eival AELTOLPYLKO XWPLS TO XOUPAKTNPLOTIKO TNG emeEepyaciog
HNVOHATOV.

<AA-8> O eyyeypoappévog xpnotng mpemel va propet v Yneilel oe pnvopato AAAOV XproTov.

Ieprypaen: O eyyeypoppévog xprotng mpémel va popei va viepyn@ilet 1) va karorymeilet
HNVOHOTO AAADV XPNOTOV. AUTO TO ETLTUYYXAVEL TATOVTOG TO TUPOKELHEVA KOVHTILA «+» 1)
«-» avtioTorya ko emiPefatdvovtag T cuvariayn oto Ethereum (ot Yrjpot amoOnkevovron
ekel). H dixdikaoio toyxdel kot yio tnv tpomomoinon 1 v agaipecn piog Yneov ommd tov
Xpnot.

User Priority (3/5): H ataitnon avtn eivon pétplag onpaciog yio touvg xprioteg kabog asto-
Teel Eval YPNOLHO AN OYL ATTOPALTNTO XOXPAKTNPLOTLKO.

Technical Priority (4/5): H amaitnon avth eival peydAng onpociog yio To c0oTnpo emeldn)
dnpovpyet dedopéva Ta ool elva XPr)OLUA YLOL TOV DTTOAOYLOHO TNG ERTTLOTOCVVIG TV XPN-
OTOV.

<AA-9> O eyyeypoppévog xprotng mpémel va popet va dnpovpyet Yneogopieg (polls).

Ieprypaen: O eyyeypoappévog xpnotng mpémel va propel va dnpovpyet Yneogopieg. Avtod
10 emTLyYavel Tatovtag «Add Poll» otnv 006vn dnpovpyia Oépatog kot cupmAnpovovrog
T aapalitnTo media.

User Priority (5/5): H anaitnon avth eivar OYiotng onpaciog ywe toug xprioteg kabahg ot
OpEGOONUOKPATLKES dlodikaoieg AmoTeEAOVV pic IO TIG KUPLOTEPEG X PTOELG TNG TAATPOPHOG

Technical Priority (5/5): H amaitnon avth eival peydAng onpociog yio To c0GTNHo emeldn)
anotelel facikn Tpodioypagr| Tov.
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<AA-10> O eyyeypoappévog xpnotng mpémel va propet v Yneilel oe Yngogopiec.

Ieprypaen: O eyyeypappévog xpriotng mpémel v propel v Ymeilel oe Yneogopieg, GOH-
POV [LE TOUG EKACTOTE KAVOVEC.

User Priority (5/5): H araitnon avtr eivat 0§lotng onpaciog yo Toug xprjoteg Kabmg aro-
telel pio omtd TIg —- insert same as above

Technical Priority (5/5): H anaitnon avth eivon vynAig onpaciog yoe to cOotnpo kabng
QTOTEAEL GTHOVTLKO XOPOKTNPLOTLKO TOL.

<AA-11> O ypriotng mpémel va prtopel va Staypapel Tar Tk Sedopévar.

ITeprypaen: O xpriotng mpémet va prropet va draypapet To Tomikd dedopéva. AvTo TO emMLTLY-
xével tatovtog oto kovpri «Clear databases» tov pevoo ko emiPefocdvovag tn dypogry
Héow evog pop-up dtahdyou.

User Priority (2/5): H antaitnon avtr eivon xapnAng onpocio yia tovg xprioteg, StOTL amtote-
Ael amAa pio dtevkoAvvon yia T Sraypagn Twv dedopévav mov €xovv amobnkedoeL TOTLKA.
Technical Priority (3/5): H amaitnon avtr eivon pétprag onpaciog yix to c0GTHHX KoBOG
OLVADEL PE TNV PLAOGOPLO TNG TAATPOPHAS CXETIKA HE TNV KUPLOTNTA TV OedOPEVWV OTTO
TOLG Y P1OTEG.

<AA-12> O ypriotng mpémel va propel va SnpLovpyel KOLVOTNTEG.

ITeprypaen: O xpnotng mpémet va popel va Snplovpyel KOLVOTNTEG, HECK KOVPITLOV TNG ap-
XKng 08ovng.

User Priority (4/5): H antaitnon avth eivon peydAng onpaciog yio Toug xprioteg kabog mo-
péxel TNV eved€io TG dnpovpyiog KOLVOTHTWV.

Technical Priority (4/5): H astaitnon awtn eivon peydAng onpociog yio tnv mAat@oppa emeldn
Bo yevikeboel T xpron TG o€ TePLOGOTEPES KOLVOTNTES TTPOTEAKVOVTOG HeYAADTEPO aplONo
XPNOTOV.

<AA-13> Kota tn dnpovpyior KowvoTnTag, 0 XproTng TPEMEL va £XEL TN dLVATOTN T Vo Oploel
éva contract mov B Tapéxel Tpocappoopéva tokens yio ocvThv.

Ieprypaen: Katd ) dnpovpyia kovotntog, o xproTng Tpémel va €xeL T duvaTotnTa Vo
oploet éva contract mov Ba mapéyel mpocappoopéva tokens yior avtriv. Ta tokens avtd B
draporpalovton pe Tov Tpomo o emibupel 1 kowvoTnta ko Oa eivan exeiva ta omoia Bor k-

Bopilovv Tovg éykupoug Yneoopoug Tng.

User Priority (4/5): H astaitnon awth eivon peyéAng onpaciog kabdg mopéxel oTig KovoTnTeg
1 duVaTOTNTA SLEVEPYELNG AVOVUHWV YPOPOPLOV.

Technical Priority (4/5): H anaitnon avtr] eivow peydAng onpaciog yioe To c0GTnpo STt
B TapéyEL OTIG KOLVOTNTEG TNV QUITALTOVHEVT] AUTOVOHIO GTOV OPLOHO TV SLASLKAGLOV TNG
KOLVOTNTAC.

H dedtepn katnyopia eivor avtr) tov Mn Asttovpyikadv Artautnoewv (MAA). IlepihapPaver
QLT OELG OPYLTEKTOVIKNG ONpaoiag, oL omoieg kabopilovv kpLthpLa 1) TEPLOPLOHOVSG TOL TPO-
IOV AELTOVPYLNG TOV CLOTNHATOS KoL GXETILOVTOL [E XAPAKTNPLOTIKA OTTWG 1) ATTOdOTLKOTNTA, 1)
a€lomLoTio KoL 1) VY PN OTiC TOU.
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<MAA-1> H mhat@oppa mpémel va eivor Katd To SUVATOV OPYLTEKTOVIKA ATTOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Baoiletal  TAATPOpHR Tpémel LWOaVIKE vor pn) dn-
pLovpyoLV kevtpikd onpeia. EmutAéov, o kodikag kat n dnpocia Stdbeomn tov mpémel va yivo-
VTOUL e ATTOKEVTPWHEVO TPOTTO.

User Priority (5/5): H apyitextovik amokévipwon tng TAATPOpUaG arotelel amaitnon vyi-
oTNng onpaciog yioe Tov xpnoti, kabag diaxocpaiilel Tnv eAevbepior Tov Adyov TOL KTA —keP
1.2

Technical Priority (5/5): H apyitextovikr amokévipwon tng TAATQOPHAS AITOTEAEL Taitno
vyiotng onpaciog yio o oo, Kebwg to kablotd acparég ot emiBéoelc kTh —kep 1.2

<MAA-2> Ta fees ywx tn xprjon tov Ethereum blockchain mpémel va ehoryiotomolovvtal.

Ieprypaen: Ta fees mov mpémel va katafariovron yia tn xprion tov Ethereum blockchain
eEAPTOVTOL APEG A TOGO AITO TOV OYKO TV deSOHEVOV TTPOG atoBrkevaT), 060 Kol arrd TOLG K-
KAovg ene€epyaciog Twv smart contracts tng epappoyng. Qg wpog ta dedopéva, oL TPoypPap-
HOTLoTEG O TPETteL VoL PEPLVOUV (DOTE 0 KUPLOG OYKOG Toug var arodnkevetan emi tov IPFS,
eve emnt tou blockchain va amofniedovton povo 6ca mpaypatikd xpetdlovtat. Qg mpog Tnv
ool ToOpEVT) emteepYaoTIKT LOY D, TPETel va PedTioToToLElTAL 0 KOAIKAS TV smart contracts,
£TOL MOTE OL JLAPOPEG AELTOVPYLEG TOVG VO EKTEAOVVTOL e TOVG ALYOTEPOULG SLVATOVG emteEep-
YOG TLKOUG KUKAOUG,.

User Priority (4/5): H anaitnon avtr eivat peydAng onpaciog yio tovg xproteg kabmg vo
pev dev elva amapaitnTn yuoe T xpron g aAAd eivo Wiaitepa oNHOVTIKT yia TV évtaln
XPNOTAOV e XOUNAOTEPEG OLKOVOLKES dLVATOTNTEG.

Technical Priority (5/5): H amaitnon avth eivon peydAng onpaciog yioe to cbotnpo StotL
OTTOTEAEL CTHOVTLKO TTAPAYOVTO TTOV EMLOPA GTNV TPOCEAKLGT] KOl dLALTHPNOT) EVEPYDV XPN-
OTOV.

<MAA-3> Ta contracts tng epoappoyng mpémel va eivor avaPobpioya.

ITeprypaen: Ta contracts tng epappoyng npémetl pmopovv v avaPabpiotody, £T61 OOTE Vo
HITopovV va tpoctibevtal Aettovpyieg kat va StopBovovtan cpdipata. H avaPaduicipotnta
toug Oa Tpémel vau emituyxAveTon pe HeBOSOVG TOL VoL NV VITOVOREDOLVY TI) AELTOVPYLKOTN T
TWV TPOTYOUPEVWV eKOOTEWV.

User Priority (2/5): H anaitnon avtn elvor YopnAng onpoaciog yio Toug Xprjoteg kobog
QPOPA TNV AVAITTLEN KoL OXL TN XP1oT) TNG.

Technical Priority (5/5): H anaitnon avtr eivon vPnAng onpaciog yix 1o cbOotnpo emeldn
TPOCPEPEL TN SUVATOTNTA eEEALENG KO LAOTTOINGOTNG VE®V XOPAKTPLOTIKOV.

3.6 Xevapix xpnong

Baoko pépog tng oxedloong tng TAATPOPHAS TOV 1) KOTOYPAPT] TOV ATTULTHCEWV 1] OTTolo
éywe oV mponyodpevn evotnta (B.5) kaBdg kou 1 oxediooT kot avamTuEn Tev cevapioy Xp-
ong. Ta oevapra xpriong avtiotoryilovy mOAVEG EVEPYELES TV XPNOTOV HE ATTOKPLOELS TOV GL-
OTNHOTOG. MEC® TNG AVTIOTOLYLONG AUTNG TOPOLGLALETAL 1) AELTOVPYLKOTNTA TOV CUGTHHOTOG
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KOl TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG OGO KOL OL [T AELTOVPYLKEG QTTAULTHGELG TOV GUOTHHA-
TOG.

IMapartiBevtor edod Tae GEVAPLE XPTIOTG TTOL JLVOLV TG ATTAPALTNTESG TTATPOPOPLES YLOL TNV KO-
TOVONOT) TNG AELTOLPYLAG TOV GUOTHHATOG.

3.6.1 Xevapro xpnong 1: Eyypaen xpnotn

To oevapio xpnong 1, <XX-1>, mepLypaget TG SLadoyLKEG EVEPYELEG TTOV EKTEAODVTL YLO TNV
eyypagn evoc xpriotn oto cbotnpa. Stovg mivakec B.d kou B.3 mapari®evrar o facikéc minpo-
Qopleg Tov <XX-1> KoL oL evépyeleg NG Pacikng pong avTioToLya, eved 6To oxNpa B.4 paivetol

To SLaypoper NG Paoikng pors.

Eyypagopot 6to cbotnpa

S0OvTopn mepLypopn 210X0G TOL Gevapiov xproNg elval o eMOKENTNG Vo PTopel
Vo eYYpa@el 0TO GUGTNHA WG XPNOTNG.

Avagopd AA KAA-15], kKAA-3>]

Avagpopd MAA MAA-2

IMupodotnon dpactnprotntag O eMOKENTNG TATAEL TO KOVMTTL £YYPAPT.

[Ipotm6Oeon O emiokéntng mpémet va £xeL avoikel Tnv oeAida g epoppo-
Yne.

Hivaxoag 3.2: Zevdpio ypriong 1, eyypapy xprotn oTo oot
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O ypriotng matder to kovpni eyypoer. To cbotnpa eppoavifel tnv @oppa “Ey-

ypapr) Xprotn”.
2 O xpnotng cvpnAnpaovel ta tedioc kat - To cOOTNHA eLloAyEL VEO XPTOTH GTO
notéer To kovpmi “YroBoAn”. blockchain.
3 - To cvoTnpa dnpovpyei TIg TpocwrL-
kéc Paoelg faoelg dedopévwv OrbitDb
TOL YPNOTH).

4 - To ocVotnua eppoviler v @oOpHa
“TIAnpogopieg Xprotn™.

5 O xprotng cupmAnpavel TIg Tpocw- To cOoTNHA elodyeL TIG TANPOPOpieg
TLKEG TOL TTANPOPOPLEG KL TTATAEL TO  XPHOTH OTNV TPOCWTLKY Tov Pdom
xoupti “YmoPoAn”. OrbitDb.

Meténertae To oVotnua petaPaivel oty apyLkn ceAlda Tng eQappoyng.

KATAOTOON:

Hivaxag 3.3: Zevapio ypriong 1 - Baoixtj potj
Actor :Concordia :Ethereum :OrbitDb
[] Sign up
Sign up form >
S gnupform [
Submit

New user ID

Create user

Create databases

Personal information form
Submit

Home page

Zyripa 3.2: Xevdpio ypriong 1 - Aidypaupa facikic potc

To <ZX-1> mepLéyel emiong Tpelg eVAAAAKTIKEG pOEC TTOL pPItopel va TpokLYouvy PAcel TV

EMAOYMV TOV XPHiGTH KAl OL OTTOIEC TEPLYPAPOVTAL GTOVC Trivakec B.4,
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Evollaktikn pon 1: Ta otouyeio xpriotn eivor AavOacpéva.

Egocov o xpnotng otn ypappr 2 ev cUUTANPOGEL TO TESL0 OVOUATOG XPTOTH 1) GUMTANPOCEL
EVOL OVOHLX X PT|OTT) TO 07010 lvort 1181 € XP1IOT) GTO GUO TN, TO GO TN TTPETEL VAL ETLOTPEPEL
OXETLKO HIVUHA CYAAHATOG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 - To cvotnpa eppaviler pvopo cEAApR-
TOG,.

To cbotnpa emtotpéel otn ypoppur 1 tng faciknig pors.

Hivaxag 3.4: Zevapio ypriong 1 - Evaldaktixy poyj 1

EvaAlaktikn pon 2: O xpriotng matdel To kovprti “Akvpo”.

Egboov o xpriotng otn ypoppn 2 g Baowkrg Porjg emhé€el “Akvpo” to cOoTnpa entoTpépel
oTNV apyLKn ceAlda TNG EPAPHOYTG.

Fpappn  Evépyela xpriotn cuotipotog Anévinon Zvotnpotog
1 O xpnotng matdet to Kovpmi “Axvpo” To cVOTNHA ETLGTPEPEL GTNV APYLKT| OE-
Ada NG epappoyng.

To cevaplo ypriong teppartiletat.

Hivaxag 3.5: Xevapio yprjong 1 - Evaidaktiky porj 2

EvaAlaktikn pon 3: O xpriotng mtatdet To kovpsi “TlapdAnin”.

Epdoov o xpriotng otn ypappur 5 tng Baowkrg Porig emdé€er “TlapdAnym” to cbotnpo emt-
OTPEPEL OTNV OPYLKT] CEADX TNG EPAPHOYTC.

Fpappn  Evépyeia xpnotn cvotnuotog Amavinon ZuoTnpotog
1 O ypnotng matder to kovpmi ‘Toapd- To cOoTnpa emMOTPEPEL GTNV APXLKT] O€-
Aym” Mo TG epappoyg.

To cevaplo ypriong teppatiletat.

ivakag 3.6: Xevapuo ypriong 1 - EvaAdaxtikij porj 3

3.6.2 Xevaplo xprong 2: Zovdeon xpnon

To cevaplo xpriong 2, <XX-2>, mepLypa@el TIG SLdOXLKES EVEPYELES TTOL EKTEAOVVTAL YL TNV
c0VSesT) EVOC XpHoTN 6TO GhoTNpA. XTovg mtivakec B.7 kot B.§ mapati®evran o1 facikég TAnpo-
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popieg ToL <XX-2> KoL oL evépyeleg NG Pactkiic poric avticTorya, evéd oto oxfpa B.3 gaivera
T0 drdyporppa NG Pactkng pong.

Yuvdéopat 6to cOGTNHA

YOvtoun mepLypagn 3T0X0G TOL oevaplov Xprong elval 0 XPHOTNG va GUVOEETL
QUTOUATA GTO GUGTNHAL.

Avagopd AA AA-2

Avagpopd MAA -

[Tupodotnon dpactnploTnTag
[Ipotmo6Oeon O xpnotng mpémel va Exel avoiel Tnv oeAida NG epappoymng.

Hivakag 3.7: Xevapio yprions 2, cOvdeon ypiioth aTo oUoTHA.

Baowkn pon

IFpappn Evépyera xpniotn cvotnpotog Anavinon ZuoTnpotog

1 - To choTnpo AVOKTA TIG TTANPOPOPLES
Tov xpnotn amnod to blockchain.

2 - To cvoTnpa dnpovpyel TIg TPocwITL-
kég Paoelg faoelg dedopévwv OrbitDb
TOL XpNoTH).

Meténertaa To oVoTnpa TOPOPEVEL OTNV ap)LKh oeAda TNG EQaPHOYTG.
KATAOTOON:

Hivaxag 3.8: Zevapio ypriong 2 - Baoixtj potj

Actor :Concordia :Ethereum :0OrbitDb

Fetch page

Get user

User information

Zynipa 3.3: Xevapio ypriong 2 - Aidypaupe facikis potg
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3.6.3 Xevaplo xpnong 3: Anpovpyic véou Oépatog

To cevaplo xpriong 3, <XX-3>, mepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
Snpovpyia evog Béparoc. Lrovg mivakeg B.9 ko nopatifevton ol faciicég TAnpogopieg Tov
<3X-3> kot o1 eVEPYELEC TG PAGIKTC POriC avTioTorXa, £vé 6To oxipa B.4 paivetar To Sibypoypa
™G Pacikrig porig.

Anplovpym véo Bépa
S0OvTopn TepLypogn 3TdX0G TOL oevaplov XPNoNg elval o XPNoTNG Vo PTopel va
dnpovpynoet véo Bépa.
Avagopd AA kAA-45], KAA-9>]
Avagopd MAA MAA-2

[Mupodotnon dpactnprotntag O xproTng matdel To KOV dnpiovpyiag véou Bépatoc.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot va Ppioketo
otV apyLkn oeAido.

Mivakag 3.9: Xevapio ypriongs 3, Snuovpyia véov Oéuarog.

Baowkn pon
Ipappn Evépyerx xpniotn cvotnpotog Am&vinon ZuoTHpoTog
1 O xpriotng matdel to kovpsti dnpovp-  To obotnua epeavilel Tnv oppa “An-
ylag véov Bépatog. povpyio ©épotog”.
2 O xpnotng ocvpnAnpovel ta tedic kaw  To obotnpa ewodyer véo Bépa oto
natdeL To Koupsti “YrofoAn”. blockchain.
3 - To cbotnua elodyeL TG TANPOPOpPieg
Tov Bépatog otnv mpoocwmiky Paon
OrbitDb tov yprion.

Meténertae To cvotnpa petaPaivel otnv oelida Tov véou Oépatog.
KOTAOTOON:

Hivaxag 3.10: Zevapio yprions 3 - Baoikt porj
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Actor :Concordia

Create topic

Topic creation form 'J]
Submit

:Ethereum :OrbitDb

Create topic

New topic page

Xyripa 3.4: Xevdpio ypriong 3 - Aidypauua faoikic potic

To <XX-3> mepiéxel emiong d00 eVAAAAKTIKEG POEG TTOL ptopel vor TpokDYouv PAoeL Twv emtL-

AOY®V TOL YPOTI KoL OL OTTOLEG TTEPLYPAPOVTOL GTOVG TLVOKEG ko B.14. H evolhouetixr por
1 gaivetau emiong oto oxApa B.5 6mov mapovsidleTal To Siiypappa porg TIC.

EvoAdaktuen pon 1: O xpriotng dnpovpyet ymeogopia.

Epdoov o xpriotng otn ypopur 2 tng Baowrg Porjg emhé€el “TIpooOrjkn ¥neogopiag” to ov-
OTNHO avavedveL TV oelida mpocbétovtag T emumAéov medio Tng @oppag “Anpovpyio ¥n-

popoplog”.

Fpappn  Evépyeia xpnotn cuotipotog

Arnavinon ZuoTipatog

1 O xpnomng, a@ol GCULUTANPOCEL TN
@oppa “Anpovpyioe Oépatog”, moTheEL
10 xovprti “TIpocOrikn Yymeopopiog”

To cOoTnpa avavewvel Tn oelida pe ta
nedio g eoppag “Anpovpyio ¥ngogo-
plog”.

2 O xpnotng cvumAnpovel to medior ko
natdeL To kovpsti “YrofoAn”.

To cVotnua elodyel To véo Bépa kabwg
KoL TN véa Ymgpogpopia oto blockchain.

3 -

To cvoTnpO eLoAYEL TIG TAN POPOpPLES TOV

Oépatog ko NG Yneogopiog oTig TPO-
owmnikég Paoelg OrbitDb Tov xprot.

To cbotnpa petaPaivel otnv oeAida Tov véov Bépartog.

Mivakag 3.11: Xevdpio ypriong 3 - Evaddlaktikij porj 1
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Actor :Concordia

:Ethereum

:0OrbitDb

Create topic

Add poll

Poll creation form

Topic creation form ?]
1

Create topic

New topic ID

New topic-poll page

Xynpe 3.5: Xevapio yprions 3 - Aidypappa evaldaktikns porg 1

EvaAlaktikn pon 2: O xpriotng matdel To kovpri “Akvpo”.

Egpocov o ypriotng otn ypoppn 2 tng Baoikrg Porig 1§ otn ypappr 2 tng Evallaktikrg Porig 1
emAé€el “AKUPO” TO GUOTNUX ETLGTPEPEL GTHV APYLKT] CEALSX TNG EQAPHOYTIG.

Fpappn  Evépyeia xpnotn cvotnuotog An&vinon ZuoTnpotog
1 O xpno1ng matdet To Kovpmi “Axvpo” To cVGTNHA ETLOTPEPEL OTNV APYLKT] OE-
Ada NG epappoyng.

To Gevaplo xprong TeppatileTol.

IMivakag 3.12: Xevapio ypriong 3 - EvaAdakniki porj 2

3.6.4 Xevapro xpnong 4: Avaktnon 0épotog

To cevaplo xpriong 4, <XX-4>, tepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
avaktnon evog Bépartog. XToug mivakeg Ko nopoatifevton ol factiég TAnpogopieg Tov
<3 X-4> Ko o1 eVEPYELES TG PAGIKTC POTIC avTioTOYX, EVGH 6TO oY B.6 aiveTar To Sibypoypa

™G Pacikrig porig.
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Avakto éva Oépo

YOvtoun mepLypagn 21OX0G TOL CEVAPLOL YPTIONG ELVOL O ETTLOKETTNG 1) O XPNOTNG
Vo ptopel vor ovaktrioel éve Oépa.

Avagopd AA AA-5

Avagopd MAA -

[Tvpodotnon dpactnpotntag O emokéNTNG 1) XPNOTNG TATAEL O€ £va ad Ta Oépatar.

[IpodmoOeon O emokénng 1 XpNoTng mpémeL va €xeL avoi&el tnv celida
MG EPAPUOYTC.

ITivakag 3.13: Xevdpio ypriong 4, avaktnon Oduarog.

Baowkn pon
ITpappn Evépyerx xpnotn cvstnpotog Anévinon Zvotnpotog
1 O xpnotng matdel oe éva amd o 0é-  To ocOOTNHA VKT TIG TTANPOPOPLeg
pota NG AloTag. Tov Oépatog atd to blockchain.
2 - To cVOGTNHA AVOKTA TO PN VOHATO TOV

Dépatog avTLYpAYOVTOG TIC TPOCWITL-
kég Paoelg OrbitDb twv cuvyypagéwv.

Meténertae  To cOotnpa petafaivel otnv cerido Tov Oépatog.
KOTAOTOON:

Hivaxag 3.14: Zevapio yprjong 4 - Baoiky porj
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Actor :Concordia :Ethereum :0OrbitDb

Fetch topic
> Get topic
Topic
~ Get topic post IDs
___Postis ]
Get posts loop
¢ Get post R
,,,,,,, Post ]
L --Z Posts
Retrieve topic information R
“Retrieve posts information loop D
¢ Retrieve post information R
fffffffffffffffffffffffffffffff 1
L= Posts information
Topic

Xyripa 3.6: Xevdpio ypriong 4 - Aidypauua faoikrc potic
To <XX-4> mepiéyel emiong pia evaAAaKTIKT) por] TOL Prtopel va tpokOYel PAGEL TwV ETLAOYOV

TOL XPHOTI KaL 1) omoia eptypgetal 6Tov mivaka B.15. H evaddakTiky porj 1 gaivetan emiong
670 oyxfpa B.7 6mov apovsiéleton o Sibypappa porig Tng.
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Evoldaktikn pon 1: To O¢pa mepiéxel Ymeogpopia.

Egocov 1o Bépa mov avaktiOnie otn ypoppn 1 tng Baowkng Porjg mepiéxel Ynpopopio avor-
KTOVTOL OL TANPOPOpPLeG TNG.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog

1 - To clOoTpa avakTd TO PNVOPATR TOU
OépaTOG AVTLYPAPOVTAG TIG TTPOCKOTTLKEG
Baoeig OrbitDb twv cuyypapéwv.

2 - To cOoTpa avakTd TV Ymneogopia amd
to blockchain.

3 - To clotnpa avoktd TIG TANpOoPopieg
™G Yneogopiag ovriyp&poviog Tnv
npocwrikn B&on OrbitDb tov cvyypo-
QéaL.

4 - To cbotnua emPeParmdvel TIG TANpOYO-

pieg g Yneogopiag pe Paorn to hash
mov €xel avaktnOei amod to blockchain.

To cevaplo ypriong teppatiletot.

Mivakag 3.15: Xevdpio ypriong 4 - Evaddaknikij porj 1
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Actor :Concordia :Ethereum :0OrbitDb

Fetch topic
e Get topic
Topic
~ Getpoll
,,,,,,, pol |
Get topic post IDs
___Postis ]
Get posts loop
< Get post
,,,,,,, Post ||
L --" Posts
Retrieve topic information
~ Retrieve poll information
~Validate poll information
Retrieve posts information loop
< Retrieve post information
_ -7 Posts information
Topic

Xynpe 3.7: Xevapio yprions 4 - Aidypappa evaldaktikhs porg 1

3.6.5 Xevapro xpnong 5: Anprovpyia vEouv pHnvopoTog

To cevapilo xpnong 5, <XX-5>, mepLypa@et TG SLodOYLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV

dnpovpyio evOg PNVOHATOG. 2TOVG TIVOKES Ko nmopatiBevton ol Paoikég TANpoopieg
TOL <XX-5> Kail Ol eVEpYELEC TS PAGIKHG POrC avTioTorya, evd 6To oxApa B.§ paivetar to Sid-

Ypappa Tng Pactkrg porc.
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Anpiovpym véo pipvopa

YOvtoun mepLypagn 216X0G TOL GeEVapilov XPNoNG elval o XPMOTNG Vo Propel va
dnpovpynoEL VEO PIVUHCL.

Avagopd AA AA-6
Avagopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O xproTNG TATAEL TO KOV SNHLovPYioG VEOL UNVOHATOG.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketo
otnv ceAida evog Bépatoc.

ITivakag 3.16: Xevdpio ypriong 5, dnutovpyia véov unviuarog.

Boaowkn pon

Tpappn Evépyerx xpnotn cvostnpotog

Anévinon Zvotnpotog

1 O xpnotng matdel To KoLt dnpovp-

ylag véov unvopatog.

To obotnpo eppavilel Tnv oppa “An-

provpyioe Mnvoparog”.

2 O xp1oTng cLPTAN pOVEL T Tedio Ko

natdeL To kovpsti “YrofoAn”.

blockchain.

To clotnpo elodyel Vo PrVUHA GTO

3 - To cOotnpa elodyel TG TANPOPOPieg
TOU UNVOHATOG GTNV TPOCWILKT Pdom
OrbitDb tov ypriotn.
Meténertaa To ovotnua mopoapével otn oeAida Tov Oépatog eppavilovtag To VEo PIVUpCL.
KATAOTOON:
Hivakag 3.17: Xevdpio ypriong 5 - Baouxij porj
Actor :Concordia :Ethereum :0OrbitDb
[] Create post
. Post creation form ] |
Submit
Create post
New post ID 'J]
7777777 Save post information
Updated topic page ||

Zynpe 3.8: Xevapio yprions 5 - Aidypappa faoikic potig
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To <XX-5> mepiéyel emiong pio evaAlok Tkt por} oL propel va tpok el PAoEL TV ETLAOY®OV
TOV XPHOTN KAl 1) OTTolaL TEPLYp&peTan 6Tov mivaka: B.18.

EvaAlaktikn pon 1: O xpriotng motder o kovpsi “Axvpo”.

Epdcov o xprjotng otn ypopun 2 tng Baoikrg Porjg emdé€el “Axvpo” 1o cOoTnpa emoTpéPel
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 O xpriotng matdel To kovpni “Akvpo” To cbotnua emiotpépel 6T ceAida Tov
Oéparog.

To cevdplo xpriong teppatiletat.

Mivakag 3.18: Xevdpio ypriong 5 - Evaddaktikij porj 1

3.6.6 Xevapro xpnong 6: Tpomomoinon unvopaTog

To cevapro xpnong 6, <EX-6>, Teplypa@el TIG SLdOYLKEG EVEPYELEG TTOV EKTEAOVVTOL YA TN
TPOTOTOLNGCT €VOS UNVOHATOG. 2TOVG TIVOKEG Ko nopotifevtal oL Pacikég TANpogo-
piec Tov <IX-6> ko oL evépyelec TNG Pactkric porg avtioTorxa, evd 6to oxfua B.9 paiveton to
duypappa Tng Pactkig pore.

Tpomomoww éva pnvopo

S0OvTopn mepLypopn 210X0G Tov cevapiov xpriong elval o XproTng va popel va
TPOTTOTOLGEL TAL HNVOHOTE TOV.

Avogopa AA AA-7

Avogopd MAA -

[Tupodotnon dpactnpiotntag O XproTNG TATAEL TO KOVUITL TPOTOTOLNGNG TOV PUIVOHATOG,

[Ipotmo6Oeon O xpriotng va éxel cuvdebel otV epappoyn kot va Ppioketal
otnVv ceAlda Tov BEPATOG TOL TTEPLEXEL TO HHVUUA TOV.

Iivakoag 3.19: Xevapio yprjons 6, Tpomomoimon UnvopaTog.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O xpnotng matdel to kovpsni Tporo- To clotnpa ep@oaviler TNV EOPHA
7oiNoNG TOL UIVOHATOG. “Tpomornoinon Mnvoparog”™.

2 O xpnotng cvpnAnpaovel ta tedio kat  To cOOTNHA TPOTOTOLEL TIG TTANPOPO-
notéer To kovpmi “YroBoAn”. pleg TOL PUNVOHATOG GTNV TPOCWITLKT

Béomn OrbitDb tov xprioTn.

Meténerta  To oVotnpa mopapével ot oeAido Tov BEpaTog epeavilovtag To TPOTOTOLNHEVO
KQTAOTOON: U VUHC.

Hivakag 3.20: Zevdpio ypriong 6 - Baouxij porj

Actor :Concordia :Ethereum :0OrbitDb
] Modify post
___Post modification form | |
Submit

Save modified post information

Updated topic page

Zynpe 3.9: Xevapio ypriongs 6 - Aidypappa facikic potjc

To <XX-6> mepiLéyel emiong pio evaAlok TIKT) por} oL propel va Tpok el PACEL TV ETLAOY®OV
TOU YPYOTN Kol 1) OTola ePLyp&@eTal oTov mivake B3.21)

EvaAlaktikn pon 1: O xpriotng totdel To kovpri “Axvpo”.

Epdocov o xprjotng otn ypoppn 2 tng Baoikrig Porjg emdé€el “Axvpo” 1o cOoTnpa emioTpépel
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon Zvotnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cOotnua emioTpépel 6T ceAda Tov
Oépatog.

To cevéplo xpriong teppatiletat.

Mivakag 3.21: Xevdpio ypriong 6 - Evaddlaktikij porj 1
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3.6.7 Xevapro xpriong 7: ¥Yneion oe Ppneogopic

To cevaplo xpriong 7, <XX-7>, epLypa@el TIG SLdOXLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
ynolon oe pia Yneopopic. XTOVG TIVOKEG Ko nopoatifevtal oL facikéc TAnpopopieg
Tov <XX-7> KoL oL evEpYeLeg TNG PACLKNG POTG AVTIOTOLY XL, EVEM GTO OYTHA Qoiveton To i~
YPoppax TG Pacikrig porg.

Yneilw oe Ppneopopio

ZbvTopn mepLypagn 3t6)0G TOL CcEVAPLOL XPNONG Elval 0 XPHOTNG VA PITOPEL Vo
ynoioel oe pia Yneogopia.

Avagopd AA

Avagopd MAA MAA-2

IMupodotnon dpactnprotntag O xproTng matdel To KOV Yneopopiog.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot va Ppioketo
otV oeAida evog Bépatog To omolo mepthapPavel Yneopopio.

Iivakag 3.22: Xevdpio ypriong 7, Yrgion oe Ynpopopic.

Baowkn pon
Ipappn Evépyerx xpniotn cvotnpotog Am&vinon ZuoTHpoTog
1 O ypnotng matdel To Kovpmni tng emt- To oclotnua elodyel véa Yneo oTo

Aoyng mov emBupel va Ynoeicer ko  blockchain.
matdeL To Koupsti “YmoPoAn”.

Meténerta  To cOOTNHA avave®VEL TIG TTANPOPOPLES TNG YNPOPOpLaG.
KQTAOTHON:

Hivaxag 3.23: Xevdpio yprjons 7 - Baoiky porj

Actor :Concordia :Ethereum

Submit poll vote

A 4

Add poll vote

Updated topic page

Zxnpa 3.10: Xevapio ypriong 7 - Awkypappe facikrg porig

49



3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevaplo xpriong 8, <XX-8>, mepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVDVTAL YL TNV
YnoeLon o€ éva PIVUROL. XTOUG TLVOKEG Ko nopoatifevtal oL Pactikég TANpo@opieg TOL
<XX-8> kaL oL evépyeleg NG PACLKNG POTIG AVTIOTOLXQ, VKD GTO YU Qoiveton To Oud-
YPoppax TG Pacikrig porg.

Yneilw oe pnvopa

S0OvTopn TepLypogn 3TdX0G TOL oevaplov XPNoNg elval o XPNoTNG Vo PTopel va
vepymnoeicel 1) KatoaPneioet évor Pivopa.

Avagopd AA AA-8

Avagopd MAA MAA-2

[Mupodotnon dpactnprotntag O eMCKENTNG TOTAEL TO KOVMUTL LITEPYNPLONG 1) KOTOYT|PL-
omnge.

[Ipotmo60eon O xpnotng va éxeL cuvdebel otnv epappoyn kat va fpiokeTon

otnVv ceAlda evog Bépatog to omoio mepthopPdvel TovAdyL-
oTOV éva VLR To omoio dev €xel dnpovpyroet o idLog.

Hivakag 3.24: Xevapio ypriong 8, Yrigion unviuarog.

Baowkn pon
IFpoppn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog
1 O xpnotng matdel 6to Kovpmi vep- To cVotnua elcdyel véa Yn@o pnvo-
yneiong pnvOopaTog. patog oto blockchain.

Meténerta  To cOotnpa avave®vel TIG PYrpouvg Tov PnvOHaTod.
KOTAOTOON:

Hivaxag 3.25: Xevapio ypriong 8 - Baoikt porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Xy 3.11: Xevdpio yprions 8 - Aidypappic facikic poric
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3.6.9 Xevaplo xpnong 9: Avxypaen tomik®v dedopévmv

To cevapro xprong 9, <XX-9>, mepLypdyel TIG dLdOXLKEG EVEPYELEG TTOL EKTEAODVTOL YL TN
dlotypapr| TV TOTLKOV deSOUEVOV. STOVG TTLVOKEG Ko nopotiBevtal ol factikég TANpo-
popleg Tov <XX-9> KoL oL eVEPYeLeG TNG PAGLKNG POTIG OLVTIGTOLYXQL, EVE GTO OYTH Qaivetol
T0 drdypoppa NG PaAcIKnG pong.

Arorypapon to tomikd dedopéva

S0OvTopn TepLypogn 310X 0G TOL GeVaPLoL YPHONG VAL O ETTLOKETTNG VoL PITtopel va
draypafel T tomikd dedopéva mov arobnkevovtal 6to cU-
OTNHA TOL atO TNV EQUPHOYT.

Avagopd AA

Avagopd MAA -

[Tupodotnon dpactnpotnTag O eMCKENTNG TATAEL TO KOVHTTL SLAypoprg TwV TOTLK®OV de-
dopévav.

[Ipotm6Oeon O emiokéntng mpémet va £xeL avoikel Tnv oeAida Tng epoppo-
Yne.

Hivakag 3.26: Xevipio ypriong 9, Sieypaer tomikdv Sedouévav.

Baowkn pon
IFpoppn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog
1 O emokéntng matdel to Kovpni dw- To oclotnpo epeaviler v QOpHA
YPOUPHG TOV TOTLKOV deSOUEVMV. “EmiPefaioon Awaypagrg Tomkodv
Aedopévov”.
2 O emokéntng ovpmAnpovel to medio  To cvoTnua Sraypagpel OAeg TIg TO-
Ko TatéeL To kovpsti “YroPoAn”. mikég Paoelg OrbitDb mov ypnoipo-

TOLOVVTOL OTTO TNV EPAPHOYT.

Meténertaa To ocVOOTNHA TOPAPEVEL TPAYHATOTOLEL AVaVEWDOT) TNG GEALDNG.
KATAOTOON:

Hivaxag 3.27: Xevapio yprjong 9 - Baoikt porj
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Actor :Concordia :Ethereum :OrbitDb

Delete local data
Delete confirmation form

Delete local DBs

Zynpe 3.12: Xevapio ypriong 9 - Aidypoypia faoixig porc

3.6.10 Xevapro xpriong 10: Anpiovpyio kKOvOTNTAG

To cevapro xpriong 10, <EX-10>, teprypapet TG SLxSOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YLOL TNV
Snpovpyia piag KowvoTnTAC. XTOVG TTivokeg Ko nopatiBevton oL faciiég TANpoPopieg
Tov <XX-10> Ko oL evépyeleg NG PACLKNG PONG AVTIGTOLY®, EVK OTO GYNHA Qoiveton To
duypappa Tng Pactkig pore.

Anplovpym véa kowvoTnTa

S0OvTopn TEpLypogn 3TdX0G TOL oevaplov XProNg elval 0 XPNOTNG Vo PITopel va
dNHLoLPYNOEL VEX KOLVOTNTAL.

Avagopa AA kAA-125], kKAA-135]

Avagopd MAA MAA-2

IMupodotnon dpactnprotntag O xpnotng matdel To KOVPIL SNHLOVPYLAG VEXG KOLVOTNTAC.

[Ipodm6Oeon O xpriotng va éxel ouvdebel oTnv epappoyn kot va Ppioketo
oTnV apyLkn oeAido.

IMivakag 3.28: Xevdpio ypriong 10, Snuiovpyia véag koivothnrag.

Baowkn pon
Tpapun Evépyerx xpnotn cvotnpotog Anévinon Zvotnpotog
1 O xpriotng matdel to kovpsti dnpovp-  To cbotnpo epeavilel tnv @oppa “An-
ylag véag koot Tag. povpyia Kowvotnrog™
2 O xpriotng ovpmAnpavel to medio k. To oboTnpo Snpiovpyel véa kKovoTnTO
natdeL To kovpsti “YrrofoAny”. oto blockchain.

Metenertae To cvotnpa petaPaivel otnv ceAida Tng vEag KOLVOTNTAG.
KOTAOTOON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikr porj
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Actor :Concordia :Ethereum :OrbitDb

Create community

Submit

».
P

Created community page

Zynpa 3.13: Xevapio ypriong 10 - Awkypapua facikic porg

To <¥X-10> mepiéyel emiong 00 eVAANAKTIKEG POEG OV prtopel va TpokOYouv PAcel TwV
ETMAOY®DV TOL XPHOTH KOL OL OTOLES TEPLYPAPOVTAL GTOVG TLVOKEG ko B.31. H eval otk
pon 1 paivetou emiong oto oxXpo 070V TTOPOLGLALETOL TO SLAYPOpHOL PONG TNG.

EvaAlaktikn pon 1: O xprjotng opilel e€wtepikd contract yix tnv kowotnto.

Epdocov o ypriotng otn ypapur 2 tng Baoikrg Porjg emidé€el “TIpocBnkn SvpPoraiov” to ov-
oTNHA avavedVeL TNV oelida TpooBétovtag ta emmAéov media tng edppag “Xovdeon Zupfo-
Aaiov”.

Fpappn  Evépyela xprotn cuotipotog Anévinon Zvotnpotog

1 O xpnomg, agob ovpmAnpwoer tn To cbotnua avavemvelr TN ceAldo pe
eoppo “Anpovpyia Kowotnrog®, ma- ta medio g @oppoag “Tovdeon Zvpfo-
téeL to kovprti “TIpoobrkn Yngogopiag”  Aaiov”.

2 O xpnotng cvpunAnpovel to medio kot To cvotnpa dnpovpyel v véa KoLvo-
natdel To kovpsti “YmoBoAn”. T 670 blockchain ko v cuvdéer pe
T0 e€wTepLko contract.

To cvotnpa petaPaivel otnv ceAida Tng véag KOVOTNTOG.

ITivakag 3.30: Xevdpio ypriong 10 - EvaAlaxtikyj porj 1
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Actor :Concordia

Create community

Add external contract

External contract form D
| Dateiidl COmtact 1ot

:Ethereum

:OrbitDb

Create community

New community ID ?]

Created community page

Zynipa 3.14: Xevapio yprions 3 - Adypappia evaAdaktikig porjg 1

EvaAlaktikni pon 2: O xpriotng motdel To kovpsi “Axvpo”.

Egocov o ypriotng otn ypapur 2 g Baowkng Porg 1 oty ypoppn 2 tng Evaiiaktikrg Porg 1
emléEel “Axvpo” To cVUOTNHA ETLOTPEPEL OTNV OPXLKT] oA TNG epappoync.

Fpappn  Evépyeia xpnotn cuotipotog

Anévinon Zvotnpotog

1 O xpriotng matdel To kovpni “Akvpo”

To cboTnpa eMGTPEPEL BTNV OPYLKT OE-

Ada TG epappoymng.

To cevaplo xpriong teppatiletat.

IMivaxoag 3.31: Xevapio yprions 10 - Evallaxniki porj 2

3.7 Apyitektovikn oxedioon

370 KEQAAOLO QVTO TTEPLYPAPETAL 1] ALPXLTEKTOVLKT] TOL GUOTHHATOG, OTTWG TPOEKLYE ATTO TNV
emAeYHEVT) TEXVOAOYLKY oTOlPo Kot TIG TpoavapepBeiceg amatrioelg Tov. O TPETEL VAL GTHELW-
Oel OTL 1) ToPOLOLALOHEVT) APYLTEKTOVIKTY Elvarl TPAOLUN Kot dev atotedel TNV TeALKT) LAOTOINGT

™G TAATPOPHAG, T) OTTOLX TTEPLYphpeTaL oTo kKepdAaio [,
SUVOTITIKA, 1] LPXLTEKTOVLKY] TOU GUGTHHATOG OTOTUITOVETL GTO TTOPOKAT OLOLYPOpOL:
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Interface

Community A |
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1
1
1
Community B~ |-+ : ......
1
1
1

Xynpe 3.15: Apyitektoviktj Tov ovothuarog (otddio oyediaong)

AkileL va onpeiwboiv ta e€ng:

+ O xddikag Tou frontend extedeiton ATOKAELGTIKA GTO GUG TN TOL XPHOTH, XWPLIG VO oIToLL-
telton kammolog e€vmnpetntig. AnAadn, o xpriotng apkel amAd va €xeL Tov kKddLka ortodn-
KEVUEVO OTOV LITOAOYLOTH) TOU.

« O ypriotng arAnAemdpd dpeco pe To Ul ko to MetaMask. To MetaMask aroteAel browser
add-on, to omoio dayelpileton Tor WLwTIKE KAeWdik Ethereum tov xpriotn kot tpoypoto-
molel TIG GUVOAALYEG TOUL TedevTaiov e Too smart contracts. XTnv Tpokelévn mepintwaor,
mepLéxel To KAWL Tov oxeTilovTal aupevog pe T dievBuvvon pe Tnv ool 0 XproTNG EY-
YPO@YETAL OTNV TAATPOPHL, XPETEPOL e TIG dtevBvvaelg Tov mepiéyovv T NFTs twv kot-
VOTHTWV OTLG OTTOLeG arvrkeL Ko £xet Stkatwporta Yrpov.

 2to frontend exteleiton 6T0 Tapacknvio évag kOpPog yia to IPFS. Autdg cuvdéetan pe
GAAoVG KATAAANAOLG KOHPOLG, dtopotp&lovTag ToV KOPLo OYKO TV dedopévwv Tng epap-
HOYNG (TT.X. TOV TEPLEXOUEVOL TWV UIVUHATOV).

« Télocg, oto Ethereum blockchain vrtépyovv 1060 T contracts tng epappoync, 660 Ko To
eEwteplkd contracts wov mapéyovv ta tokens Twv kowvotnTwV. Ta pev Aettovpyodv wg To
ONUELD VOLPOPAG TNG EPAPHOYTC, ETTL TOL OTOLOV EKTEAOVVTAL OL EVEPYELEG KoL aTtoOnKeD-
ovTo oL HeTOPANTEG TTOL elvor TOADTOC oTapaitnTeg yio T AeLTovpyio TNG TAATPOPHAG
(1T.X. eYYEYPOPHEVOL X PT)OTES, ONLOLPYNHEVES KOLVOTNTEG). Tar Se, dnpiovpyovvto amd e€w-
TEPLKEG OVTOTNTEG, OL 0TTOleg 0pilovy KaT& 1 POVANGT) TOUG TOV aKpLPT) TPOTTO SNpLoLPYLG
Kot SLogolpa oot TV tokens TOLg GTOVG XPHOTEC.

3.8 IIpodiaypapn peddodov vAOTOINONG KAL XPOVOTLPOYPULL-
HOTIGHOG

Katd tov ypovompoypoppatiopd akolovdndnkav ot taktikég mov opilel to Scrum. To cvu-
VOALKO TTPOYPAPHATIOTIKO EPYO XWPLOTNKE G EMPEPOVG, dLOLKPLTOVG GTOXOVG Kol K&be 6TOY0G
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avtiotolynOnke oe éva Sprint. Ta Sprints cmotelobvton artd empépoug SLoXwPLOHO TNG EPYRTLOG
oe epic tasks. e avtd TO GTASLO XPOVOTTPOYPAPUATIGHOD SEV EYLVE AVOAVTIKOTEPT] TTEPLYPOYPT)
Twv empépoug tasks, kabe epic ywpiotnke oe tasks katd To apyLkd oTASL0 TN LAOTOINGNG TOV.

Qg onpavTKOTEPOG 6TOXOG TNG avamtTLEng opiletal 1 dnplovpyic evog eAdyLoTOL PLOGIHOV
npoidvtog (Minumum Viable Product - MVP). Ze avtod Tov 6t6)0 TepLAaptfGrvovTal TTLo GTOLYEL®D-
delg Aertovpyieg pioG TAATPOPHAS ETLKOLVOVIOG OL OTTOLES TNV KAVOLV XPHGLN, 1) duvatoTnTo
eYYPAPNG, dnpovpyiog Bepdtwv Kot PNVOHATOV KoL XVEAYVOGTG TOL LITAPYXOVTOGS TEPLEXOHEVOU.
Eme1dn o 0tox0G avTOG mMEpLéxeL artd HOVOG TOL CTHAVTLKY TTEPLTAOKOTN T Kot SuokoAio kpiOnke
AVOLYKaLloG 0 TTePOLTEP® LY WPLoHOG TOL o€ Tpla Sprints.

210 mpwTto Sprint opictnke 0 6TdX0G TNG dnpovpyiag piag Pacng kwdwka (codebase), Tng
eE0LKELWONG PE T TTPOYPAPHATIOTIKE EPYOAEi TOV OLKOGLOTHHATOG TwVv DApps ko Tng emitu-
XNg Snpovpylag Tov TpwdToL contract. Xto devtepo Sprint o otdOX0G OploTnke WG 1 Snpovpyla
TWV TEXVIKOV XOPAKTIPLOTLKOV TTOL poPOoDV TOUG XPHOTEG TNG TAATPOPHAS Kot 7TOL ot idtot (ot
xproteg) éxovv cuvnbiocel va epipévouy ard pice TéTola TAATPOppL. Xto Tpito Sprint cupmept-
ANPONKOV T TEYVIKA XOPAKTNPLOTIKA TTOL ATOPEVOLY OATe va dnptovpynOei to MVP.

To emopeva Tpia Sprints ytiCovv Stadoxikd TAvV® GTNV LILEPYOLOX SOVAELA KOl LTTOJOHT). XTO
TETAPTO PEPOG EPYACING WG GTOXOG OPLOTNKE 1) TTPOSHNKN TOV XAPAKTNPLOTIKOV Yn@opoplag
OV oTo PNvopata kot Snptovpyiog Yyneopopidv Bepdtwv (polls). To emdpevo Sprint mepiioy-
Bavel epyaoieg dnpiovpylog LITOJdOUAG KAl TNV TTPOTN NHL-ONUOCLA EYKATACTHCT) TNG EPUPHOYTG
oe mepLpaiiov dokiung. To tedevtaio Sprint atoteAel To TeAkd Tpoidv ko TepLéyet tasks oyeTind
pe TNV Snpovpyla KoWoTHTeV Kot TNV beta eykatdotaon tng epappoyng.

Emontikd, 1 Siadikacio TG vAomoineng mepLyph@etal 6To Tapakdte oxfpa (oxhpa B.16).
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Zynpa 3.16: Aiaywpiopdg oe sprints

57

Create Communities
Contract

Imple_w\ent Commun?tt/
Voting Authorization

Beta Deplot/me_n't

TODO: add tasks for serve (front and contracts) thru IPFS, upgradability



KepaAaro 4
YAomoinon epappoyng

4.1 MebBodoAroyia vAomoinong

T v emitevén TV 6TOXWV TTOL OPLGTNKOV KL TNV OPYAVWOGT) TNG EPYRGLAG TTOL ATTALTELTOL
oe dlayelplopa pépm, xpnoomofnkay didpopa epyodeia kot pébodot avamtvéng Aoylopticoo,
OMWG To cLOTNHA EAEYYOL ekdocewV (Version control system) Git, n pébodog opyavwong Scrum
kot ot Sradikacieg avamtuEng DevOps. Ta epyadeior avtd eivor Sokpacpéva kot €xouvv edpotwbet
ot 60YXPOVH AVATTTUEN AOYLOHLKOD.

Méoo amd Tnv Xprion TOV TAPATAVE EPYOAELOV ETLTUYYXAVETAL 1] OLAATY) CLVEPYATLX OTNV
avottuEn tov Aoylopikov. Kabe pélog tng opddag dbvatar va epyaotel oaveEapTnTo Ko Xwpig
NV avaykn Slapkovg emkoveoviog pe to vtoAoa péAN. O oTOXOL elval OpLoPEVOL, GaPElg Ko
XwpLopévol oe diayelpioa pépn ta omola dev katafdAlovv ta péAn. Tavtoypova, Exovtog wg
edpar KabLepwHEVH TPOTLTTA AVATITUENC, TToPEXETOL POPUUALGHOG Ko Toleg péBodol emidvong
TPOPANUATOV, YeEYOVOS TOL AetTovpyel KATOAALTLKE Kot fonf& oTnV amro@uyn TEAHATOV KOTA TN
oLYYPOUPT] TOL KOOLKAL.

To Git eivo Swpedv AOYLGHIKO 0vOLYTOD KOOLKO TO OTTOLO ETLTPETEL KAl ETLLKOVPEL TNV ATTPO-
OKOTITN VATTTUEN AOYLOGHLIKOD atd TTOAAXITTAG PEAT pioG OpAdaG, TOLTOXPOVAL KoL SLOLVEUTHEVA.
AvTtd emituyxAveTon TopéXovTog Eva TAaiclo amd epyodeio ta omoia fonboidv Tnv dixyeipion
KOl EVOOPATOOT) TV SLOPOPETIKOV €KOOGEWV TOL KOILKA TIG 0Toleg avamtiooel k&be pélog
NG opadag Eexwplotd. Ymapyovv dpopa povtéda xpriong tov Git kot mo cvykekplpéva tng
dvvatotntag mov divel yia dnpovpyia, avamtuén kot éveoon (merge) kAadiwv (branches).

I Tovg oKoTmTOG TNG TTapovoas SUTAWHATIKNG XprjoipooiOnke To povtédo GitHub flow([17].
To povtého avtd opilel 0Tt kGbe TpoypappATIOTNG avolyet éva véo branch yiax T avamtugn evog
XOPOKTNPLOTIKOV TG ePappoynig 1) Tn StdpBwor evog pépoug Tov kmdwka. Emetta, dtav 1) dovAetd
éxeL oAokAnpwBel, Snpovpyeitan éva aitnpa évwong (pull request) pe to Baocikd kAadi avértu-
&ng (develop) tng epappoync. H dovAewd vmokeiton oe aloAdynon omd tnv vIOAoLTn opddo
(review) ko 0tav kplBel OTL LKorvoTtoLel TIG aVAYKeS TOL €pyou, To branch yiveton merge pe to
develop. Otav to develop ¢ptdoel o tkavod onpeio otabepdtnTog Kot TAAoYdV, YiveTon merge e
to branch mapaywyng (master). Ao to master dnprovpyovvtal oL TeALKEG ekSOGELS TNG EQPUPHO-
YNG ot omoieg Sravépovton yix xprion otnv mopaywyn (production versions), eved artd to develop
dnpovpyovvTaL oL dOKIHACTIKEG €KOOCELG OULYUNG TNG EPAPHOYNG OL OTOLEG XPNOLUOTOLOVVTOL
Kot Tov éleyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o empeAnTrg Tov Scrum (Scrum master)
Sroywpilel T aveEapTnta pépn epyaciog (tasks) mwov mpémel va vAomonBolv yia TNV 0AOKAR-
pWOT TOV oTOXWV VoG project. To pépn avTd TEPLYPAPOVTOL AVOALTLKA Poll [E TIG ATTOULTHOELG
ToUug Ko katatiBevton oe pio Aot epyooiodv (backlog). Emerta, péoa ad cvokéelc (meetings),
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emAéyeton évag aplOpog amd tasks o omoiot 0pilouvv To EMOPEVO TPOYPAUPATIOTIKO KOKAO (Sprint).
Kabe task avartiBeton oe k&mmoto pédog yioe vhomoino. I to Sprint opileton pio ypovikn dudp-
KELK, 0TOXOG TNG Omolag elval 1 mepdtwon 0Awv Twv tasks mpwv ™ ANén g. Zto téhog g
npoBecpiog Tov opiotnke yioo To Sprint Tar pEAT TNG OPADNG ATOTYHODV T ATTOTEAECHATO KO
opilovv to endpevo Sprint. H diadikacia emavoalopfavetal éwg 6tov To €pyo oAokAnpwbet.

AOY®w oL TOAD pikpoD peyéBoug tng opddag, To Scrum akoAovdnOnke eAaoTiK&. ZvyKekpl-
péva, dev oploTnke Evag oUYKEKPLHEVOGS emtipeAn TG Tov board aAAG k&Be pélog tng opddag ppo-
VTL(E YL TOV OPLOPO KoL TNV TTEPLYPOYPT) £VOG pépoLs TV tasks. Ta sprints dev rjTav cuveyxopeva
Kot Sev elyav TavTa ToV L1010 X¥POVO EKTEAEGTIG AL TTPOCOUPUOLOVTOY AVAAOY HE TIC EKACTOTE
avaykeg Kol Tov Xpovo Twv pedwv. Kata paon, xpnotporowOnke n pébodog Kanban (mov xpnot-
poroteiton amd o ido To Scrum), yio tnv ontikonoinot Twv tasks. Ta tasks ywpiotnkav kotd
KUPLO AOYO OTIG TAPAKAT® AlOTEG:

+ «Avopovrg» (backlog), n omoio epiéyel tasks To omoia dev éxovv akopa elcayOel oe k&ToLo
sprint

« «Evepyot sprint» (sprint/todo), mov mepihapPaver tasks ta omola cuppeTéXOLY GTO EVEPYO
(tpéyov) sprint

+ «Extéleong» (in progress/doing), 1 omoic mepthopiféevel tasks yia o omoiar éxel Eexivrioet
1 VATTUEN AITO KATTOLO PEAOG TNG OPASAG

« «EAéyyxov ko a&loddynong» (testing/code review), 1 omoia mepiéyel tasks twv omoiwv
avamtuln éxel olokAnpwbei kai Ppickovtar 6To otddio eAéyyou (testing) fj avopovig oe
pull request

« «OloxAnpwong» (done), mov mepthapPdvel tasks to omoia €xovv telewdaoel, dnAadn Twv
omoiwv 1 avamtugn éxet olokAnpwOei ko To pull request éxet yiver merge

Téhog, opiotnkav otig Aloteg oL péyiotol aptbpoi amd tasks ov propodv T vITdpyoLY o
ka&Be xpovikn otiypn. Ta mapdderypa, péxpr téooepa tasks otnv Alota ektédeong. Avto éyive
yla evB&ppuveon tng oAokAnpwong Tev tasks amd to péAn, oe avtibeon pe TNV eykatdAeLlym) Tovg
O€ NHULTEAT) KATACTAGCT) TNG AVATTTUENG Yo TNV avaAN YT kdrotov véou task.

Backlog = J| Topbo Doing o/a = [ code review/Testing 1
+ Add a card [\ oo ] [\ oo ]
[Investigate] IPFS Relay nodes Polls Support message edits
[Investigate] Voting using external = ® = os Ehn AF @ =
toes e
= + Adda card )
Contract tests Branch and commit naming
= o2 conventions
=
Research contract upgradability
© = 92 aF 22 theoreticalanalysis. [\ aoo ] o bug ]
[investigate] Serve frontend using Display user avatar
[\ aop ] IPFS. -
Add typescript to app =
= [\ aeo ]
[Nape LN orovider ] Fix registration second step submit
-
ElE]
split Contracts
- o, Replace contracts-provider with IPFS Neee ]
= Wrap posts in markdown viewer
= o2
Add progressBar YT
_ Add away to leave feedback R
= Add Pagination
[\ aoo ] _ =
Create user databases after
registration Build website for ecentrics.net [P chore ]
= = Concordia guide retouch
= 01
E infrastructure | + Add a card
[Investigate] OrbitDB Eth Contract I chore | infrastructure |
Access Controller
= Create separate README files
= Q2
Cw—
+ Add a card =] + Add a card =]

Zynpe 4.1: Xrrypéromo 086vys g diadiktvaxtis vinpeoiag Trello wov ypnowomoijOnxe yia thv vAdomoinon tov Scrum
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Katd tnv dtadikacio tng avamtugng Tou KOdIKa, EQaPROCTHKAY ETTLOTG OL TAKTLKEG TTOL Opi-
Covtat atd 10 DevOps e 6,11 apopd To deployment twv vinpecidyv. To DevOps opilet Sidpopo
ePYOAELQ TTOL ATTOCKOTOVY GTNV ATTPOGKOTITT), CUTOHOTOTTOLNHEVT] KOL YPT)YOPX EVOWHATWGT) TOL
KOOLKA ATt TO 6TASLO TNG GLYYPAPHG HEXPL TNV OAOKAT|pwOT) Ko eykatdotoot). Ta epyadeio mov
xpnotpomoOnkav ed eiva:

« Zvvexng éleyxog (continuous testing)
« 2Zuvexng oAokAnpwon (continuous integration)
« Svvexng mapddoon (continuous delivery)

« Zvvexng eykatdotaot (continuous deployment)

T'oe TV LAOTTOINGT] TOV TAKTIKOV QUTOV eAEXONKE HETR ATTO EKTEVT] EPELVAL 1) TAATPOPHOL
Jenkins. To Jenkins cvvdvdotnke pe tnv mAatpoppa eicovomnoinong Docker dote va akoAlov-
Onbolv oL tedevtaieg evdederypéveg mpaktikég tng Propnyoviag. Eywve cuyypagr tov apyeiov
Jenkinsfile To omoio meprypagel pe k®dika v pon epyacidv (pipeline) mov mpémel v ackoAov-
OnOei petd amd k&Be addayr) otov kddike. H ektédeon tov pipeline mpaypatomoteitol avtopoTor
otd To Jenkins.

To pipeline amoteAeiton amd oTédiax kou ripata Ta omoia paivovton oo oyfpa f.2:

a) Apxkd exteleiton o Pripa «Version», To 070lo GUAAEYEL GTOLYELQ GYETIKA [E TNV EKTENEDT)
Tov pipeline 6mwg o KAadL TOL KWOILKA TOL TLPODOTNGE TN POT] KOLL TTOLXL ALTTO TOL TTAKETOL
Aoylopkod ov mepthapfdvovtal 6To git repository mepléxouvv aAloyeg.

B) Emeita exteleitar to otddio «TEST» to omoio mepiéyel dvo Prjpata mov ekteAodvTon ma-
PAAANAQL KOl TTPOYHATOTTOLOVY EAEYXO TOL KOSIKX TWV TOKETWV.

v) Av to kAadi mupoddtnong eivon éva feature branch n por otapatd €80, eved av mtpokel-
Tal yix évor oo T Poaotkd kAadud (master 1 develop) tote ) por) cvveyilel pe To 6TAdLO0
«BUILD» oto omoio ektedovvtan mopaiinia ta Pripata mov xtilouv Ta docker images
TOV TAKETWV EKELVWV TA OTTOLAL TTEPLEXOLY XAAQLYEC.

0) 210 otaddio «PUBLISH», av To kAadi tupoddtnong eivat to kOpro kAadi mopaywyrig (master),
TOTE ekTEAOOVTOUL TTapdAANAa Pripata Ta omoio dnpootedovy T docker images mov &n-
povpynOnkav oto amobetripro Dockerhub.

€) Télog, exteleiton to otddio «DEPLOY», karté TO 070L0 TPAYHATOMOLELTAL 1) EYKATAGTAOT)
TOV LIINPECLOV 6TO avahoyo meptPailov, staging yia to kAadi develop kot production yuo
70 KAodi master.
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Zynjua 4.2: Aicypoppa porjg epyacicyv Jenkins

Me 1 xpnomn tov Jenkins avtopatomoteiton pe peyGAn €VKOALX €V OTHOVTLKO HEPOS TWV
dradikao®dv avamtuéng kot dnpocisvong tov kodika. Me tn xprjon Tov cuykekpipévou pipeline
yivetan olyovpo 0,7t o€ K&Be alloyn), AoYETOS TOL KAAdLOD aVATTTUENG 0 KOSIKOG EAEYXETOL KO
Ta toTeEAECPOT TV tests eivar amoBnkevpéva ko StaBéoipa yior avadvon. Akopa, yio To kKAodt
develop, avtopatomoleitol 1 OAOKANPWOT) TOV TOKETWV KAL 1] EYKATAGTACT) TOUG G€ TTePLBAAAOV
Soxiung (staging), yeyovog mov StevkoAbvel onpavTikd TG oLAAOYLKES SOKIHEG atd TNV Opddo
oe dwpopetikd mepLpdrlovta xpnong (browsers). Télog, yia To kAadl master, avTopaToTOLEL-
tan 1) dwedikacia dnpocisvong twv docker images, pndevilovtag €Tl TOV XPOVO OV TPETEL VO
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KotoPfaiovy T péEAN TG OpAdag o€ avTO.

4.2 Texvoloyieg vAomoinong

H mapovoa evotnta amoptileton ord LITOEVOTNTEG, OTLG OTOLEG OLATUTOVOVTAL Ol GV TL-
KOTEPEG TEXVOAOYiEG TTOV XpriotpomotiOnkav yia Tnv vAomoinomn tng epappoyng. Oleg ol Texvo-
Aoyieg amoteAoOV dwpedv AOYLGHLKO AVOLYTOU KOILKAL.

4.2.1 Texvoloyieg oxetikég pe to development

Je LTV TNV LTTOEVOTNTA TTEPLYPAPOVTOL Oplopéva DepeAtddn epyadeio ko frameworks ov
ovvetéleoav TNV aVATTUEN TNG EQUPHOYTIG.

Node.js

NoO¢
\@JQ

Zytiua 4.3: Node.js logo

To Node.js@ elval évae eplPadlov xpovou ektéleong Javascript TOAMATTAGOV TAXTYOPUOV,
To omoto ekteAeiton ot pnyovr) V84 kou mapéyel tn duvatodtnto ektéleong kKo Javascript
eKTOG TEPLNYNTOV LoTOV. EMITpénel 6TOVG TPOYPAPHATIOTEG VA XPNCLLOTOLOVY Javascript yio
TN oOvTaln epyoreiwv YPOHPNG VTOA®V KoL TN STHLOUPYLR KALHOKOTOV SLadIKTUOKOV eQOp-
poywv (kvping yia e€vmnpetntéc). Exer apyitextovikn Paciopévn oe ovpPdvra (event-driven
architecture), pe Suvatotnta actyyxpovng etoddov/e€6dov (asynchronous 1/0).[18]

Eva atd ta onpovtikdtepo Yopaktnplotik® tov Node.js eival 0 evoopatopévog dayetpl-
OTNG TTAKETWV TOV, 0 0TT0l0g ovopdleton npm. Me Tov npm yiveTol QLKTH 1) EYKATAOTOOT] TToké-
TV (BPA0ONKOV) oo To PnTp®o npm (npm registryE), KoBmg kot 1 opyavweon kot 1) Stexeipion
TOUG OTA TAALOLX TNG AVATTTLENG PG e@appoyng Tov eEapTdtal amd oTA.

To Node.js éxer To amoBetrpLd tov oto GitHub (https://github.com/nodejs/node).

Docker

&

Xynpe 4.4: Docker logo

To Docker amotelel pio TAat@oppo 1y omoia mopéxel AoyLlopiko etkovomoinong (virtualization)
0TO eninedo TOL AELTOVPYIKOV GLGTAHATOG KOOGS KOl OAOKAT PWHEVO CUGTHHAT SLOHOLPAGHOD
KOl EKTEAECTIG TOV TTAPAYOHEVOV ELKOVOV.

Uhttps://nodejs.org/
Zhttps://v8.dev/
Bhttps://www.npmjs.com/
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Atvertnv SuvatdtnTa 60VOEGTG ELKOVIK®OV TTEPLRAAAOVTWVY AELTOVPYLKOD CLGTHHATOS T OTTOL0L
ovopalovtan elkoveg (images). Méoa oTiIg elkOVeEG elval duvartr) 1) EKTEAEGT) TTPOYPAUPATWV GE
aAcPaAT), aropovepéva kat tpofAéPipa meptfaAlovta T ool eyyvovvTal Tig idleg cuvOTKeg
ektéeong mavtov. Etol, ol mpoypoppatiotég dev xpetdletar va avnouyovv yio To meptBaAiov
eKTENEOTG TOV KAOJIKa koL TNV pLOLOT) TV TapapéTpwv ot kK&be Eexwploth eykatdotaot).

Tavtoypova, 1 mAat@oppa tov Docker mapéyel cuotrpata kot Tumomolnpéveg pebddoug yiow
TO TTOKETAPLOUA TOV ELKOVWOV, TNV HETAPOPTWOT] KL TNV EKTEAEGT] TOUG GE ATTOHAKPUGHEVOL GU-
otpote. Me avtd tov Tpomo amotelel TOAOTIHO epyadeio To omolo éxel yivel To oTAVTOP OTN
Bropnyxovia Aoyloptkot yio Tov SLapoLlpacpd Kol TNV EYKATAGTOCT] OAOKATPOHEVOV EQAPHOYDOV
oe meplPdirovta dokipng (staging environments) kot Topaywyng (production environment).

Téhog, 1) SLVATOTNTA TOTIKNG EKTEAEGTG TWV EIKOVWV GTO GUOTNHA AVATTUENG TOL KOILKOL
divel v evkoupior eAéyyou (testing) ko amoo@olpdtwong (debug) tomikd oe éva meppdAiov
1d10 pe avtod NG ekTéAEONG. AUTO eivon e€opeTikd oNHAVTIKO emeldn] armokAeiel TUXOV peToBoAég
OTNV TOPElO EKTEAEGTIG TOV TTPOYPAHIATOG TTOV HITOPEL VO EPYOVTOY QTTO TNV EKTEAECT) GE £V
drxpopetikd meptPaAlov.

Jenkins

Zxnua 4.5: Jenkins logo

To Jenkins eival évag TANPWG TAPAHETPOTOLCLHLOG KOl ETEKTACLHOG SLLKOHLGTHG UTOHOLTO-
moinong (automation server). O SLtKOULOTNG HITOPEL VO LUTOUATOTTOLGEL TIG JLadLlKaGieg eAEY-
X0V, OAOKATP®OTG, TAPAIOCTG KOl EYKATAGTAOTG TOL KOOLKX, DAOTOLOVTAG £TOL Pacikég dtodL-
Kaotieg mov opilel to DevOps, cuveyr) éleyyo (continuous testing), cuvexr oAokAfipwor (contin-
uous integration), cuvexrn mapadoon (continuous delivery) kot cvveyn eykatdotaon (continuous
deployment). Ertiong, to Jenkins propel va mopapetpomonbel pécw twv pubpicewv mov Tpocpé-
peL koL TV enektdoenv (plugins) mov vdpyovv OoTe Vo TapéxeL TIG SLVATOTNTEG AVTES YL
omoladnoTe TAATPOPHA, YADOTT Kott TePLRAALOV ovamtTLEnG.

>to Jenkins eivat Suvatdg o oplopdg pe xpron kddika (oe Groovy kot oto DSL tov mopéye-
to oo to Jenkings) ToAAATTAGV Ypoappov epyaciov (pipeline). O ypappég epyasidv cuvtiBevron
ad ToATA Pripata Tar ool emiteAotV EeXwPLOTODG GTOXOVG TTPOG TO TEALKO ATTOTEAETHOL
™G Ypoppns. To Pripocto prropodv va tpéxouvv cetplakd 1) mapdAinia. Evd divetan n dvvatotnta
eKTENEONG 08 TOAMXTTAL, Stavepnpéva cvaTHHATE KOOGS Kot GAAEG TTPOYWPNHEVES AELTOVPYLKO-
NTeG.

To Jenkins cvvdvaleton amoteleopatikd pe Tnv mAat@oppo tov Docker mov meprypaonie
TPONYOULREVKDG. MéGw ToL cLVSLAGHOD SiveTal 1) evKALPLAL TNG AVTORATOTOLNCNG TOVL peYaADTE-
pov pépoug tov DevOps o¢ éva amoAdTwg TpoPAéYyo meptPdAlov To omoio mapopével oTabepod
aTtd TNV AVATTUEN TOL KOSIKX PEXPL TNV TEALKY eykaTdotaot. Me avtr) tnv pébodo PeAtidveton
OTHOVTIKA 1) QTTOTEAECHATIKOTN T TV OUAIWV AVATTTLENG KOILKAL.

4.2.2 Texvoloyieg oxetikég pe to Ul

2NV Tapodoa LITOEVOTNTA TTEPLYPAPOVTOL OGEC TEXVOAOYLeG oXeTICOVTOL e TN LETOPT) TOV
xprotn (UI), dnAadr pe To Presentation tier.
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React

Xyniua 4.6: React logo

H React™ aroreet BipAobnkn Javascript, n omola xprnopomoLeital yio TNV KATOoKELT) dlema-
ewv xpnotn. Eivow dnlwtikr) (declarative) kxou facileton oe components, ta omoio Staryertpilovron
TNV KaTdoTooT) Toug (state) ko cuvtiBevtan yio va dnpiovpyrieovy molvmAoka diadpactikd Uls.

Eva onpovtikd epyodeio yia tnv torxeio avamtuén web epappoydv oe React eivou to Create
React AppE. Me ) xprion piog kot povo evtoAng (npx create-react-app my-app), eykabioto-
ta avtopata évog development server oe meplfdAiov Node.js (wg pioe povadikr) BpAtodnkn).
Avtdg epmepiéxet pia TAnOdpo otd build tools (.x. Webpack, Babel, ESLint), ta omoia tpoc@é-
POLV LoYLPES SuvaTOTNTEG, OTTWG Apeoa reloads ko Ttapaywyn Bedtiotonmompévewv bundles. Etot,
1 dradkacio TG LAOTOINGNG ATOKTA TToLkiAeg dleVKOADVOELS, XWPIG va amtattel TNV ekpabnon,
TNV XELPOKIVI TN EYKATAGTAGT) KOIL TV TPOTNYHEVT SLOHOPPMCT) TV TEXVOAOYLOV GTO EGWOTEPLKO.

H React éyel to amoBetrpio g oto GitHub (https://github. com/facebook/react/) ko
SwatiBeta péow tov pnTpwov npm (https://www.npmjs.com/package/react).

Redux

D

Zyripa 4.7: Redux logo

To Redux™ amotelet pioe BipAtobnkn Javascript, n xprion tng omolag TPOCSPEPEL BTNV ePALP-
poy™ éva mTAnpwg drayetpiopo global state.
To dopikd otoryela Tov Redux eivan ta e€ng:

« Actions: Avtikeipeva Too omola TepLEXoUV véa TANPOPOPL YLa TNV TPOTTOTTOLNGT) TOU state
™G EPApHOYTG.

+ Reducers: Yvvaptrioeig ot omoieg Aapfavovtag éva action ko defalovtag to Tpéyov state,
epappolovv kamolo AoyLKT yla TNV mapaywyn evog véou state.

« Store: To avtikeipevo oo omoio Ppicketal amobnkevpévo to state tng epappoyng. H Po-
olk1) OLOTNTA TOU state eivat OTL Totpopével APETAPANTO KaL, YL TNV AVAVEWGT] TOV, TTaLPX-
yeta mavta éva véo state object péow twv reducer.

« Middleware: [Ipoatpetikd koppdtior KOSk wov Aapfdvouy actions mpLv ekeiva TEoOLY
otoug reducers kot ekteAov koo side effect. ZvvnOwg ypnopomolodvTal yia evépyeteg
onwg logging ko error reporting 1 yix v evedoovv to Redux pe eEwtepikd APIs.

“Yhttps://reactijs.org/
Bhttps://create-react-app.dev/
https://redux. js.org/
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Av ko to 1810 To Redux eivon pikpockomikd oe péyebog, o TpOITOg LAOTOINOTC TOV €XEL EMLTPE-
YeL n dnpovpyio evOG TEPAGTIOL OLKOGUGTHHATOS EPYOAELWDV KL ETTEKTAGEWV, T OTTOL GUVSE-
ovtou pali tov 1) Pacilovtar oe avtod. [ Tapddetypa, pior od TG KOPLES XPTOELG TOL €lval 1)
KOTAOKELT] OLETOPOV XPTIO T 6€ GUVOVAGHO pe dAAeg BLpAL0ONKeg, OTTwg pe Tnv React. Ze awtrv
NV TePInToT, cvvdéetal pall TnNg pe To npm TakéTo react-redux Kot 1 AeLTovpyla TOL LITO
avamntuén Ul mpokimtel wg e€ng:
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&D Sagas

Thunks Observables

W

Zyripa 4.8: Aeitovpyic Tov Redux oe cuvdvaopd pe React

To Redux éyetL to amoBetripLd tov oto GitHub (https://github.com/ reduxjs/ reduxl) Ko
dratifeton pEG® TOL PNTPOOL Npm (|https . //www .npmjs . com/package/redux).
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Redux-Saga

Zxnpa 4.9: Redux-Saga logo

To Redux-SagaE amotelel pia PpAtobnkn Javascript Tov otkoovotripatog tov Redux. IIpo-
kertal ylo éva Redux middleware, to omoio xpnouornolei ESG generator functions™ yio tnv exté-
Aeon ko Srxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptrioelg (sagas) Tapéxovv
pioe TANBOpa eTAOYOV Yo TNV TopAAANAN ekTéLEST) KOOLKX TTOL pTopel va oxetileton pe e€w-
tepikd APIs, 0ntwg pe éva blockchain 1) pio Bdon dedopévwv. Me awtdv tov TpdTO, TO TEAELTAL
HIropovV va cupeptAn@Bovv oto kevipikd Redux store kaui tn dioyeipion Tov cuvoAikov state
™G eQappoyng.

To Redux-Saga éyer to amoBetripld tov oto GitHub (https://github.com/redux-saga/
redux-saga) ko Statifeton péow tov pntpoov npm (https://www.npmjs. com/package/redux-
saga).

4.2.3 Texvoloyieg oxetikég pe to Ethereum

2NV Tapovdo LITOEVOTNTO TEPLYPAPOVTOL EKELVEG OL TeEXVOAOYieg mmov oyetilovtal pe TO
Ethereum, dnAadn pe To Application tier tng texvoAloyikng otoifag.

Truffle

Xyriua 4.10: Truffle logo

To Truffleld eivou évo ard tar dnpopiréctepa Ethereum development frameworks ko amoteAet
Tufipa g covitag Truffle.

Méow tov Truffle mpaypartomoteital 1 dwyeipion twv EEvmvev cupforainy. Avtr teptlop-
Baver T Sokipry, T oOVdeon KoL TN HETAYADTTION TOLG, kKabOG KL TNV AVATTLEN TOLG GTO
blockchain.

Emiong, to Truffle mepiéyer mpocOetar oxetikd epyodeia, Omwg SLadpacTIK] KOVOOAX Yl
apeon oAAnAemidpaon pe ta contracts kau exteleotrig e€wtepik®dV oevapinv (external script
runner).

Exer o amoBetnptd tov oo GitHub (https://github.com/trufflesuite/truffle) ko
SwatiBetot péow tov pnTpwov npm (https://www.npmjs.com/package/truffle).

Thttps://redux. js.org/
Bhttps://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/function*
Yhttps://trufflesuite.com/truffle/
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Ganache

Zxnpa 4.11: Ganache logo

To Ganache® eivan évar Aoylopuko o apéyel éva Bondntikd tpocwmikod Ethereum blockchain
YLOL TOX €L LVATTTUET UTOKEVTPOHEVOV EQUPUOYDV KoL outoTeAel emiong Turpe tng covitag Truffle.
AwtiBeton T660 g desktop epappoyn pe UL 660 kar wg CLI (command-line interface).

To Ganache mapéyel toxvpd epyadeio yio TNV oavamtugn é€vmvov cupfolainy, 0ToG:

« Block explorer, péow tov omoiov propovv va e€etactody Aemtopepadg 0Aa ta blocks ko ot
oLVOAAOYEG TTOV EAXPay YWPOL.

+ E€pedvnon twv ecwteplkdv Twv contracts kat Twv Tupodotnpévev event Toug.

« Evdelexég apyeio kataypapng tg e£6dov tov blockchain, to omoio mepthapfaver onpo-
VTLKEG TTANPOPOPLEG YL TOV EVTOTILOPUO CPXAUATOV.

o AvvatotnTa StpodpPwong Tov xpovov e£0puEng twv block, étol wote va appolel pe Tig
eKAoTOTE avayKeg (auTOpaTn eEOpLEN 1) eE0PLET GE TPOGAPHOCUEVO XPOVLKO SLACTNHA).

' Ganache

ACCOUNTS

CURRENT BLOCK (GAS PRICE GAS LIMIT HARDFORK 'NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
2423 20000000000 6721975  MUIRGLACIER 5777 HTTP:/127.0.0.1:8545  AUTOMINING CONCORDIA SLE]

MNEMONIC HD PATH
aim palm aunt supreme bring net blood tool valve devote nasty visa m/44' /60" /0" /0/account_index

ADDRESS BALANCE TX COUNT INDEX J

0x3EDF5a6811E7A7e7c47141c20C5C2FF3E3e6472A  84.93 ETH 899 (]

ADDRESS BALANCE TX COUNT INDEX dj
0x13AbF61770D64350b36fde3Fcc60E6B680676A15 98.38 ETH 433 1

ADDRESS BALANCE TX COUNT INDEX
Oxb4E111f97B527ddCcecC52eA88491a198fDC41A0  99.16 ETH 260 2 &
ADDRESS BALANCE TX COUNT INDEX &
0xd930ed4a536bD407d2dd3Cf186FC351e91685418 99.42 ETH 141 3

ADDRESS BALANCE TX COUNT INDEX el

Xy 4.12: Ganache (desktop epappoyr)

To Ganache éyer to amoBetripid tov oto GitHub (https://github.com/trufflesuite/
ganache) ko dwatiBetan péow Tov pntpdov npm (https://www.npmjs. com/package/ganache).

4.2.4 Texvoloyieg oxetikég pe to IPFS

Y& vtV TNV vIToEVOTNTA TTEPLYphpovTan Ooeg Texvoloyieg oyetilovtan pe to IPFS (BA. evo-
mta .7), Snhadi pe to Data tier Tng TeXvoAoyIKHC 6TOIPAC TG EQOPHOYTC.

Phttps://trufflesuite.com/ganache/
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js-ipfs

Zyniua 4.13: js-ipfs logo

H vAomoinomn tov IPFS mov xpnoyonoeitor otnv epappoyr) Concordia eivor ccvtr) oe Javascript
Kot ovopaletoun js-ipfs. Méow avtng tng PLpAtobnkng, mapéyetor 1 duvatdtnTa dnpovpyiog evog
IPFS xoppov, toco ot évav Node.js server, 660 kot oe éva eplfadAlov browser.

To js-ipfs éxel to amoBetripLdo tov oto GitHub (https://github.com/ipfs/js-ipfs) ko
SwxtiBetat pécw tov pnTpwov npm (https://www.npmjs.com/package/ipfs).

OrbitDB

. @

Zytiua 4.14: OrbitDB logo

H OrbitDB eivou pia P2P faon dedopévwv avorytot kddika. Xpnopomnotet to IPFS yuo tnv
anofnkevon Tewv dedopévev kot to IPFS Pubsub yia Tov avtopato cuyyxpoviopo tov fhoewv Se-
dopévav petad twv peers. Etval tedkd cuvenng (eventually consistent) ko ypnopomolei CRDTs
(Conflict-Free Replicated Data Types) yia cvyywvedoelg facewv dedopévwv xwpig cLYKPOUOELS,
npéypa wov tnv kabotd e€oupetikn emhoyn yioo DApps ko offline-first web applications.[[19]

Kamowa Bacikd yapaktnplotikd tng eivor to e€Rg:

« Stores: H OrbitDB mapéyel diipopoug tomovg Phoewv (stores) yia Stapopetikd povréAo
dedOPEVWV KL TTEPUTTWOOELG XPTIOTG:

- log: éva apetdPAnto (LOVO Y TPOGEPTNOT)) NHEPOAOYLO HE CLVLYVEVGIHO LOTOPLKO.

— feed: éva petafAnTo apyeio katoypa@ng pe oviyveOOLHO LOTOPLKO, TOL OTTOLOL OL KO-
TOXWPNOELG LITopolV va TpocteBolv kot va aparpefoiv.

— keyvalue: pio faon dedopévwv kAELOLOV-TIHOV.

— docs: pia Paon dedopévev eyypapwv oTnv omoio propovv vo apyetofetnBoiv €y-
ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedopEVOV VIO KATOHETPNIOT) CUUPAVTOV.

OMa ta stores vAomolovvToL Thvew oto ipfs-log, pict apetdPAntn, operation-based CRDT
YL KOLTOLVEPN LEVAL GUOTHHOTAL, EVE VITAPYEL KoL 1) SUVATOTNTA STHLOVPYLOS TTPOCAPHOCHE-
VoV stores avdAoya pe TV mepintwor).
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+ Address: KaOe Baon dedopévov Aapfaver katd tn dnpiovpyia tng pio dtevBuven g pop-
¢ng /orbitdb/CID/DATABASE_NAME, 6mov CID eivon to IPFS multihash tov poavigéostov
g kot DATABASE_NAME 1o dvopa g Péonc.[20]To pavigésto eivon éva IPES object mov
TePLEXEL TANpOYOpieg TNG PAong OTTWS TO OVOHX, TOV TOTTO KoL €Vory OELKTI GTOV EAEYKTH)
npocPacng (access controller).

« Identity: K&be popd mov mpootifetan pio eyypaen otn Pdomn vroypdgetal otd tov dn-
HLovpyd TN, 0 omoiog mpoodiopiletar amd pia tavtodtyTa (identity). To Identity object,
TEPOL OO TOV TTPOETLAEYHEVO TPOTO AELTOLPYLOG, PITOPEL VO TPOGAPHOCTEL ETGL WOTE VAL
oLVOEETAL He KATTOLO eEwTePLKO avayveplaTikd. H popr tou éxel g sgﬁg@:

_id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
_publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the owner of id to prove they own the private
key associated with publicKey
id: '<signature of _id signed using publicKey>',
//This links the two tds
publicKey: '<signature of signatures.id + _publicKey using
_id>!
s
type: 'orbitdb'

Xytjua 4.15: OrbitDB Identity

+ Access Control: Kata ) dnplovpyia piog fdong propodv va opiotodv dcot Ba éxovv di-
Kolopa eyypagng oe auth, pécw evog ereyktn tpodcPaong (access controller). O eAeyktng
Bo eprhopPaver ta public keys toug, T omoia prropodv va avaktnBovv atd to identity Tov
KkaBevog. Ao mpoemihoyn ko av dev opiletan droupopetikd, divetor tpodcPact eyypoPng
povo atov dnpovpyod tng Paong.

H OrbitDB éxet o amoBetriptd tng oto GitHub (https://github. com/orbitdb/orbit-db)
ko SwaetiBeton péow Tov pntpoov npm (https://www.npmjs. com/package/orbit-db).

Libp2p

Zytiua 4.16: Libp2p logo

ZIBA. xou https://github. com/orbitdb/orbit-db-identity-provider
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H libp2p eivon éva apBpwtd chotnpa mpwTokdAA®Y, Tpodiaypopev kot BAtodnkodv mTov
ETLTPETIOVV TNV AVATTTUEN P2p ePappoydVv. Amtotelel To vitokeipevo eninedo Stktvov tov IPFS.[15]

Eva and ta vAomonpéva TpowtdkoAa petopopdg dedopévawv tng libp2p eivar to libp2p-
webrtc-star®. Anoteet o TPWTOKOAAO PETOPOPAG deSOUEVOV TNG EQAPHOYTS, KB®G LITOOTH)-
pileton Toc0 amd Node.js servers, 6o kot and browsers. Ilepthopfével, emiong, évav signalling
Server, 7oL ETMLTPETEL TN YPHYOPN avakaALym ko SLacOVEesT) TV peers.

To libp2p-webrtc-star éyeL to amoBetriptd Tov oto GitHub (https://github.com/1ibp2p/
js-1libp2p-webrtc-star) kou dwatibetan péow tov pnTpoov npm (https://www.npmjs. com/
package/libp2p-webrtc-star).

4.3 ApXLTEKTOVIKH LAOTOLNONG

To cVoTnpa LAOTTOLONKE YPTOLHOTOLOVTAS TO HOVTEAD QPXLTEKTOVIKNG TWV HIKPODITNpe-
owwv. To povtédo Twv pikpoimnpecidv Paciletol 6TNV atodOUNcT TOLV GUGTHHATOG O HIKPEG
HOVAdEC, oL oToleg ocvvepydlovTal MOTE VoL TPOSPEPOLY éva eviatio amotélespa. H mpocéyyion
auTh €xeL TOAAX TTAEOVEKTHHATA G€ GUYKPLOT] He TNV avATTUEN povoAOLkodV epappoywv. O Po-
OlKOG AOYOG YLt TOV 07t0lo emAEXONKE 1) OPYLTEKTOVIKT] HLKPOUTTNPECLOV €LvaL 1] €VKOALX TTOV
TPOGPEPEL BT YPTYOPT) AVATTTUEN KALVOUPLOV XAPAKTPLOTLKOV, TAVTOX POV OTTO SLUPOPETLKA
HEAN pioG OPAdOG, oYX POVEL KOL XWPLG TNV AVAYKT GLVEXOVG EMLKOLVWVING KAl GLUVEVVONOTG
peta€d Touvg. Avtd oupfaivel emeldn kK&be pépog tov cuoTHpaTog (LITNpPecia) eivort LTOVOHO Ko
1 AVOITTUET TOL elvat SLOYWPLOHEVT) oTd TO LITOAOLTO GUOTNHA e TO 0Toto eivorl adbvopa Guv-
dedepévo (loosely coupled).

To cbotnpa cuvtiBeton atd Stapopeg Pk poimn pecieg, KATOLES oo TIG 0TToleg arvarTTOXON KOV
ota TAaloL AVTAG TNG EPYATLNG VD AAAEG ATTOTEAOVY Swpedv AOYLOHLKO avolyTol kaddtker. Ot
Hikpoimn peciec auTéc cuvolilovral 6Tov TapaK&Te mivaka (rivokag @.1).

Miwkpodmnpeoia Yovtoun meprypo@n - Avtikeipevo/XTox0g

Concordia Application Ynnpeoia pe tnv omoiot aAANAemdpolv oL YProTEG.

Concordia Contracts Migrator Ymnpecia petapoptwong twv cvpfolainwv (contracts) oto
blockchain.

Concordia Pinner Ynnpeoio KapPLTOORATOS deSOUEVMV.

Concordia Contracts Provider Ynnpeoio Stopoipacpot twv contract artifacts péow HTTP.
Ganache Tomwko, 1dwwtikd Ethereum blockchain.

Rendezvous Server Ynnpeoio eDPecNG OHOTIHWY XPTOTAOV.

IMivakog 4.1: XUvroun mepiypapt) VTNPECLOV TUOTHUATOS.

Yt mhaiowx tng epyociag avartixOnkoay emniong didpopa apOpodpAT, KUPLWOGS HE TN HOPPT
BipAoOnkcdv Javascript. Tow apOpopata xpnoHOTOLoDVTHL OO TIG LINPEGLES YLOL TNV ETUITEVEN
TV enpéPoug epyoctodv. H avamtugn tov Aoyiopikot ot Eexwplotd apbpopata emitpénel tnv
€0KOAT) ETTOVOY PTICLHOTTOLNOT) TOU KOILKA KAODG KAl TOV S WPLOHO TV AUTOVOH®Y THNHATWV
kdSukar. Taw apBpdparta cuvoyilovion otov mapakdte mivaka (mivokag §.7).

Zhttps://github.com/1ibp2p/js-1ibp2p-webrtc-star
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ApBpopa Yovtoun meprypo@n - Avtikeipevo/E10x0g

ApbBpwpa concordia-shared Xprowa epyodeio kot 6Tofepég CLGTARATOC.
ApbBpwpa concordia-contracts  MetayAdTTion Twv contracts kai Siébeon Twv artifacts.

ApBpwpa eth-identity-provider  Anprovpyic povadikod averyveplotikod xprioth yio tn féom

OrbitDB.

ApBpwpa drizzle BeATIHEVT) TPOYPOUHATIOTIKT] OLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain.

Apbpwpa breeze BeATiwpévn mpoypoppatiotikny demagn xpnong g Paong
OrbitDB.

Mivakag 4.2: Xvvroun mepiypagr apOpwpdtwv cuoTHiaTog.

To apBpopata kot oL vnpecieg Oa TePLYpa@oLV o€ peYaADTEPT) AVAALGT) OTOL ETTOHEVA KEPXL-
Moo, 2o mapakdto oxfipa (oxhpa f.17) gaivetar n cuvoliky apyITEKTOVIKT TOL GUGTAPATOC.

72



React
Components

@ concordia-shared @ geployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e Service

© & © ©

breeze

e Service

Service .
e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zxnpa 4.17: Aigypopior apyITEKTOVIKHG CUOTHHATOG

43.1 Apbpopara

Ye autd 1o Kepaloto o mepLypapolv pe peyalbtepr Aemtopépela ta oapOpdpaTo TOL CLvaL-
TOXOnKaw.

ApBpwpa concordia-shared

To apBpwpa concordia-shared amoteel pio BipAroOnin xpricywy epyoreinv kot otabepav.
Ed® mepiéxeton 6A0 To AOYLOpLKO TO OTolo TTPETel 1} elva eOVUNTO VoL GUPTTEPLPEPETAL [E TOV
1810 TPOTO GLVOALKA 6TO GUGTNHA, OTTWG Yla Topadetypa pEBodoL TapapeTpOTOincNg TWV LIN-
pectdv kot pébodot kataypagng (logging). To apBpwpa avtd xpnoonmoteitor ad To GpOpwpa
concordia-contracty ka@dg ko artd Tig vnpesieg Concordia Application), Concordia Pinner kou
Concordia Contracts Provider.

To apBpwpo avtd yivetan dabéopo yia yprion pe tn popen tomikng PtpAtodnkng pe tn xprion
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g dvvartodtntag dwayeipiong povadikot amobetnpiov k®ika (monorepo) yarn workspaces@.

ApBpowpa concordia-contracts

To &pBpowpa avtd emitedel dvo evépyeleg. Apyika, eival 1o apBpwpa 6to omoio avortio-
covtal T contracts ov yprotpomoovvTot artd TV egappoyr). To apOpwpa avtd avarapPavel
TN HETAYADTTION TV contracts ammd k®dika yAdooag Solidity, otnv katdAAnAn telikn popen
JSON. IMapéyovton emiong cevapla evepyeldv (scripts) dote Ta contracts va petapoptwdoiv ce
blockchain ka0o¢ ko otnv vnpesio Concordia Contracts Provider. Amote)et eniong LpAodrkn
1 oTTolo HETA TN HETAYADTTLON KO PETOPOPTWAOT) TwV contracts oe blockchain wapéyel T contract
artifacts. Xpnoipomoteitou amod Tig vnpecieg Concordia Application ko Concordia Pinner.

To apBpwpo avtd yiveton dabéoipo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g duvatotntag yarn workspaces.

ApBpowpa eth-identity-provider

H Aeitovpyia tng Pdon OrbitDB amattel tn dnpovpyia evog povadikod avoyveoploTikoL X pr)-
otn (identity). T tnv edkoAn e€arywyr] evOG VoY vwpLoTIKoD YPrioTh TO 0T0lo Vo eiva Pev po-
vodLKO oA v elva SuVaTOG 0 ETOVLTTOAOYLOHOG, X PN oLpomotjnke o cuVOLAGHOGS TNG dtevBuV-
ong tov xpriotn oto diktvo Ethereum pe tn dtevOvvon Tov Pacikov contract wov xpnoylomotel 1)
epappoyn. O vITOAOYLEGHOG TOL GLVSVAGHOD ATOV LAOTTOLELTOL CTTO AVTO TO APOpwpA.

To &pBpwpa avtod yiveton dabéoipo yio xpriom pe tn popen PLpAtodnkng péow tov amobetn-
piov Aoyloptkod npm.

ApOpowpa drizzle

To &pOpwpa drizzle mov ypnoipomoteiton otnv vinpesio Concordia Application eivor pic
tpomomnoinpévn ékdoon tng Javascript PLpAoOrkng Drizzle mov mtpoocpépeton ad tn covita ep-
yoreiwv Truffle. H tpomomownpévn BipAobnkn avamtiyOnke ota mAaicia tng SUTAOHATIKNG e
otoyo n dtevkdAvvon g xpriong tov Drizle ko tnv emdopOweon mpoPfAnpatikedv onpeiwv tng
pwtoTLTING PLPALoOr KNG

To apBpwpa drizzle vAomolel TIg TPOYPAPUATIOTIKEG OLETAPEG PEGH TWV OTTOLWV TPXYHOL-
ToTmoteiTal 1) emkovwvia g epappoyng pe to blockchain. Ta tnv emitevén g emkowvwviog
avtng, n PPAobnikn xpnopomotel tn cvAroyn PipAiodnkov web3.js 1 omoio aotedel Tov mLo
Sradedopévo Tpomo Siemaprig pe To blockchain oe amokevTpwTikég epappoyEg.

To apBpwpa avtd yiveton dabéoipo yix xpron pe tn popen PtpAobrikng péow tov atobetn-
piov Aoyloptkod npm.

ApOpwpa breeze

To &pPpopa avtd amotelei pio PrpAtodrikn mepiPAnpua (wrapper) tne BpAodrkng OrbitDB,
1) oTolx TToLPEYEL EVa store.

Me 1 ovpmepiAnym tov apbpodpatog oto keviplkd Redux store tng epoppoyng, mapéyetol
1N duvaToTnTA eKTEAEOTG TV Aettovpyldv TV OrbitDB Pacewv evtog Tov yevikdtepou flow tov
frontend tng e@appoyng. Etol, ot mpoypoppatiotikés diemapég mov tpoopépel 1) Orbit ypnoipo-
molovvTo TAéov péca autd actions, reducers kot middleware.

Bhttps://yarnpkg.com/features/workspaces
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To apBpwpa avtd yivetar Stabéopo yio ypnon pe n poper PLpAtodnkng péow tov pntpodov
Aoywopikob npm (https://www.npmjs.com/package/@ecentrics/breeze), eved to atobeth-
pLo tov Ppioketan oto GitLab (https://gitlab.com/ecentrics/breeze).

4.3.2 Concordia Application
ITeprypagn - Xto6x0L vIINPECiOG

H epoappoyn Concordia (Concordia Application) exBétel Tig ypa@ikég Sema@és péow TV
omoilwV aAANAETLOPOVVY OL XPHOTEG e TO CUOTNHAX. ATTOoTEAEL TOV SLALAO ETLKOLVWVING TOL TEAL-
KoV yprioTn pe to blockchain ko pe T Pdon OrbitDB. H apyitekToviki tng vinpeciog @oivetot

610 oxfpa f.18. Méow ¢ epappoyrc Concordia ot xprioTeg propodv va:
« mepnynBoiv kot Stfacovy To mEPLEXOPEVO TNG TAATPOPHOG
« dnuLovpynoovv Aoyaplacpd xpnoTn

+ dNHOCLEDGOLY KAL TPOTTOTOLGOLY TPOCWITLKEG TOVG TTANPOPOpPLeg OTTWS 1) Toobecia Ko
1 ELKOVX TTPOPIA

« dnpovpynoovv Bépata (topics)
« dnpovpynoovv Yneogopieg (polls), kabawg kar va ynepicovv ce avtég
« SNHLOVPYHOOLY KAl TPOTOTOLHOOLY PNVOHT (pOosts)

« vrepynoeicovv (up-vote) 1} katayneicovv (down-vote) pnvopata GAAWVY XPNOTOV

H vnnpecio amotedeiton amd kodika ypappévo oe Javascript o omoiog yiveton diabéoipog
OTOVG TeEALKOUG XPNOTEG e TN Hopen epappoyng dradiktoov (web application) péow evog dio-
koptoth (server). [Tapodo mov 1 vINpecia TPOCPEPEL TN YPOAPLKY) SLETaPr) XP1OTN HOVO OTNV
ayyAikn YAoooo, £xel topopetpomonfel dote va eivar Suvath 1 0KOAN HETAYAMTTION TNG XW-
pig TNV av&ykn TPaypaTonoinong HEYAAWY XAAXY®OV GTOV KOJLKCL.

Xpnopomoteiton 1) PifAtodrkn React yio tnv opydvwon kot avantuén tov ouvBeTikov Tun-
pHatwv (components) Tov ypagikoL meptBdAlovtoc. Tia to ypogpikd mepipdAlov yiveton xpron
touv framework tng Semantic UL Xpnowomoteiton 1 ftpAiobrkn Redux yia tn Swoyeipion kotd-
oTAONG TNG eQappoYNG (state management), kabwg ko 1 PLAtoOnkn Redux-Saga yuo tn Sworyei-
plon aoOyxXpovwV TopartAevpwv evepyelwv (side-effects) oe éva cbotnpa Paociopévo e cupfi-
vta (event-based). AAAeg BipAobrikeg xpnoypomotodvTol yior Stpopa PéPT TNG LITNPEGLAC, EVED
XPTOWLOTTOLOVVTAL ETIONG T POPOHATH TTOL TEPLYPAPNKAV TTPONYOUHEVOG YL TNV €MLTEVEN
dropopeTik®V oTOYWV. O TANPNG KatdAoyog Tev BipAlodnkodv kot apbpwpdtonv propet va Ppe-
Oel 6TOV KOJIKA TNG LINPEGLAG GTO TAPAPTNHCL.
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Zynpe 4.18: Apyitexroviktj vrnpeciag Concordia Application

I ™ Aewtovpyia tng vanpesio Concordia Application eivor amapaitnTo Tor avTikeipevo
(artifacts) oL TPOKOTTOLV ATTO TN HETAYADTTLON TwV contracts Kot Tn HeTaQOPTWOT)/dNpocievom
toug oo blockchain. T Tnv elcaywyn twv artifacts atnv vanpecio éxovv avamtvyxbet dvo pébo-
dot.

H mpddytn pébodog eivat 1) HETYADTTLON KOL HETAPOPTMOT) TV contracts mpLv Tnv mapaywyn
TOUL TTAtKETOL AOYLOHLKOV TNG LInpeciag yio teAlkt] xprion (production build). Me awtd Tov TpdmTO
1n vnpecia O éxel TpocPaocn ota artifacts péow g PiPAodnikng mov mapayetal amd To &p-
Opwpoa concordia-contracts. Avtr 1) 1é00d0g €xeL TO PELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) “déveton” pe dmow cvykekpyiévn ékdoomn Twv contracts eivon StaBéoiun kot
TN dnpovpyia Tov TakéTov. AUTO onpaivel OTL oe evOEXOUEVT) EVIHEPWOT) TwV contracts mpémel
ovaykaoTikd vo dnpovpynBetl kat véa €xdoon Tov makéTov Aoyioptko? tng vanpeciag Concordia
Application.

T TNV aro@uyn Tov Tapartdve TpoPAnpatog avartixOnke n devtepn pébodog TpocKoL-
ong Twv contract artifacts, n onola eivor 1 Ayn tovg (download) oo pice GAAn tomobeoio oTo
dradikTvo. e awtr) TN péBodo, 1 epappoyn katd tnv ekkivnon tng mpaypatomotel évoa HTTP ad-
tnpo (HTTP request) oe dtevBuvon 1 omoia diveton wg petofAntr mepipdArlovtog (environment
variable). H amavtnon tov aitripatog avopéveton va mepiéxel ta artifacts wote n epappoyn va
TOL XPT)CYLOTTOLHCEL.

Aworvopn

H vmnpeoio Concordia Application moketapetar pali pe Tov SlakoploTr nginx kot yiveton
SrBéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd v ektéleon tng eikdvag oL XprjoTeg Hopovv péow petafAntodv mepipdiilovtog va opi-
oOoLV TTAPAPETPOVGS TNG EKTEAEOT|G OTTWG 1) dtevBLVoT Tov e€umnpetntr (host location) tng epoap-
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poyng kot oL Torobecieg Twv vinpest®v Rendezvous Server ko Contracts Provider.

4.3.3 Concordia Contracts Migrator
IMeprypaen - Ztoyol vnpeciog

H vnnpecio avtn amotedeital amod éva eKTEAEGLHO TPOYPAPU YPOPUNG EVTOADV PACLOHEVO
610 &pPpwpa concordia-contracts ov avalvOnke oe Tponyodpevn vroevotnta (1.3.1). To wpo-
YPOHHQ, KOT& TNV EKTEAECT] TOV, HETAYAWTTICEL Tar contracts Kol €TELTO TOL HETAPOPTOVEL GTO
blockchain to omolo eivat opiopévo pe xprion petafAntov mepipariovtog. Télog, av oL KATdAAN-
Aeg petofAntég meplPAAAOVTOG elva OPLOGHEVES, TO TTPOYPAPLA HETAPOPTMOVEL TaL TeALKK artifacts
oe atoBetnplo Concordia Contracts Provider. H apyitektovikn Tng vmnpeciog gaivetol 6to mo-

pakare oxrpe (oxrpe f.19).

@ —_— o Ethereum
—_ ° gont_r;lcts
@ concordia-shared rovider

@ concordia-contracts

Zynpe 4.19: Apyirexrovikyj vrnpeciog Concordia Contracts Migrator

Awavopun

H vnnpecio avtn yivetou drabéoiun yio xprion wg docker image pécw tTov amoBetnpiov euio-
vov dockerhub. Ot yprjoteg popovv ypnoipomoidvtog petofAntég meptdAlovrog va ahAd€ovv
1 devBvvon tou blockchain kot Tnv Ttomobesio tng vinpesiag Contracts Provider otnv omoio
T0 TPOYpappa Oa petapoptoel Ta contracts ko To artifacts.

4.3.4 Concordia Pinner
IMeprypoaen - Xtoyo1 vinpeciog

H vanpecia kappitoopatog mepieyopévov (Concordia Pinner) ourotelel pio epappoyn tep-
patico0 (temrinal application/cmd application) i ool ctoyevel 6To KapPitocwpa (pinning) Tov
meplexopévou mov aodnkedetal oto IPES péocw tng paong OrbitDB. H vrinpecia eivor ypappévn
oTn YAwooa mpoypoppatiopot Javascript. H apyitektovikn tng vinpeciog gaivetol to oxnipo

4.20
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Zyripa 4.20: Apyirexroviktj venpeoiag Concordia Pinner

H vrnpeoia avtr) viomowOnke yia va eyyvnBel n diabeoipdtnta Tov meplexopévov Tov ou-
oThpatog tov atobnkevetan oto IPES (titAol Oepdtwv, mepiexopevo pnvopdtov kot dAAa). Adyw
Tov TpOTOL Aettovpyiag Tov IPFS, o meplexopevo mov avapTodV oL XPr)oTEG TTPETTEL VO KAPPLTC K-
VETOL ATTO AAAOVG XPT|OTES 1) AUTOVOHES EPAPHOYES, OTWG 1) Lt pecio Concordia Pinner, ®ote va
etvor draBéayo. Av to meprexopevo dev kap@prtowbet, Tote Oa eivar Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO atd TOV/TN dNpLovpyo, £TGL av avTOG/aLTH dev elval evepyog/evepyn oo dikTvo,
To mepLeyOpevo Ba eivar advvato va Ppebet.

H vrnpecio cvvdéetar oto blockchain oo dmov mapakorovdet Tnv katdoTaon TOL CLOTH-
patog ko “okovel” yia véoug yprioteg, Oépata kou pnvopato. H vnpecio ovvdéeton entiong oto
IPFS, étot 0tav dnpiovpynOel véo meplexOpevo 6To GVGTNHA TO KAPPLTGHOVEL ALTOHATA. Me avTo
TOV TPOTO, SLXTNPOVTAS TNV LINPecio mavTa Stabéon, yia TapadeLtypo eKTEAOVTOG T OF TTe-
pipéArrov Srakopoth (server), SrafePardveton 1 StabeoipdtnTor TOL TEPLEYOHEVOU.

Awavopun

H vnnpecia autr yiveton dtabéopun yu xprion wg docker image pécw tov amoBetnpiov et-
kovwv dockerhub. Katd tnv extéleon tng elkOvog oL xprioTeg Ptopoiv pécw peTaPAnTov mept-
BaAlovtog va opioovv mapapéTpoug tng vrnpeciog 0mwg tn dtevBuvvon tov efvmnpetntr (host
location), Tn dievOvven tov blockchain, Tig Stadpopég amobrkevong twv dedopévwv 6To cLATNHA
Ko TIg Tomobecieg Twv vnpeciodv Rendezvous Server ko Contracts Provider.

4.3.5 Concordia Contracts Provider
ITeprypoagn - Xto6x01L vIINPECiOG

H vnnpecia Contracts Provider amotelei pio fonOnrtikn vnpecio n omoio vAomolei éva Ao
amoBetrplo yu T contract artifacts. Eivan ypappévn oe Javascript ko Siabéter 6o HTTP end-
points, éva yioe T petapoptwon (upload) twv artifacts tpog tnv vanpecio kan éva yio tn Ay
(download) amd tnv vinpesio. H vanpesio vrootnpilel emiong tnv emioOvaym eTKETOV 6T
artifacts, 6w n ékdoor) (version) fj To kAadt avamtveng (branch, yio mapaderypo master/develop).

H apyitekToviky TG vinpeosiag gaivetal to oyrpo f.21.
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@ concordia-shared

Zynpa 4.21: Apyirexroviktj vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowonoteitat o pio tpocmadeia amoctivéeong g Paciknig epopproyng ov
vAorotet ) vnpecia Concordia Application oo pio cvykekpévn ékdoot twv contracts. O Ao-
yoL 7Tov avtd eivat emlBupnTtd avorttOxOnkav otnv meprypagr) tng vanpeciog Concordia Appli-
cation (vroevotnra f.3.9). Qotéco, 1 vnpesia Contracts Provider asmoteAei onpeio kevrpormoi-
NONG TOL CLGTHHATOG, Yl TO AOYO avTo Bewpeital mposwpivr) Ader 1 omola Bo propovoe va
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTaPOpTwoT) TV artifacts oto IPFS kot o
Stopolpacog Tovg amd exel.

Awarvopn

H vrnpecia avtr yivetou dabéoun yio xpron wg docker image pécw tov amobetnpiov el-
kovwv dockerhub. Ot xproteg propotv ypnoiponoidvtag petofAntég teptpaAlovtog vo cAAG-
Eovv TTapapéTpoug NG eKTEAEGTG OTTWG 1) SLadPOpT) ATTOBNKELOTC TWV HETAPOPTWOHEV®VY contract
artifacts.

4.3.6 Ganache
ITeprypagn - Xto6X01L vINPECiOG

H vnnpecio Ganache ostotelel pioe epappoyn teppaticod n omoia eivon pépog g dwpedv
oovitag avolytod Aoylopucot Truffle. H epappoyn dnpovpyet éva tomikod, duwtikd blockchain
To omotio akolovbel To mpoTLuTo Tov Ethereum. Eniong, n epappoyn dpa wg miner oto diktvo,
JLEKTTEPALOVOVTAG OAES TLG GUVOAAYEG.

Awavoun

T T xprion g vanpeciag avtnig avortiyOnke pio véa eucova docker mov Paciletar otnv
emionpun elkova Tov Sratifetan aod T covita Kot TPosOETeL pePLKES X PTIOIHEG AELTOVPYLKOTNTEG
OMWG 1) SLVATOTNTA ATOKAALYNG TV KAEWLOV OV dNpovpyovvTaL katd Tnv ektédeon. H vmn-
pecia yiveton Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdvwv dockerhub.
H ewcova mopéyel tn duvatdTnTo TPOTOTOLNONG TOV TUPAPETPOV EKTEAECTG HE XPT)OT) HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAXEOLV TOV apLlOpO TV
Aoyaplacpdv ov Ba dnpovpynBovv, to mocd tov Ether mov B AdPer k&Be Aoyapraopog kabag
Ko GAAeg petafAnTéc.
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4.3.7 Rendezvous Server
ITeprypoagn - XtoOX0L LINPECIOG

H vnnpeoio Rendezvous Server ammotelel dwpedv AoyLlopLkd avolyTod KOdLka To omolo xpn-
owomouOnke (axAA& dev avamtvxOnke) ota TAaicr TNG SUTAWHATIKAG KL LAOTTOLEL TO TPW-
TOKOAAO rendezvous yia TV e0pect) OPOTIHGV YXpNoTeV (peers). H vnpecia eivon amapaitntn
ytoe T Aertovpyia Tov IPFS, wote oL opdTIpoL XprioTeg (peers) vor LItopodV va avarkaADYouV Tig
dtevBivoelg TV LITOAOLTTWY XPNOTOV TOL SIKTLOV.

Avavopn

H vrnpecia avth eival dtabéoiun yix xprion ord toug dnptovpyong tng TO60 WG EPAPHOYT
Héow Tov amobetnpiov Aoylopikod npm aAAd kot wg docker image pécw tov amobetnpiov euco-
vwv dockerhub.

4.3.8 AlacOVdEoT VINPECLOV

3T0 HOVTEAO TV HIKPOUTNPECLOV, PACLKO XAPAKTNPLOTIKO ELVAL 1] ETLKOLVOVIA TOV eXw-
PLOTOV LINPECLOV KOL 1] XVTOAAQYT] HIVOHATOV YO TNV €TXLTEVEN TOV AELTOLPYLKOTHTWOV TOUL
OUGTNHATOC. Xe VTV TNV LIToEVOTNTX Bt avaAvBel 0 TPOTTOG e TOV 0TTOLO OL HLIKPODTNPETieg
ETLKOLVWVOLV PeTOED TOLG KOOGS Kol 1) VO] KL TO TEPLEXOUEVO TOV UNVUHATOV TTOL OVTOAAG-
oOVLV.

Y10 mapakdte oxfpa (oxipe f.22) paiveton o yp&gog mov omtikomotei To kavéhiar emIKOL-
VOVIOG HETOED TV PLKPOVTTNPECLOV, KOOGS KAl T KUVAALAL ETTLKOLVOVIAS TOV HKPODITNPEGLOV
pe to blockchain.

o

Al ey
e Mew Hlg. I

Zxnjua 4.22: I pdpog 0nTIKOTOINoNS TV KaVaAY ETKOIVOVIRS TWV JUKPOUTHPETIHV

Ed® avaldetor 1) emikovwvia k&de pikpodnnpeciog:

« Contracts Migrator: n vnnpecio ektedel aitnpuo HTTP katd tnv petapopTon twv con-
tracts oto Ethereum blockchain, emiong extedel aitnpo HTTP yix tnv petapoptwon twv
contract artifacts otnv vnpecio Contracts Provider

« Concordia Application: n vinpecio ektedel aitnpa HTTP yix tnv Ajyn tov contract ar-
tifacts amd tnv vnpecia Contracts Provider, exteAel avtrjpata HTTP yuo tnv dievépyeta
ovvalaydv oto Ethereum blockchain ko téAog dnpiovpyetl kavadt UDP emikoivwviog
pe tnv vrnpecia Rendezvous Server yia tnv avoakdAvyn opdtipev xpnotov (peers) oto
dixktvo IPFS
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« Pinner: n vinpeoio extedel aitnpo HTTP yux tnv Ajyn tov contract artifacts amtd v
vnnpecio Contracts Provider, ektedet oautfipoto HTTP yuo tnv avavéwon ko tapatripnon
NG katdotaong tov contract 6to Ethereum blockchain ko téAog dnpovpyet koevadr UDP
emkowvwviag pe v vanpecio Rendezvous Server yi tnv avakdAvyn peers 6to diktvo
IPES

« Rendezvous Server: 1 vinpecio diatnpet avorytd kavaiio UDP emucotvawviag pe Tovg opod-
TILOUVG X PT|OTEG HECK TWV OTTOLWV EVIHEPDOVEL TNV Ao TA TV JLHBECLHWY, EVEPYDOV XPNOTOV

« Contracts Provider: n vrnpecio dev vmokivel kopior emikovovio Tapd poOvo amavtd oe
OULTAHOTA ETLKOLVOVIN 0TO GAAEG LTI PEGLEG

4.3.9 Porn mAnpogopiag

2nv mapovca vroevotnta Oa avadvbel n por g TANpopopiag 6to choTpa. AdYW TV
TOAMXITTA®V LINPECLOV, TNG KATATHNONG TNV TANPOPOPLAS KOL TWV SLAUPOPETLIKOV CTHELDV AITO-
Bnkevong ng, n por TNG TANPOPOPLag 6To GVGTNHA koAoLOEL Vo OYETIKG TTEPLITAOKO PLOVOTTATL
(o€ oxéomn pe KAAOGLKES, HOVOALOLKES, KEVTPOTIOLNUEVES EPOUPHOYEG).

Apyka o yiver avagopa ot Sadikacio amodnkevong twv véwv TAnpogopiev. H pova-
Sikr) Tnyn Topaywyng 8edopévov 6To GOGTNHA ELVaL OL XPTIOTEG KoL KAT ETEKTACT) 1] LINPEGLQL
Concordia Application, epdcov eivar 1 povadikr vanpecio pe tTnv omoio ccvtoi aAANAemidpoiv.
Toa dedopéva ov dnpovpyovv oL yproteg (TANpopopieg XpNoTav, Tithot Bepdtwy Kot mepLexod-
HEVO UNVUHATWV) KATATEPVOVTaL TPLV atoBnkevtovv. H mAnpogopia mov elcdyeton 6To o0OTNHOL
drywpiletar oe dvo pépn. Xto blockchain amobnkedeton évag deitng mpog Tor dedopévar, eved Tow
paypoatikd dedopéva amobnikevovton otn Paorn OrbitDB. O Seiktng ekToOG amtd TNV Gpect) xpnot-
HOTNTA OTNV €VPECT] TV SeQOPEVWV, TTAPEXEL KAL TNV EUHEST) AELTOVPYLKOTNTA TNHG OMHLOLPYLOG
ATOPUUTNTOV PHETAOOHEVOV OIS 0 aplOPOG TV OepdTwv 6T0 GUGTNHA 1] TWV HIVOHATOV GE £VaL
Oépo.

Ao TV TAELPA TNG EVPECT) TWV TANPOPOPLOV GTO CUGTNHA, 1) PoT] elval g €NG. ApxLKa,
elvo amapaitntn n avalntnon oto blockchain yio tnv edpeon tov deiktn mpog ta dedopéva.
‘Enerta, ta dedopéva prropoivv va avaktnBoov péow tov IPFS amd tov ekdotote xprotn 1 ard
k&rotov Pinner.

Télog, mapakdtw diveTal éva Topddelypa ELGOYwYNG TANPOPOPLAS GTO CUGTNHA KO ETTELTA
avaKTNOoNG TNG LdLag TANpoPopiogs.

Eotw, xprotg mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
DépaTog Kot TO TTEPLEXOHEVO TOV TPAOTOL PNVOHTOC. MeTadedopéva tng dnpovpyiog eivoart 1 died-
Buvor Tov/tng dnpovpyot tov Bépartog. I tnv amobrikevon Tov Bépatog 6To choTnHA dnpovp-
yeiton mpdTa cuvaldayn oto blockchain dote v dnpovpynBetl pio véa eyypogrn otov mivako
Twv Bepatov. H eyypapn avtn dev mepiéyel timota mopd povo tn dievBuven tov/tng dnpovp-
you xpnotn. Av 1 cuvaddayn eivat emituxng, Oa emioTpagel 0 adEwv aplBpog tov véov Bépatog.
‘Eneita, oty mpocwmikt) Baon OrbitDB tov/tng xprjotn kot otov wivaka towv Bepdtwv O mpo-
otebel eyypagn pe avoyveploTikd tov ad€wv aptBpd tov Bépatog dmov o artobnkevtodv TaL
dedopéva Touv TITAOUL KoL TPOTOL PNVOUATOG. XTO OXHHA TopovcLaletol ypopLkd 1 drodika-
ola.
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Zyripa 4.23: Aicypoppa axodovbiog dnpovpyiag Oéuarog

Eotw, xpnotng mov embupei va StaPdoer To ponyodpevo prjvopa. Apxikd, mpémet vo dio-
BaoTtel o wivakag Oepdtwv and to blockchain. H mAnpogopio avtr) epmhovtieton amd ta dedo-
péva Tov k&Be Bépartog, Ta omola avakTOVToL otd TIG Tpoowrikés Paoelg Orbit k&Be xprotn.
‘Emerta, epooov to Oépa Ppedei ko 0 ad€wv aplBpodg tov eivar yvwotog, mpémel va Staffactodv
oo 1o blockchain ta petadopéva twv pnvopdtwv tov Bépatog kot cuykekpipéva 1 Stevbvvoelg
TV dNpLovpy®v Tovg. Télog, péow tov IPFS mpémel va yivel avtiypogr] Towv tpocwmikdv fhoewy
TV SMULOLPY®V TOL K&Oe pnvipatog kot va avalntnBovv oe avTég Ta eKAGTOTE PNVORATO. 2TO
lopa]ied QOLVETOL TO SLAYPOHA PONG TNG TANPOPOPLAS KATA TNV AVAKTNOT TANPOPOPLOV
ot 10 GUOTNHA.
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Zynjua 4.24: Aidypappa axolovbiog ebpeons ko avaktnons Oéuarog

4.4 TIpoPAnpoata avamtuéng

Y& avTo TO KeQAa o Bo TepLypa@oiv oL peyadTepeg SVOKOALES TTOL AVTLHETMOITIOTIKAV KOTA
TNV avAITTLEN TNG TAATPOPHAS. AVTEG PITOPEL VO OLVOPEPOVTOL OE TEXVIKA DEpaTA AN KOl OTLG
KOLVWVLKEG KOl TTOALTLOPLKEG oLVOTKEG TTOL EMKPATOVV 6TOV X®OPOo Twv DApps kot Tou crypto
YEVIKOTEPQL.

Mia amo Tig peyadbtepeg Tpoxomédeg mov kabvotépnoe cofapd TV avarrtuEn HTav 1 tpw-
otnta Tov PipAodnkdv ko epyoreiov avamtuéng. Ot Pacikotepeg PipAtobrkeg mov xpnot-
pomoBnkav ftav ce tp®To 1) devTepo mepapatikd otddio (alpha kau beta phase avtiotouya).
Jvuykekppéva:

« O)\a ta epyadeia tng oovitag Truffle ftav oe alpha phase xatéd v avéutuén (kémowx
éxouvv mephoel o€ beta Aéov).

« To IPFS (cvykexpyéva n BipAobrkn js-ipfs) Ppioketar axopa oe alpha éxdoor.
« H OrbitDB PBpicketal akopa ce alpha phase.

« H yA®ooo twv contracts, Solidity, ocopo dev éxet Bydhel version 1.0 kabodg aAAdlel Srop-
KOG pe breaking changesg

24 A6 ) oelido Tov myaiov kdSika https://github.com/ethereum/solidity
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Avtn} n éAAelyn avt oppwv PLPALONKOV Ko epyaieinv mpokdieoe peilova tpofAfpato.
Soxva émperne va StopBwbovv mpoPAnpata twv PiPAlodnkdv 1) va yivel dovAeid mov va Toe Topar-
Kopmtel. AAES QopEg XPELoTNKOVY TTOAAEG MPEG OTTOCPAAUATHOOTG KoL SOKLHDOV OOTE Vo Sov-
AEYOUV T YAPAKTNPLOTLKA TTOL LITOGYOVTAV TO EPYOAELL.

Eva dAho mpoPAnpa ftav 1 éAAerym epyadeiowv yio opiopéveg diadikaocieg. Avo Paocikd mo-
padetypata avtol amote oV, TpOTOV N EAAeLn vITooTPLENG Yo integration/end-to-end testing
Twv contracts KAt TNV avarttuEn (TAéov vtapyovy kamoteg Aboelg) kot devTepwV 1) EAAELYT) €TOL-
Hov dadikactodv, plugins kot integrations tov Jenkins pe Ta epyoheion avamTuéng ko LKA e
N covita Truffle.

Y& TapOPOL KATAGTHOT) PPLOKETAL KL 1] YEVIKT] GLVAivEST) GXeTIKA pe T best practices. Xe
Swxgpopa pépn tng avamtuéng mapatnpridnke 0Tl dev vITP)XE KATOLA SLPOPPWHEVT AIoyn otV
KowvotnTa Kot kBe opddo avamtvgEng epappole tnv Siknj tng déa. Avtd kabiotd dvoKoAn TV
avamTLEn aItd apXAPLOVG TPOYPAPPATIOTEG XwpPig kabodnynon. Eva &Alo, oxetikd TpoPAnpa
7oL mapatnprOnke eivon OTL GTOV YOPO LITAPYEL kO TOAANG BOpLPog, dnAadT onpovTLKd
HEPOG TWV TTNY®V 7oL PplokovTon 6To SLadikTLO Elval AVTIKPOLONEVES 1] O TTOAAEG TEPLITTOCELG
Ol TPOTAGELG TOLG QITOPPILITTOVTOL QTTO TNV KOLVOTNTO.

Tehkwg, Eva pn Texvikod CRTnpa mov émperne vo avTipeTwmiotel eivon ) oafefardtnta g Prw-
owotntag, eEEMENG kot amodoyxng tng texvoloyiog blockchain kot Twv epappoydv mov Pacilo-
VTOL G€ QLTI otd TO €VPD KOLVO. ALTO cuvaiveose apvnTIKA KHB®G dMpLOVPYNCE Pt ETLTOKTIKO-
TNTA TPOGOYNG TNG epmeLpiag Tov xpnotn (UX), kATl Tov QUGLOAOYLKE eV aImOTEAEL GHAVTLKO
pépog tng avantuéng evog PoC. H avaykn yio mpocsoyn tov UX mnyadel amd tnv avaykn yio
oLYKPATNOT TV Xpnotev (user retention) pe 6tdY0 TNV avtioTpoer] tng afefardTnTag Ko v
TOPOXT HLOG YVNOLOG ELXAPLOTNG ERTTELPLOG.

4.5 XopakTnploTik® 1oL VAOTONONKAY

Katda tnv vAomoinen eppaviotnkoy didpopa mpoPAnpota wov dev eiyav mpoPAlepbel 6mwg
avalOOnKe 6TO TPONYOUHEVO KEQAAALO KL T OOl TPOKAAEG AV KAOVGTEPTOELG GTNV OAOKAT)-
pwon twv tasks. Adyw Tewv kabuoTeprioewVv aLTOV £YLvay SLAPOPES AVASLOHOPPHDTELS TOV TTPO-
YPOHPTIONOU TV Sprint kaBadg Kol dlompaypatedoels TnG STHAVTIKOTNTOG TV XOPAKTPL-
OTIKOV. ATIO TOV eTOVAOYEILAGHO KOl TIG TTPOCAPHOYES VTEG TTPOEKLY LY PEPLKEG XAAtYEC OTO
TEALKO GET TV XOPOUKTPLOTIKOV TNG TAATPOPHAS G GXECT) e O,TL elxe apyLkd TpodLlorypopet.
To yapoktnploTikd wov vAomoOnkay TeAkd eivo:

« H eyypagn xpriotn kot n dnpovpyia Towv Tomiko®v PACE®V TOV, OTTWG TEPLYPAPOVTAL OTLG
kAA-15] & KAA-35 kou o0 sevépio xprione B.6.1.

« H avtopatn eicodog xpriotn, 6mwg mepLypagetal o1 KOL GTO GEVAPLO XPHIONG
3.6.2,

« H dnovpyia Oépatog kot 1 Snpovpyla Yneo@opLodv, OTWG TEPLYPAPOVTOL GTLG
& Ka 6To Gevaplo xpriong B.6.3.

« H mepiqynon ota vapyovroag Bépata, 0Twg meplypaPeTol 6T KOl OTO GEVAPLO

xpfiong B.6.4.
« H dnpocicvon pnvipatog, 0mg meplypa@etol 6Tn KoL 670 GevapLo xprone B.6.5.

« H ene€epyacio pnvipatog, 6Twg meplypdpetal o KaL 6o aevapto xprong B.6.6.
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« H yn¢ion oe Ynepogpopia, 0twg meptyplpetol ot KaiL 6To Gevaplo xpriong B.6.7.
« H ynopion oe pnvopata, 6eg meplypaPetol oTn KaL 6To oevaplo xpriong B.6.8.

« H dwxypaen tov Tomkdv §edopévev, OIS TEPLYPAPETAL OTH) KOl GTO GEVAPLO

xpriong B.6.9.

To Tapamdve avtiotolyobv oe 11 oAokAnpwpéveg amd Tig 13 mpodiayeypoppéves AA 1) TAR-
pwaon 84.6%, T060GTO TOL DewpelTal ard TOLG CUYYPAPELS ETOPKEG YIO TNV eEAYWYT] GUNITTEPCL-
OHATOV Yla ToV XOpo Twv DApps kot vepPfaiiov yix ta mhaiow evog PoC. 1o mapdaptnpo
TopotifevTol Tar GTIYHLOTUTTX 000VNG TV LAOTOLNUEVOV XOPAKTPLOTIKOV.

To xopokTnpLoTIKG T 0TTolaL TOPOARPON KLY elvor Tow TaAPAKATO:

« H dnpovpyio kowvotitov kot o oplopog eEwtepikadv contracts yio T tokens tovg, 6mwg
reptyp&povron otig kAA-125 & KAA-135 kou ot0 Gevéplo xpriong B.6.10.

Téhog, 1 MAA 7ov agopd T eAayiotonoinot twv fees (kMAA-25)) akolov®riBnke kot To
Sduvatov oe OAn ) Sadikaoio oxediaopot ko vAomoinong. H MAA oyetikd pe tnv ovoodp-
ooTTX TV contracts (kMAA-35)) kataotpatnynOnke Adyw Tov Xpdvou mov o amantovos pic
TéTola LAOTTOLNO).

H QUTOLTEL TNV HEYLOTOTMOLNGT) TNG WTOKEVTPWOTNG TNG TAXTPOppAG. [TopdTi vITdip-
XOuV pépTN Ta omoix @aivopevikd €xel mapaPloctel, Omwg 1 didbeon NG ePAPHOYNG KoL TV
contract artifacts péow kevrpomopévov servers kabmg kot 1 vmopén tov rendezvous server,
OTNV TPAYHATIKOTN T £XEL akoAoLONOel o tkavomonTikd Pabpod. SxeTikd pe TNV e@appoyn Kot
Ta contracts, TapOnie n amoé@acn va dtateBodv HEcw TOV AVTIOTOLY WV servers emeLdr avto mpo-
o@épel peyaAn evell€ia ka evkoAia 6TV avantugn. Oa propovoay evkola va diaxtefovv pécw
QUTTOKEVTPWHEVWV CUOTNHATOV OTtwg torrents 1 to IPFS ko awtd mapapével Eva avorytod Oépa.
Emntiong avouytd Oépa mapopével ) avaykn Omapéng tov rendezvous server. Adyw tng @bong Tov
pwtokoAAov IPFS kot tng Aettovpyiag mov emitedel o server avtog, elvot adOVATOV va TOPOAT)-
@BOel, ©OoTOGO elval ovoLyTO ePeLVNTIKO TTESLO 1) TEPALTEP® QITOKEVTPWAT] TOL TPWTOKOAAOU.

451 Awa@opég oXeSLOPOV-VAOTTOINGNG

Snpovtikég dropopég vrnpEav emiong otnv dadikacion LAOTOINGNG T060 66OV APOpi TOV
aplOpod Ko TG AELTOVPYIES TV SLAPOPETIKOV TOUKETWV AOYLOULKOD OGO KOL TOV XPOVOTPOYPOLjL-
potiopo. [Ipootédnkav tpelg véeg vinpeoieg, n vinpecio «Concordia Contracts Provider», o po-
coppoopévog IPFS pinner kot 1 totoceAdida «Concordia Guide».

H avéykn yia ta véa Tokéto AoyLopLKoD TTpoékue katd TV mopeia Aomoinong tng Sutiw-
HOTLKNG KoL TPOCTEDN KAV GTOV XPOVOTTPOYPUHHATICHO TTOL elye Yivel TNV apyn TNG ePYAciog.
v wpocappoyn} autr Bondnoav Wiaitepa ot Agile taktikég mov akolovOnOnkayv ko 1 TTpo-
COPHOCTIKOTNTA OV TTPOCPEPEL TO Scrum o€ PeTAPAAAOHEVES ATTALTHOELS.

Télog, katd TV vAOTOLNoN €yLve YPIYOPX AVTIANTITH 1) ol TTOL TPOCPEPOLY Eval SOKLLOL-
oTiko meplPairov (staging environment) oe suvdvacpo pe éva CI/CD cvotnpo. I'ia To Adyo avtod
AeOnke n amodpacn va petapepbel to sprint Tov agopocoe avTd TOAD vopitepa otV Sradika-
ol vAoTmoinong, wote va peytotomotnbel n xprion Tov.

Emontikd, 1 Siadikacio tng vAomoinong meplyph@etal oTo mapakdto oxfipa (oxfpuo f.25).
Me oxo0po mpaoivo ypopa epgavifovtal to tasks Ta ool vITPYOV GTO XPOVOTPOYPOHHATIGHO
Qo TN oPyT Ko LAOTTOLONKY, e VoL TO TPAGLVO QLT TA OTTOLRL eV VITNPYAV GTOV apXLKO
TPOYPOUHATIORO aAA& LAOTOONKOY KO pe KOKKLVO ouTd To oTtoio dev vAoToLOnKay.
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KepaAaro 5

Y UUTEPACPATA
Kol avolxta Oepatoa

51 Xvpunepaopata

Svvoyilovtog, HEcw TNG avamTuEng TG TAOTIKNG epappoyng Concordia yiveton pavepod 6T
elvo gLkt 1 vAooino” piog TANPWS ATOKEVIPWHEVNG KOLVOVLIKTG TAATPOPIAG, 1) OOl Vo

EKTTANPOVEL TOV 6TOXO 1oL TéONKe oTNV gvOTNTA 1.4, COPPOVX e TOV oYeSLTHO TOL KEQAAXLO

=
B

B.

Méow NG aPYLTEKTOVIKNG OTTOKEVIPWOTG TV TPLOV eMTESWVY TNG TeEXVOAOYLKNG oToifog
(B\. Evotnta 3.9), Snpovpyeiton éva moditikd asokevTpwpévog YmeLakdg Xdpog, o 0moiog Ka-
TOYXLPOVEL TNV eAeLBepior TOL AOYOU TWV GUUUETEXOVTWOV KoL TAPEXEL TAVTOSVOVOEG XVOEVTIKEG
dnpokpatikég Sradikacies.

Qo1600, Oa pémel va emonpoavBel OTL 1) epappoyn YopokTnpiletor omd opLoPEVRL PELOVE-
KTHpaTo, T ool oXeTilovTal, KUpLimg, P TNV TPOLUN KATACTOOT] AVATTUENG TOV ETAEYHEVOV
TEXVOAOYLOV:

« Xto Application tier, péow tng xpriong tov Ethereum, eicayovron 6Aa exeiva To nTripocto
7oL 6LVOdevOLV el TOL TapdvTog To blockchain ko Tar smart contracts. Ta Bacikodtepa
O ALTA €lVOL T TEAT) TWV GLVOAAXYQDV, 1) AVAYKT XPNONG eMTPOcOeTwv AOYLOULK®OV
(.. MetaMask) ko 1 kApakoBetnowotntd (scalability) tov DApp. e yevikég ypappéc,
TO KAMHA GTNV TOXYKOCHLX TTPOYPOPHUATIOTIKT) KOLVOTNTO TAPAHPEVEL APKETA TTOAWHEVO (G
TTPOG TO v TEALKA TAXTPOPHEG Omtwg To Ethereum Oa propécovv va Eemepdoovv ta dud-
@opa tpoPAfpata kot vo avtasteEEABovv oTig Tpoodokieg.

87



ASKING AIRCRAFT DESIGNERS 1 | ASKING BUILDING ENGINEERS [ 1 ASKING SOFTWARE
ABOUT AIRPLANE SAFETY: ABOUT ELEVATOR SAFETY: ENGINEERS ABOUT

NOTHING 15 EVER FOOLPROOE | ELEVATORS ARE PROTECTED By | LCOMPUTERIZED VOTING:
BUT MODERN AIRUNERS ARE. | MULTIPLE TRIED-AND-TESTED )
INCREDIBLY RESILIENT, FLYING IS | FAILSAFE MECHANISMS, THEYRE. | THATS TERRIFYING.

THE SAFEST WAY TO TRAVEL. | NEARLY INCAPABLE OF FALLING. {

AT, REALLY? THEY SAY THEY'VE FIXED IT LITH
DON'T TRUST VOTING SOFTUARE. AND DONT | | SOMETHING CALLED “BLOCKCHAIN:
LISTEN To ANYONE WHO TELLS YOU IT5 SAFE. AAARALL!

HY? ) WHATEVER THEY S0LD

T DON'T QUITE KNOW HOW To PUT THIS, BUT YOU, DON'T TOUCH IT.
OUR ENTIRE FELD IS BAD AT WHAT WE DO, BURY IT IN THE DESERT. |

AND IF YOU RELY ON US, EVERYONE WILLDE. WEAR GLOVES.

2,9 Q%3

Xytipa 5.1: https: //zked. com/2030/

« Xto Data tier, To IPFS ko 1 OrbitDB amoteAobv eniong dixitepo KotvoTOHO AOYLGHLKA
kot 8¢ Bewpovvtan akdpa production-ready. Avtd €xel WG ATOTEAEGH VOL ELGAYOULV HE TN
oelp& Toug drapopa TpoPfAfpaTa, T ool oXeTI{OVTAL KUPLWG e TNV EVPECT) TWV peers
(to omoio Pacileton mpoocwpvé oe signalling serversd) ko o replication twv dedopévwv.

Télog, TovileTal TG, ap’ OAEG TIC TPEXOVGES SUGKOALES, OL TTPOYPAUHATIOTIKES KOLVOTNTEG
TOV TOPATTAV®D TEXVOLOYLOV epydlovTal adidkoma yio T PEATIwOT) TOVG, EVE TOXPOHOLX EVOA-
Aok TIKQ project HITopovdV ava TACA GTLYHT VO AVTIKATRGTICOLV aUTA oL emAéxOnkav otnv
TpéXovox LAOTTOINOT).

5.2 Avoixt& O¢pata

5.2.1 Awxeipion tov teAov tov Ethereum

O1 avaryxeg k&Be LITOAOYLOTIKOV CUGTHHOTOS G€ TTOPOULG TTOL GXETILOVTAL He TIG dLXPOPES AeL-
tovpyieg tov (1. emekepyaoia, amobnkevon dedopévwv, diktua) petappdlovtol oe KATOLo oL-
KOVOLLKO KOGTOG. ZTNV TEPLTTWAOT TNG TAPOVOAG EPAPHOYNG, VG 1) ctoBrjkevoT TV dedopévav
Srapotpaletal avTofoVAWG AVApEGK GTOVG CUHHETEXOVTEG KOpPPOUG, 1) Xprion Tov Ethereum aroat-
Tel amd T pEAN TNV KatofoAn) TeEA®V yia T dnpovpyiot cuvaAloydv. Av kol auTd T TEAT elvor
amopoitnTo yia tn Aettovpyia Tov blockchain ko tnv mpodiomiot tov oo embécelg, amotelodv
LoXLPO EUTTOSLO YL TNV EVTOEN TWV TEALKOV XPTOTAOV GTO OLKOGUOTNHA TOV OTTOKEVTPOHEVOV
epappoy®v tov Ethereum.

Yta mhalowx g epappoyng Concordia, n Afyn pétpwv yio tn Stayeipion twv tedodv Bewpei-
TaL VYLoTng onpaciog. Qotdc0, 1) GUPTEPIANYT VoG TETOLOL pnyaviopol Do tepLémieke e€ape-
TIK& TOV OXeSLAGHO TNG KL, ©OG €K TOVTOV, AYOnke 1 amdpacn vo cupmeptAneOel wg TpdTaoT
ylo peAdovTikt) tng eméktoot. Evag tétolog pnyaviopdg Oa mapeiye tn duvatdtnta ota péAn tng
TAXTPOPHOS VOL TT) X PTOLHLOTTOLOVY XWpIg var Katéxouy 1) va datovovy ETH. Auto Oa fjtav epukto

BB\ ko https://github.com/1ibp2p/js-1ibp2p/issues/385.
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HEGW TNG XPNONG «psroccvvoc)\)\ocyd)v»@, ot omtoieg Oa petafifalav Tnv ATOTANPOUY TOV TEADV
OTLG KOLVOTNTEG TTOL XVIJKOLV OL X PT|OTEG.

AvTr] TN GTLYUR LTTEPXOLV 11 TTPOCEYYLOELS VAOTTOLGE®V TETOLOV €100V HIXAVIGHOV, OTTWG
to Gas Station Network®, evo n mpoypoppatiotikn opddo tov Ethereum epyaletan evepyd yio
TNV €YYevn vTooTHPLEN ALTAG TNG SLVATOTNTAG ATTO TNV LK TNV TAATPOPHA.

5.2.2 Awxvopun twv Ethereum token

2Tov PUOLKO KOGHO, 1) £YKUPT) KOl AVOVULLT SLOVOHT) EVOS GUVOAOU HOVAOLK(DV TTLGTOTTOL TLKMV
avBevticomoinong ota péAn plog kowotntag Bo propovoe va ftav pia dadikacia, 1 omwola vou
QITOUTOVGE TNV PUOLKT TOPOLGLN TOV XPNOTOV KOL TNV ETLAOYT £VOG Ao VOU-TILGTOMOLNTLKOD
amd pla kAnpotida. Xe avtiv tnv mepintwon o énpeme eite va vITpXe OAOHEAELX Ko, ETOL,
SLOHOLPAGHOG TNG EPTTLGTOCOVNG G€ OAa Tar PEAT, eite vaw vtnpyxe petaPifacn g epmiotooOVNG
o€ pla emLTPOoTmy.

2tov Ynglokd KOGHo, To Tapartdve (NTnpa amotelel pia Wiaitepn TpokAnon pe molkileg
TPOCEYYLOELG OYETIKA E TNV ETMAOYT TV GLOTNHATOV TOL Bt Y propomonfovv, kabag katL Twv
OVTOTATWV 0TI omoieg Oa ekywpnBel epmiotosOV.

2NV Topovo o EPAPHOYT, ) VAOTIOLNOT) UNYAVICHOV Yot TNV avedvLpn Stavopr) twv Ethereum
token T®V KOLVOTATWV pe TPOTO TOL VAL PNV ATALTELTOL 1) EKXDOPTOT] ERTLGTOCOVNG Ge TPLTOUG,
Té0nKe ekTOG TOL TAALGIOL TNG epyaciog, eExttiog TNG ToPEKKALONG otd TO KEVTPLKO Oépar Ko
g moALTAOKOTN TG TNG. Omwg eivon oxediaopévny avtiv ™ otiypr, n Concordia dbvaton va
vrooTnpiel molkideg apnPNIEVES OLAdLKOGLES OL OTTOLEG VO KALTOXVPWVOLVY TNV EYKLPOTNTH TV
EKAOTOTE PHEADV, AAAX OXL TNV avevupia Tovg. Ekeivn, 600 n Siadikacio Paciletal oe k&mola
KEVTPLKT ovToTnTo avBevTikomoinong, de propel va Stacpaiiotel, kabdg Oa amartel Tavto tnv
EKYWOPNOT EPTLOTOCVVNG QIO TOV TEALKO XPHIOTI GTA LIOAOYLOTIKA GLGTAHRATA TNG TpwTNG. H
ELPAVLOT) TOV TTPOPANHATOSC OPELAETOL OTO YEYOVOG OTL 1] VOVUHOTIOLNGT] TWV TILGTOTOLNTLKOV
B mpémel vou AaPel YDOpa eVTOG TV TV TPOAVUPEPOEVTOV GUGTNUATWV, T OTTold, WG ETTL TO
mAeioTov, Ba elvol GLYKEVTPWTIKAG AOYIKTG.

T Tapaderypo, €6Tw OTL piot KEVTPLKT apxn) pe Sk NG oV TN avbevTiKomoinong apxL-
TEKTOVIKNG TeAGTn-e€umnpetnTh amopacilel vo cuppetdoyel otnv TAat@oppa tng Concordia,
dnpovpydvtog pio kowvotnta ko opilovtog éva e€wtepikd smart contract yio o token twv pe-
Aov ngG. O pnyoviopog davoung tewv token Ba propoidice va HTawv 1 eyypopr Tov XproTr 6TO
KEVTPLKO oVGTNH TNG apxiG, N dNAweon piog Ethereum diebBvvong tov ko 1 awocToAr] evog
token awwBevtikomoinong oe avtnv. Katt tétoro Ba €dive tn duvatdtnTo 6TOLG dLoXELPLOTEG TOV
OULOGTARATOS VO EVTOTLLOLY e EVKOALR TIG TTPAYHATIKES TAVTOTNTEG TWV HEADV TNG KOLVOTNTOG
miow amd k&be token Tng, alpovtog, £TOL, TNV AVOVURLX TV TEAELTALWV.

Avbomn oto mapamdve TpofAnpa propet va eméABel povo pe tnv vAomoinon plag Sradikaciog
avwvupomoinong tewv token et Tov blockchain. Avto amoutel Tnv vap€n evog PNy aviGpoL 6To
otkoovaTnpa Tov Ethereum, o omoiog va Tapéxet tn duvatodtnta petapopds twv token amokpv-
nrovtag Tig dlevbvvoelg mpoédevong kot TPooplopod Toug. Etot, ol xprioteg amhadg O petakt-
vovoav Ta token mov apyikd mapérlaPav oe pio StevBvvomn pn Tpocdiopioiun amd Tpitovg.

210 gvpvTEPO okoc Vo TN TV blockchain vtdpyovv On vAoTOGELG TTOL TTPOGPEPOLV QL-
TNV TNV SUVATOTNTA ETTL TOL €YYEVOUG TOVG VOpiopatog (.. Monero, Zcash), evod dudpopeg opd-
deg epyalovTal evepyd ylor TNV AVATTTUEN TETOLWV UNXOVIGH®OV kat oto Ethereum. Av kou viép-
XOULV SLOUPOPOTIOLNOELS OTLG TPOGEYYIGELG TOUG, 1] KUPLX TeXVOAoyia otV ool Bacilovta eivat

ZMetaouvardoyr (meta-transaction) Oewpeiton pio suvaddoryr mov vtoypégetal and Tov Ethereum Aoyopiacpod
TOUL ¥protn kat Tpowbeiton oe k&olov Tpito yia va tnv ektedéoel entt tov blockchain.
*"https://opengsn.org/
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auTh TV Aeyopevav «zero knowledge proof», pe emikpatéotepa npwtoxoria ta zk-SNARK ko
zk-STARK. Qg pia 101 Aettovpyikn) Abon tOmov piktn cvvallaydv Ba propotdoe vo BewpnBet
o Tornado®, o omolog mapéyel T duvatotnta avavopng petopopag ETH 1) ERC20 token ofto-
nowovtag T zZk-SNARK.[21]

5.2.3 EvaAAQKTIKE CUOTAROTE PPOPOPLag

Emni tov mopovTog, 1 e@appoyn Aettovpyel oTOKAELGTIKA apecOdNHOKPATIKA, pHe KoBOALKEG
yneogopieg ko LodEleg Yrpoug, 6mwg opileton amd to é€vmvo ouvpforato Voting. sol.

Tpomomoldvtag TNV TpEXYOLGA VAOTOLNOT), 1) TAATPOPHA HTTOPEL VAL LTTOO TN PIEEL EVAAAKTIKG
CUGTNHATX YNPOPOPLOG, HECW TNG AVATTUENG TPOCAPHOCHEVWV EELTTVWV GUPPOAdLwV. ALTO B
EXEL WG ATTOTENETHO VO TTXPEXETOL GTNV KGBe kovoTnTa 1) duVATOTNTA VO Opioel To voting smart
contract wov emiBupel, avadoya pe TIG avarykeg Kol TIG eTLOLOEELS TTG.

Meplkd GLOTHHATA YNPOPOPLOV TOL PITOPODV VO EVEOHXTWOOVV (Kot akOpaL Kot var cuvdva-
OTOVV) GTNV TAXTOOPHA ELVOL TOL TTOPAKAT:

« PRepogopia pe oetpd mportipnong (ranked voting): to ekAoyikd owpa o éxet T duvatoTnTo
vo Ynoilel pe oelpd Tpotipnong petafd Twv dbécIunV emAOYOV TV Yn@ogopLov.

« IToAMoamAn Yngog: opiopévol Yneogopot Ba éxovv toyvpotepn Yngpo Pacel kdmolov Kpt-
piov (1.x. P&oel Tov reputation Tovg).

« Eppeon ymeogopio: kébe pélog Ba opilel avtutpdomito yia pia 1) teplocoTepeg Yneogo-
pleg, yla OpLOpEVO 1) AOPLETO XPOVIKO JLACTNHA.

« Mepucn} Ympogopio: emiPoln mepiplopdv oto dikalwpa Yreov, fdcel kdmoLlov kpLtnpiov
(.x. npepopmvia eyypagng xprio).

duowd o Tapamdve eival koBopd evOEKTIKA, TPAYH TOL onpaivel OTL Bo elvar e@Ltod
VO HTTOPOUV Va STIHLOVPYOUVTOL EVTEADG SLAPOPETLIKA GUHPOALX GLGTNHATWOV YNPOoPOopiag, Vi
TOOoQ GTLYUN ko oo Tov ootovdnmote. H 8e ovdeon) Toug pe tnv epappoyr) Oa elvo Opota pe too
Non vAomonpéva, a@ov 1 povadikny otartotpevn evépyela Ba eivar 1 oroBnkevon evog pointer
7pog To voting contract tng ekdoTOTE KOLVOTNTOG.

524 Zuotnpota anddoong EPNMLGTOGVUVNG

Mio emumAéov TpocsONkn TNV eQaPUOYT HITOPEL Elval éval GOGTNIA ATTOOCTG EPTLETOGOVG
(reputation system). Méow £vog reputation system, ot xprjoTeg prropotv va kepdifouv 1) va x&vouv
BaBpotc epmioToovng, pe Tov TpdITo TTOL 0pileTon atd TO ekdoToTE smart contract.

Oplopéveg evOELKTLKES YPTOELG TOV ELVAL 1) GUVEPYAGLX TOV HE TOVG HIXAVIGHOUS TTOV TTePL-
YPAPOVTOL GTLG LTTOEVOTNTEG ko 5.2.3. T mapéderypa, 1 1ox0¢ TS Yfipov evog péloug piog
KOLVOTNTOG 1] TO TOCO TV TEA®V oL Kaheiton va katafdirel oto Ethereum Qo propotdoav va
vrohoyilovtat avaloya pe Tov Pabpod epmeTooOVNG TTOL €XEL ATOKTHOEL.

Yio0etvTog TV oupnpnpév AOYLKT TOL TTEPLYPAPTIKE OTA CLOTHRATA YNPOPOPLG TNG TPOT)-
YOUHEVNG TPy pa@ov, elva ePLKTO var Tapéxetal 1) duvatoTnTa o€ kK&be KOLVOTNTH Vo eTIAEYEL
HeTatE b evOG GLUVOAOL SLAPOPETIKDOV CUGTNHATWV ATODOCTG EUTLGTOGVVNG YLO TOL HEAT) TNG, HECW
evoA ok TGV reputation smart contract. Hon vapyet pia tlovoia yképo T€To1v 6UGTHHATOV
7OV prtopovy va vAomotnBovv enti tov Ethereum, pe tnv tafivopio Touvg v opiletan emi plog
TANOopag aveEaptnTov dinctdoewv.[22] QoTdo0, 1) TEPAUTEPW AVAALGT] TOVG, elvar Bépa TTov
exTelveTal TEPa oTd T TAAUOLX TNG TAPODOAG SUTAWUATLKAG EPYXCLOG.

Bhttps://tornado.cash/
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