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ITepidnyn

Tig televtaieg dekaetieg, 1 poydaion avartuEn Tov dradiktoov petéfare plikd Tig avOp-
TILVEG KOLVWVIEG, Héow piog TANOOPAG YNeLark®dv epopproy®V, OL OTTOLES, 6T GUVTPLITTLKY TOUG
TAELOYN@la, TPOCPEPOVTAL AITTO TOPOXOVG LINPECLOV LITOAOYLOTLKOD VEPOULG, akoAovBdvTag
TNV Ap)LTEKTOVLIKT] TTeAATN-eELTTNpeTnTY).

MoAovoTt avtd to povtédo vAomoinong €xet amodetyBel Wiaitepa Aettovpyiicd ko €xet Pe-
TiwOel a€looTpelwTa avd Ta XPOVLA, 1) GUYKEVTIPWOTLKY TOU AOYLKT] cLVOJEVETOL ATO Pict GELPA
npofAnuatwv. Ilpotov, ol xprioteg kahobvTol va epmiotevhoV T TPOoSWILKA ToLg dedopéva o€
pio e€wtepikr) ovrotnta. Exelvn, dtatnpdvtag tov mAnpn éAeyyxo i auTtodVv, artokTaeL Tn dvva-
TOTNTO Vo To emeEepyaleTat, vor To SLopolpaleTo ko vo T AOYOoKpiveL, eiTe ylo va eEVTnpeTroeL
TOL GUHPEPOVTA TNG, €lTE YL Vot GUHHOPPWOEL e dAAeg apyEég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLdlel 1 eyyonon tng dwbecipotntag twv dedopévav, kKabwg, ave Tdoa oTiypn, o efumn-
peTnNTNG prtopel v artoovvdebel yior aadpLoto xpovikd diaaTnpo Kot AGY® TOLKIAWY aLTLOV, OTTMG
Kaolag kuPepvoeniBeong 1 KATOLAG PUGLKNG KATACTPOPTC.

Avtol eivou pepuicot Baoikoi AdyoL Tov cuveTéAec oy TNV ToXelar avATTTUEN EVOG GLVOAOD KoL~
VOTOH®V AOYLGHLIK®OV ovoLyToV kodika, ta omoia facilovtal oe texvoloyieg 0wg to blockchain
Ko o dikTua OpOTIHWV KOPPwV. Ta mapamdve, av kal fplokovial oe GXETIKA TPOLHO GTASLO,
amoteAoV 1101 Lo VP epyadeior SNHULOVPYLNG KATOUVEUNHEVOV KOL OTTOKEVTPWHEVOV EQPUPHOYDV.

210X0G NG ToPoLong SITAWHATIKNG epyaciag eivat 1) AOTOINOT PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) oTrolct, ELOTOLOVTAG TEXVOAOYLIEG ATTOKEVTPWOTNG, apevog Oar emoTpEPEL TNV
KUPLOTNTA TV TTPOCKOTLKOV dedOPEVWVY GTOV XPNOTH), a@eTépov Ba mapéyel T duvatotnTa die-
VEPYELXG SLPAVOV ONUOKPATIKOV YNPoPopldv. Avtd péca o€ éva TAaiolo avlekTikd, T060 o€
oQAApaT KoL eTOEcELG, OG0 KoL G& TOMELPES AOYOKPLGLOG KO TTOPAITOLNGTG.

H avamntvuyBeica mrotikn epappoyn «Concordia» mpoceyyilel ToV TOpATave 6TOXO GULV-
dvalovtog Tig Texvoloyieg Ethereum ko IPFS, dote va opicel évav amokevipwpévo Ynelokod

XDPO, TOGO € APYLTEKTOVIKO OGO KOl TOALTIKO emtimedo.

AéEerg-Kherdra: Amoxevtpomoinor, Ethereum, Blockchain, E€vmtvo Zuvpfodato, Amokevtpwpévn
Egappoyn, IPFS, OrbitDB, React, Redux, Jenkins



Abstract

In recent decades, the rapid growth of the internet has radically changed society, through a
plethora of digital applications, the vast majority of which are offered by cloud computing service
providers, following the client-server architecture.

Although this implementation model has proven to be highly functional and has improved
significantly over the years, its centralized logic is accompanied by a number of problems. Firstly,
users are required to trust their personal data to an external entity. Maintaining full control
over them, the latter gains the ability to process, share and censor them, either to serve its own
interests or to comply with other authorities in power. Furthermore, there is no guarantee of
data availability, as, at any time, the server can be disconnected indefinitely and for a variety of
reasons, such as a cyber attack or a natural disaster.

These are some of the key factors that have led to the rapid development of a wide range of
innovating open source software, that are based on technologies such as blockchain and peer-to-
peer networks. The aforementioned technologies, although at a relatively early stage, are already
powerful tools for creating distributed and decentralized applications.

The goal of this thesis is the implementation of an autonomous social platform, which, by
utilizing decentralization technologies, on the one hand will return the ownership of the data to
the end user, on the other hand will provide transparent democratic voting processes. These in a
context resistant to both faults and attacks, as well as attempts at censorship and falsification.

The developed proof of concept application “Concordia” approaches the above goal by combin-
ing Ethereum and IPFS, in order to define a digital space, that is decentralized both at architectural

and political level.

Keywords: Decentralization, Ethereum, Blockchain, Smart Contract, Decentralized Application,
IPES, OrbitDB, React, Redux, Jenkins



Evyaplotieg

e avto 1o onpelo Oa Bédapie va evyaploTioovpEe eYKapdia OAOLG ekeivoug Tov cuvEPaAdav

OTNV EKTTOVNOT) TNG TAPOVOAS EPYATING:

« Tov emPAémovta kabnynt pog, k. Anudkn Xproto, yio tnv gukatpio Tov pag édwaoe va
aoxoAnBoolpe pe To cLYKEKPLHEVO BEpX KoL TNV EUTLGTOG UV TTOL HoG €0eLEe ot TNV apxM

péXpL TO TEAOG.

« Tn NwkoAai8ov Mehiva, yix tn oxediaon Tov AoydTumou Thg eQappoyTg ko T Snuiovpyio

OTHAVTIKOD TUHHOTOG TV GXNHATOV TOL TapOVTOS £YYPa@ov.

« Tig okoyéveleg koL TOLg PIAOLG pag, Yo TNV apéplotn LALKY kot Nl vroothpEn mov

pog tpocépepa kb’ OAN TN SLEPKELX TV CTOLSOV HOG.

« O évag tov GAAov, Yo TNV GPTLOL ETKOLVOVIA KOl cLuvepYaoia, Kabdg KoL yiow TNV vo-
HOVT] KOl TNV ETTLHOVT), XXPOAKTNPLOTIKE KaOOPLOTIKNG ONHACLOG Yo TNV €MLTUXT Topeio

NG SLTAWUATIKTG.
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Kep&Aato 1

Elcaynyn

1.1 Tevik&

H oApoteddng avamtu€n tou Stadiktdov dtoapdppwae éva odokaivovpylo Tomio oe kabe Topéa
™G avBpdITLIYNG dPAsTNPLOTNTAG, TAPEXOVTOG EVa avopiBunto TANB0C epappOy®V Kol LTI PE-
owwv. Ta péoa Kovwvikng dikTd®OoNG, To NAeKTPOVIKO TaryLdpopeio, ) YngLok eldnoeoypagia, o
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TTOAVHECWV POTG, AITTOTEAODV OPLGHEVOL OTTO TOL GTJHALVTL-
KOTEPX - KO TTAEOV AVOUTTOGTIOGTA - KOPHATLO, TTOL GUVOETOLV TNV YN@PLOKT) TTTUXT) TNG CVYXPOVIG
KoOnpepvoTnTOG.

Katd x0pLo Aoyo, To povtéAo ov akoAovBolv oL Tapastdve TeXVoAoyieg eival avtd TG op-
xlrektovikng meAatn-eEumnpetnty (client-server architecture) ko Tpocpépovron amd mapdyovg
LINPEGLOV LITOAOYLETIKOV VEPOULG (cloud computing service providers). Avtod onpaivel 6TL oL cta-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwodnkevon twv dedopévwv
(storage) ko To TPWTOKOAAO emkOLVWViNG (communication protocol) vAomotodvtan emti evog G-
ykevtpwtikot (centralized) mAouciov, k&tL ov Tovg Tpocdidel oplopéva a€loonpeiwta TAeove-
KTApoTo (T EVKOALA AVATTTUENG, GUVTHPNOTG KOL OTTOCPUAUATWOOTG).

TIG péPEG HOG, WOTOCO, Tapatnpeital TapaAANAa pio Téon Snplovpylag eQoPROYDOV TOL
ak0AOVOOVV ATTOKEVTPWTIKA PHOVTEAX AELTOLPYIOG, GTX OTTOl0L TO processing Kot To storage Koto-
VépovTaL o€ v 6UVOAO KOPPwV oL emikotvwvoLy opodtipa. Evtog, Aowrdv, avtng tng téong, ava-
nruccovtal e Toxelg puBpole didpopa AOYLIGHLKE, T 0TTola GUVOETOLY EVaL VEO, ALTTOKEVTPWTLKO
olkoovoTNHo. Auto mepthopPavel (peTaEd GAA®V) TOGO KOUVOTOHA TPWOTOKOAAR arodnikevong
dedopévwv (.. IPFS), 660 kot mAat@oppeg avamtuEng kol eKTEAECTIG ATTOKEVTPWHEVOV EQGOPHO-

yov (1.x. Ethereum blockchain).



1.2. Ilepi amoxévipwong Kegpahaio 1. Ewcaywyn

1.2 Ilepi amokévipwong

Av KoL 0 OpOG «ATTOKEVTPWGST)» XPTOLHLOTTOLELTOL EVPEWG TNV ETLGTHIN TOV DITOAOYLOTOV KOl
ota vanroomovopméc (cryptoeconomics), cuviBwg opileto apkeTd acopng[2]. Ztnv Tpaypa-
TIKOTNTA 1] AOKEVTPwOoT) (1], avTioTolya, 0 GUYKEVTPWTIONOG) popel va tomofetnOel mdvw o
TpeLg EexwpPLoTong GEOVEG, OL OTTOLOL ELVOL O YEVIKEG YPOAPUES 0LVEEAPTNTOL O £VOG ATTO TOV GAAOV.

Avtol éyouv wg e&ng:

@) APYLTEKTOVIKN QUTOKEVTPWOT): ATtd TOGOVG PUGLKOVS LITOAOYLOTEG ATTOTEAELTAL £VOL G-

otnpo; ITocot amd avtodg PIopovv, ava TR GTLYRT, VO XAAAGOULV Kol eKeivo va avTéEet;

B) IHoMtwkn amokévipwon: [Ioco dtopa 1} opyoviGHOL EAEYYXOUV TOUG VTTOAOYLGTEG ATTO TOVG

omolovg atoteleital To GOOTNH;

7) Aoywn amokévipwon: H Siemagr) ko ot dopég dedopévwv Tov cuGTHHATOG pHoLd{ovV Te-
pLocOTEPO pe Evar HOVOALOLKO arvTLKELpEVO 1) Vol AHOPPO G VOG; Av, dnAadr, To choTNHX
(cupTepApPPaVOPEVOV TOV TAPOX WV KL TOV XPNOTOV) «KOTEL 6T pécT)», O cuveyicouv

Ta OO0 PGA VO AELTOVPYOVV TTANPWG WG oveEAPTNTEG HOVADEG;

TN mopaderypa, to BitTorrent eivon amokevipwtikd wg tpog 6Aovg Touvg oveg, eved éva CDN
(Content Delivery Network), eivot povo apyitektovikd kot Aoy, oupot eAEyxeToL od KAwoLo
etaupeio. Puotkd, ) évvolo propet vor yevikevBel ko vor PLAGLE Yo ATOKEVTPWOT) PG emtLxeipnong
(ovvnBwg TARpwS cLykeVTPwTIKN) 1§ plag YADooog (6LVvhBwg TANPWS ATTOKEVTPWTLKT).

H emloyn tng Sopng evOG GLOTHHATOG WG TTPOS TNV ATOKEVTPwOT] Tov Paciletal oTIg ekd-
OTOTE AVAYKEG KL GTOVG GTOXOVG TOV. MEPLKA LoY VP TAEOVEKTIHALTOL TTOV JLATVTTOVOVTL GUY VAL

YLOL TOL ATTOKEVTPWTIKA LG THHATA elval Ta e€NgG:

« Avoyxn oe o@aApata: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUCTNHOATX Elval ALYOTEPO TIL-
Bovo va amotdyovv tuyaia, eneldn Pacilovton oe ToAAG EexwploTtd otolxeior Tov eivor

amiBovo Vo TPOoVCLAGOUY GPAAHOTO TLTOX POV

+ Avtoxn ot emiBéoeig: To kO60TOG piog emibeong, mov €xel WG GTOXO TNV KATAGTPOPN T
TOV XELPLONO VOGS OUITOKEVTPOTLKOD GUGTHRATOG, eivat TOAD atkpLPo. Avtd cupPaivel emeldn
dev vtapyet kdrolo evaicOnTo KeEVTPLKO GTMEL0 GTO OOl Va pTopel va TpaoypotomoLnOet
pio emiBeon, 1 omola va éxel KOGTOG TOAD XOUUNAOTEPO ATTO TO OLKOVOHLKO péyeBog Tov

TePLPAALOVTOG CLGTHHATOC.

+ ATOvoio XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £Var LOAVLKO TTOALTIKA ATTOKEVTPWHEVO
olOoTNpa oL Xprjoteg de XpeldleTal Vo eUmLoTEDOVTOL KAITTOLXL KEVTPLKT) ap)XT] Yot TNV €TTe-

Eepyaoio kot tnv amobrkevon twv dedopévwv.

ITa «xpumtoolkovopLké» etval 1) TPaK Tk eMGTAHUN TN SNULOLPYING KATAVEUNHEVOY GUGTHUATWY, oL LLOTN-
TEC TV OTOlWwV eEATPAALOVTAL e OLKOVOULKG KIVITPO, EVE OL OLKOVOLKOL TOUG HXOVIOHOL ELVaL KPLTTTOYPOUPLKE

eyyvnuévor.[1]



1.3. Oplopodg tov mpoPARpaTog Kegpahaio 1. Ewcaywyn

+ AvtiotooTn o€ GUPTALYViEG: eival TOAD L0 SUGKOAO YLOt TOUG CUMHETEXOVTEG G OUITOKE-
VIPWHEVA CUGTHHATO VOt GUVEPYAGTOVY YLO VO EVEPYHOOLV HE TPOTIO TTOL TOVG WPeAel o€

Bapog GAAWV CUPpETEXOVTWOV.

ISwaitepa T TeAevTaio ypovia, mapatnpeitol pice €VTovn avaykr LAOTOLNGTG ATTOKEVTPWHE-
vov epappoyov (decentralized applications), ot omoleg, Tépa atd TAL APYLTEKTOVIKA TAEOVEKTH-
HOTO TTOV TG Xopok T pilouV (1T.x. 6TafepOTNTaL, ACPAAEL, EMEKTACPUOTNTA), UTTOGKOTOVV GTNV
EMLTEVEN TOALTIKNG ATTOKEVTPWOTNG. AVTO TTNYAleL TOGO ATTO TNV ALVALYKT) TTPOXGTILOTG TOV OPYX DOV
OV KATUOTPATIYOOVTOL OTOV To OeJOPEVA LITAYOVTAL GTOV EAEYXO KAITTOLOG KEVTPLKNG dLaryeipl-
ong (1m.x. TG eAevBepiag Tov AOYOU, TNG AVOVUIING KoL TG WOLWTIKOTN TG TOL XPHOTH), 0G0 Kol
aTd TNV AVAYKN SMHLovpylag SLadIKAoLOV OV KIToUTOVY eYKLPOTNTA Kot QLOEVTIKOTNTA, OTMG
o6cwv oyetiovtal pe tnv avtodiayeiplorn kot TNV dpeon dnpoxpatio. Q¢ AOYEL0 TOV TOPL-
OV, HITopoLV va BewpnBoiv oL Aeyopeveg amokevIpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1 DAOs), ot omoieg amoteAoOV pia popery ocKYOKpocnKr']gE opy&vwong

Baoiopévng oe Texvoloyieg amokévipwaong kat, kupiwg, oto blockchain.

1.3 Oplopog tov mTpoPANpATOG

Ou mepiocotepeg dradedopéveg mAaTPOppeg emkovaviag (kowvwvika diktva, mailing lists,
forums x.4.) eival wg el TO TAEIGTOV CLYKEVTPWTIKNG HOPPTG, TPAYHX TO 070l0 KabloTd ava-
ykaio tnv Omapén KeVIPLKOV opydV oL var TLG dtxelpllovtal KoL Vo TG GLVTNPOUV.

[Mopd T BeTIKG TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT) AOYLKT] EVOG TETOLOL GUGTHHATOG
aPevVOG oLVOSEVETOL QUTO TTOLKIAQL LELOVEK THHALTA TEXVIKNG PVGEWGS (ALPXLTEKTOVIKOC GUYKEVTPWTL-
OHOQ), peTéPOU eyeipel coBapoic TPOPANHATIOROVG GXETIKA HE TH) JLOLXELPLOT) TWV TTPOCKITLKMOV
deSOEVWV TV XPNOTOV o0 TIG KEVTPLKEG apXEG (TTOALTIKOG GUYKEVTPWTIONOG). Tar Pacikodtepar

amd Ta Tapontdve B prropovcav va cuvoPteTovy wg eEng:

« EM\ewfn aopdherag: Ta tpocwmikd dedopéva twv xpnoTtov pmopei vo vitokAortovv eEot-

Tlag kamolag kuPepvoemnifeong.

« EM\ewfn draBeoypotntag: To cOOTHHA PITOPEL VAL OTAHATIOEL VAL AELTOVPYEL TTPOCHPLVA

1 HOVIHLOL Yla TEXVLKOUG, OLKOVOULKOUG 1) VOHLKOUG AOYOUG.

« EM\ewfn gpmiotootving: O kevpikég apyég €xovv tn duvatdtnta v mapokolovfovv
Toug Xproteg, va drofalouvv, 1} okOpa KoL vor dLoeppEovy TOL TPOCWITLKE TOLS dedopéva ev
ayvola Tov teAevtainv. Ot de xprioTeg de SLaBETOLV KAVEVOLY TPOTIO |l TOV OTTOLOV VO PITO-

povV va TIG epmiotevBoiv pe PePatdTnTar.

20 6pog «aryokpatiar (algocracy) avagépetan oe evalhakTikég pop@ég StakvBépvnong mov Pasilovron ot
xprion adyopibuwv.[3]
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1.4. 210)X0G TNG SITAWHATIKTG Kegpahaio 1. Ewcaywyn

« 'EAAewdm eyyonong tng avbevtucodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VOTOTNTO vV TPOTOToLovy ta dedopéva katd PoOANGT KATL TTOL €XEL WG AITTOTEAEGHA VoL

HNV LTTGPYXEL EYYDNON WG TTPOG TNV avBevTIKOTNTA 06wV PAETOLV OL Xp1IOTEG.

« EAAew)m eyyonong g eAevbepiag tov Aoyou: Ot kevrpikég apyég Exouv tn duvatdtnta
v Aoyokpivouv ta dedopéva, eite PACEL TV CULPEPOVTWV TOVG, eite PACEL LTTOYPEDOCEDY

TOLG TTPOG TPLTOVG.

EmutAéov, 0mwg yivetal goavepd, oL adLVaiES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVXL TO
KoOLoTOOV aKATAAANAO VO TTapé el 6TOVG XPTOTEG ALOEVTIKEG KOl ETMKUPOCLHEG ONHOKPATIKEG
dradikaoieg. Tétolov eidovg dadikacieg B propovoe va NTay artd atAéS Ynpopopleg, PéXPL

oVvBeteg Sradikacieg avTodioyeiplong Tng TAATPOPHAGS.

1.4 310x0¢g TNG SIMA®WUATIKNG

2TOY0G TNG TaPoLOOG SUTAWHIATLKAG epyaciag elval 1) dnpiovpyio Hiog KUTOVOUNG KOLVWVLIKHG
TAATQOpHaC, N omoia, Pacllopevn oe TexvoAloyieg amokévipwong, Oa Aettovpyel aveEaptnTa
ATTO KEVTPLKEG OUPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Korl KLPLOTN T
el TV dedopévwv Toug. IapdAinia, o mapéyel pla TAATEOPHA YLoL AVOVUHESG Kotk LOEVTLICEG
Ymngpogopleg, ev SUVAEL LKAVOV VO ATTOTEAEGOLY €val £YKUPO, ERTTLOTO KoL AHECHK ONHOKPATLKO
Pripo ANYmg amopacewv.

H proof of concept (PoC) epappoyn mov avortiyxdnke yia tnv enitevEn T0L TAPATAV®D OTO-
Xov ovopdleton Concordiall ko Aertovpyel pécw evOg GLUVOLAGHOD AITOKEVTPOTIKOV TEXVOAO-
yuov. ITio cvykekpyéva, 6Tov ene€epyacTiKd TUPHVA TNG KOl GOV GTHELD AVaPOPAG aELOTTOLEL TO
Ethereum blockchain, eve yia tnv amoBnkevon tov peyodbtepov 6ykov Twv deSopEVHV X pTGLILO-
nolet To IPFS péow tng OrbitDB. H 8¢ diemapn) tov ypriotn vAomoteital pe cOyyxpoveg peboddovg

web development c¢ JavaScript (React, Redux k.&.).

1.5 MeBodoloyia TG SIMAWHATIKAG

Evavopa g mapodoog epyociog amoTéAess 1) TapaTnprioT) TNG APXLTEKTOVIKAG SOHNG TV
oVYXPOVOV SLASLKTUOKOV EYAPHOYDOV KOL 1) AVAYKT) dLEPEVVIONG TOV EMTTOCEDV TNG GTOV Te-
Ao xpriotn.

Apyiké, opicTnke pe cagrvela to mpoPinpa (Evotnta 1.3) kau 0 6TdY0C TS SUTAOPATIKAS

*H Concordia eivon 1 0eé g apyaiog Popaikrg Opnoxeiog mov mpocwmomolel Tnv opdvola. Ttnv eAAnviki
puboroyia tavtieton pe n BedtnTar Opodvora 1) ) Bedt Appoviar.
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1.6. Tumoypopikég mopadoxég Kegpahaio 1. Ewcaywyn

(evotnta 1.4), Aapfdvovtag TNV armdQACT) Vo TePLOPLOTEL GTOV TOPEX TWV PEGWV KOVWVIKTAC St-
KTOWONG Kot TNG Ynelokng Snpokpatiog.

3TN GLVEXELX, TTPAYHATOTTOLONKE EPELVAL TOL XOPOL TWV ATTOKEVTPWHEVHOV TEXVOAOYLOV KO
Eekivnoe n dradikacio tng oxedlaong NG eQaPHOYNG, HEGW TNG EMLAOYNG TOL HOVTEAOL TNG Te-
XVoAoylknig otoifag koL Tov KatdAANA oL AoylopikoD oe kK&Oe eminedo tng.

AxohovOnoe n dadikacio vAomoinong g mAotikng TAat@oppag Concordia, pe 6TOXO vou
KOTAOTEL O AP LKOG GXESLOGHOG TTPOLYHATOTOLGLHOG.

Télog, e€NxOnoav cupmepaopota kot dSotuONKoY TOVEG HEAAOVTIKEG ETTEKTAOELS YLO TNV

EQAPHOYT).

1.6 Toumoypagikég mopadoxég

To TapoVv Eyypowo amoTu®veTaL pe T Ypoppatooelpd Linux Libertine O evep YO TO KOPPA-
TLOL KOSLKAL X PI|CLHOTTOLELTOL T Hackd. To péyeBog Tov kuplwG KeEVoU eivar 12pt ko To diaoTiyod
TOU eivorl eTaLENHEVO TOL TTPOKABOPLGHEVOL KT TO ULV YL AVEST) KATA TNV OVAYVQOOT).

Katafaileton n péyriotn dvvartn tpoomddela yia tn xprion eAANviK®©V 0pwv, 6oL avTo €l-
VoL EPLKTO, HE TOVG AVTIOTOLYOVG OYYALKOUG Vo Toug cuvodebovy oe akOAovBeg mapevOéoerg. Ta
ELOAYWYLKA TTOV Y PTCLULOTTOLODVTAL Elval T SLTAX YOVI®dN (« »), TOGO Yo EAANVIKODG, 0G0 KoL
yla EeVOYAwGGOUS XOPOKTNPLOROVG.

Emniong, apiBpodvron emti tng cLVOALKNG EKTAONG TNG ePYOTiog Ol Ae{AVTEG TOV GXNHATWV
KOl TOV TILVAK®V, Ol DTTOGT|HELOCELG KOl OL BPALOYPOPLKEG AVOPOPES, e TIG TEAEVTALES VO TTOPAL-
Tifevton 6T0 TEAOG TOL EYYPAYPOUL.

Téhog, emonpaivetal OTL 1) GLYYPAPY TNG AVAPOPAS TPAYHATOTOLONKE GTO NAEKTPOVLKO
tunoypagiko cvotnpa EIEX. O mnyaiog tng kodikog propet v Bpedel oto avtictoryo amobetn-

PLO KOALKA TNG UTAOHATIKNG spyocciocga.

1.7 Opy&vwon ke@oalainv

H topodoa SUTAOPATIKY EpYOGLO OPYAVOVETOL GE KEPAAOLA, EVOTNTEG KOIL VTTOEVOTITEG, OTTWG

avté Statvmdvovran ota [deprexopev. o cuykekpipéva:

« 210 eloaywytko Ke@aAoato 1 yivetal pict 6OVTOUN avAALGT) TOL OPOL «XITTOKEVTPWGT)», o

TEPLYPOPT] TOV TPOPANHATOG KOl Hict TAPOLGLXGT) TOL GTOXOL TNG EPYATLAG.

‘https://libertine-fonts.org/
Shttps://sourcefoundry.org/hack/
*https://gitlab.com/ecentrics/thesis-report.
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1.7. Opyavwon kepolaiwv Kegpahaio 1. Ewcaywyn

« To Kep&Aaro 2 oyetileton pe to Oewpntikd vofabpo, to omoio mepthapPavel OAeg TIg
EVVOLEG TTOV ELVOIL QTTOPALTNTEG YLOL TNV KATAVONGT TV dadtkacldv tng oxedioong kot

MG LAOTOINGTG TNG EQAPHOYTG.
« 210 avolvetal 1) dradikaoio Tng oxedlaong TG EPUPUOYNG.
+ 210 neprypageton 1) dradikacio vAomoinong tng mAotikng epappoyng Concordia.

« 210 napovatélovra Ta cupmepdopata e epyasiog (6.1), kabdg ko Siépo-
pec mBavéc pehhovtikéc emektéoeic (5.9).

« To Map&ptnuo Almepiéyel oTiypdTUIO 006VNGg TNG LAOTOLNHEVNG EQAPHOYTC.

« To Hap&ptnuo BlmepilopPdvel mivokeg jie 6TATIOTIKE TOL AvaTUYOévTar KOSIKAL.

+ TéAlog, mapartiBevtan o1 BifAtoypa@ikég avagopég ov xprnopomnodnkay 6To keipevo.
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KepaAaro 2

OewpnTikd VLOPabdpo

2.1 2ZuvapTNoElg KATAKEPUATIGHOD

O kpumtoypapikéc ocvvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLK1) KaTnyopiot cLVAPTICEWY KATAUKEPHATIOHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULILTOYPAPLL.
Amote oV poBnpatikég cuVaPTHOELS TTOL dEXOVTAL WG £lc0do dedopéva Tuyxaiov peyéBoug ko

emLoTpéPovy oLpPoroceLpég aTabepo prjoug.

Tuxaio péyebog X1aBepb PNRKog
Mnvupa Hash
TR0 > S 7793b6852948517d
............................ d8bA2904F85933¢ea

............................ €B0198b1

Mn avTioTpéyiun diadikaacia

Zynpa 2.1: Aaitovpyia ovvapTnonG KATAKEPUATIONOU

OL TYéG TTOV ETLOTPEPEL T) GLUVAPTNOT) KATAKEPUATIGHOD OVOPALOVTOL TIHES KATOKEPHATLOHOD
(hash values, digests 1} autAd hashes). Mio ldavikt] KpLUTTTOYPAPLKT] CUVEPTNOT) KATOUKEPHATIGHOD

éxeL TG e€Ng Paoikég dLoTNTES:
« Eivou vreteppuviotikn, dniadn 1 idia elcodog mapayetl mavta tnv idia €é€odo.

« Eivou pn avtiotpédipn, dnhadn eivor mpaktikd avé@ilkto va vtoloylotel 1) elcodog dedo-

péVNG pLog e€6S0v.

« Eivouw apgppovoonpovn (1-1), Snradn ce d00 dixpopeTikég L6OSOVE AVTIGTOLYOVV TAVTOL

dv0 evtedag droupopetikég €EodoL.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

« Eivai amodotikn, dniadn o vitoloyiopog tov hash omolacdnmote etcd6dov eivor yprjyopoc.

.......... > 1904 e9c7 8e09 ¢db51 8830

KOUAEIG COU EVAI HOU “TaVE | --vrvevee- > A K 7 i

AOUAEIG CoU €ival You ‘nave
VO KPUBEIG TATPOTATWY | ovveeeene >
KaBIEPpWHEVWV.

.......... > 49ef abc3 e4fa adB8a bb6b4
4574 54ec cc22 45b4 988¢

AoUXeIG ooy eivar Yoy “nave
VA KPIVEIG TATPWTATWY | wooeeeee >
KABIEPWUEVDV.

.......... > 2395 8676 2637 Adef 5d54
9d25 78e6 ab67 c¢cd3 a06f

Zynpa 2.2: Hapdderypa Aeitovpyiog cUVAPTHONS KATAKEPUATIONOU

Mia o6 TIG ONHOPLAEGTEPEG OLKOYEVELEG KPUTTTOYPAPLKOV AAYOPLOHOV KaTOKEPUATIOHOD €i-
vou owtr] twv Secure Hash Algorithms (SHA), n ool tepthapfaver tovg SHA-0, SHA-1, SHA-2
kot SHA-3.

2.2 AodvppeTpn kpuntoypapia

H aotppetpn kpuntoypapio (asymmetric cryptography) rj kpumroypagia Snpociov kAetdLov
(public-key cryptography) amoteAel kpumtoypagikd cvotnpa tov Paciletal atn xprion evog Lev-
youg kAediiv (key pair), tov dnudéoiov (public key) ko Tov idiwtikot (private key). Avtd to kAetdud

elvor poOnpoatikd ovvdedepéva wg e€ng:
« To 1duwTud kAeldi de pmopei va TpokvPel yvwpilovtag To dnpoctod Tov
« 0,11 kpumtoypanBei amd to éva popei va amokpuntoypoenBei povo od o dAlo

H dnpovpyia evog {ebyoug kAeldiodv emitvyyavetal pécw pog yevvizpiag kAeididv (key gen-
eration function), 1 omoia ypnoomotei eidikovg alyopibpovg (m.x. RSA), dexodpevn wg eicodo
évay Tuyalo aplBpod. Amo ta mapoyOévta kAewdid, To dnpodclo yvwotonoleital oe TPLTOVS, EVE TO

LOLWTIKO TAPOPEVEL HUGTLKO.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

7 = >

/T> . Anpo6oio KAeIdH
\ 7/ Anpocionoinon
B~ o€ TpiTou
(58834D85E734F8 | oo > Q‘ - pres
Meydhog Tuxaiog apiBu6g 7 | N T

Zynpa 2.3: Hapaywyr acUppuetpov Jevyovg kAeidiv

O xpnotng pmopel va ypnopomotrjoel Ta kA&l yiox d0o Pacikodg okomoig:

a) T voo ok putToypa@roeL VoAt AAADV XPNOTOV, Ol OTTOLOL T KPULILTOYPAPNCOLY
XPNOHOTOLOVTAS TO dNPoOcLo KAeLSL Tov. Me avTdV ToV TpOTTO eEATPAALETO 1) EUTIOTEVTL-

kotnta (confidentiality).

B) T v vtoypdafet YnerLakd Evor PVopa, KpLumToypap®vtag to hash twv dedopévwv tou pe

10 WL0TKd Tov kAewdi. ETol, 0 mapadimtng Tov pnvopatog propel péow tg Anebeicag

Ynpiaxrg vroypaeris (digital signature):

i. Na emaAnBedoel Tnv THLTOTNTA TOL ATOGTOAEN, TTOKPLITTOYPAPO VTS ETLTUX OGS TNV
yngokr voypoagn pe to dnpocto kAedil tov tedevtaiov. EEaopaileton étol n mi-

oromoinon (authenticity) tng mpoélevong Twv dedopévmv.

ii. Na emPeforcdoet 0TL TO prjvupa éptace avarloiwTto, epodcov to hash twv dedopévwv
ovprintel pe to hash evtog g Ymerakng vroypagpng. Me avtdv Tov TpoTO e€acpot-

Alleton 1 axeparotne (integrity) Tov dedopévwv.

Me tov cUVOLACHO TV TAPATAV®, AéHe OTL dDO XPTOTEG PITOPOVV VA ETTLKOLVOVODV HETOED

TOUG He Kpurroypapnon an’ daxpn o akpn (end to end encryption).
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2.3. Aévdpa Merkle Kepdhoto 2. Oewpntikd vofabpo

@)
> Kpuntoypdgnon
> €= > [
............................... A82F6CT8 A82F6CT8
i Function ﬁ
AnooToAéag Hash UE I1310TIKS KAEIDI Wnolakn V
Aedopéva AnocToAéa unoypaen
Kpuntoypdonon \
\/ e Anpooio KAEIDT Wneiakd
MapaArintn Ynoyeypappéva
% . Aedopéva
MapaAnnTtng a
Anokpuntoypdonon

Kpuntoypagnuéva
Aedopéva > l482F607sﬁ' ......... ﬁ> 78376078

: Wniakn pe Anpéolo KAeIdf Hash
i AnokpunToypdenaon unoypaen AnocToAéa .

HE [810TIKO KAEIST @ """"""""" > v
MapaAinTn Wnoiakd Hash ?
Ynoyeypappéva [ =——— | T Functlon """""""""" > —
Aedopéva .
Aedopéva @

EEaopdAion
niotonofnong Kai
akepaidTNTag

Xy 2.4: Kpvrroypdpnon an’ dkpn o dkpn

Mia tpocéyyion otnv kpuntoypopior SNUOcLov KAEWSLO0 eival 1) KPLTTTOY PP EAAELTTIKNG
koprtoAng (Elliptic-Curve Cryptography 13 ECC). H ECC Paocileton otnv alyePpikn dopr twv
EALELTTIKOV KOUTUAGV o memepacpéva medio kot vmepéyel tng non-EC kpumtoypapiog, ko-
0cg emTpémer Tn dnpovpyic PikpdTEP®VY KAEWOLOV pe toodvvapn aopdela. Eva ad ta tpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omoiog xpnoipomoteiton
yla Tnv Yneakt vroypogn dedopévav kot amotedel 1o EC-avéoyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry Sopr} dedopévwv, 1 omoic
anoaptileton oamd gOALa (leaf nodes) mov mepiéxovv hashes amd blocks dedopévev ko amd G-

Aovg kopPoug (non-leaf nodes) wov mepiéyouvv ta hashes twv Buyatpikov Tovg. Xtnv Kopven Tov
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2.3. Aévdpa Merkle Kepdahaio 2. Oeswpnrtikod vofabdpo

Sévdpov Ppioketon o prlikdg kOpPog pe To Aeyopevo root hash.[5]
H mio cvvnBiopévn viomoinon eivon to dvadukd (binary) dévdpo Merkle, to omolo mepiho-
Baver dvo Buyatpikotg kopPoug (child nodes) k&tw amd k&Be yoviko (non-leaf) xopPo, ko eivan

oLTO TTOL AVOAVETOL GTT GUVEXELOL.

Root Hash
Hash A
hash( ¥
Hash B
A A
Hash A Hash B
Hash /A1 Hash B1
hash( # hash( ¥
Hash A2 Hash B2
A A A A
Hash A1 Hash A2 Hash B1 Hash B2
hash(DY) hash(D2) hash(D3) hash(D4)
A A A A
D1 D2 D3 D4
Data blocks

Zytiua 2.5: Hapdaderyua Svadikov Sévdpov Merkle

To Merkle trees emitpémouvv Tnv amodotikr kot ac@ait] eTaAn0evon TV TePLEXOHEVOV TOL
ovrikovv oe 6eT dedopévev peydiov peyéfovc. H PBaoikr dotnta eivar 0TL yia k&Be oet dedopé-
VoV utapyeL akplPag éva Tlovo dévdpo, To omolo de yiveton va TpomomoinBel ywplg vor aAA&EeL
Tavtodxpova Kot to root hash.

Etol, péow twv Aeyopevwv Merkle proofs, propotye:

+ Noa arogavBotpe eqv kamola dedopéva avrjkovv oto 8évdpo, vtohoyilovtag (Yo To ekd-
otote leaf node) hashes mAnBovg avahoyov tov Aoyapibpov Tov Guvorotkov aplBpod Twv

QOAWV.

« Na amodelovpe GUVORTIKA TNV EYKLUPOTNTA EVOG TUIHOTOS KATTOLOL GET dedOPEVWV, XWPLG

va ypelaotel vor arofnkedoovpe 0AOKANPO T0 cUVOAO dedopévwv.
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2.4. Aiktva Opotipwv Koppov Kepdahaio 2. Oeswpnrtikod vofabdpo

« Na dtacparicovpe Tnv eyKupOTNTA EVOG CLYKEKPLHEVOL GUVOAOL OedOUEVWV EVTOG eVOG
peyalbtepov 6OVOAOV, Xwpig va xpetactel v ammokalveOel To mepleyopevo omotovdnmote

ek TV dvo.[H]

2.4 Aiktva Opotipwv Koppov

To Siktva opoTIHeVY KOpPwv 1} Peer-to-Peer (P2P) networks amotedovv pio katavepnpévn op-
XLTEKTOVIKT) SIKTOWV, Ol GUPHETEXOVTES (KOPPOL) TNG omolag pHolpAlovTal Ve TUHH TOV TOPWV
TOUG, He GTOXO TNV ToPoxN kdmolag vrnpeoiag (m.x. Tov diapolpacpd meptexopévov). Ev avtifé-
o€l e CLYKEVTPWTLKG SikTua TOTTOL client-server, ot kopPol (nodes) éxouvv amevbeiag tpocPact
oTOVG TOPOLG, XWPIg TN dtopesordPnon evdidpeswv ovtotnTeV. Ol GUPPETEXOVTES EVOG TETOLOD
duktvov eivar, dnAadn, TavTdYX POV, TOGO TAPOYOL, OGO KL ALTOVVTEG TOV TOPWV KL TNG TOPE-

XOpevng vnpeciac.[[7]

L]

i - -

2.
J—F— &2 &
)

l=|:|
H:l

\
7

HL

/

AT

/\

HLI
HL]

AL
HLI

ApxiTekToVIKA client-server ApxitekTovikn P2P

Zynpa 2.6: Apyitextovikés Siktiwv client-server kai P2P

To P2P networks propodv va ywpiotodv oe dbo katnyopleg:

« Zta «KaBapda» (Pure) P2P networks, ota omola .oy et 0tL 1 apaipeot evog tuyaiov kOpPou

a6 to diktvo Sev mpokalel kdmolo TPOPANHX GE ALTO.

o Zta «YPpdukar» (Hybrid) P2P networks, ota omola cuppetéyovy emumAéov Kol KEVTPLKEG

OVTOTNTEG, TUPEXOVTOG ATTUPALTNTA TUNHOATX TWV TTPOTPEPOREVOV VI PECLOV.

Ao €00 koL 670 €€NG, edv dev avaépeTal pnTd 1) Katnyopio kamotov P2P network, Oa ev-

voeltal OTL aviKeL TNV TPOTT).
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2.5. Blockchain Kepdahaio 2. Oeswpnrtikod vofabdpo

2.5 Blockchain

To blockchain oroteAel pia dravepnpévn dnpooia oetpd dedopévwv, ov datnpel Evav ofie-
TAPANTO WG TPOG TO LGTOPLKO TOL kKatdhoyo (immutable ledger) Ynerakdv cuvarrayodv (digital
transactions) evog ayaBol (asset), m.x. evog vopiopatog (currency 1) token). Ilepiypaonke yuo
TPATN Popd To 2008 o évar dtopo (1) pict opdda avBpov) pe To Yevddvupo Satoshi Nakamoto,
amoteAdvTag T fdon tov kpurtovopiopatog (cryptocurrency) Bitcoin.[8]

Aopukod otoryeio Tov blockchain eivot To prrhox (block), To omoio epiéyel pio opdda Eykvpwv
OLVAAAAY®OV TTOL €XOLV KATAKEPHATLIOTEL Kol KwdikomolnOet oe éva dévdpo Merkle, to hash tov
TPOTYOUHEVOL MITAOK Kot pepLKk& arkOpo petadedopéva (.. nonce, timestamp). ‘Etol, k&Oe véo
HTTAOK «delYVeL» 0TO TTPONYOUHEVO TOL pécw Tov hash, emiPeParwdvoviag Tnv akepordtnTd TOUL,
e to SradeyOpeva pThok vo oxnpatifouv teAlkd pio advoida, péxpt To apyLtkd PITAOK, TO 0molo

elva Yyvwotod wg to prthok yéveong (genesis block).[9]

Block b

Header

Version

Genesis Block b -1 Block b +1
block OCKD - Difficulty oc
N Previous block N
Header XX - Header Header hash P Header (XX
A A A
Transactions Transactions Transactions

Transactions

Tx #1

Tx #n

Zynua 2.7: Blockchain w¢ advoida amd block

Qg mpog TNV kvpLOTNTA €Mt avtov, To blockchain Guvﬁewg dev eléyxetal amd kAol Ke-
vTpky ovtotnTa, alld Satnpeiton artd éva dnpodoro P2P Siktvo. O koépPor (nodes) Tov diktdov
OUHHOPPOVOVTOL CLAAOYLKA HE €va TPWTOKOAAO cuVaivesTg (consensus) yLot TNV €TLKOLV@VIo
KoL TNV emkOpwon véwv prdok. o mtapadetypa, oto Bitcoin, To consensus emituyydvetol HEGK
evog Proof of Work (PoW) adyopiBpov, 6mov ot kopfol (miners) avtoyovifovtot o évog tov G-

Aov yux To otog Ba Aboel TpdTog éva aOvOeTo ahyoptBpLcd TpoPfAnpa mov cvoyeTileton pe To

"Yréipyouvv kou kémoleg vAomooelg iwtikev blockchain mov, 6pwg, 8¢ Oa pag anacyorfcouvy.
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2.5. Blockchain Kepdahaio 2. Oeswpnrtikod vofabdpo

exkaotote block. Avtog mov Ba ta katapépel emiPpaPevetar yio TNy ene€epyacsTikn Lo\ TOL dot-
avnoe pe éva tocd otd bitcoin. Exelva eivat ev pépet véa vopiopata tov kofovtal 1) «e€opvcoo-
VToL» eKelvn T oTLypr) (01wg opileton ammd To TPwTOKOAAO), aAA& kot dca TéAN (fees) katéBoarov
oL KOPPOL Ylol VOl TTPALYHOTOTIOL|GOVV TIG GLVAAAQYEG TOL prtAok. AEilel va onpelwBel Twg dev el-
vou avaykaio vo Stabétel kaveig oAokAnpo to blockchain (to omoio eivon Waitepa oykddeq) -
dNAadn évav TARpn KOUPO - yLor va eTLKOLVOVHOEL e TO SIKTLO, XAAQX OpKEL VO XPTGLHLOTTOLTEL
évav light node ov anhd va avapetadidel Tig emtBuuntég cuvarlayég.

H devBuvorodotnon oe éva blockchain emitvyydvetan a€lomoldvtog tnv kpumtoypopio 8-
pocov kAeldov. To mpwtdkoAro Tov ekdotote blockchain opilel évav alyopiBpo yia tnv ma-
paywyn Cevyov kAewdiov (.x. ECDSA oo Bitcoin). To dnpocio amd avtd opilet tn dievBuvvon,
€V TO LOLWTLKO TTAPAPEVEL HUGTLKO, VIO TNV KOTOXT TOL XpNoTrh. Me avtd Tov TpOTTOo ITPoKLITEL
éva pak Tk aveE&vTAnTo mAR0og OV éykupwv dnpdciwv dievbovoewy (. 2% yix to
Bitcoin), oTig omoieg oL xproTeg pmopodv va GTEAVOLVY Kal va Aop&vouy Toc& TOUL eKAGTOTE
Kpurtovopiopatog. Ia tnv amootoln evog mocsov, dnlwvouvy to fee mov embupodv va kata-
BaAovv ko vtoypa@ouvv v emBount cuvaddayr pe to Wiwtikd tovg kAewdi. H cuvadlayn
avopetadidetal 6o dikTLo KO Tapopével oTo transaction pool péxpig 6Tov va yivel amodekth
Kol va oupepiAneBet oto emdpevo block.

Amo tex vkt okomid, To blockchain propel v OewpnBel wg pio pnyovn katactdoewv foaot-
opévn oe ocuvallayég (transaction-based state machine). AnAadn, Eekivaer amd pio apyikn ka-
taotaon (genesis state), ) omoio Tpomomoteitan otadiakd pe k&Oe block, kot mepthopfaver avi

TOoQ OTLYHN TIG OLeVBDVOELS e TO TOOK TWV VOULOPATMOV TTOV TLG VTLETOLYOVV.

Block b+1
transactions

Block b
transactions

Zyripa 2.8: Blockchain wg pnyavy kartactdoewv

SOpPGV e TNV avélvon e evotntag [1.4, To blockchain eiva apyITEKTOVIKG Kot TOAITIKE
QTOKEVTPWTLKO, kaB®OG Oe drabétel dopikd K&molo KevTpLKd ornpeio amotuyiag, ovTe eAéyyxeToL
oo kamolov. QoTtdc0, elval AOYLKA GUYKEVTPWOTLKO, POl LITAPYEL Pl KOLVE otodeKTr KOTA-

OTOOT) KOl TO CUGTNIX GUHTEPLPEPETAL HOKPOTKOTILKX WG EVOG EVINLOG VITOAOYLOTHC.
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2.6 Ethereum

>

4

Zytiua 2.9: Ethereum logo

To Ethereum eivou éva dnpocio blockchain avoiytod kddika pe eyyevéG KPLTTTOVOULGHX TO
Ether (ETH). [Tapéyel pict TPOYPOHPATIOTIKT) TAATPOPHA e eVowpaTopévn pia Turing-complete
YA®GGA TPOYPAPPATIGHOD, TTOL pitopel vor xprotpomonfel yia T Snplovpyilor AmoKeVTpOLE-
vov epappoyov (Decentralized Applications 1) DApps) péow g xpnong «£€umvev ocupfolainv»

(smart contracts).[[10]

2.6.1 Aoyapiaxopoi

>to Ethereum blockchain ot Aoyapiacpol amotelodv ovtdtnTEG OL OMTOLEG PITOPOVV Vor O¢-
xovtat, vo kpatovv kot vo otéAvouv ETH kou tokens, kaBodg ko vo adAnAemidpotdv pe smart
contracts.[[11] Xwpilovtar oe d00 katnyopies: 6Tovg Aoyoplacpovg eEmTepikng katoyng (exter-
nally owned accounts 1} EOAs) kot otovg Aoyapracpots cupforainy (contract accounts).

O1 Aoyoprocpol e€wteplkng katoxng Snplovpyolvtal Ywplg KOGTOG Kal eAEYXOVTOL HECW
LLOTIKOV KAEWLOV. MTopoV va tpaypatomolody povo cuvarlayég petapopdc ETH 1 kéurotov
token.

AT TV GAAN, oL Aoyaplacpol cupPoArainy amatody Kamolo k66Tog Snpovpyiag, Kabng
XPNOoomolovy aofnievtikd xwpo ent tov blockchain, evd edéyyovtan amoxAelotikd amd Tov
K®OSLK& Toug. Ot GLVAAAAYEG TTOV TPAYHATOTTOLODV TPOG AAAOVS AOYOPLAGHOVG Elval HOVO Goty
avtidpaon oe pio eloepyOpevn cuvalloyr, 6twg opilel o kOdkag Tov smart contract Toug.

ITio avadvtikd, To medio Tov drabétovv o1 Aoyapiacpol oto Ethereum eivon tox e€ng:

+ To nonce: évag petpnThg oL VITOJELKVVEL TOV APLOPO TV ATEGTUAALEVWV GUVOAAY®OV TOL
Aoyaplocpov. Avtd Stcpalilel OTL oL GLVAAAXYEG dleKTTEPALOVOVTL HOVO pia POpa. e
évay Aoyaploopd cupfolaiov, avtdg o aplBpog avtutpocswetel Tov aplbud Twv cupfo-

Aaiwv mov dnpovpyndnkav amd exeivov.

« To balance: To moc6 oe ETH mov Siadétet o hoyaplacpdg, petpnpévo oe wei (1 ETH = 108

wei).

+ To codeHash: é¢va hash mov avagépetar otov k®dika Tov Aoyaplacpot (contract code).
Eivar yapaktnpiotikd tov Aoyoplacpov cupforainv (6tovg Aoyoplacpong eEnteplkng
katoxng eivor hash piog xkeviig ovpforocerpdc) ko, oe avtiBeon pe ta dAla media, apdTOL

oploTel Topapével apetdfAnTo.
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« To storageRoot: To root hash tov dévdpov Merkle Twv amoBnkevpévwv dedopévwv Tov smart

contract, epocov TpoKeLTAL Y évav Aoyaplacpd cupforaiov (8e yprnotpomoteital oe Ao-
YOPLXGHOUG eEWTEPLKNG KATOXTG).

H Snpovpylia Twv Aoyaplaop®Y eTLTUYYXAVETOL HEG® TNG TTaPoYwYNG £VvOG (ebyoug KAEWSLOV,
akromotdvrag tov ECDSA (BA. evotnta R.7). ‘Etor, to 18uw0Tikd kAedi xpnopomoteitar yior v
vIoYpa@ovTaL YNELokd oL cLVOAAYES, eved To dnpodoto opilel tn dnpodoia dievBuven Tov Ao-
yoplaopoo (eival tng popeng «0x + ta 20 teAevtaia bytes Tov Keccak-2568 hash Tov dnpociov
KAELOLOU»).

Katd xopro Adyo, oL xprjoteg mapdyovv kot dtayelpilovtot Ta O Tk KAEWOLX TV Aoyoplo-
op®V e€wTeplkng katoxng pécw evog moptopoAlot (wallet). Ta wallets amoteAoOv epappoyég, o
omoieg detyvouv to balance tov Aoyaplocpot kot opéxovy T duvaTOTNTH ATOGTOANG/ ANYMG
ETH xou tokens and/ oe avtov. Opiopéva TpoToPOALx TPOGPEPOLY TTEPALTEP® AELTOVLPYIES, OT)-
HOVTLIKOTEPT) €K TV OTOLWV elval 1) SltahVIEST) TOL AOYOPLAGHOD HE AITTOKEVTPWOHEVES EQAPUOYEG.

Enti tov mapdvtog, o o Stadedopévo TopToPOAL TETOLOL TOTTOL eival TO MetaMaskE.

2.6.2 Smart Contracts

Me Ay Aoy, T smart contracts ammoteAoOV UTOVOHX KOHHPATLO KOOLKQ, T OTTolo elva
amoOnkevpéva oo blockchain ko evepyomotovvral pécw cuvariaywdv. KAnpovopotv 1diotnteg
tov blockchain, 6mwg tn drapdveia (transparency), tnv emainBevopotnta (verifiability) ko tnv
apetoPfAntotnra (immutability).

Eva tapdderypo tng kabnpepvotnrog mov propel v topopotacdel Aettovpytkd pe smart
contract eivor o avtoépatog TwAntig.[12] Evag avtdpatog TwAnthg opiletor wg éve avtdvopo
HNxGvnpe Tov darvépel oyl 1) Topéxel vnpecieg, Otav elooyBel o ALTOV KATOLO XPTHATLKO
1000 Ko emhexOel éva StaBéoipo mpoidv. Ot ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VoL
EKTEAOVV GLYKEKPLEVOLG KAVOVEG, TTOL Bar pmopooay va oplotolVv o éva cUPPOAto. Me opoto
TpOTO, o¢ éva smart contract prropovv va kwdikomoinBovv avbaipeteg cvvaptnoelg petdfoong,
EMLTPETOVTOG T dnpLovpyic piag TANOOPAG ATTOKEVTPWHEVWVY EQAPHOYDOV.

Onwg mpoovapépbnke 6TV LITOEVOTN T , Ta smart contracts evtdocovton e contract
accounts koL rottovv TV KatofoAr TEA®V yia T dnpovpyia Toug, apov X peLdleTol vo eYypa-
Yovv emi Tov blockchain tov kdduka ko T apy Lk dedopévar Tovg.

EmutAéov, o kddikag Toug evepyoroteiton povaya otav dexBovv pia éykvpn cuvaAdayn oo
K&molov GAAov Aoyoplocpod (eite e€wtepikng katoxng, eite ovpPforaiov). H cuvallayn avtr
ERTTEPLEXEL, TTEPQL ATTO TO ATOLTOVEVO fee, Evat GUVODEVTIKO PNVUHA e TTANPOPOPLEG TYETLKEG [LE
TN cvvaptnon mov mpénel va ektelectel. H 8 ouvaptnon propel va mpaypatonolel motkideg
SLUPOPETLKEG EVEPYELEG, OTIWG TNV AVAYVMOGT] KXL TNV EYYPAPT] GTNV ECOTEPLKT artobnKevoT, TNV

TPOYHATOTOLNOT) VEOV CUVAAAAY®OV, 1), AKOHQ, TN dnpovpyla VE®V cUpfoAxiwy.

80 Keccak-256 amote)el Tov kxpumtoypopticd alyopidpo xatakeppatiopod mov xpnoiponostital oto Ethereum.
Ipodxerton yio tov adydptbpo SHA3-256 mpiv tnv tumomnoinot) tov amd to NIST.
*https://metamask.io/
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H obvta&n twv smart contracts yiveton katd fdon oe YA©ooeg vPnho0 emmédou kat, GUykKe-
KpLpéva, otig Solidity, Vyper ko Feld, [Ipwv v eyypaen tovg oto blockchain, petayAwtriovron
oe gpnvevotpo amod tnv EVM bytecode, 1 omoia eiva vtevOvvn yia tnv amobrikevon ko tnv ekTé-

Aeotj Tov (BA. vToevoTNTA R.6.5).

2.6.3 DApps

O1 DApps oto okoocvotnpa Tov Ethereum eival e@oppoyég ot omoieg suvdvalovv smart con-
tracts ko frontend Uls. Eivou vreteppuiviotikég, Turing-complete ko exteAoOvToL atopovepéve
otnv EVM.[11]

Tépa a6 T BeTied xopakTnpLoTikd Twv DApps mov avadtdnkay otnv evotnta [L.3 (avoyr
o€ CQAApATA, avTOXT o€ eMOETELG, TOLOLX AVAYKNG EKXDPTONG EPTLOTOCVVNG, AVTIOTUOT) CE
ovpmatyvieg), ta Ethereum DApps diaxBétovv emumAéov OAa Tae mAeovektipata Twv blockchain
Kol Twv smart contract, 0wg pndevikd downtime, TANpn akepatdTnTR dedopévwy Ko emainBev-
OLJT) CUUTEPLPOPA.

Qo1600, Yapaktnpilovtor kot od pio oelpd aEloonHel®TOV HELOVEKTNHATOV, OTTWG TO TTaL-

POKAT®:

« Avckolio ocvvtripnong: Zvvinpodvtal SUCKOAOTEPR ATTO TIG CUYKEVIPWTIKES EPAPHOYEG,

e€autiog TG opeToPANTOTNTOG TOL KWK KoL Twv dedopévwv et Tov blockchain.

« EmPapuvon anodoong: Ynapyel tepaotia emiPapuvveon amddoong (performance overhead)
Ko 1) kKApdkwon (scaling) eivo oA SvokoAn, kabdg amatteitar GAot oL kOpPoL vo exte-

AoOV ko va arroBnkevovy 0Aeg TIG CUVAAAQYEC.

« Jupeopnon ductvou: Enti tov mapdvtog, To dikTuo propel va eme€epyactel povo mepimov 10-
15 cvvadayég ava devteporento. Eav ol cuvalayég amootéAAovtat pe tayOtepo pubpod
amd avtov, Ba avfavovtar TapdAAnAa kot ol pn emPePolopéveg CUVOAAXYEG TTOL OVOLE-

VOULV VO EKTEAEGTODV.

« Kok epmerpia xprotn: Enti Tov mopdvtog, eival S00K0AO yLor Tov HEGO TEALKO XPHOTN Vo
aAAnAemdpdoel pe to blockchain pe evkoAio ko ac@ddeta, kKaBwg amontovvTaL EVEPYELEG
OTWG 1) EYKATAGTAOT) ELOKOV epyareinV yio TN dtaeovvdeon pe avtod, ) dnpovpyio wallet, 1)

dropOAaEn Tov WiwTikod Tov kAedov kot 1) TpocsOnkn ETH yia tnv eE69Anomn twv teAdv.

Iop’ Aot T peLtoveKTHATA, T OTTOlo PHETPLALOVTOL [E TOV KoLPO HEGK GLVEXWDV ovooOpi-
CEWV TNG TAATPOPUAG, VITAPYEL NN EVA VPV PACHA EYAPHOYDOV TTOL PITOPOLV Vo LAoTTOLHovV
oto Ethereum, aflomoiovtag ta toxyvpd Tov mAeovekTnpato. Ol epUPUOYES AVTEG PITOPOUV VO

SwakplBolv e Tpelg kaTnyopieg:

Phttps://soliditylang.org/, https://github.com/vyperlang/vyper kou https://fe-lang.org/
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) OKOVOULKEG EPAPHOYES, OL OTTOLEG TTALPEXOVV GTOVG X PNOTES LOYXLPOVG TPOTOULS droxeiplong
Kot cOVONG CUPPAGEWV X PNCLHOTOLOVTOG TA XPHHATE TOVG. ALTO TEPIAOPPAVEL LTTOVOpL-
OHOTA, XPTHOTOOLKOVOHLKA TTopAY®YX, GUHPACELS avTIoTAOHLoNG KIVODVOU, TOPTOPOALX
amotapievong, dabnkeg KoL kOO KOl OPLOUEVES KT Yopleg cLPPacewy epyaciog TAN-

poug KALpoKag.

B) Hpui-owcovopikéc e@oppoyéc, 6mov epmAékovTon Xprpata, aAAd 1 AeLTovpyict TOVG EpTte-
piéxel mapdAAnio ko pio a€loonpeiowtn pn voptopatiky tievpd. Eva tétoto mopddetypo

elvat oL uTOPTEG TANPOHESG Yot AVGELS Ge LIToAoYLo Tk TpoPfAfpata (BA. Gitcoin).

) Mrn OlKOVOULKEG EQPUPHOYES, OTIWG 1) OTOKEVTPWHEVT atoBrikevon dedopévav, cLoTHHATA
tavtotntag (identity) ko eripng (reputation), SadikTvakés Ymn@oopieg KoL AITOKEVTP-
pévn dakvPépvnon. O tedevtaieg eLlGAyovy Kol TNV €Vvola TV ATTOKEVIPWHEVOY AULTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrt®wv mov
EVEPYOUV ALTOVOX, XWPIG TNV avaykn StopecoAdPnong K&molag ocuykevTpwTikng (cen-

tralized) apyng.[[10]

2.6.4 Tokens

H A¢€n «token» mpoépyetan amod tn AéEn «tacen» twv [adaidv AyyAlkov kol onpaivel on-
padi 1) ovpPoro. tnv kobnpepvoTnTa, 0 OPOS XPNOLUOTOLELTAL, KATA KOPLO AOYO, YL TNV TTEPL-
YPOPT] AVTIKEPEVOV ELOLKOD GKOTTOU, Ta OTTOL HOLALOUV pE KEPHATA KAl £XOVV ALOT)HOAVT) EYYEV
a&lo (T.x. pépkeg oy vidiav). Zovnlwg, 1 xpromn twv tokens meplopiletal 6 GLYKEKPLUEVES ETTL-
XELPNOELS, OPYOVIGHOVG 1) Tomobecieg, Tpypa To omoio onpaivel 0Tt dev avtalldocovtol ev-
KOAQt KorL TUTTLKG £XY0LV POvVo pia Aettovpyio.[[13]

Qot600, oto Ethereum blockchain 1 évvowa twv tokens emexteivetan ko enavanpocdiopile-
tat. ITAéov dev vtapyov TepLlopLlopol xpriong kat oK TNoLag, v 1 okl TOug ToLkiAeL, avaAoyo
HE TO TL AVTUTPOCWITELOLY (T.Y. VOPIoHATA, TEPLOVOLOKA GTOoLXEla, 1) dikatdpata TpdcPacng).
Mmopoiv, 8¢, va avtadlayBovv oe maykoopio eninedo, yiox dAAa tokens 1} yiow GAAa vopiopato.

To tokens mov opilovton oe Ethereum smart contracts prropoov va é€xovv pia 1) teplocoTepeg

Ao TIG TAPAKAT® X PTOELG:
« Nopiopa (currency)
« IIopog (resource), m.x. yix to dwopotpacpd CPU 1 storage evtog evog Stktoov

« Ileprovorokd otouyeio (asset), eyyevoog 1 e€wyevoig, VALKOV 1) GuAov (1.X. XpLoodg, TeETPE-

Aato, evépyela, okivnto)
« IIpocPaon (access), yngrakn 1 guoikn (m.x. forum, dwpdtio Eevodoxeiov)

« Metoyikd xepdlato (equity) evog Ymgrakod opyoviopot (m.y. plag DAO) i plog vopkng

ovtoTnTog (.Y, plog eTonpeiog)
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« ¥neogopia (voting), mopéxovtag SikaldPaTa Yreov oe v YneLoko 1) VOpLKd o0e TN
« JvAAekTco (collectible), Yynprod 1§ pvoikod

+ Tavtotnra (identity), yneokng 1 vopkng @voewg

« IIiotomoinon (attestation), .. ttuyio, TGTOTONTIKO YEVVNONG

« Xpnowortntoa (utility), yix tpoécfacn 1) tAnpopn piog vanpeciog

Eva onpovtikd kpitrplo katnyoptomoinong towv tokens eiva ) evedoypotnta (fungibility)
toug. 'Eva token eivon evadddEyo dtav omotadrimote povéda tov propei vor avtikatootobel e
pioe GAAN ywpic kapia dipopd oty aia 1) T Aettovpyio Tov. Ao TNV GAAN TAeLpA, éva non-
fungible token (NFT) avtutpoocwmetel éva povadikd LALKO 1) GUAO GTOLYELO KO, ETTOHEVMGS, elvol
Hn evoAAGEo.

Télog, T tokens cuyvd akolovBovv kamola kabopiopéva standards otnv vAomoinot toug.
To Snpogihéctepa omd avtd eivan toe ERC-20 ko ERC-777 (yux fungible tokens), to ERC-721 (yia
NFTs) ko to ERC-1155 (yix semi-fungible tokens 1} SFTs).

2.65 EVM

To smart contracts (kat, kot enéktoct, ot DApps) eKTeAOOVTOL QIO TNV ELKOVLKT) U)X OVT) TOV
Ethereum (Ethereum Virtual Machine  EVM). H EVM autotelei pia quasi@—Turing—complete un-
X0V KOTAoTACEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
emiedo, N EVM propel v Oewpndel wg évag maykOoHIOG atokeVTPwHEVOS DITOAOYLOTHG TTOV
TEPLEYEL EKOTOPPUPLAL EKTEAECIHA OvTLKELpEVA, TO kKabéva pe T Sk Tov povipn aobrkn dedo-
HEVQV.

H EVM amoOnkevel OAeg Tig TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyeBog AEENG
256 bit, KuplKOC yLo TN SLELKOAVVOT) TWV EYYEVOV AELTOLPYLOV KATOKEPHATIGHOD KO EAAELTTTIKNG

KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodotoipwy oTolyeiwy dedopévmv:

« Evav opetdPAnto kddika mpoypdppatog oe etkovikt] pvipn ROM, poptwpévo pe tov byte-

code Tov smart contract pog extéAeoT).
« Mio Tk (volatile) pvrjpn, pe k&Be Béon pntd apyikomonpévn oto undév.

« 'Evag xdpog poviung amobrjkevong, mov eivon pépog tov Ethereum state, ermiong apyik&

pndevicpévog.

Ymapyel, entiong, éva cvvolo petafAnTodv meptfdAlovtog kot dedopévwy, To omola eivor dro-

Oéoa kot TV extéleon.[13]

1 «Quasi» («oyedov») emeidn dheg ol Siadikaocieg extéAeong meplopilovtan oe évav Temepacpévo aplOpd vtoho-
YIOTIKOV PNpdTev amd v tocodtnta gas mov eivor diabéoipn yia onoladnote ektéAec evog smart contract.
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2.7 IPFS

Zynpa 2.10: IPFS logo

To IPFS (InterPlanetary File System) eivou éva P2P npwtékoddo vreppéowv, oyediaouévo yia va
diartnprioel kou va avétjoer ) yvdon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
KTik6 ke 1o avorytd.[[14] TIpakTikd TPOKELTAL Vit £V KATAVEPNIEVO GUGTIHA Yio aodrjkevon
Kot TpooPacn oe apxeia, LOTOTOTOVGS, epappoyEg kot dedopéva. To meplexopevo eivor TpooPa-
OO0 HEGW® eVOG SIKTOOL OHOTIHWY KOPPwVY o Ppickovtal 0movdrmote GTOV KOGHO, OL 0ToioL
evdéyeTan va var aodnkevouy TAnpogopia, va tn petagépovy (relay nodes) 1} ko ta Svo.[[15]

O tpomog Aettovpyiag Tov IPFS Paciletan ota e€ng:

+ Movadikn tavtomoinon pécw SrievBvvorodotnong mepiexopévou (content addressing).
To meprexopevo dev mpoodiopiletar amd tnv Tomobesia tov (.. https://...), aAA& amd T0
TL tepthapPavel. Kabe koppdrtt mepieyopévou éxet éva povadikd avayvoplotiko (Content
ID 1) CID), to omoio eivor to hash tov oe poper multihash (https://multiformats.io/
multihash/).

« X0Ovdeon mepleXopévov pécw katevbuvopevev akvkAwv ypagwv (Directed Acyclic
Graphs 1} DAGs). To IPFS a&lomoiei DAGs (ko ocvykekpipéva Merkle DAGs), piog dopng
dedopévwv tng omolog k&be kOpPog €xel wG povadikd avayvwploTikd to hash Touv mepieyo-

’
pévou tov (to CID).
baf...8
{ foldername: pics
Child1l: baf...6
Child2: baf...7 }
baf...6 baf...7
i fo}der?ame: fish { foldername: cats
Childl: baf...1 :
: Childl: baf...4

Child2: baf...2 Child2: baf...5 }
Child3: baf...3 } :

™~ ZN

baf...1 baf...2 baf...3 baf...4 baf...5

i filename: freshwater.png i filename: tropical.png i filename: blowfish.png i filename: tabby.png { filename: black.png
content: @} content: ¥ content: @} content: §53 content: ¥}

Zynpa 2.11: Hapaderypa Merkle DAGH

2https://proto.school/merkle-dags/

27


https://multiformats.io/multihash/
https://multiformats.io/multihash/
https://proto.school/merkle-dags/

2.7. IPFS Kepaawo 2. Oewpntiko vofadpo

>1o noporave Merkle DAG ta baf...i armoteAotv o CID twv apyeiov kot towv gokéAwy. To
Sévdpo dnpuovpyeiton otd KAT® TPOG TA TAV®, LIToAOYilovtog K&be Popd T KATAAANA QL
hashes/CIDs. ¢ mepintwon mov to meplexOpevo evog kopPov aArdagel, T10Te aAlalel TOGO

to CID tov, 600 kat ta CIDs 0AwV Twv TPoyovemV Tov.

o Avak@AuPn TEPLEXOHEVOU HECK KATAVEUNUEVOV TIVAK®V Katakeppatiopot (Dis-
tributed Hash Tables } DHTs). O DHT eivou éva katavepnpévo cOOTHHO YLt TNV QVTL-
otoiylon kAewdidv oe Tipég. Xto IPFS amotelel to OepeAiddeg cLGTATIKO TOL GUGTHRATOG
dpopordynong meplexopEVou ko AELTOVpYeL WG SLGTAVPWST) HETAED KATAAOYOL KOL GL-
otpotog tAonynong. Ipaktikd mpoketton yio éva ivoka ov orofnkedel ToLog €xeL woLa
dedopéva ka, PEcw ToL oTolov, 0 XPNOTNG Ppiokel TOV peer mov éxel ATOONKELHEVO TO ETTL-

BupnTo TepLeyOpevo.

Kart mov Ba pémel va onpelwbetl eivon twg, cov mpoemiloyn, ot IPES kopPor avtipetwniCovv
ta aroBnkevpéva dedopéva wg mpoowpvry pvipn (cache), mpdypo ov onpaiver 6t dev vILdpP-
XeL Koo eyyonon ot ekeiva Ba cvveyicovv va mapapévoovy amodnkevpéva oe avtovg. o tnv
aoPuyt NG drypapng Tovg antd tov garbage collector, Ta dedopéva B mpémel v onpavBodv
WG CNHOVTIKA, HECW TOV «KApPLToOUaToc» (pinning). Etol, yio tnv opadr Aettovpyio .. piog
DApp mov Pacileton oto IPFS, o mpémel to meprexopevo g va eivar pinned ad apketols peers
Ka/1 va yivetou xprjon kamolov pinning service, wote va eEaxcpaiifetarl SiabecipotnTa Tov.

Baowko mAeovéktnpo tov IPFS givon 0L 0 ammokevTpwtikdg Tov Yopoaktnpag divel tn duvarto-
TNTO VX TTOPEYETAL TO TEPLEXOPEVO atd TTOAAOVG KOPPoug, oL omoiot Bpickovtol oe dtopopeTikég
tomobecieg ka Sev LTAYOVTOL G KATOLOL GLUYKEKPLHEVT) KEVTPLKT) apXT). Me avtdv Tov Tpodmo, Ta
dedopéva eivar o avBekTikd 1060 otd oy Sabeoipotntog (av évag kKopPog amoouvdebet,
Bo vTapyeL kKaTolog GANOC), 60 Kot atd Gron avtoxng ot Aoyokpioio. Mmopel, emiong, vo
AVOKTOVTOL YPNYOPOTEPQ, £QPOCOV Tar dLaBETOLY K&ToloL KOVTLVOL peers, Tpaypa Wiaitepa mo-
AOTIHO YLOl KOLVOTNTEG TTOL elvarl KAAG SIKTUWHEVEG TOTLKA aAAG dev €xouv KaAr] cUVEDT e TO

eupLTEPO dLadiKTLO.

28



Kep&Aaio 3

Y xedilaoT EQUAPUOYNG

Ye avTo TO kepalato meptypapetal 1) Sradikacio oxediaong tng epappoyng Concordia, awd
TN GOAANYT NG WEaG KoL TNV eTAOYT TNG TEXVOAOYLKNG oTOLPaC, HEXPL TOV OPLOHO TNG OPYLTE-

KTOVLKTG TNG KOL TOV SLOYWPLOHO TOV TTPOYPUHUATIOTIKOD €pYOU ¢ sprints.

3.1 XOAANYN NG déag

H cOAMNYn g 1déag yioe n dnpovpyic TngG eQappoyng tng mapovoog SUTAWIATIKNAG Py
olog EXEL OG EPAATIPLO TNV VALY VAOPLET] eVOG SLOLAGTATOL TPOPATHATOG.

H poytn Siotaon eotidlel 6ToV XDOPO TwV HECWV KOWwVIKAG dikTOwonG. Exel mapatnpeiton
AdLPPLOPNTNTN EMLKPATNOT TAATPOPUNDV ETLKOLVOVIAG CLYKEVTPWTIKNS Hopen¢ (.. Facebook,
Twitter, Instagram), eve mpoondBeleg dnpiovpylag avTioTOLX®V OTTOKEVIPWTIKOV EPAPHOYDV
Bpickovtor oe Tpdpa otddia, 1060 avantuEng, 6co Kkat viobétnong amd to evptd kowvd. Omwg
avol0Bnke ko ot evotnta [l.3, n tpéyovoa avth kathoTaot Bétel afloonpeioTa TPOPARpAT
TeEXVIKAG PUoEWG (EAAelYm aopalelag Ko StabecpoTnTog) Ko, Kupiwg, ToALTIKAG (EAAeLn eprt-
oTOG0VNG, £YYUNONG TNG awBevTiKOTNTAS TV dedopévmv kat Tng ehevbeplag Tov Adyov).

H Sedtepn dudotaom eatialel otov xwpo ng Ynerakng dnpokpartiag (digital democracy). Xv-
YKEKPLLEVR, Topatnpeitan EAAELPT) epYOAEL®V, LKOVOV Vo TOPEXOLV TN dLVATOTN T SLleVEPYELAG
avBevtik®v dnpokpatik®v diadikactdv. ¥neopopieg kot avTodLayElpLoT) EVTOS CLGTNUATOV Ke-
VTPOTOLNHEVNG AOYLKTG adLVATODV, YLt pXLTEKTOVIKOUG AdYOUG, va eEacpaiicovy Tig amapai-
NTeg OepeAddelg 1OLOTNTEG TETOLWV SLadLKAGLOV, ONAadT] TG avwvupiag kot Tng etaindevot-
HOTNTOC.

AUTEG OL TTAPATNPNCELG TTOTEAEGAY TNV EUTTVELCT] Yo TN Snptovpyla plag e@appoyng, 1
orolo, HEGW EVOG TTPOTELVOHEVOL GLVOVAGHOD ITOKEVTPWTLKOV TEXVOAOYLOV, VO 0piceL Eva Y-
PLakod xdpo mov Ba épBel avtipétwtog pe To toparmdve TpdPAnpa. Etol, kevipikdg 6tdX0G NG
mAoTIKTG epappoyrng Concordia, eival va amotedécel piot UTOVORT KOLVOVLKT TAATPOPHL, TTOV

B katoxLpWVEL GTOLG XpNOTEG TNG eAevBepiar TOL AOYOUL KoL AT PT KLPLOTNTA €TTL TV dedOpE-
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3.2. Texvoloyikr) otoifo Kegpahaio 3. Zyedioon epappoyng

vov toug. EmurAéov, Oa mapéyel tn duvatotnta dievépyelog avbevTik®dV, aVOVUHOY Ym@QopopLidy,

kATt tov Ba v kablotd éva aELoOmIoTO dNpoKkpaTikod Pripa Yy T AN amo@ioewy eVTOg TV

AL TOJLOYELPLEOHEVWV KOLVOTHTWV TNG.

3.2

TexvoAoyikn otoifo

EeKvavtag T oxedlaon NG TAATQOPHAC, TPAYHATOTOLONKE Epevva YLt TNV ETLAOYT) TNG

teyxvoroyikng tng otoifag (technology stack). Avtr armopacictnke va akolovbrioel pio Tpocap-

HOOHEVT Ylo T SeQOPEVAL HOPPT] TPLUEPOVG SLécrocEr]gE KoL vor YwploTel oe Tpla Aoyikd emimedo

(tiers):

@)

f)

Presentation tier: AmoteAei tn diemapn Tov xprotn (user interface 1} Ul), péow tng omolag
0 TehevTalog aAAnAemidpd pe TNV epappoyn. i v ekTANpwon TV Tpodiaypapnv, To
HOVOSLKO aTopaiTnTO XOPAKTNPLOTIKO OLUTOD TOV TUHHOTOG ELVOL VO UTTOPEL VO EKTEAELTOL
aLTOVOLO QIO TN CLUGKELT] TOVL TEALKOD XproTn, dnAadn v pnv amonteitan 1 Orapén Ké-
7oLOL e€LTNPETNTN Yl TN AgtTovpyia Tov. AapPavovtog, emtposféTwg, VITOYLY TIG VA~
YKEG KOl TOUG TLEPLOPLOHOVG TWV AOYLOHLIKOV TV GAA®V §V0 emmédwv, TO0 ToPOV KOPUATL

amopacicTnke va oxedlaotel wg pio client-side web application ce HTML/CSS/JavaScript.

Application tier: IIpoxeiton yiox to eminmedo mov wpaypartonotel TNy eneEepyacio (process-
ing) g epappoyng. Edo emAéxOnkav to blockchain ko T smart contracts, kaBohg To
TAEOVEKTHHATE TOUC, OTKC QLT TEpLyphpnkay 6to kepdhato B, appdlovv amdlvta pe
TIG LOLXITEPEG ATTAUTNOELS TNG EPAPHOYNG. ZVYKEKPLHEVE, emAéXONKe 1) TAATPOPHOL TOVL
Ethereum, xab®g amotelel Tov mpwtondpo oto Ydpo, dxbétovtog Tnv LoxvpdTEPT KOL-

VOTNTA KoL TNV duVATOTN T SHLOVPYLNG TAPWG AELTOVPYLKOV EQAPHOYDV.

Data tier: To Tpurpa ovtod eivon vitevBuvo yio v amoBrikeven Tov kKOpLov Oykov Twv dedo-
pévav (storage). T'a Tnv emitevEn TANPOLS APYLTEKTOVIKAG UTOKEVTPWONG TV deSOPEVWV
emAéxOnke To IPFS (BA. evotnra R.7), To omoio Siavépel To meplexOpevo Tng eQpappoync
OTOUG peers oV GUHHETEXOVV G aUTHV, XWPIg va amattel k&utolo kevepikd onpeio. Etot,
k&Oe xpnotng Ba €xel TAN PN KLPLOTNTA eTTL TV SeSOUEVOV TOV, €V, eMLTALOV, O GUpE-

TéxeL oTNV TAXTPOppa droporpdlovtag Ta dedopéva GAAWV XPNOTOV.

Tehka, pe N Steotvdeot) TV TPoavaPepOEVTOV TEXVOLOYLOV, TPOKVITTEL GYXTHATIKA 1) OKO-

Aovbn dudtakn:

BBH tpipeprig Stétakn (three-tier architecture) Soywpilet pio epappoyn oe Tpio aveEdptnTa Aettovpyikd emineda
Ko aotedel TNV Kuplopyn emAOYT Yo SLATREELS TTOUPASOCLAKOV EQAPHOYDV TEAXTN-eELTN PETNTH.
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3.3. MeBodoloyia oyxedioong Kegpahaio 3. Zyedioon epappoyng

E E Presentation tier
JS

HTML/CSS/JavaScript

]

‘ Application tier

Ethereum

]

Data tier

IPFS

Zynpa 3.1: Emideypévny teyvoloyikn oroifa

3.3 MeOBodoroyia oxediaong

2TOV YO TNG TeXvoloyiog Aoylopikol vtapyovv Stapopeg peBodoroyieg oxedioong oL omoieg
éxouv petaEb Toug Ko ototyeio. Avtd Koot dUoKkoAo TOV TPOoGdLopLopd piog povo pebodo-
Aoyiag 1 omoice akolovBeital motd oe k&be €pyo. ZvvnBwg, oL opadeg oL AVATTOGGOLY TO
Aoylopiko akoAovBolv pia pi€n amod dikgopa epyareia, 6ov avtd kpivovtar PoAlkd yio Tovg
oTOXOUG TNG OPADOG.

Katd tnv oxedioon ko tnv vAomoinon tov kddika akohovdnOnkav Sitdpopeg Texvikég Ko
potipa avamtvéng. Katd faon xpnoyomodnkav Agile pébodot 6mwg to Kanban ko Scrum xat,
apyotepa otny avamtugn, to DevOps povtédo yux Stopkr evowpdtwon (Continuous Integration)
ko dwaepkr) eykataotaot (Continuous Deployment).

T TV mapovoa epyacio, Tpaypatoroldnke avaAvon kol oxXeSUGHOG TV EMUEPOVS HO-
vadwv epyooiag (tasks) mpv v évapén tng dradikaciog avamtuéng tov kddwka. Ta tasks mov
npodiaypapnkav oy cuvifwg epicsE TOL OTTOLOL XPYOTEPX XWPLOTNKAV G EMLPEPOVG, HIKPOTEPQL
tasks. Opiotnkav eniong opdoonpa (milestones) ta omola fonOnoav Wdiaitepo TNV LepapyN oM Ko
TPOTEPALOTTOLNOT) TwV tasks.

To Kanban eivar pia pé0odog opydvmong épywv Kot 0TTTIKOTOINoNG TV HOVAd®Y epyaciog
(tasks) mov ammotovvTOL i TV 0AokArpwaot) Tovg. Xto Kanban opilovtot ta factkd otadio tng
por|g evog task kol Xp1OLHOTOLOVVTOL OTTTIKX HECK DOTE VO YLVEL LYVIAXTNGT) TOGO TNG GUVOALKTG
KOLTAOTOGTG TOU £pYOU, 0G0 KL GUYKEKPLUEVOV-HEPOVOHEVQV tasks kaBdg avtd Tpoodevouv. I

K&Be oTddL10 oAokAnpwaong opiletal pic EexwPLOTH OVPA EPYATLOV (OTNHAN), YLt TAPASELYHA «OE

“Ta epics elvon peydheg povédeg epyaciog ol omoieg apopoiv ké&molo Pacikd xopaktnploTikd. O Sloywplopog
TOUG o€ enpEpovg tasks avafdiietal pe oKomod TNV KXADTEPN KATAVONOT TWV AVOLYKGOV TOUG.
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3.4. Katnyopieg xpnotov Kegpahaio 3. Zyedioon epappoyng

aAVOpOVY», «oe eEEAEN», «OAOKATPWHEVO». XPNOLHOTOLOVVTOL OTITIKG GLVidAa (XpopaTa, tags
KoL GAAQY) YLOL TOV SLOYWPLOHO KOl TNV YPHYOPT] KATAVONGT) TWV GTHAVTIKOTEP®OV YVOPLOUATOV
TV tasks, yo mapadetypo Eexwploto tag yi k&be vinpecsio oty omoia avagépetan to task.
Emntiong, opilovtan Opra 6Tov aplbpd twv tasks wov propodv va etva tavtdypova oe eEEMLED.

Mia &AAn Agile péBodog eivar to Scrum. To Scrum ypnowomotel ko emekteivel To Kanban.
H Baocikég dpopég tov pe to Kanban eivar 6011 6T0 Scrum vmédpyovv mo avoetnpég dradika-
oleg. Opilovtal TpoypoappatioTikol KUKAOL (sprints) oL 0oioL €X0VV CUYKEKPLUEVES TJHEPOUNVIEG
EvapEng Kot AENG KoL GLYKEKPLLEVOLG GTOXOUVG OL OTTOLOL AVTIKATOTTPLIlOVTaL 68 GTOYXOVLS OAO-
KA pwong optopévwy tasks. Ot podot eivar capéatepot, pe kdbe péAog g opadag vo ccvahapPa-
vel StapopeTikég evBOVEG otV opydvweon kot ektédeot. I v dadikacio avamtuéng, vnpée
TOAD XPTOLUN 1) XP1|OT) TOL Scrum o€ ePLOSOVG OTTOL TV AVAYKALX 1) TOXVTOT AVOITTLED Koti-
PLOV HEPWV TOV GLOTHHATOG. AOY® TNG ALGTNPOTNTOG TTOL eMPAAETAL ATTO ALTO, ELOIKA GE O,TL
apopd Tig Tpobecpieg oAokANpwoNg Twv empépoug tasks aAAd ko Tov GLVOALKOV sprint.

Kabog n avamtollakn diadikacio wpipddler kol  TAat@oppo amotelel éva Pudoipo mpo-
i0v, elval xpnoyn 1 vmapén evog CLGTHHATOG TOL Vo JLEVKOADVEL TNV GpeoT) Snpovpyla Kot
dnpocievon twv vedtepwy ekddcewv. Mepikég eEopetiicég pébodol yiar TV amrpOGKOTTN Kol ov-
TOHOTOTTOLNUEVT eTiTeEVEN TOL 6TOYOL avTOL opilovtarl atd To DevOps. Me tov dpo DevOps
(development operations) ava@épetoat pia kKovATOUpa oxedlaong Kol avVATTUENG AOYLGHLKOD TTOV
opilel Tovg poAovG, Tig dradikaaieg kaL TEXVOAOYIES TNG e 0KOTTO TNV cuvexn dnpovpyla afiog
ytoe Touvg xprioteg. To DevOps éxel oAl otevr) oxéon pe to Agile kol amoteAel Tnv GuVEXLOT TNG
VOOTPOTLOG VLTINS GTOV XMPO.

Mio amtd Tig o xpropeg mruyég tov DevOps, 1) omoia yprotpomofnke otnv SUTAOHATIKT,
etvon To CI/CD 1o omoio meprypdgel Tig SladLkacieg RUTOHATOTOLNONG TWV EPYACLOV EVOOUAT®-
ong (integration), eAéyyouv (testing), mapadoong (delivery) kou eykatdotaong (deployment) tov
TPOLOVTOG. Mécw TV SLadkaot®dv avT®Y aalpeital n avaykn avlpdmivng cAAnienidpacng
YLt TNV OAOKAT)PWOT) TV GTAdIWV QUTKOV, EVQ EMLTUYXAVETOL 1) SLLPKNG KL ATTPOCKOTTY) dLiK-
Beon tng tedevtaieg éxdoong Tng TAATEOpHAG oTovg Xpnotes. Opilovtal emiong diadikaoieg
dnpovpyiog mepipddrovrog edéyyov (staging deploys) to omoio amrotelel onpovtikd Poribnpo

OTOV £YKOLPO EVTOTILOPO AaBdV TOL KOSIKA.

3.4 Katnyopieg xpnotwv

O xpnoteg (actors) Tng mTAATPOppHAG XwpllovTal o€ TPWTEVOVTES 1) EVEPYOLG Kol deuTepeD-
ovteg 1) mabntikovs. Ilpwrtedovteg xprioTeg eivat ekelvol TOL eKKLVOUV Slepyacieg 6TO GUGTNHA.
AevTepebovTeg elval oL XPHOTEG He TOLG omoilovg aAAnAemdpd to cvaTNHa, oaAAd oL idlot dev

eKKLVOUV dlepyacieg oe aUTO. ZUVOALKK OL XPHOTEG TTOL GUUHETEXOVY GTO GUOTNHA elvat oL:

+ Emokémnteg
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3.4. Katnyopieg xpnotov Kegpahaio 3. Zyedioon epappoyng

« Eyyeypoppévo péin

« JvupPoroia kowvoTrTeV

3.4.1 Evepyoi xpnoteg

OL evepyol xprioTeg 6TO0 GOOTNHA ELVOL OL ETTLOKETTEG KOL TOL EYYEYPOPHEVOL HEAT).

OMot oL xprioTeg 6T0 GVOTNH eivor apyLk& emlokéntes. Ol eMOKENTES EXOLV TN SLVATOTN T
vo PAETTOUV TO TTEPLEXOHEVO TNG KOLVOTNTAG, OAAG OE PITOPODV VO GUUHETEXOLY SNHLOVPYDVTOG
véo meplexOpevo (dnpootedovtog véa Bépata 1) pnvopata). Eniong, de propodv va cuppetéxovv
OTIS YNPoPopleg TNG KOLVOTNTAS 1] VO YNOLoovV Ta PNvOHATOL.

Otav évag emokénTng eyypaeTol 6To CVGTNHA, OITOKTA évav povadikd, avEovto aplOpd
XPNOTN KoL woTelel TAEOV eYYEYPOUHEVO PHENOG TNG KowvoTnTaG. Tor eyyeypoppéva péAn éxoovv
Tl SIKOUDOHATO TWV ETLOKENTAOV KOL PITOPOVV ENMTAEOV Va TPOSOEGOLV TTEPLEXOHEVO GTNV TAXT-
POpHa PHEG® TNG dMpLovpyiag vEwV Bepdtev, Tng dNPocievong PHNVLHATOY Kot TNG YHPLONG OTLG

Yneogopieg oTIg 0MOiEg £XOVLV SIKALWHAL.

3.4.2 IlaBntikol xpnoteg

[MoOnTikoi yprioteg Tovg GLOTHHATOG eivar T GLPPOALX TwV KowvoThTwV. Tar cupPorato
avtd dev ekKLvoLV dlepyacieg 6To ocLGTNHA KoL dev aAAnAemidpolv pe avtd dpeca. Amotelovv
aLTOVOEG EEMTEPLKEG OVTOTNTEG, OL 0TTOleg OPIiLOoLY TOVG XPTOTES KOLVOTHTWV PHEGW TNG Stdbeomng
avayveploTikov token ota péAN Tovg. Zvuykekpipéva, HEGw TOL Stapolpacpot Twv token, kabo-
pilouvv moloL XPNOTEG TNG TAATPOPUAS £XOUV SKOLOHX YOOV GTIG YNPopopieg TOL aPopoV

TNV KOLVOTNTAL.
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3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

3.4.3 XOvoyn xpnotwv

SUPTEPACHATIKA TTPOKVITTOLY VO LOKPLTEG KATIYOPLEG EVEPYDOV XPNOTOV He EEXWPLOTA OL-

KOUOPOTA OIS PALVETAL GTO TAPAKATW TYTHO:

Awaiopoto
~
3
S
1 ~ ~
Kamyopia . . A 5 2 5’? g? N g‘? S & & N
: s S8 3 <8 & e X3 3 S
xpnot S 2 T3¢ 3 & TE 55 58 5 & &8
I uf e g9y £ &£8F £8& & 385
SIS S 3 o 9 S 3 I § I 3 I 9 S o & 3
SISESESESFFFEFTE ¢
& 5 N g & 5 N N g
Emokémnteg v v v v X X X X X
Eyyeypoppéva v v v v v ' ’

HEAN

.
Mobvo oTIg KOLVOTNTEG OTIG 0TTOoieg KaTéEXEL TO avTioTolyo token kol oe avTég oL omoieg dev éxovv opilopévo token.

Hivaxag 3.1: Aikouddpara yprions avd karnyopia yprjotn

3.5 Amnaitnoeig Aoylopiko0

SV apovoa evoTnTa TEPLYpa@ovTaL oL Paoikéc amattrioelg Aoyiopikov ( software require-
ments) TG ePAPHOYTG.

H mpotn xatnyopia eival avty tov Aettovpykov Anoutioewy (AA), 1) omolo ovapépetol
0TI GUUIEPLPOPA TOL GLOTHHATOC, dNAadT) ooV TPOTO TOL Bt AVTLOP& KoL 6TLG eEOSOVG TTOL Bt

TOPAYEL AAVAAOYQL HE TLG ELGODOVG,.

<AA-1> O xpriotng mpémel va propel va eyypoget otnv epoappoyr) pe tov Ethereum Aoyapiacpod

TOUL.

ITeprypaen: O xprotng mpémel v HITopel v eYypagel oTnNv eQopRoyT, TATOVTAG TO KOL-
prti «Sign Up» kot cupmAnpovovtag ta aopaitnta nedio cOpgova pe tig odnyieg. To me-
dio «Username» eivol LITOXPEWTIKO vor GUUTANPwOeL pe To emBupunTtd username, To omoio
opiletan pe povadikd tpomo. Xe mepintwon mov o xprotng etodyet pn dixbéopo Username,
T0 cUoTNHo B TPETEL Vo PNV EMLTPETEL GTOV XPNOTN Var GLVeYioeL Kot va TpoPadel avTi-
otolyo pvupa AdBovg. EmmAéov, vtapyovv ta mpoatpetikd medio «Profile picture URL» ko
«Location», oto ool 0 XprioTng Hropel va elodyel pio etkdOva Tpo@ih kol Tnv Tomobecio

TOL QVTIoTOLY .
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User Priority (5/5): H amtaitnon eivo OYLotng mpotepatdTNTOG yiow TOUG EMIOKENTES, KOOMG
HOVO HEC® TNG EYYPAPNC HITOPODV VO XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTIPLOTIK TG

eQappoYNG (016G paiveTon otov mivaka B.1).

Technical Priority (5/5): H ataitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneldn ennpe-

aleL T AELTOLPYLKOTNTA TOUL.

<AA-2> O xpoTNG TPETEL VAL PLTTOPEL GUVOEETAUL GTNV EPAPHOYT], EPOCOV ELVALL EYYEYPOHUHEVOC,.

Ieprypaen: To cootnpa mpémel va StamoTodvel avtopata edv To Tpéxov Ethereum address
EXEL AOYOPLOGHO OTNV EPOPHOYT KOL EAV VAL, VO GUVOEEL VX TOV XPNOTH, AVOKTOVTAS TO

Username tov a6 to blockchain ko mpofdAiovtag to oto pevoo.

User Priority (5/5): Avth 1) amaitnon eivor DPLoTNG TPOTEPALOTNTAG YL TOVG XPHOTES, KOt-
Bwg péow NG oVVOEOTC EVEPYOTTOLOVVTOL TO XALPAKTNPLOTIKA TNG Snpovpyiag Oepdtov kot

dnpocievong PUNVupATWY.

Technical Priority (5/5): H amtaitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneld ennpe-

aleL TN AELTOVPYLKOTNTA TOV.

<AA-3> To oot Tpémet va dnplovpyel Tig aapaitnteg Phoelg Sedopévmv Kot va TIG LYY PO-

viCel pe to diktvo.

ITeprypaen: To cvotnpa mpénet va Snpovpyei Tig amapaitnteg OrbitDB Paocelg dedopévwv,
ebv awtég dev vtdpyovv 101N Tomikd. Otav o xpriotng Eexreddver tov Ethereum Aoyapro-
oo Tov, TO cUO TN O TPETEL VO TOV TTPOTPETEL VAL LTTOYPAVEL e TO LOLWTLKO TOV KAELDL TN)
ovvallayn dnpovpyiag tng OrbitDB Identity tov. Avtr) O e€axcparilel T yvnoldtnTa TV
Baoewdv Tov ko Twv dedopévwv mov ekeiveg Ba mepieyovv. EmumAéov, tomikég Paoelg dedo-

Hévaov Ba mpémel va ocvyypoviCovtal pe Tig faoelg dAAwv IPFS kopPwv ko va dwatnpodvton
EVIHEPWHEVEC.
User Priority (5/5): H anaitnon avtr eivon OYiotng onpaciog yio tovg xpriotesg, kabmg n

A eloYnoia TV dedopévav NG eQoppoyng StatnpoidvTal oe auTéG TIG PaoeLs.
Technical Priority (5/5): H mtapodoa asmtaitnon eivon Oiotng onpaciog yix to c0oTnpe, Ko-
B¢ oL meprocdTepeg OepeAtddelg Aettovpyieg Tng epappoyng tpodmobétov Tnv atobrkevon

dedopévwv oe OrbitDB PBacels.

<AA-4> O eyyeypoappévog xpHotng mpémel va popet va dnpiovpyet Oépata (topics).

ITeprypaen: O eyyeypappévog xpnoTng mpémel va popet va dnpovpyel véa Bépata. Avtod
TO eMLTLYYAVEL TATOVTAG TO KOULHTTL «New Topic», GUUTANPOVOVTAG T LITOYPEWTIKA Tedia
™™g @oppoag («Topic subject» ko «First post content»), matdvtag to kovpri «Create Topic»

kot emPefardvovrog T cvvarlayn oto Ethereum.
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User Priority (5/5): Avth) nj anaitnon eivat vynAng onpaciog kabadg emitelel Evav amd Tovg

Boaoikobg 6TdX0VG TNG TAATPOPHAS.

Technical Priority (5/5): H anaitnon eivan vymAng onpaciog yia tov idio Adyo.

<AA-5> O xprjotng Tpémel va piopet va mepnyeitor ot Oépata piog kovotnTag.

Ieprypaen: To cOotnua mpémel va prropet v TpoPdAdel ta Snpovpynpéva Bépata piog
KOWOTNTHG TNV apytkn o0ovn tne. O xpnotng mpémel va pmopel va mepinyeiton oe avTd
TOTOVTOG TAV® TOUG KaL, ETTELTA, XPNOIHOTOLOVTAS Ta fEAN TAoNynong, va tepinynbel oto

LOTOPLKO TWV UNVUHATWV ToL DépaTog.

User Priority (5/5): H araitnon avth eivot vPnAng onpaciog, a@oo emTpénel 6Tovg eXLokE-
TTEG VAL €XOLV TPOGPAGT) 6TO SNHOGLEVPEVO VALKO TNG TAATPOPHOLS.

Technical Priority (5/5): [Ipoxetix yit ataitnon vynAng onpoociag, emeldr amotehel Pooikod

XOLPOKTNPLOTIKO Yot T XPTOTIKOTNTA TNG TAATPOPHOS.

<AA-6> O eyyeypopévog xprotng mpémel va popet va dnpovpyet pnvopoato (posts).

Ieprypoaen: O eyyeypappévog xprotng mpémel va pmopel va dnpovpyet pnvopata oto Oépo
7oV emtBupel. AUTO EMLTLYYAVETOL GUPTANPOVOVTAG TO eSO VEOL PNVOHATOG 6TV 000V TOL

Oépartoc, matovtag To kovpri «Post» ko emiPefordvovtag tn cvvariayr oto Ethereum.

User Priority (5/5): Avth i) amtaitnon eivon OYotng onpaciog yio toug xprioteg, emetdr arto-
Tehel Evor oo T fOCIKOTEPR YOUPAKTNPLOTIKA TNG TAATPOPUAG.

Technical Priority (5/5): H aaitnon avth eivon 0{iotng onpaciog yuo to cbotnpe, koabng
amotedel OepeAlddeg KOPPATL Y TNV enitevEn tov PacikdTepov GTOXOL TNG, dNAadH TNG

dnpovpyiog drorhdyou.

<AA-7> O xprioTNg TPEMEL VO HITOPEL VO TPOTTOTTOLEL TOL P VORATA TOV.

Ieprypaen: O ypriotng npémel va popet va tpomostolel To pnvOpatd Tov. AUTO TO EMLTUY Y-
VEL ETMLAEYOVTAG TO KOVUTL emeEepyncilog 6TO EKAGTOTE U VULQ, TTPAYHATOTOLOVTOG TLG ETTL-
BupnTég TPOTOTOLNOELS KL TATOVTOG TO KOLUTTL emiPePaiwong. Xtn ocvvéxela, T0 GUOTNHA
TPOTTOTOLEL TO TTEPLEXOHEVO TOV PNVOpTOG 61N Paon dedopévwv Tov xpriotr. Xe mepintwon
7OV 0 XPNOTNG AAAAEEL YVOUN Katd TN Sidpkela TG dradikaoiog tng eneEepyaoiag, propel

VO TTLTHOEL TO KOVUTTL tKOPWOTIG KOL VO OVLPETEL TLG XAAAYES TTOV TTPALYHOTOTTOLNGE.

User Priority (4/5): H anaitnon avth amotehel onpavtikd xapoktnplotikod, kabog mapéyet
oTOVG XPrioTEG peco ENeyyo emti Twv dedopévwv Toug.

Technical Priority (3/5): Avtr) 1 amaitnon eivor péTplog oNHAVTIKOTNTOG Yot TO GVGTHHA,
emeldn avtd Ba popoioe va elvor AELTOVPYLKO XWPLG TO XOPUKTNPLOTIKO TNG emeEepyaoiog

HNVOHATOV.
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<AA-8> O eyyeypoppévog xprotng mpémel v propel va Yneilel oe pnvOopoto ANV XPNoTov.

Ieprypaen: O eyyeypoappévog xprotng mpémel va popel va viepyYn@ilet 1) va katoymeilet
HNVOHOTO AAAWV XPNOTOV. AUTO TO ETLTUYYXAVEL TATOVTOG TO TUPOKEHEVA KOVHTTLA «+» 1)
«-» avtioTorya ko emiPefatdvovtag T cvvardayn oto Ethereum (ot Yrjpot amobnkevovron
ekel). H dixdikaoio toyxdel kat yio tnv Tpomomoinen 1 v agaipecn piog Yneov amd tov
xpnoT.

User Priority (3/5): H mtapotoa anaitnon eivor pétplag onpoaciog yioe Tovg xpriotes, kabmg

ototelel Vo XPHOLHO AAAG OXL ATTOPOLTITO XOPOKTIPLOTLKO.

Technical Priority (2/5): H amaitnon eivor xoapnAng onpoaciog yio T AELTOUPYLKOTHTA TOV
ovoThiHaTog. QoToc0, Ta dnpovpynpéva dedopéva popel var elval XproLpa o HEAAOVTLKT

EMEKTAOT) TNG EPAPHOYNG (TT.X. YLOL TOV LITOAOYLORO TNG ERTTLGTOCVVNG TWV XPNOTAOV).

<AA-9> O eyyeypoappévog xprotng mpémel va popet va dnpiovpyet Yneogopieg (polls).

Ieprypaen: O eyyeypoappévog xprotng mpémel va popel va dnpovpyel Ymeogopieg oTig
KOLVOTNTES TTOV TOVL TO eMLTPETTOLY. AvTO TO emituyXdvel TatovTag «Add Poll» otnv 00ovn

dnpovpyio OEpaTog Kot GUPTANPOVOVTAG T aTtopoiTnTa TTediaL.

User Priority (5/5): H anaitnon eivon O yiiotng onpaciog yia touvg xprioteg, kabohg ot dnpo-

Kpotikég SLadikaoieg amoTeAovV pict otd TIG KVPLEG XPNOELG TNG TAATPOPHUOLC.

Technical Priority (5/5): H antaitnon etvai 0yiotng onpaciog yix to cOotnpa, enetdr aso-

telel Paoikn Tpodioypagr] Tov.

<AA-10> O eyyeypoappévog xpnotng mpémel va propet vo Yneilel oe Yngogopiec.

ITeprypaen: O eyyeypoappévog xpriotng mpémel v propel v Ymeilel oe Yneogpopieg, GOH-
POV JLE TOVG EKACTOTE KAVOVEG TNG. 2e KOLVOTNTEG TTOL TO AITaLtolV, 0 Xprotng Bo mpérmel

va dtoBétel To avtioToryo voting token yio va éxel To dikalwpa Yrpov.

User Priority (5/5): H anaitnon eivon O yiotng onpaciog yio toug xprioteg, kabohg ot dnpo-

KPOTIKES SLadikaoieg ammoTeAOVV pict oo TIG KVPLEG XPNOELG TNG TAATPOPHOG.

Technical Priority (5/5): H astaitnon eivon OYiotng onpaciag yioe To c0oTnpa, enetdn oto-
telel Paoikn Tpodiorypapr} Tov.
<AA-11> O yprotng mpémel vo propel vo Storypagel To Tomke dedopévar.

ITeprypaen: O xpriotng mpémet va prropei va Staypapet T Tomikd dedopéva. Avto To emLTLY-
xével mtatovtog oto kovpri «Clear databases» tov pevoo ko emiPePoncdvovtag tn dypogry

HéCw evog pop-up dtaxhdyou.
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User Priority (2/5): H antaitnon avtr eivon xapnAng onpocio yia tovg xprioteg, StOTL amtote-

Ael amhd pio StevkdAvvon yio tn Saypogr] Twv deSopévwy oL éxouy artobnke\oeL TOTLKA.

Technical Priority (2/5): H ataitnon avtr eivon xopnAnig onpaciog yue to cbotnpo.

<AA-12> O yprjotng mpémel vor PITopel vo dSnHLOVPYEL KOLVOTNTEG.

Ieprypaen: O yprotng mpémel v propel va Snpovpyel KOLVOTNTESG, TATOVTOG TO KOV
«Create community» kot GUUTANPOVOVTOAG T atapaitnTa Tedia.

User Priority (4/5): H anaitnon eivon peydAng onpaciog yio Tovg xpriotes, kabodg mapéyet
Vv gveM€la TG SNpLoLPYLOG KOLVOTHTOV.

Technical Priority (4/5): IIpokeiton yio amaitnon peydAng onpaciog yia tnv tAat@oppa,
emeldr) ETOL YEVIKEDEL TN XPTIOT) TG O TEPLOGOTEPES KOLVOTNTEG, TPOTEAKVDOVTAG HEYUADTEPO

aplOpod xpnoTov.

<AA-13> Kotd tn dnpovpyia kowvotnTag, o xprotng mpemel vo xel T duvaTOTnTH VO OpioeL

éva contract mov B Tapéxel Tposappocpéva tokens yio vt v.

Ieprypaen: Katd ) dnpovpyia kovotntog, o XprioTng TpEmel va €xeL T SuvaToTnTa Vot
opioel éva contract wov Bo Tapéyel mpooappoopéva tokens yia avtiv. Ta tokens avtd Oa
Stoporpalovtal pe Tov Tpdmo mov emtbupet 1) kowvotnTo kot Qo elvon exeivar Tow ool Box kot-
Bopilovv Tovg £YKLPOLS YNPOPOPOLG TNG.

User Priority (4/5): Avtr] ) astaitnon eivon peydAng onpooiog, kabdg topéyel 6Tig KowvoTn-
Teg TN SuvaToTnTa dlevépPyelag emLPePALOCIHOY VOVUHOY YNPoPopLOV.

Technical Priority (4/5): H anaitnon eivou peydAng onpociog yiox to c0otnpe, StotL mopéyet
OTLG KOLVOTNTES TNV OUITAULTOVHEVT] QUTOVOHIX GTOV OPLOHO TMV SNHOKPATIKOV JLAdLKOGLOV

TOUG.

H dedtepn katnyopia eivon avtr tov Mn Asitovpyikdv Arautoewv (MAA). IepihapPaver
QUTOLTHOELG OPYLTEKTOVIKNG ONpaoiag, oL omoieg kabopilovv KpLThpLa 1) TEPLOPLOHOVG TOL TPO-
7OV AELTOVPYLNG TOV GLOTHHATOC KoL GXETLLOVTOL [E XAPAKTNPLOTIKA OTTWG 1) ATTOSOTLKOTNTA, 1)

a€LOTLO T KoL 1) VY PN OTLCL TOU.
<MAA-1> H mhatpoppa mpémel va eivor Katd To SUVATOV PYLTEKTOVIKA ATTOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Paciletar n TAATPOPHR Tpémel LWOAVIKE var pr) On-
HlovpyoLV Kevtplkd onpeio. EmmAéov, o kddukog kot 1) dnpocia didbect tov mpémel va yivo-

VTOL JE ATTOKEVTPWOHEVO TPOTTO.

User Priority (5/5): H apyttektoviKy amokévtpwaon tng TAATPOPROG artoTelel ataitnon O i-
OTNG TPOTEPALOTNTAS YL TOV XPNOTH, KaODS Stac@alilel TNV TOALTIKT] ATOKEVTPWOT] KAL,

£TGL, TOUG KUPLOLG OTOXOLG TTOL €XOVV OPLOTEL.
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Technical Priority (5/5): H apxltekTovikr] omtokévipwon g TAATPOPHAS KITOTENEL, ortati-
on OYotng onpaciog yio To ovotnpe, kabog kabiotd To idlo aoparég o embécelg kot

Ta dedopéva povipa dtabécipa oTovg XprioTeS.

<MAA-2> Ta fees yio i) xprion tov Ethereum blockchain mpémel va eAayiotomolovvrad.

Ieprypaen: Ta téAn cuvaddayov ov npémel va katafdAlovtol yio tn xprion Tov Ethereum
blockchain e€aptovton dpeca 1060 ard Tov 6YKo TV dedopévev mTpog amodnkevon, 660 Kol
atd Toug KOKAOLG eme€epyociog Twv smart contracts tng epoppoyns. Qg mpog to dedopéva,
Ol TTPOYPOUPPATIOTEG O TPEmeL va PepvoOV G Te 0 KOPLOg OYKoG TOLG var arodnkedetol
et Tov IPFS, evo emi tov blockchain va amoBnkebovtat povo 6ca mpoypotikd xpetdlovtod.
Qg mpog TNV oA TOVHEVT) eMeEEPYAOTIKT] LoY D, TTPEMeL var PeATIOTOTOLEITAL O KOIIKAS TV
smart contracts, £Tol ©GTE OL SLAPOPEG AELTOVPYIES TOVG VAL EKTEAOVVTAL [ TOVG ALYOTEPOLG

duvartotg emeEepyaaTicovg KOKAOUG.

User Priority (4/5): H anaitnon autr eivot peydAng onpociog yio tovg Xproteg kabmg vo
pev dev elva amapaitnTn yioe T xpromn g aAAd eivo Wiaitepa GNHAVTIKT yia TV évtaln
XPNOTAOV e XOUNAOTEPEG OLKOVOULKES SLVATOTNTEG.

Technical Priority (5/5): H amtaitnon avth eivon peydAng onpaciog yioe to obotnpo Stott
QITOTEAEL CTHAVTIKO TAPAYOVTO TTOV €MLEPA GTNV TPOGEAKLGT] KOL TN SLATHPTOT) EVEPYDOV

XPNOTOV.

<MAA-3> Ta contracts tng epoappoyng mpémet va eivor avaPobpioya.

ITeprypaen: Ta contracts tng epappoyng mpémetl pmopovv v avaPabpictody, £T61 OOTE Vo
HropovVv va tpootifevtor Aettovpyieg ko va dropBwvovton opdipata. H avaPabiicpotnta
toug Oa Tpémel vau emituyxAveTon pe HeBOSOVG TOL VoL PNV LITOVOREDOLVY TI AELTOVPYLKOTN T

TWV TPOTYOUHEVOV £KSOGEWV.

User Priority (2/5): H anaitnon avtn eivan yoapnAng onpaciog yuwe Toug xprioteg, kobog
aPopa TNV avartTuEn ko OxL TN XPHomn TNG.

Technical Priority (5/5): H anaitnon avth eivatl vymAnig onpaciog yix to cOoTnpa, eneldr
TPOCPEPEL T1 SUVATOTITA ATOCPAAIATMOONS TOV, KABNOS Kal TV LAOTOINGT VEWV YOPAKTN-

PLOTIKOV.

3.6 Xevapix xpnong

Baoko pépog tng oxedloong tng TAATPOPHAS TAV 1) KATAYPAPT] TOV ATULTHCEWV 1] OOl

éywe oy mponyodpevn evotnta (B.5) kabdg ko 1 oxediooT kot avimTuEn Tev cevapioy Xp-
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ong. Ta cevapla xpriong avtiotolyilovv TOaVEG eVEPYELEG TV XPNOTOV HE ITOKPLOELS TOV OU-
oTHHATOG. MéG® TNG AVTIOTOLXLOTG LTHG TTPOLGLALETOL 1) AELTOVPYLKOTI T TOV GUGTHHATOG
KOL TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG OGO KOL OL [T AELTOVPYLKEG OTTAULTHGELS TOV GUOTHHO-
TOG.

IMapatiBevtar ed0 Taw GEVAPLE XPTIOTG TTOL JLVOLV TG ATTAPALTNTES TTATPOPOPLEG YLOL TNV KO-

TAVON O TNG AELTOVPYLAG TOV GUGTHHATOG.

3.6.1 Xevapro xpriong 1: Eyypoaen xpnon

To cevapro xpnong 1, <XX-1>, meprypdapetl TIG dLdOYIKEG EVEPYELEG TTOV EKTEAODVTOL YL TNV
eYYpaQt} evog xpriotn oTo obotnpa. Stovg mivakeg B.4 ko B.3 mapatifevran o1 facikég mAnpo-

popiec Tov <IX-1> Ko oL evépyeteg TG Pactkiic poric avtioTorya, evéd oto oxfpa B.d aivera

T0 drdypoppa NG PacIkng pong.

Eyypagopon 6to cbotnpa

S0OvTopn mepLypogn 2T0X0G TOL Gevaplov XPHOTNG ElvalL O ETLOKETTNG Vo PITOpEL
Vo eYYPOPeEL 6TO CUOTNHA WG XPTOTNG.

Avagopd AA KAA-15{ KAA-35]

Avagopd MAA MAA-2

[Tupodotnon dpactnpiotntag O eMOKETTNG TATAEL TO KOVMTTL £YYPAPT.

[IpodmoOeon O emokéntng mpémel va €xelL avoikel Tnv celida Tng epoppo-
ne.

Hivaxag 3.2: Zevapio ypriong 1, eyypapyj xproty oto cUoThuA.
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Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpriotng matdel to kovpmi eyypaern. To oclbotnpo epgaviler v @oppa
«Eyypapn Xpriotn».
2 O xpnotng ovpmAnpovel ta tedio k.  To ocOoTNHA elodyeL VEO XpNOTH GTO
TTOTAEL TO KOUVUTTL « YTTOPOAN». blockchain.
3 - To obotnpa dnpovpyel TIg TPOGWITL-
kég Paoelg facerg dedopévawv OrbitDb
TOL Xp1OTH).
4 - To olotnua eppaviler v @oOppa
«ITAnpogopieg Xprotn».
5 O xpnoTNGg CLUTANPOVEL TIC TPOCW- To CUOTNHX ELGAYEL TIG TTANPOPOPLEG
TILKEG TOV TTANPOPOPLES KoL TATAEL TO  XPNOTH OTNV TPOCWILKY ToL PdAon
KOUMTTL «YTToBoAT». OrbitDb.
Metenertae To cbotnpa petaPaivel oty apyikn ceAida Tng epappoyng.
KOTAOTOON:
Hivaxag 3.3: Xevapio ypriong 1 - Baouki porj
Actor :Concordia :Ethereum :OrbitDb
[] Sign up
Sign up form >
S gnupform 1
Submit

Personal information form

New user ID

Create user

Create databases

Submit

Home page

Zynpe 3.2: Xevapio ypriongs 1 - Aidypappa faoikic potig

To <ZX-1> mepiéyel emiong Tpelg eVAAAAKTIKEG pOEC OV pPrtopel va TpokLYovv PAcel TV

emAOYOV TOL XPHOTI KL 0L 0T0iEC TEPLYphpovTaL aToug mivakeg B.4, B.5 ko B.6.
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Evallaktkn pon 1: Ta otouyeio xpriotn eivor AavBacpévar.

Epocov o xpnotng otn ypoppn 2 8ev GUUTANpOGEeL TO TS0 OVOHATOG XPHIOTH 1 GUHTANPOCEL
€Vo OVOpLOL X PTIOTT) TO 07T0L0 elva )O1) Ge XProT) GTO GVGTNHA, TO COGTNHO TPETEL VO ETLOTPEYEL
OXETLKO PIVUR GOAALATOG.

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog
1 - To cbotnua ep@oavilel pRVLpX CEAApX-
TOG.

To cVvotnua emotpépel otn ypoppun 1 g Pacikng porc.

ivaxag 3.4: Xevdpio ypriong 1 - Evaddaxtikiy porj 1

EvaAlaxtiki pony 2: O xpriotng matdel To KOLUTL « AKLPO».

Epooov o xpriotng otn ypoppr 2 tng Baotkrig Porjg emidé€el « Axvpo» 10 cOGTHHO ETLOTPEPEL
oTNV apyLKn ceAlda TNG EPAPHOYTG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpuotog
1 O xpnotng matdet to kKovpmi «Akvpo»  To cOoTH EMGTPEPEL GTNV APXLKT] OE-
AMda NG epappoyng.

To cevéplo xpriong teppatiletat.

Mivakag 3.5: Xevapro yprions 1 - Evaddaktixij porj 2

EvaAlaktikn pon 3: O xprjotng matdet to kovpsi «lopdAnym».

Epocov o ypnotng otn ypapun 5 g Baoikng Porg emAé€el «IlapdAnym» to cOoTnpa emL-
OTPEPEL GTNV apXLKT] GeEAdA TNG EPAPHOYNG.

IFpapun  Evépyela xprotn cuotipotog Anévinon Zvotnpotog
1 O xpnotng matder 1o kovuni «Ilapd- To cOoTnua emoTPEPEL BTNV APYLKT OE-
Anyn» Ao TG epappoymng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.6: Zevapio ypriong 1 - EvaAdaktixy porj 3
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3.6.2 Xevapro xpnong 2: 2ovdeon xpnon

To cevaplo xpriong 2, <XX-2>, tepLypa@el TIG SLdOYLKES EVEPYELES TTOL EKTEAOVVTAL YL TNV
cOveon evog xprotn oTo cveTa. Stovg mivakeg B.7 kou B.8 mapatiBevron ot Pacikéc wAnpo-
popieg ToL <XX-2> KoL oL evépyeleg TG Pactkiig poric avticTotya, evéd oto oxfpa B.3 gaivera

To SLaypoipler TNG Paoikng pors.

Yuvdéopat 6To cUGTNPI

S0OvTopn mepLypopn 310X0G TOL cevapiov Xprong eivat 0 XproTng va cuvdEeTal
QUTOUATA GTO GUGTNHAL.

Avagopd AA AA-2

Avogopd MAA -

[Tupodotnon dpactnpotnTag -
[Ipotm6Oeon O xpnotng mpémel va Exel avoiel tnv oeAida TnG epappoymng.

Hivakag 3.7: Xevapio yprions 2, cOvdeon ypiioth oTo cUoTHiA.

Baowkn pon

Fpappn Evépyera xpniotn cvotnpotog Anévinon Zvotnpuotog

1 - To oot AVOKTA TIG TTANPOPOPLEG
Tov ypriotn amd to blockchain.

2 - To cvoTnua dnpovpyei TiIg TpocwrL-
kéc Paoelg faoelg dedopévwv OrbitDb
TOL YPTNOTH).

Meténertae To cVoTnpa TOPOPEVEL OTNV ap)Lkh oeAda TNG EQUPHOYTG.
KQTAOTOON:

Hivaxag 3.8: Xevapio ypriong 2 - Baouxt potj
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Actor :Concordia :Ethereum :0OrbitDb

Fetch page

Get user

User information

Zyripa 3.3: Xevdpio ypriong 2 - Aidypaupa facikic potc

3.6.3 Xevapro xpriong 3: Anprovpyio véov Oépartog

To oevaplo xpnong 3, <XX-3>, mepLypaget TG SLadoyLKEG EVEPYELEG TTOV EKTEAODVTL YLO TNV
Snpovpyia evoc Béparoc. Trovg mivakeg B.9 ko nopatifevton ol faciiég TAnpogopieg Tov
<IX-3> Kaut oL eVEPYELEC TNC PAGIKHC POTiC avTioToLX, £V 6T0 oxfipa B.4 paiveTon To Siéypappa

™G Paoikrg porc.

Anpiovpym véo Oépa
Y0vtoun mepLypagn 3T0X0G TOL oevaplov XproNg elval o XPNOTNG Vo PITOpEL va
dnpovpymnoet véo Bépa.
Avagopd AA KAA-45{ <AA-95]
Avagopd MAA MAA-2

[Mupodotnon dpactnpiotntag O xpnoTng matdel To KOV dnpiovpyiag véou Bépatoc.

[IpodmoBeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketol
oTnV apyLkn oeAidar.

Mivakag 3.9: Xevapro yprions 3, Snuiovpyia véov Oéuarog.
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Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdel o kovpsmi dnpovp- To clbotnpa eppaviler v QOppa
ylag véouv Bépatoc. «Anpovpyio OEpatog».
2 O xpnotng ovpmAnpovel ta tedic kaw  To obotnpa eiodyer véo Bépa oto
TTOTAEL TO KOUVUTTL « YTTOPOAN». blockchain.

3 - To cbotnua elodyel TG TANPOPOpPLeg

Tov Bépartog otnv mpoocwiky Pact

OrbitDb tov ypriotn.
Meténerta  To cOotnpa petofaivel otnv oerida Tov véou Bépatog.
KOTAOTOON:

Hivaxag 3.10: Xevapio yprjons 3 - Baoiky porj
Actor :Concordia :Ethereum :OrbitDb
[] Create topic
Topic creation form 'J]
.
Submit
Create topic
New topic ID
~ Save topic information
New topic page ||
P S - |

Zyripa 3.4: Xevdpio ypriong 3 - Aidypauua faoikic potic

To <¥X-3> mepiéxel emiong dVo evallakTikég poég Tov propel va TpokOYyovv Phoel Twv emL-

AOY®OV TOL XPHIOTN KOL OL OTTOLEG TTEPLYPAPOVTUL GTOVG TLVOLKEG ko B.1. H evadhaktir por
1 paiveta entiong oo oyfpa B.5 dmov mapovoiéletal To Sibypoppa poric TG,
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

EvaAlaktukn pon 1: O xpriotng dnpovpyet Yymeogpopia.

Egpocov o xpnotng otn ypoppn 2 tg Baowkrg Porg emAéger «IIpoaOnin ¥neogpopiog» to
oVOTNHO avave®vel TNV ceAlda TpocBétovtag ta emmAéov medio Tng Oppag «Anpovpyia
Yngogpopiag».

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog

1 O xpnotng, a@ob ouvpnAnpacel tn To chotnpo avave®dvel Tn ceAda pe Ta
@oppo «Anplovpyior Oépatog», moatael  medio Tng POppoG «Anpovpyia ¥neogo-
t0 Kovpmti «IIpocOnkn Yneopopioc» plog».

2 O xpnotng ovpmAnpavel ta wedioe kat  To cOotnpa elodyel To véo Oépa kaBag
TotdeL To KOUPTTL « YTToBoAn ». kot N véa Ymeogopia oto blockchain.
3 - To cbotnpa elodyeL TIG TANPOPOPLES TOV

Oépartog koL Tng Yneogoplag oIS TPO-
cwmikég Pacelg OrbitDb Tov yprioTn.

To cbotnpa petaPaivel otnv ceAida Tov véou Bépatog.

Iivaxag 3.11: Zevapio yprions 3 - EvaAlaxtiki porj 1

Actor :Concordia :Ethereum :0OrbitDb

Create topic

Topic creation form ?]
LTI
Add poll
_ Pollcreationform | |
Submit

Create topic
New topic ID

New topic-poll page

Xynpe 3.5: Xevapio yprions 3 - Aidypappa evaldaktikhs porg 1
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

EvaAlaxtikn pory 2: O xpriotng motdel To KOUPTTL « AKUPO».

Egpocov o ypriotng otn ypoppn 2 tng Bacikrg Porig i otn ypappr 2 tng Evallaktikrg Porig 1
emAEEEL « AKLPO» TO CUGTNHA ETLOTPEPEL GTNV APXLKT) CEADA TNG EPAPHOYTC.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matdet to Kovpmi «Akvpo»  To cOOTNHA EMOTPEPEL GTNV APXLKT] O€-
Ada NG epappoyng.

To cevaplo xpriong teppartiletat.

Mivaxoag 3.12: Xevapio yprions 3 - Evaldaxtikij poyj 2

3.6.4 Xevapro xpnong 4: Avaktnon 0épatog

To cevaplo xpriong 4, <XX-4>, mepLypa@el TIG SLAdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
avaktnon evog Bépatog. Xtoug mivakeg Ko nopatifevton ol faciiég TANpogopieg TOL
<3IX-4> Kaut oL eVEPYELEC TNG PAGLKHG POTiC avTioToLX, £V 6T0 oyxfipa B.6 paiveton To Siéypappa

g Pacikrig poric.

Avaxto éva O¢pa

S0OvTopn mepLypogn 210X0G TOL cevaplov xprong elval 0 eTLOKENTNG 1) 0 XPHOTNG
Vo popel v avaktrioel éva Oépa.

Avagopd AA AA-5

Avagopd MAA -

[Mupodotnon dpactnprotntag O emokéntng 1 XProTng matdel oe éva amod Ta Oépata.

[Ipodm6Oeon O emokénng 1 XPoTng TPEMEL va €xeL avolEel TV oeAida
NG EPAPUOYTIC.

Iivaxoag 3.13: Zevapio yprions 4, avaxtnon Oéuarog.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Baowkn pon

Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog

1 O xpnotng matdel oe éva amd Ta 0é-  To ocOOTNHA VKT TIG TTANPOPOPLeg

pota NG AloTag. Tov Bépatog antd To blockchain.

2 - To cOGTNHA AVOKTA TO PN VOHATO TOV
DépaTog aVTLYpAYOVTOG TIS TPOCWITL-
kég Paoelg OrbitDb twv cvyypagéwv.

Meténertae To oVotnpa petaPaivel oty cedida Tov Oépatog.

KOTAOTOON:

Hivaxag 3.14: Zevapio yprjong 4 - Baoikt porj
Actor :Concordia :Ethereum :OrbitDb
Fetch topic
Get topic
Topic
~ Get topic post IDs
____PostiDs ]
Get posts loop

Get post

,,,,,,, Post ||
k- -" Posts

Retrieve posts information loop

Retrieve post information

L - -2 Posts information

Zxnipa 3.6: Xevipio yprions 4 - Aidypaupe facikiic potg

To <XX-4> mepiéyel emiong pia evaAAaKTIKY) por] TOL prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOL XPHOTI KaL 1) omoia Teptypdgetal oTov mivaka B.15. H evaddakTiky porj 1 gaivetar emiong

610 oyfpa B.7 6mov mapovsialeTon o Siéypappax porig ThC.

48



3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

EvaAlaktukn pon 1: To Oépa mepiéyxel Ymeogpopia.

E@ocov 1o Bépa mov avaktiOnke otn ypappn 1 tng Baowkng Porg mepiéxel Yymgpogpopio aver-
KTOVTOL OL TTANPOPOpLeS TNG.

IFpapun  Evépyela xpnotn cuotipotog

Anévinon Zvotnpatog

1 -

To clOoTNpa oVaKT& TO PNVOPATO TOV
DépaTog AVTLYpAPOVTOG TIG TTPOCWITLKES
Baoeig OrbitDb twv cuyypogéwv.

To cbotnpa avaktd TV Yneogopia amd
to blockchain.

To clotnpa avoktd TG TANpOPOpieg
™S Yngogpoplag avilypleovtog Tnv
npocwmnikf Paon OrbitDb tov cuyypa-
Q.

To cvotnua emiPePordvel Tig TANPOYPO-

pieg g Yneogopiag pe Paon to hash
mov éxet avaktnOel amd to blockchain.

To cevaplo xpriong teppartiletat.

Hivaxag 3.15: Xevapio yprions 4 - Evaldaxnikij porj 1
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum

Fetch topic

:0OrbitDb

v

Get topic

L--21 Posts

Validate poll information

e - — |
Retrieve posts information loop

< Retrieve post information

L - -2 Posts information

Zynipa 3.7: Zevapio yprions 4 - Aidypopper evardaxtixis porjg 1

3.6.5 Xevaplo xprong 5: Anpovpyio vEou HNVOROTOG

To cevaplo xpnong 5, <XX-5>, mepLypa@et TG SLadOYLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV
dnpovpyia evog PNvOUATOG. XTOVS TTIVOKEG Ko nopotifevral ol facikég TANpoPopieg
ToL <XX-5> Kail oL eVEpYELEC TS PAGIKHG POTC avTioTorya, evd 6To oxApa B.§ paivetar to Sid-

YPoppax TG Pacikrig porig.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Anpiovpym véo pivopa
S0OVTopn TEpLypopn 210X0G TOL cevaplov XproNg elval o XproTng va Popel va
dnpovpynoet vEo HRVLpaL.
Avagopd AA AA-6
Avagpopd MAA MAA-2

[Tupodotnon dpactnpiotntag O xproTng TaTdel TO KOV dnpLovpyiog vEOL UNVOHATOG.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va fpiokeTon
otnv oeAda evog Oépartoc.

Hivakag 3.16: Xevapio ypriong 5, dnpovpyic véov unviparog.

Baowkn pon
IFpappn Evépyera xpniotn cvotnpotog Amavinon ZuoTnpotog
1 O xpriotng matdel to kovpsmi dnpovp- To clotnpa epeoaviler TNV EOpHA
ylog véov unvopatog. «Anpovpyio Mnvopatog».
2 O xpnotng cvpmAnpaovel ta tedio kat  To cOGTNHA ELCAYEL VEO PIVUHX GTO
ToTAEL TO KOUUTTL « YTTOPOAN ». blockchain.
3 - To cOotnua ewodyel TIg TANpOPOpieg
TOL UNVOHATOG GTNV TTPOCOITLKT P&oT)
OrbitDb tov yprion.

Meténertae  To cvotnpa mapopével otn oelida Tov Bépatog eppavilovtag To véo Pivupa.
KOTAOTOON:

Hivaxag 3.17: Zevapio ypriong 5 - Baoikt porj

Actor :Concordia :Ethereum :OrbitDb
[] Create post R
___Post creation form | |
Submit
Create post
New post ID

Updated topic page

Zyripa 3.8: Xevdpio ypriong 5 - Aidypaupa facikiic potc
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

To <XX-5> mepiéxel emiong pia evaAAaKTIKT) por] TOL Prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOV XPHOTN KAl 1) OTTolaL TEPLYp&peTan 6Tov mivaka: B.18.

EvaAlaxtikn pony 1: O xpriotng motdel To KOLUTTL « AKLPO».

Epodoov o xpriotng otn ypoppn 2 tng Baoikrg Porjg emdé€el «Akupo» To cOGTNHA ETLOTPEPEL
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon Zvotnpuotog
1 O xpnotng matdet to kKovpmi «Akvpo»  To cvotnpa emoTpépel ot ceAida Tov
Oépatog.

To cevéplo xpriong teppatiletot.

Mivakag 3.18: Xevdpio ypriong 5 - Evaddlaktikij porj 1

3.6.6 Xevapro xpnong 6: Tpomomoinon unvopaTog

To cevapro xpnong 6, <EX-6>, eptypa@el TIG SLdOYLKEG EVEPYELEG TTOL EKTEAODVTOL YL TN
TPOTOTOLNGCT) €VOG UNVOHATOG. 2TOVG TIVOKEG Ko nopotifevtal ol Pacikég TANpogo-
piec ToL <ZX-6> KaL 01 eVEPYELEC TS PAGIKTAC POTiC avTioTolX®, £V 6T0 oY B.9 paivetal To

dypappa Tng Pactkig pore.

Tpomomoww éva pfvopo

S0OvTopn mepLypogn 210)0G Tov cevapiov xpriong elval o XproTng va propel va
TPOTTOTOLYGEL TAL HNVOHATE TOV.

Avagopd AA AA-7

Avogopd MAA -

[Tvpodotnon dpactnpiotntag O XproTNG TATAEL TO KOVWUITL TPOTOTOLNGTG TOV PHNVOHATOG,

[Ipobmobeon O xpriotng va é¢xel cuvdebel otV epappoyn kot va Ppioketal
otnVv ceAlda Tov BEPATOG TOL TTEPLEXEL TO HHVUUA TOV.

Iivakoag 3.19: Xevapio yprjons 6, Tpomomoimon UnvopaTog.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdel To kovpsmi tpoo- To clotnua eppaviler v QOpHA
7oinong Tov PNVORATOG. «Tpomomoinon Mnvopatog».
2 O xpnotng ovpmAnpovel ta tedio k.  To cboTpa TpOTOTOLEL TIG TTANPOPO-
TTOTAEL TO KOUVUTTL « YTTOPOAN». pleg TOL PNVOHATOC GTNV TPOCWITLKN

Béon OrbitDb tov yprioTn.

Meténertae To cbotnua mapapével ot oedida Tov Bépatog ep@ovilovtog To TPOTOTOLHEVO
KOTAOTHON: M VUHCL.

Hivaxag 3.20: Zevapio yprjong 6 - Baoikt porj

Actor :Concordia :Ethereum :0OrbitDb
] Modify post
__Post modification form | |
Submit

Save modified post information

Updated topic page

Zyripa 3.9: Xevdpio ypriong 6 - Aidypauua facikic potc

To <2X-6> mepiéyel emiong pio evoaAlak Tikr) por) oL propel va Tpok v el faoel Twv eLAOYDV

TOV XPHiGTH Kait 1) 070l TTepLyphpeTar oTov mivaka B.21]

EvaAlaxtkni pory 1: O xpriotng motdel To KOLPTTL « AKLPO».

Epocov o xpriotng otn ypoppn 2 g Baotkrig Porjg emtdé€el «Akupo» 10 GOGTHHO ETLOTPEPEL
ot oeAida Tov Béparog.

Fpoappn  Evépysia xpriotn cvotipotog Ané&vinon Zvotnpatog
1 O xpnotng matdet to Kovpmi «Akvpo»  To cvotnpa emoTpépel ot ceAida Tov
Oépartoc.

To cevaplo ypriong teppartiletat.

Hivaxag 3.21: Xevapio yprions 6 - Evaddaxtnikij porj 1
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.7 Xevapro xpnong 7: ¥neion ot Ppnopopic
To cevaplo xpriong 7, <XX-7>, mepLypa@el TIG SLdOXLKES EVEPYELES TTOL EKTEAOVVTAL YL TNV

ynolon oe pia Yneopopio. XTOVG TIVOKES Ko nopotifevton oL Pacikég TANpoPopieg
Tov <XX-7> KoL oL eVépYeleg TNG PACLKTNG PONG AVTIGTOLY X, EVGD GTO CYTHA Qoivetot To -

Ypappa Tng Pactkig pore.

Ynoeilw ot Ppneopopio

S0OvTopn mepLypopn 210X0G Tov cevapiov Xprong elval o XproTng va popel va
ynoioel oe pla yneogopia.

Avagopd AA

Avagpopd MAA MAA-2

[Tupodotnon dpactnpiotntag O xproTng Tatdel To KOVUTTL YNeopopiog.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va PpicokeTon
otnv ceAida evog Bépartog to omoio mepthapfhvel Ympogpopio.

ivaxag 3.22: Xevapio yprions 7, Yripion o€ Ynpopopic.

Baowkn pon
Tpoapun Evépyerx xpnotn cuotnpotog Anévinon Zvotnpotog
1 O xprotng matdel To kovpmi tng emt- To olotnua elodyel véa Yrneo oto

Aoyng mov emBupel va Ynoeicer ko blockchain.
TOTAEL TO KOUUTTL « YTTOPOAN».

Meténertae To cOoTNpO avorve®VveL TIG TANPOPopLeg TNG Yngopopiag.
KOTAOTOON:

Hivaxag 3.23: Zevapio yprjong 7 - Baoikt porj

Actor :Concordia :Ethereum

Submit poll vote

A 4

Add poll vote

Updated topic page

Xy 3.10: Xevdpio yprions 7 - Aidkypoppier faoikic poric
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevaplo xpriong 8, <XX-8>, mepLypa@el TIG SLdOXLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
Ynoelon oe v PVURNL. XTOUG TTLVOKEG Ko nopatifeval ol Bacikég TANpoYopieg Tov
<XX-8> Kau ot evépyeleg NG Pactkng pong avtioTolya, eV 6TO GXNHA Qoiveton To dud-
Ypappa Tng Pactkig pore.

¥Yneilw oe punvopa

S0OvTopn mepLypopn 210X0G Tov cevapiov Xprong elval o XproTng va popel va
vrtepympioel 1) katoneicel évor pvopa.

Avagopd AA AA-8

Avogopd MAA MAA-2

[Tvpodotnon dpactnpotnTag O emokénTng Tatdel To KOV vITepYPLoNG 1} Kotoyr@L-
omngG.

[IpodmoOeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketo

otV ceAida evog Bépatog to omoio meptAopPdvel TOLAKXL-
OTOV éva PVupa To omoio dev éxel dnpiovpynoet o idlog.

IMivakoag 3.24: Xevapio yprions 8, Yreion unviuarog.

Baowkn pon
Tpappn Evépyerx xpniotn cvstnpotog Anévinon Zvotnpotog
1 O xpnotng matdel 6to Kovpni vep- To cVotnua elcdyel véa Yneo pnvo-
Yneiong pnvOopatog. patog oto blockchain.

Meténertae To cVoTnHA avove®Vvel TIG Y1Pouvg TOL PNVOHATOG.
KATAOTOON:

Hivakag 3.25: Xevdpio ypriong 8 - Baouxij porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Zynpa 3.11: Xevapio yprions 8 - Akypappa facikrc porig
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.9 Xevaplo xprong 9: Arxypa@n Tomik®v S£S0pEVDV

To cevapro xprong 9, <XX-9>, mepLypayel TIG SLdOXLKEG EVEPYELEG TTOL EKTEAODVTOL YL TN
Srypopt) Twv TOTKOV SeSOPEVWV. 2TOVG TIVOKEG Ko nopoatifevral ol faciiég TANpo-
popieg Tov <XX-9> Kkau oL evépyeleg NG PACIKNG POTG AVTIGTOLY L, EVM GTO GYXNHA Qaivetot
To SLaypoipler TNG Paoikng pors.

Aworypapo tor Tomikd dedopéva

S0OvTopn mepLypopn 210X 0G TOL GeEVaPLoL YPNONG VAL O EMLOKENTNG Vo prtopel va
dwxypdel T tomkd dedopéva Tov amoBnkevoval 6To GL-
OTNHIA TOV A0 TNV EPAPHOYT).

Avagopd AA

Avagopd MAA -

[Tupodotnon dpactnprotnTag O emMOKENTNG TATAEL TO KOVHTTL dloty pagprg TV TOTLKOV Og-
dopévwv.

[Ipotmo6Oeon O emokémntng mpémel va €xelL avoikel Tnv ceAida Tng epoppo-
Yne.

Hivakag 3.26: Xevapio ypriong 9, Siaypaerj tomikdv Sedopévav.

Baowkn pon
Tpappn Evépyerx xpniotn cvstnpotog Anévinon Zvotnpotog
1 O emokéntng matael to kovpni dia- To cvotnpa eppaviler v @Opp
YPOPNG TOV TOTLKOV SedOPEVOV. «EmPepaivon Awypaeric Tomikodv
Aedopévwv».
2 O emokéntng cvpmAnpovel o medio To cvoTnua dwaypdpel OAeg TG TO-
KO TTTAEL TO KOVUTTL «YTTOPOAR». mkég Pacelg OrbitDb mov xpnotpo-

TOLOVVTOL OITO TNV EPAPHOYT.

Meténerta  To cOOTNHA TAPOPEVEL TPAYHATOTOLEL XVOVEWDGT) TG GEALDOG.
KOTAOTOON:

Hivaxag 3.27: Xevapio yprions 9 - Baoiktj porj
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0OrbitDb

Delete local data

Delete confirmation form

Delete local DBs

Zynpa 3.12: Xevapio yprions 9 - Aidypeppie facikic porig

3.6.10 Xevapiro xpnong 10: Anpovpyia koOvOTNTOAG

To cevapro xpriong 10, <EX-10>, teprypapet TG SLxSOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YLOL TNV
dnpovpyla piog kowvoTnNTaG. XTOVG TLVAKEG Kol nopotiBevron ol Pacticég TAnpopopieg
Tov <XX-10> Kot oL evépyeleg NG PACLKNG PONG AVTIOTOLY®, EVKD OTO CYNHA Qoiveton To
duarypapa Tng Pacikrg porig.

Anpovpym véa KowvoTnTa

Y0vtoun mepLypagn 3T0X0G TOL oevaplov XproNg elval o XPNOTNG Vo PITOpEL va
dnHLoLPYNOEL VEQ KOLVOTNTAL.

Avagopd AA KAA-125 kAA-135]

Avagopd MAA MAA-2

IMupodotnon dpactnpiotntag O xpnotng matdel To KOLPITL SNHLOVPYLAG VEXG KOLVOTNTAC.

[IpodmoBeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketol
oTnV apyLkn oeAidar.

IMivakag 3.28: Xevdpio ypriong 10, Snuiovpyia véag koivotnrag.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdel o kovpsmi dnpovp- To clbotnpa eppaviler v QOppa
ylog véag kowvotnTag. «Anpovpyia Kowvotnrog».
2 O xpnotng ovpmAnpovel ta wedio k.  To oo SnpLovpyel vEx KOLVOTHTA
TTOTAEL TO KOUVUTTL « YTTOPOAN». oto blockchain.

Meténertae To ovotnpa petafaivel otnv ceAida Tng véag KOLvOTNTOG.
KATAOTOON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikr por

Actor :Concordia :Ethereum :0OrbitDb

Create community

Submit

».
Ld

Created community page

Zynipa 3.13: Zevdpio ypriong 10 - Aicypappia focixiis porg

To <¥X-10> mepiéxel emiong 00 eVAANAKTIKEG POEG TTOL prtopel va TpokLYouv PAcel TwV
ETLAOY®V TOL XPT)OTI KOL OL OTTOLES TTEPLYPAPOVTAL GTOVG TLVAKES ko B.31. H evolhaktiier)
pon 1 paivetou emiong oto oxpa OOV TToPOLGLALETOL TO SLAYPOpHO POTG TNG.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

EvaAllaktkn pon 1: O xprjotng opilel e€wtepikd contract yiox tnv kowotnTo.

Epocov o xpriotng otn ypapun 2 tng Baoikng Porjg emdé€er «IIpocOnkn Zvpforaiov» to 60-
oTNpa avavedvel Ty oeAida TpocsBétovtog Ta emimAéov media Tng oOppag «XOvdeorn Zvpfo-

Aaiov».

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog

1 O xprotng, a@ov ovpmAnpoocer T To oclotnpo avaveovel Tn ceiida pe
eoppoe  «Anpovpyia  Kowotnrag», to medio tng @oppog «Xovdeon Zvpfo-
notdel o kovpmi «IIpocsOnkn Yneopo- Aaiov».
plog»

2 O xpriotng ovpmAnpover ta medio ke To cOoTnpa dnpovpyetl TV véa KOLvo-

TOTAEL TO KOVUTTL « YTTOPOAN».

T oto blockchain ko tnv cuvdéer pe
to eEwTepLkd contract.

To cVvotnpa petaPaivel otnv ceAida Tng véag KOLVOTNTOGS.

Hivaxag 3.30: Zevapio ypriong 10 - Evaldaxtiky poyj 1

:Concordia

Create community

Add external contract

External contract form | |

Submit

:Ethereum [ | :OrbitDb

Create community

New community ID

Created community page

Zynua 3.14: Xevapio ypriong 3 - Aicypayipor evaAdakTikig porjg 1
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3.7. Apxitextovikn oxediaon Kegpahaio 3. Zyedioon epappoyng

EvaAlaxtikn pory 2: O xpriotng motdel To KOUPTTL « AKUPO».

Egpocov o ypriotng otn ypoppn 2 tng Bacikrg Porig i otn ypappr 2 tng Evallaktikrg Porig 1
emAEEEL « AKLPO» TO CUGTNHA ETLOTPEPEL GTNV APXLKT) CEADA TNG EPAPHOYTC.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matdet to Kovpmi «Akvpo»  To cOOTNHA EMOTPEPEL GTNV APXLKT] O€-
Ada NG epappoyng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.31: Zevapio yprjiong 10 - Evaldaxtiky poyj 2

3.7 Apyitektovikn oxedioon

370 KEQAAOLO QVTO TTEPLYPAPETAL 1] ALPXLTEKTOVLKT] TOL GUOTHHATOG, OTTWG TPOEKLYE ATTO TNV
e YV TEXVOAOYLKT) oTOlPa Kat TIG TpoavawepBeloeg ammaTroelg TOV. O TPETEL VAL GTHELD-
Oet OTL 1) ToPOLOLALOHEVT) PYLTEKTOVIKT elvarl TPAOLUN Kot dev atotedel TNV TeALKT) LAoTOINGT
G TAXTQOPPAG, 1) OTola TEPLYpA@eTaL 6TO Ke@dhato H,

JUVOTITIKQ, 1) ALPYLTEKTOVLKT] TOU CUGTHHOTOS TOTUTTOVETAL GTO TTAPAKAT® LAY POLOL:

N

transactions

I

1 I

| Frontend : Y

I

| ! Ethereum

! nd : t

: MetaMask : creae Concordia contracts
1 I

! i

T User address 3 s > Users

Communities §<>

" Community
. member adress..” 7~

D\ 5.

Interface

|
P rrsihl| <> O

1 IPES
: node
1

External Community Contracts

Community A

—5 Token Holders

[ Community B ] ~~~~~~~~

Zyripa 3.15: Apyitextoviktj Tov ovotijparog (otddio oyediaons)
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3.8. IIpodiaypapr) peboddov vAomoinong kot xpovompoypoppddagphgro 3. Sxedioct epappoyng

AEileL va onpetwboiv ta e€ng:

« O xodikag Tov frontend ektedeiton 0ToKkAelGTIKA GTO GUG TN TOL XPNOTH), XWPLG VO OTTOL-
telton kammolog e€vmnpetntng. AnAadn, o xpriotng apkel oA va £xeL Tov kKddka artodn-

KEVPEVO GTOV LITOAOYLGTI] TOV.

« O xpnotng aAAniemidpa dpeca pe To Ul ko to MetaMask. To MetaMask amoteAet browser
add-on, to omoio dayerpileton Tor WwTIKE KAeWdix Ethereum tov xpriotn kot tpoypoto-
molel TIG GLVOAAYEG TOL TedevuTaiov pe Too smart contracts. XTnv wpokelpévn mepintwor,
mepLéxel To KAWL Tov oxeTilovTal aupevog pe Tt dievBuvvon pe Tnv ool 0 XproTNG EY-
YPOAPETAL OTNV TAATPOPUA, LPETEPOL e TIG dlevBvvaoelg mov mepiéxouvv ta NFTs twv kot-

VOTNTWV OTLG OTOLES atVIKEL KoL €XeL SLKOLOPATA Yrjpov.

« Y7o frontend exteleitoun oTo Tapaocknvio évag kOpPog yia to IPFS. Autdg cuvvdéetan pe
GAAOVG KATAAANAOVLG KOHPOVG, dtopotpalovTag ToV KOPLo OYKO TV deSopEVwV TNG epap-

HOYNG (7T.X. TOL TEPLEXOUEVOL TWV UIVUHATWV).

« Télog, oto Ethereum blockchain vrtdpyouvv 1600 T contracts tng epappoyng, 660 Kot Ta
eEwTepLcd contracts mov mapéxovv ta tokens Twv kowotnTwV. Ta pev Aettovpyodv wg to
OTHELD AVOPOPAS TNG EPUPHOYTG, ETTL TOL OTOLOL EKTEAOVVTOL OL EVEPYELES Korl arrodnieD-
ovTo oL HETOPANTEG TTOL elvor ATOADTMOC oTapaiTnTEG Yiot TH AELTOVPYid TNG TAXATPOPHAG
(1.X. eyyeypoppévol xproteg, dnpovpynpéveg kowvotnteg). Ta de, dSnpiovpyodvron amd e€w-
TEPLKEG OVTOTNTEG, OL 0TT0leg opilovv Kot T foOANGT) TOLG TOV aKpLPn) TPOTTO SNpovpyiag

KoL SLGOLPAGHOD TwV tokens TOLG GTOVG XPT)OTEG.

3.8 IIpodiaypagn pedddov vAOTOINONG KAL XPOVOTLPOYPULL-

HOTIGPOG

Katd tov ypovompoypoppatiopd akorovdndnkav ot taktikég mov opilel to Scrum. To ovu-
VOALKO TIPOYPAPHATIOTIKO EPYO XWPLOTNKE G EMHEPOVG, JLOKPLTOVG GTOXOVG Kol K&be aTOY0G
avtiotoynOnke oe éva Sprint. Ta Sprints atoteAobvTon atd emiypépoug Sty wPLopo NG epyasiog
oe epic tasks. e avtd TO GTASLO XPOVOTTPOYPAPUATIGHOD SEV EYLVE AVOAVTIKOTEPT] TTEPLYPOYPT)
TV empépoug tasks, ke epic ywpiotnke oe tasks katd To apyLcd 6TASL0 TNG LAOTOINGNG TOV.

Qg onpavTKOTEPOG 6TOXOG TNG aevartTLEng opiletar 1 dnpLovpyic evog eAdyLoToL PLOGIHOD
npoidvtog (Minumum Viable Product - MVP). Ze avtd tov otd)0 mepthoptférvovTal Lo GToLyELD-
delg Aettovpyieg piag TAATPOPHAG ETLKOLVWVING OL OTTOlEG TNV K&VOLV XpHOLUN, 1) duvaToTnTa
eYYPOoYNG, dnpiovpyiog BepATOY Kol PNVURATOV KoL (VALY VWGTG TOU VITAPXOVTOG TTEPLEXOPEVOU.
Eme1dn o 0tox0G avTOG mMEpLéxeL artd HOVOG TOL CTHAVTLKY TTEPLTAOKOTN T Kot dSuokoAio kpiOnke

avorykoiog o mepotTépw Sy wpLopog Tov o€ Tpla Sprints.
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3.8. IIpod. peBoddov vAomoinong & xpovompoypoppatiopos Kepadaro 3. Zxedioot epappoyng

310 mpwTo Sprint opioTnke 0 6TOX0G TNG dnpovpyiag piag Paong kodwka (codebase), Tng
eEOLKELWOTNG JLE T TTPOYPOUHATIOTIKR EPYOAELQ TOV OLKOGLGTHHATOG TV DAppS koL Tng emLtu-
X1G dnpovpyiag Tov TpwToL contract. Xto devTepo Sprint 0 6TOXOG OpicTNke WG 1 dpovpyic
TWV TEXVIKOV XOPOKTNPLOTIKOV TTOL 0LPOPOVY TOVG XPNOTEG TNG TAATPOPHAGS KL TTOL oL idtot (oL
xprioteg) £xouvv ovvnbicel va TEPPEVOLV aITd pia TETOLX TAATPOPHA. 2TO Tpito Sprint cupmept-
ANPONKOY T TEYVIKA XOPUKTNPLOTIKA TTOL ITOPEVOLY OGTE va dnptovpynOei to MVP.

To emopeva Tpio Sprints ytilovv dradoyLkd Tdvw GtV LITAPYOLGA SOVAELX Kal LTTOSOT. XTO
TETAPTO PEPOG EPYUCLOG WG GTOXOG OPLOTNKE 1) TPOGHNKN TWV XUPAKTNPLOTIKOV YnPpopopiag
OV 6T HNvOpata kot Snptovpylog Yyneopopladv Bepdtwv (polls). To emdpevo Sprint mepihoy-
Bavel epyacieg dnpovpylag LITOSOUNG KoL TNV TPOTH NUL-ONUOCLX EYKATAGTOGCT) TNG EPAPHOYNG
oe mepLPaiiov dokiung. To tedevtaio Sprint aoteAel To TeAkd Tpoidv kou TepLéyet tasks oyeTid
pe TNV Snpovpyla KowoTnTeV Kot TNy beta eykatdotaon tng epappoync.

Emontikd, 1 Siadikacio Tng vAomoinang mepLypi@etal 6To Tapakdte oxfpa (oxfpo B.16).

Spr“m‘t 1 Spr‘"m't 2 Sprin't 3
:_B;s_e ______________ UoTuser T 1 M vieble
| I 1features | | prodluct |
[ [ I
: o o I
| Setup : : Implemen‘t Auto : 1 Create Pos‘t“mg |
: Repository Lo Login | : Contract :
| | | | |
: I | [ | | |
o S [ I
: Setup Private [ Lmplement IPF: [ Imple_me_n‘t Pos‘ting |
o User Information - |
| Ethereum Network § ()8
| : : Interactions : | :
) I
o [ I
: o | [ Imple_ment I
X Create User [ Implement User o IPFS Postin I
| Contract ot Profile UI . R J !
' [ [ Interactions I
| | | | | |
: Implemen‘t : bommmmmmm e Jobemm e -
| Regis’tl‘ox’tion (9)8 :
I
- |
Serint 4 Serint 5 Sprint 6
vetne 77 T stoeie T T T TTTTY el T T T 1
) o \V\s' I Q?IV\? \ (14"~N
Mechanisms | Deploy Product
|

Create Communities
Contract

Create Vo't‘mg
Contract

Provision S’to\ging
Environment

Provision IT Implemen‘t Community

I
I
I
|
|
I
|
I
I
I
Impleme_nt Post |
Voting UL |
I

I

I

I

I

I

I

I

I

I

I

I

| Assets Voting Authorization
Implement IPFS Serve
Poﬂls or Alpha\ Deplot/men‘t

I MP[QMQV\t IPFS
Polls Interactions

Add Contracts
Upgr‘adcxbihtt/ Mechanism

Beta Deplot/men‘t

|
|
|
|
|
|
|
I
I
|
|
|
:
: Contracts & App
|
|
|
|
I
I
I
|
|
|
I
I
|

Zxnpa 3.16: Alaywplopog oe sprints
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KepaAaro 4

YAomoinon epappoyng

2to mapov kepdrato avarvovtol ot pébodot kat ot TexvoAoyieg mov avamtiyOnkay kot xpn-
olwonoOnkav t6co yix tnv vAomoinon tng dwag tng epappoyng Concordia, 660 KoL yio 1
SLOPPOGT TOL GLVOALKOD TPOYPOAUHATIETLKOV TEPLPAAAOVTOC €Tl TOL OTTOLOL AUTT) dMHLOLP-

yrOnke.

4.1 MebodoAloyia vAomoinong

T v eitevén TV 6TOXWV TOL OPLOTNKAY KL TNV OPYAVWOOT) TNG EPYRCLAG TTOL ATTULTELTOL
oe dwxyelplopa pépn, xpnoomrolndnikav dikgpopa epyadeio ko péBodol avamtuEng AoyLopLKoD,
OmwG o chotnpa eAéyyou exdodoewv (version control system) Git, n pébodog opydvwong Scrum
kot ot dradikaoieg avamtuEng DevOps. Ta epyadeio avtd eivor Sokpacpéva kot £xouv edpotwbet
ot 6OYXPOVH AVATTTUEN AOYLGHLKOD.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAY) CLVEPYACLX GTNV
avarttugn tov Aoylopikov. K&be pélog tng opddag dbvatoar va epyootel aveEapTnTo Ko XwpLig
TNV avaykn Slapkovg emkoveviog pe ta vitdoAoa PéAN. Ot oTOXOL elval OpLoPEVOL, GOPELS KoL
XWPLopEVOL oe Srayelpiopo pépr to ool dev katofdrlovv ta péAn. Tavtdyxpova, Exoviag wg
edpat kKaOepwpéva TPOTLTTAL AVATTUENG, TOPEXETOL POPHAALGHOG Kol £ToLpeg péBodoL emilvong
TPOPANHATOV, YEYOVOS IOV AELTOVPYEL KATAALTIKA Kot BonO& oTnv ammo@uyn TEAPATOV KATd TN
oUYYPAPT] TOL KOSLKA.

To Git eivo Swpedv AOYLGHIKO OvOLYTOD KOOLKO TO OTTOLO ETLTPETEL KAl ETLKOVPEL TNV ATTPO-
OKOTITN VATTTUEN AOYLOHIKOD atd TTOAAITAG péEAN piog opadag, TauTdYpova Kot SLarvepPnpéva.
AvTo emiTUYXAVETOL TOPEXOVTOG Eva TTAiGLO amtd epyodeior Ta ool fonBoidv Tnv dwxyeipion
KOl EVOOUATOOT) TV SLOPOPETIKOV €KOOGEWV TOL KOILKA TIG 0Toleg avamtiooel kKabe péAog
NG opadag Eexwplotd. Ymapyovv didpopa povtéAda xpriong tov Git kot mo cvykekplpéva tng
dvvatotntag mov Sivel yia Snpovpyia, avamtuén kot éveon (merge) kAadiwv (branches).

T Tovg 6K0TTO0E TNG TOPOoLG G SITAWHATIKNG X protponotOnke to povtélo GitHub flow.[[16]
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

To povtédo avto opilel 0TL kK&Be TpoypoppaTIOTNS Ovolyel éva véo branch yio tn) avamttuén evog
XOPOKTNPLOTIKOV TG ePappoyng 1) Tn StdpBwor) evog pépoug Tov kmduka. Enetta, dtarv 1) dovAerd
gxeL oAoKANpwOel, dnprovpyeitan éva attnpa évwong (pull request) pe to Paocukcd kAadi avastto-
Eng (develop) tng epappoync. H dovAewd vokeiton oe aloAdynon omd tnv LIOAOLTN Opado
(review) ko 6tav kpibel OTL tkorvoToLel TG avaykeg Tov €pyou, to branch yiveton merge pe to
develop. Otav to develop ¢ptdoel o tkavod onpeio otabepdtnTog Kot GAAoYdV, YiveTon merge e
to branch mapaywyng (master). Am6 to master dnpovpyovvTaL ot TeALkéG exdOGELS TNG EPAPHO-
Y1G ot omoieg Sravépovtol yix xprion otnv mopaywyn (production versions), eved artd to develop
SnptovpyodVTOL Ol SOKIHAOTIKES eKOOCELS QUYUNG TNG EPAPHOYNG OL OTOLEG Y PTOLHOTOLOVVTOL
Kot Tov éAeyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o emypeAntrg Tov Scrum (Scrum master)
Sroywpilel o aveEaptnta pépn epyaciog (tasks) wov mpémel va vAomonBolv yia TNV 0AOKAR-
pWOT TwV oTOXWV evOg project. Ta pépn avtd mepLypa@ovo avalvTikd Holl e TIG OTTOUTHOELG
Toug kat katatifevrol oe pia AMlota epyaoiov (backlog). Emeita, péoa and cvokéelg (meetings),
emAéyeton évag aplOpodg amd tasks o omoiot 0pilouvv To EMOPEVO TPOYPAUHATIOTIKO KOKAO (Sprint).
KaOe task avartifetor oe kamolo péhog yio vAomoinon. I to Sprint opileton pia ypovikn dixp-
KELK, 0TOXOG TNG Omolog eival 1 mepdtwon 0Awv twv tasks mpwv ™ ANEn ™. Zto téAog g
npoBecpiog mov opiotnie yla To Sprint o péAN TNG OPAdAG XITOTIHOOV T ITOTEAEGHATO KOL
opilovv to emdpevo Sprint. H dwadikacio emavoalopfavetal éwg 6tov To £pyo oAokAnpwbel.

AdY®w Tov TOAD pikpoD peyéBoug tng opddog, To Scrum akoAovdnOnke eAaoTikd. ZvykKekpL-
Héva, dev OploTKE £VOG CLYKEKPLUEVOG eTTLEATTHG TOL board aAA& k&Be pédog Tng opddog @po-
VTIle yloL TOV OPLOPO Ko TNV TTepLypopt] evog pépoug twv tasks. Ta sprints dev fjtav cuveyopeva
Ko Oev eiyav Tavta Tov idlo xpovo ekTéAeong aAAG TPOSaPPOLOVTAY AVAAOYX E TIG EKACTOTE
QAVALYKEG KoL TOV XPOVO TV peAwv. Kata Baon, ypnowomouifnke n pébodog Kanban (tov ypnot-
poroteiton amd o ido To Scrum), yia tnv ontikonoinot twv tasks. Ta tasks ywplotnkav kotd

KOpLo AOYO OTIG TAUPAKAT® AMOTEG:

+ «Avaypovrg» (backlog), n omola wepiéyel tasks ta omoia dev éxovv akopa elcay el oe KAmTOLO

sprint

« «Evepyo0 sprint» (sprint/todo), mov mepihapPdver tasks ta omoia cuppeTéXoLY 6TO EVEPYO

(tpéxov) sprint

+ «Extéleong» (in progress/doing), n omoia mepthapPavet tasks yio o omoia €xet Eekivioet

1 QVATTTUEN aTTd KATTOLo PEAOG TNG OPASOG

+ «EAéyyov ko alodoynong» (testing/code review), n omoia mepiéyel tasks twv omoiwv n
avantu€n €xel ohokAnpwbel ko Ppiokovtal oto otddio eAéyyou (testing) 1) avapovig oe

pull request

+ «OhokAnpwong» (done), wov mepthopPavet tasks ta omoia £xovv Tedeldoel, dSnAadn Twv

omolwv 1 avamtugn €xel ohokAnpwOet ko To pull request éxel yiver merge
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Emiong, oplotnkav otig Aioteg oL péytotol aptBpot amod tasks mov propovv Ta vtdpyovy ce
K&Be xpovikn otiypn (m.x. péxpl téocepa tasks otnv Alota ektédeong). Avtd éyive yua evBap-
puven TG 0AokAN pwong TwV tasks amd ta péAT, oe avtibeom pe TNV eyKaATAAELT) TOUG G NULTEAT)
KOTAOTOOT TNG avATTTUENG Yla TNV avaAnyn kastotov véou task.

I v vAomoinon Tov Scrum ypnopomolnOnke n dradikTvakt VINPecia Trellold, OTLYHLO-

TUTIO TNG OTTOLAG PULVETOL GTO TTXPAKATW GYTHOL:

Backlog « | ToDO “ | Deing 0/4 = Codereview/Testing 9 e

(S infrastructure J + Add a card Q
[Investigate] IPFS Relay nodes Polls Support message edits
[Investigate] Voting using external = ® = Os AF @ =
tokens
= + Adda card B
Contract tests Branch and commit naming
[ infrastructure | = o2 conventions
Research contract upgradability E infrastructure -
© = @2 AF . bug ]
[investigate] Serve frontend using Display user avatar
IPFS =
Add typescript to app =
Fix registration second step submit
. infrastructure ] - o,
split Contracts
- o, Replace contracts-provider with IPFS
= Wrap posts in markdown viewer
Add progressBar
_ Add away to leave feedback
= Add Pagination
Create user databases after
registration Build website for ecentrics.net
= = Concordia guide retouch
b ifiastructure | + Adda card ® -
[investigate] OrbitDB Eth Contract

Access Controller

= Create separate README files

+ Add a card =] + Add a card =]

Zynpe 4.1: Xrrypdromo 006vys e diadiktvaxtis vanpeaiog Trello

Katda tnv dadikacio tng avamtu€ng Tov KOSLK, EPUPROCTKAV ETLOTG OL TAKTLKEG TTOL 0pi-
Covtat atd 10 DevOps e 6,11 apopd To deployment twv vinpecidv. To DevOps opilet Siapopo
ePYAAEL TTOL ATTOGKOTTOVY GTNV ATTPOGKOTTT), CUTOHATOTOLNHEVT) KOl YPHYOPX EVEWOHATWST) TOV

KOOLKA At TO GTASLO TNG GLYYPAPHG HEXPL TNV OAOKAT pwoT) Kot eykatdotoot. Ta epyadeio mov

xpnotpomoOnkav edo eiva:

Svvexng éleyyog (continuous testing)

« YZvvexng olokAnpwon (continuous integration)

Svvexng mopadoon (continuous delivery)

Yovexng eykatdotoon (continuous deployment)

T'oe TV LAOTTOINGT TOV TAKTIKOV QUTOV eMAEXONKE HETR ATTO EKTEVT] EPELVAL 1) TAATPOPHOL
Jenking. To Jenkins cuvdvdotnke pe TV TAXTEOPHA ELKOVOTOINGTG MOTE VO LKOAOV-
Onbolv oL tedevtaieg evdederypéveg mpaktikég tng Propnyoviag. Eywve cuyypagr tov apyeiov

Bhttps://trello.com/
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Jenkinsfile to omoio meprypagel pe KOSk TNV por} epyacidv (pipeline) mov mpémer v akolov-
OnOei petd amd k&Be addayr) otov kddike. H ektédeon tov pipeline mpaypatomoteiton ovtdpoTor
outd To Jenkins.

To pipeline amotedeitar omd oTédix ko PpaTe Tax omoia paivovton oo oyrpo f.2:

a) Apxikd exteleiton o Pripa «Version», To 070lo GUAAEYEL GTOLYELX GYXETIKA HE TNV EKTEANEDT)
Tov pipeline 6mwg o KASL TOL KWOILKA TOL TLPOSOTNGE TN POT] KLl TTOLXL ALTTO TOL TTALKETOL

Aoylopikot o mepthapfdvovtal oto git repository mepiéxovv aldoyEg.

B) Emeita exteleiton to otddio «TEST» to omoio mepiéxel dvo Pripata mov ektelodvTon ma-

PAAANAC KOl TTPOLYHATOTTOLOOV EAEYYO TOU KOSLK TWV TAKETWV.

) Av 1o kAadi mupodotnong eivon éva feature branch n pon otapatd €80, eved av mtpokel-
ToL yu évae amd ta Paotkd kAadud (master 1) develop) tote 1) por} cuveyilel pe To 6TAdL0
«BUILD» o710 omoio ektedovvtor mapdAAnia ta Pripoto mov xtilouv T docker images

TOV TAKETOV EKELVWV TA OTTOLAL TTEPLEXOLY XAAALYEC.

9) 2to otadio «PUBLISH», av To kAadi mupodotnong eivat to kOpLo kAadi mapaywyng (master),
TOTE ekTEAOLVTOUL TTapdAANAa Pripata to omoia dnpootebovy T docker images mov 8-

povpynOnkav oo amobetrpro Dockerhub.

€) Téhog, exteleitar To otddlo «DEPLOY», KoTéd TO 0T0OL0 TPOLYHATOTOLELTAL 1) EYKOATAGTAOT)
TWV VINPECLOV 0TO avaAoyo meplPdAiov, staging yia To kAadi develop ko production yia

0 kAodil master.
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

JTenkins Artifacts

|TES:|' __________ Test-Report

| Artifacts

] —_——

1 p—

1 )

[}

b e e e e e e e e — e ————

Femmmmmmmmmm e o

| BUILD FOR

| STAGING/DEPLOY

] Contract TSON

| Artifacts

1

1

[}

}

}

|

l o e o e e e e e e e e e e e e e e e e e e e e = =

T : Dockerhub

! I

! s |

! Master | Docker

: ] Images

! vo | Publish Contiracts | ! =i

X f—
. ha—

. - - pa

' Publish Contracts Provider J : =l

. .

| Publish Pianer ] :

e o e e Ve o 2 -

DERLOY sTASING/ | 7 !

| PRODUCTION |

| [}

| }

1 v Prepare Jep[oyJ |

[} [}

[} [}

[} [}

| lz)eploy Contracts Provider | |

[} |

| |

| |

| l Recreate Ganache [ |

} |

' v |

}

| rbeploy Contracts :

} |

[} ]

}

| Deploy Piner :

[} D [}

[} |

} |

} ]

U .

Zynpa 4.2: Aidypappa porj epyacicyv Jenkins

Me 11 xpnomn tov Jenkins avtopatomoteiton pe peyGAn €VKOALX €V GTHOVTLKO HEPOS TWV
SradLkactdv avamtuEng kot dnpocisvong Tov kodika. Me T xprjon Tov cuykekpévou pipeline
yivetal olyovpo 0,7t o€ kK&Be aldoyn), Ao )ETWS TOL KAAdLOD aVATTTUENG 0 KOSIKOG EAEYXETOL KO
o ouoTeAéopaTa TV tests eivor amoOnkevpéva kot dtabéoipa yia avahvon. Akopa, yio To kAadt
develop, avtopatomoleitol 1 OAOKANPWOT) TOV TOKETWV KAL 1] EYKATAGTACT) TOUG G€ TTePLBAAAOV

dokpng (staging), yeyovog mov SleVKOADVEL GNHAVTIKA TIG GUAAOYLKEG SOKIHEG atd TNV opdda

67



4.2. Teyvoloyieg vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

oe dropopetikd meptpdAlovta ypriong (browsers). Télog, yia To kAadi master, cvtopaTomToLEi-
tan 1) dwdikacia dnpooievong twv docker images, pndevilovtag €Tl Tov XpOVO TOL TPETEL VO

katafdrovv Ta péAN TG opddag oe aLTo.

4.2 Texvoloyieg vAomoinong

H mapovoa evotnta amoaptiletot oamd vmoevoTtnTeg, 6TIG 0MOlEG SIXTLITOVOVTOL Ol GIHALVTL-
KOTEPEG TEXVOAOYiEG TTOV XprioipomotiBnkay yia Tnv vAomoinomn tng epappoyng. Oleg ol Texvo-

Aoyleg amotelovv Swpedv AOYLGHLIKO OvOLYTOD KOOLKA.

4.2.1 Teyxvoloyieg oxetikég pe to development

J& VTNV TNV LTTOEVOTNTA TEPLYPAPOVTOL Oplopéva DepeAtddn epyadeio ko frameworks ov

OUVETEAECQV GTNV AVATITUEN TNG EQAPUOYNG.

Node.js

nede
(8
Zxtipa 4.3: Node.js logo

To Node.jst eivon éva neplPdArov xpovou ektéleong JavaScript TOAAATADY TAATPOPUDV,
TO o7olo eKTEAELTAL GTN PUNyavN V8l xau TopéxeL T duvaTOTnTA eKTéAEOTG KOk JavaScript
eKTOG TEPNYNTOV LoTOV. EMiTpénel 6ToUg TPpOoypappatioTég va xprnoipomotovv JavaScript yio
TN oOvTaln epyoreiwv YPopUNG eVTOA®V Kot Th SMHLOUPYLRt KALHOKOTOV SLadIKTUOKOV eQop-
poyov (kvping yia e€umnpetntéc). Exer apyitektovikn Paciopévn oe ovpPdvra (event-driven
architecture), pe Suvatotnta achyyxpovng eloddov/e€d6dov (asynchronous 1/0).[17]

Eva atd ta onpoavtikdtepa Yopaktnplotik tov Node.js eival 0 evoopaTopévog dayetpt-
OTNG TOKETWV TOV, O 0TT0L0G OVOop&leTal npm. Me Tov npm YiVETOL EPLKTN 1] EYKATACTAOT] TOKE-
Twv (BpA0ONKOV) amod to pnTpcdo npm (npm registry@), KoBwG ka1 opydvwor Ko 1) dayeiplom
TOUG OTO TAALOLX TNG AVAITTLENG piag e@appoyng Tov eEaptdtal amd avTd.

To Node.js éxet to amoBetripLd tov oto GitHub (https://github.com/nodejs/node).

®https://nodejs.org/
Uhttps://v8.dev/
Bhttps://www.npmjs.com/
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Docker

&

Zytiua 4.4: Docker logo

To Docker amotelet pla mAatpoppo 1) omoia Topéxel AoyLoptko etkovortoinong (virtualization)
0TO eninedo TOL AELTOVPYIKOV GLGTHHATOG KAOWG KOl OAOKAT PWHEVO CLGTHHAT SLOHOLPAGHOD
KOUL EKTEAECTIG TOV TTOPOULYOHEVOV ELKOVOV.

Atver tnv SuvatdtnTa 60VOEGTG ELKOVIK®OV TTEPLRAAAOVTWVY AELTOVPYLKOD GLGTHHATOS T OTTOL0L
ovopalovton elkoveg (images). Méoa oTIg €1kOVEG elval duvartr) 1) EKTEAEGT) TTPOYPAUPATWV GE
oo POAT, amopovopéva kot TpoPfAéPipa meptBdAlovta T ool eyyvovvton Tig ideg cuvOnkeg
ektéleong mavtov. Etol, o mpoypoppatiotéc dev ypetdletor vor avnovyovv yia 1o mepBaAlov
eKTENEOTG TOV KOJKa KoL TNV pLOLOT) TV TapapéTpwv ot kK&be Eexwploth eykatdotaot).

Tovtdxpova, 1 TAateoppa Tov Docker Topéyel cvotipata kat Tumomolnpéveg pebodovg yia
TO TAKETAPLOUA TWV ELKOVWV, TNV HETAPOPTWOT] KL TNV EKTEAECT] TOVG G€ TOUAKPUOHEVOL GL-
othpata. Me avtd Tov Tpomo amotedel TOAUTIHO epyaieio TO omoio éxel Yivel TO GTdvVTAp OTN
Bropnyovia AoylopLkol yio ToV SLaPOLPACHO KL TNV EYKATAGTACT) OAOKANPOHEVOV EPUPHOYDOV
oe mepPadilovta ok (staging environments) kot topoywyng (production environment).

Téhog, 1 SuVATOTNTA TOTIKNG EKTEAECTIG TWV ELKOVWV GTO GUOTNHA AVATTTUENG TOL KOILKOL
divel v evkoupior eAéyyou (testing) ko amoopaipdtwong (debug) tomikd oe éva mepipaAiov
1d10 pe avto NG ekTéAeonG. AvTo eivon e€opeTikd oNPAVTIKO emeldn) ammokAeiel TUXOV peToBoAég
oTNV Mopela EKTEAEGTG TOV TPOYPAHPATOS TTOV HITOPEL VO EPYOVTAV AITO TNV EKTEAEDT) O€ €V

SropopeTikod mepPaArov.

Jenkins

Zynpa 4.5: Jenkins logo

To Jenkins eivat évog TAR PG THPOUETPOTOLGLHOG KAl ETEKTAG OGS SLUKOULG TG CLUTOHOLTO-
moinong (automation server). O SLtKOULOTNG HITOPEL VO UTOHATOTTOLGEL TIG JLadLlKaGleg eAEY-
X0V, OAOKATpWONGC, TopAdOoTG KOl EYKATAGTOGTG TOV KOOLKA, VAOTTOLOVTOG £TOL Pfaoticég Stadi-
Kaotieg mov opilel to DevOps, ouveyr) éleyyo (continuous testing), cuvexr oAokAfipwor (contin-

uous integration), cuvexrn mopadoon (continuous delivery) kot cuveyn eykatdotaon (continuous
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deployment). Entiong, to Jenkins propet va apapetponoindet péow twv pubuicewv tov Tpoceé-
peL koL TV enektdoenv (plugins) mov vdpyovv OoTe Vo Tapéxel TIG SLVATOTNTEG AVTES YL
omolodnToTe TAXTQOPUA, YADGO kot TtepLPAALOV avaTTUENG.

370 Jenkins eivar duvatdg o oplopodg pe xprion kodika (oe Groovy kot 6to DSL mov mapéye-
taL ortd 1o Jenkins) ToAATAGVY ypoppdv epyacidv (pipeline). Ot ypoppég epyacidv ouvtibevron
ad TOATAX Pripata Tar omoio emmiteAotV EexwPLOTODG GTOXOVG TTPOG TO TEALKO QTTOTEAECHOL
™™g ypoppns. Ta frpoarta prropotv va tpéxovv oetplokd 1} mtapdAinio. Evd diveton ) dvvatotnta
eKTENEOTG 0€ TTOANATTIAL, SLOVEUNEVX GLOTNHATA KAB®OG Kol AAAEG TTPOYWPTHEVES AELTOVPYLKO-
TNTEG.

To Jenkins cuvdvaletar amoteAeopaTIKA pe TNV TAXTPOppa Tov Docker mov meprypdpnke
TPONYOLHEVWS. MéGw ToL GLVOLAGHOV diveTal 1) eVKALPLX TG KVTOHATOTOLNGNG TOL HEYOADTE-
pov pépovg tov DevOps o¢ éva amoAdTwg TpoPAéYyo meptPdAlov To omoio mapapével otobepod
Ao TNV AVATTTUET TOL KOSIKX PEXPL TNV TEALKN eykaTdotaot). Me avtr) tnv péfodo PeAtiodoveton

OTHOVTIKA 1) OTTOTEAECHATLKOTI T TV OHAI®V AVATTTUENG KOILKAL.

4.2.2 Texvoloyieg oxetikég pe o Ul

2NV TapodoR LITOEVOTNTA TTEPLYPAPOVTOL OGES TEXVOAOYLieG oxeTICOVTOL [E TN dLETOPT) TOV

xpriotn (UI), SnAadn pe to Presentation tier.

React

Zytiua 4.6: React logo

HReact™ amrotelet BipAoBnkn JavaScript, ) omoia xprjoLOTOLELTOL YL TNV KATXGKELT) dLETTO-
ewv xpnotn. Eivow dnAwtikr) (declarative) xou faciletor oe components, ta omoio Staryetpilovron
TNV KaTAoTaoT Toug (state) ka cuvtiBevton yio va dnpovpyriecouvv modvmioka diadpactikd Uls.

‘Eva onpovtikd epyodeio yio tnv toryeio avamtu€n web epoppoydv oe React eivan to Create
React App@. Me ) xprion piog kot povo evtoAng (npx create-react-app my-app), eykabioto-
To avtopata évag development server oe mepilpdAiov Node.js (wg pioe povadikn PipAtodrnkn).
Avtog epmepiéyel pio mAnOdpa otd build tools (.. Webpack, Babel, ESLint), ta ool tpoc@é-
povV LoyLpég SuvatdTTEG, OIS dpeoa reloads ko Tapaywyn BeAtiotorompévev bundles. Etot,
n dradkacio TG LAOTOINGNG ATOKTA TToLkiAeg dleVKOADVOELS, XWwPIg va atattel TNV ekpabnon,

TNV XELPOKIVITN EYKATAGTOGT) KOL TNV TTPOTYHEVT SLAPOPPOOT) TWV TEXVOAOYLOV GTO EGWTEPLKO.

“https://reactijs.org/
Phttps://create-react-app.dev/
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H React éxelL o amoBetrpLo tng oto GitHub (https://github.com/facebook/react/) ko

SratiBetal péow tov pnTpwov npm (https://www.npmjs.com/package/react).

Redux

D

Zynipa 4.7: Redux logo

To Redux?! amotelet pioe BtpAtoOnkn JavaScript, n xpron Tng omolog TPocPEpeL TNV ePaLp-
poyn éva mtAnpwg Srayetpiotpo global state.

To Sopkd otoryeior Tov Redux eivon tar e€ng:

« Actions: Avtikeipeva T ool TEPLEXOLY VEQ TTAPOPOPLX YLt TNV TPOTTOTOLNGT) TOV state

™G EPAPHOYTG.

« Reducers: Yvvaptrioelg ot omoieg Aapfavovtag éva action ko defalovtag to Tpéyov state,

epappolovy kAol AOYLKT yla TNV Tapaywyn evog véou state.

« Store: To avtikeipevo 6to omoio Ppicketar amoBnkevpévo to state tng epappoyng. H Po-
oK1 WLOTNTA TOL state eivorl OTL Tarparptével apeTAPANTO KaL, YLOL TV AVOVEWGT] TOV, TTOPA-

yetou mévta éva véo state object péow twv reducer.

« Middleware: [Ipoatpetikd koppdtior kOdLko wov Aapfdvouvy actions mpLv ekeiva TGOLY
otoug reducers kot ekteAovV kamoto side effect. Zvvrifwg xpnoyomotodvtal yio evépyeteg

omwg logging ko error reporting 1 yix v evidcovv to Redux pe eEwtepikda APIs.

Av kot to 1810 To Redux eivon pikpockormikd oe péyebog, o TpOTOG LAOTTOINGTC TOV €XEL EMLTPE-
PeL n dnpovpyia eVOG TEPAGTIOL OLKOGUGTHHATOG EPYOAELDV KOl ETEKTACEWV, T OO GUVSE-
ovton pali tov 1 Pacilovtar oe avtod. [ mapddetypa, pior od TG KOPLES XPTOELG TOL Elval 1)
KOTOOKELT] dLemapmv xprioth e cuvdbaopo pe dAdeg PLPAiobrikec, 0mwg pe tnv React. Xe avtnv
TNV TePInToT, cvvdéetal pali Tng pe To npm TakéTo react-redux Kot 1 AeLTovpylot TOL LTTO

ovamtuén Ul mpokimtel wg e€ng:

Hhttps://redux. js.org/
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(_/("\)3 So.gas

Thunks Obseﬁ/a[-,les

Dyripa 4.8: Aeirovpyic Tov Redux oe ovvdvaoud pe React

To Redux éyetL to amoBetripLd tov oto GitHub (|https ://github.com/reduxjs/ reduxl) Ko

dratiBetan pécw Tov PNTP®OL npm (|https ://www.npmjs.com/package/ reduxI).
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Redux-Saga

Zytiua 4.9: Redux-Saga logo

To Redux-Saga@ amotelel pia PpAiodnkn JavaScript tov owkocvotpartog tov Redux. IIpo-
kertan yia éva Redux middleware, to omoio xpnoytonolei ESG generator functions® YlOL TNV eKTE-
Aeon kou Srxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptrioelg (sagas) Tapéxovv
pio TANBwpa emAOY©OV yia TNV TapdAANAn ektédeon KOSk ov propel vo oxetileton pe e€w-
tepika APIs, 0mwg pe éva blockchain 1) pio féon dedopévwv. Me avtdv tov Tpomo, Ta TeAevtaio
prtopotv va cupmeptAn@Boiv oo kevtpikd Redux store ko tn dwayeipion Tov cuvoAlkos state
™G EQappoyg.

To Redux-Saga éyxeL to amoBetriplo tov oto GitHub (https://github.com/redux-saga/
redux-saga) kot Siatifeton péow tov pnrpoov npm (https://www.npmjs. com/package/redux—

saga).

4.2.3 Teyvoloyieg oxetikég pe to Ethereum

2NV Tapovdo LITOEVOTNTO TEPLYPAPOVTOL EKELVEG OL TeXVOAOyieg mmov oyetilovtal pe To

Ethereum, dnAadn pe to Application tier Tng texvoloyikng otoifag.

Truffle

Zyriua 4.10: Truffle logo

To Truffle® eivou évo o6 Tax dnpogpiréotepa Ethereum development frameworks kot cmoteAet
Tufipa g covitag Truffle.
Méow tov Truffle mpaypatonoeiton n Srayeipion twv éEvmvwv cupforainwy. Avth meplhoy-

Baver tn dokyr, tn oOvdeoT KoL TN HETAYA®OTTION TOLG, Kab®g Kol TNV avammTuén Toug 6To

blockchain.

Zhttps://redux.js.org/

Bhttps://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/
functionx*

“https://trufflesuite.com/truffle/
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Emiong, to Truffle mepiéxer mpochBetar oxetikd epyoreia, OMwg SLadpacTIK KOVOOAX Yl
apeon oAAnAemidpaon pe ta contracts ko exteleotrg e€wtepik®dV oevapinv (external script
runner).

Exel to amoBetripido tov oto GitHub (https://github.com/trufflesuite/truffle) ko

SwatiBeto péow tov pnTpwov npm (https://www.npmjs.com/package/truffle).

Ganache

-

Zytiua 4.11: Ganache logo

To GanacheB efvou évax Aoyloptko wov mapéyet éva fondnTid tpocwmikd Ethereum blockchain
yLoL Tary el VAT TUE N OTTOKEVTPWHEVOV EPAPHOYDV KoL artoTeAel emiong Tunipa tng covitag Trufile.
AwxtiBeton t060 g desktop epappoyn pe UL 660 kat wg CLI (command-line interface).

To Ganache mapéyel loyvpa epyaeio yioe Tnv avamtugn éEvmvev cupfolaiwy, OTwg:

« Block explorer, péow tov omoiov prropoivv va e€etactobv Aemtopepmg OAa Ta blocks kot ot

oLVaAAYEG TTOL EAaPay xdpaL.
+ E€pedvnon twv ecwteplkdv Towv contracts kot Tov Tupodotnpévey event Toug.

« Evdelexég apyeio kataypapng tg e£6dov tov blockchain, to omoio mepthapfaver onpo-

VTIKEG TTANPOPOPLES YL TOV EVTOTLOHO CPAAHATOV.

« Avvatotnta Sopdpewong tov xpovov e£opuEng twv block, étol wote vo appolel pe Tig

EKAOTOTE avaykeg (vTOpaTn eEOPLEN 1} eEOPULET GE TPOCAPHOGHEVO XPOVIKO SLAGTNHCL).

Bhttps://trufflesuite.com/ganache/
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Kepaouo 4.

Y\omoinon epoappoyng

® Ganache

ACCOUNTS

CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORK ID
2423 20000000000 6721975 MUIRGLACIER 5777

MNEMONIC

RPC SERVER
HTTP:/127.0.0.1:8545

aim palm aunt supreme bring net blood tool valve devote nasty visa

ADDRESS
Ox3EDF5a6811E7A7e7c47141c20C5C2FF3E3e6472A

ADDRESS
0x13AbF61770D64350b36fde3Fcc60E6B680676A15

ADDRESS

0xb4E111f97B527ddCcecC52eA88491a198fDC41A0

ADDRESS

0xd930ed4a536bD407d2dd3Cf186FC351e91685418

ADDRESS

BALANCE
84.93 ETH

BALANCE
98.38 ETH

BALANCE

99.16 ETH

BALANCE

99.42 ETH

BALANCE

MINING STATUS
AUTOMINING

TX COUNT
899

TX COUNT
433

TX COUNT
260

TX COUNT
141

TX COUNT

Xyripa 4.12: Ganache (desktop epappoyr)

WORKSPACE
CONCORDIA

HD PATH

SWITCH n

m/44' /60" /0" /0/account_index

INDEX

INDEX

INDEX

INDEX

INDEX

&

&
&
&

To Ganache éyer to amoBetripid tov oto GitHub (https://github.com/trufflesuite/

ganache) kot diatifetan pécw Tov pntpov npm (https://www.npmjs. com/package/ganache).

4.2.4 Texvoloyieg oxetikég pe to IPFS

Y& aquthVv TNV LIToEVOTHTA TTEPLYphpovTan Ooeg Texvoloyieg oyetiCovta pe to IPFS (BA. evo-

mta R.7), Snhadi pe to Data tier Tng TeXVOAOYIKHC GTOIPAC TN EQUPHOYTC.

js-ipfs

Zyripa 4.13: js-ipfs logo

H vAomoinomn tov IPFS mov ypnoonoeitar otnv epappoyn Concordia eivar avtn oe JavaScript

Kot ovopaletoun js-ipfs. Méow avtng tng PLpAtobnkng, mapéyetor 1 duvatdtnTa dnprovpyiog evog

IPFS xopPov, toco oe évav Node.js server, 660 kot o€ éva meptPdAlov browser.

To js-ipfs éxel to amoBetripLdo tov oto GitHub (https://github.com/ipfs/js-ipfs) ko

SratiBetat péow tov pnTpwov npm (https://www.npmjs.com/package/ipfs).
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OrbitDB

\

7

Zxnipa 4.14: OrbitDB logo

H OrbitDB eivou pio P2P Bdaon dedopévev avorytod kodika. Xpnopomnotei to IPFS yix v
amofnkevon Tov dedopévev kot to IPFS Pubsub yia tov avtdpato cuyypovicpod towv facewv de-
Sopévev petad Twv peers. Eival tedikd ouveng (eventually consistent) ko xpnoiponoiei CRDTs
(Conflict-Free Replicated Data Types) yia cvyywvedoelg facewv dedopévwv xwpig cLYKPOUOELS,
npdypa wov tnv kabotd e€oupetikn emhoyn yioo DApps ko offline-first web applications.[[18]

Kasowx Baoikd yopaktnploTik Tng eivor To e€ng:

« Stores: H OrbitDB mapéyel dipopoug tomovg Phoewv (stores) yia Stapopetikd povréAo

dedopévmV KoL TEPLTTOCELG XPTIONG:

- log: éva apetafAnto (LOVO Y TPOGEPTNOT)) NHEPOAOYLO HE QYL VEVGLHO LOGTOPLKO.

- feed: éva petafAntd apyelo kaToypong pe avixveOoLHO LGTOPLKO, TOL OTTOLOL OL KO-

TaYWPNOELG LITopoLV va tpoctefovv Kot var apatpefoiv.
- keyvalue: pia faon dedopévev KAEOLOV-TIHOV.

- docs: pia Baon dedopévwv eyypapwv otnv omola propovv va apyetobetnboiv €y-

ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedopEVEV Y KATOHETPNIOT) CUUPAVTOV.

OMa ta stores vAomolovvToL Tévew oto ipfs-log, pice apetdPAntn, operation-based CRDT
YLO KOTOVEUNHEVOL GUOTHHOTO, £V VITAPXEL KoL 1) SUVATOTNTA SNHLOVPYLNG TPOCKAPUOCHE-

VoV stores avAoya pe TV TepInTwot).

+ Address: KaOe Baon dedopévov Aapfaver katd tn dnpiovpyio tng pio dtevBvven tng pop-
¢ng /orbitdb/CID/DATABASE_NAME, 6mov CID eivon to IPFS multihash tov pavigéotov
g kot DATABASE_NAME 1o 6vopa tng Paong.[19]To pavipéoto eivan éva IPES object mov
mepLéxeL TANPoPopieg NG PAoNG OIS TO OVOHX, TOV TUTO Kot évay SelkTrn 6TOV eEAEYKTH)

npocPaong (access controller).

« Identity: K&Be popa mov mpoaotifeton pio eyypapn otn Pdomn vroypagetal omnd tov dn-
HLoLpYo NG, 0 omoiog mpoodiopiletal amd pia tavtodTyTa (identity). To Identity object,
TEPOL ATTO TOV TPOETIAEYHEVO TPOTO AELTOVPYLOG, HTTOPEL VO TPOCUPUOCTEL ETOL DOTE VoL

oLVOEETAL He KATTOLO eEWTEPLKO avaryveplaTikd. H popgr) tov éxel g egﬁg@:

26BX. xou https://github.com/orbitdb/orbit-db-identity-provider
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id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the owner of id to prove they own the private
key associated with publicKey
id: '<signature of id signed using publicKey>',
//This links the two tds
publicKey: '<signature of signatures.id + publicKey using
id>!
T,
type: 'orbitdb'

Zytpa 4.15: OrbitDB Identity

+ Access Control: Katd tn dnpovpyia piog pdong propodv va opiotodv 6ot Ba éxouvv Si-
Kolopa eyypagng oe auth, péow evog ereyktn tpdcPaong (access controller). O eleyktng
Ba tepriopPaver T public keys Toug, Ta omoia prtopotv va avaktnBov a6 to identity tov
KoBevog. Ao mpoemhoyn kot av dev opiletat drapopetikd, diveton TpoOSPaot eyypopng

povo otov dnpovpyd tng Paong.

H OrbitDB éxet to amoBetripto tng oto GitHub (https://github. com/orbitdb/orbit-db)

ko draetifeton pécw Touv pntpoov npm (https://www.npmjs. com/package/orbit-db).

Libp2p

Xytiua 4.16: Libp2p logo

H libp2p eivon éva apBpwtd oot TPpwTokOAA®VY, Tpodiaypapnv kot BipAtofnkov mov
EMTPETTOLY TNV AVATTUEN P2p eQappoydv. ATtoTeAei To vitokeipevo emtimedo Suktdov Tov IPFS.[[15]
Eva and to viomonpéva tpwtdkorla petopopds dedopévwv tng libp2p eivar to libp2p-
webrtc-starZl. Arotelet TPWTOKOAAO HETOPOPAS dedopévwy TO 0TTolo LITooTNpileTan TOGO AT
Node.js servers, 650 kot antd browsers. [TlepihapPavel, eniong, évav signalling server, wov emitpé-

TEL TN YPIYOPT avorkALYT kot StacOVOEST) TwV peers.

Yhttps://github.com/1ibp2p/js-1ibp2p-webrtc-star
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To libp2p-webrtc-star éyeL to amobetriptd Tov oto GitHub (https://github.com/1ibp2p/
js-1libp2p-webrtc-star) kou dwatifetan pécw tov pntpoov npm (https://www.npmjs. com/

package/libp2p-webrtc-star).

4.3 ApX1LTEKTOVIKN LAOTOLNONG

To mepipdArov avamtuEng tng epappoyng vAomouOnke YPNOLHOTOLOVTAS TO HOVTEAO ap)XL-
TEKTOVIKNG TV pkpoiTnpectdv. To povtédo twv pikpoimnpeotodv Paciletal otnv otodopncr
TOVL GUGTHHATOG O HLKPEG HOVADES, OL OTTOleG OLVEPYALOVTUL MOTE VX TTPOCPEPOLY VX EVLALO
amotéeopa. H mpocéyyion auth éxel TOAQ TAEOVEKTARATH GE GUYKPLOT) HE TNV AvAITTLEN Ho-
voABkov epappoy®v. O Pactkdg Adyog yiar Tov omolo emAéxOnke 1 opLTEKTOVIKT] pikpodrtn-
PECLOV €lVaL 1) EVKOALX TTOL TTPOCPEPEL BTN YPNYOPT] OVATITUEN KOLVOUPLOV XXPOKTPLOTIKOV,
TAVTOX POV IO SLAPOPETLKA PEAN PG OPUAdOG, aGDYYPOVA KAl XWPLG TNV avAYKN ouveXolg
EMKOLVOVIOG KOl cuveVVonong petafd touvg. Avtd cvpPaivel emeldr) k&be PéPog TOL GLGTHHATOG
(umtnpeoio) elvor aLTOVOHO KOL 1) AVATTTUEN TOL elvat dLoYWPLGHEVT] OTTO TO LTTOAOLTTO GUCTIHA
pe to omoio eivor advvapa cvvdedepévo (loosely coupled).

To cbotnpa Tov meptPdAlovtog avantuEng cvvtifetar amd didpopeg pikpodnnpecieg, K-
moleg otd TIG omoleg avorttOxOnKav ota TAaicl ALTHG TG ePYCiag, eVed GAAEG autoTeAOVY

dwpedv Aoylopikd avorytod koddika. Ot pikpoimnpecieg avTég cUVOYLLOVTOL GTOV TAPAKAT TTi-

vokor:
Miwkpoinnpeocio Yovtopn meprypa@n - Avtikeipevo/XtoX0g
Concordia Application Ynnpeoio pe tnv omoioe adAnAemidpolv ot xproteg
Concordia Contracts Migrator Ymnpeoia petapoéptwong twv ocuvpforaiwv (contracts) oto
blockchain
Concordia Pinner Ynnpeoio kapPLtodpatog dedopévav.

Concordia Contracts Provider Yrnnpeoio dixpolpacpod twv contract artifacts péow HTTP
Ganache Tomikd, Wiwtikd Ethereum blockchain

Rendezvous Server Ynnpeoio eDPecT)G OHOTIHOV XPNOTOV

ivakag 4.1: Xvvroun mepiypagri twv vVInPeciv Tov mepiparlovros avarntuéng

Yt mAaio TG epyaciog avartuxOnkav eniong dipopa apbpopata (modules), kuping pe
TN popyn PipAtobnkadv JavaScript. Ta apOpdpota xpnoipomolodvTol amd TIG LINPECLES YL TNV
entitevEn Tov empépoug epyactodv. H avamtu€n tov Aoylopikod oe Eexwplotd apbpopota emt-
TPETTEL TNV EVKOAT) ETLAVAYPTOLHLOTOINGT) TOL KOILKA, KOBMOG KOl TOV SLorY WPLOHO TV QUTOVOUWY

TUNpaTwV kddika. To apOpdpata cuvoPilovtol GToV ToPUKAT® TLVoKaL:
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ApBpopa Yovtopn meprypo@n - Avtikeipevo/XT0x0G

ApbBpwpa concordia-shared Xpnowa epyodeia kot otabepéc GLGTANATOGS.
ApbBpwpa concordia-contracts  MetayAdTTion TV contracts kai Siébeon Twv artifacts.

ApbBpwpa eth-identity-provider Anpiovpyio povadikot avayvwplotikov xprioth yia t Pdon

OrbitDB.

ApBpwpa drizzle BeATI0PEVT) TTPOYPAPHATIOTIKY) DLETOPT) ETLKOLVOVING HE TO
blockchain.

ApbBpwpa breeze BeAtiwpévn mpoypoppatiotikr Stemapn xpriong g Paong
OrbitDB.

Hivaxag 4.2: X6vroun meprypopri apBpwudtwy cuoThuaTog.

To apBpopata kat oL vnpecieg Oa TepLlypaolv oe peyadbTepPT) OVAALOT) T EMOUEVXL KE-

POAOLOL. XTO TTOPAKAT® GYXNHO QALVETOL 1] GUVOALKT] OPYLTEKTOVLKT] TOU GUGTHHATOG:
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React
Components

concordia-shared @ 8eployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e Service

breeze

© & © © ©

e Service

Service "
e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zynpa 4.17: Aidypoqipiar apyiTeEKTOVIKIG CUOTHHATOS

43.1 Apbpopara

Y& autd 10 Keparoto o mepLypapolv pe peyalbtepr AemwTopépela ta opOpOpaTH TOL Cva-

TOXONKaWV.

ApBpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipALoOnKn xpriowv epyoreinv kot otabepov.
Ed® mepiéyeton 6A0 To AOYLOopLKO TO OTTolo TTPEmel 1} elva eOVUNTO VoL GUPTTEPLPEPETAL [ TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS Y Topadetypa péBodoL TapapeTpomoinong TV vIn-

pectdv kot péBodot kataypaeng (logging). To dpBpwpa avtd xpnoitomoleitor amd To dpOpwpa

concordia-contractd kafog xou amd Tig vnnpesiec Concordia Application, Concordia Pinner ko
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Concordia Contracts Provider.

To apBpwpo avtd yivetan Stabéoipo yia xpron pe tn poper) tomikng PpAtodning pe tn xpnon

g duvartotntag drayeipiong povadikov amobetnpiov kdIka (monorepo) yarn Workspaces@.

ApOpwpa concordia-contracts

To &pBpowpa avtd emitelel dvo evépyeleg. Apyika, eival 1o apBpwpa 6to omoio avonrtio-
ocovTal Ta contracts Tov ypnopomoovvTaL artd TNV e@oppoyr. To apBpwpo avtd avoropPavet
TN HETYADTTION TV contracts amd kwdika yAdooog Solidity, otnv katdAANAn TeAkn) popen

JSON. IMapéyxovton emiong oevapla evepyelov (scripts) wote T contracts vo petagpoptwboiv oe

blockchain kaOo¢ ko otnv vnpesio Concordia Contracts Provider. Amotelet eniong PLpAodrikn

1) oTtolot HETA TN HETAYADTTLOT) KoL HETOPOPTWOT) TwV contracts oe blockchain mapéyel T contract

artifacts. Xpnoipomoteitou amod Tig vnpecieg Concordia Application ko Concordia Pinner.

To apBpwpo avtd yivetan dabéopo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion

g duvatotntag yarn workspaces.

ApOpopa eth-identity-provider

H Aewtovpyia tng Paong OrbitDB emitpémer tn xprion mpocappocpévev orbit-db-identity-
provider, ot omoiot Ba dnpovpyov kot Bor ETKLPDOVOLY TAL HOVASLKA VALY VWOPLOTIKA TWV XPT)-
otov (OrbitDB Identity) faoel Tpocappocpévev eEnteplkdv avayvoploTik®V (external identifier),
OMWe TapovotdleTal oTo oyrpa .15,

Sy mepintwon g epappoyng Concordia eival XproLpo vor HIropolv va LITOAOYLGTOVV e
vteTeppvioTikd tpomo ot OrbitDB Paceilg dedopévwv tov k&be xpriotn, yio AOyovg amAdTnTag
ko e€otkovopnong arodnkevtikot ydpov erni Tov blockchain. Etot, apot k&be xpriotng opileton
povadikd péow tng dtevBvvong Ethereum pe tnv omoia eyypagetal ko cuvdéetal, ovtr) Oa mpémet
vo aotedel ko To eEwTeplkd avayvoploTikd oto medio id tng OrbitDB Identity.

T avtov o Adyo vAomowfnie to apBpwpa eth-identity-provider, To omoto:

« Hopayet éva OrbitDB Identity yio tov xprjotn, pe id Tov cuvdvaopo tov Ethereum address
Tov kot Tov address Tov keVTpIKOD contract Tng epappoyrcdl. Avtd emiTuyY&veTOL pE TNV

vrtoypopt plog cuvalAayng pe to Ethereum private key tov ypriotn, péow tov MetaMask.

« Emkvpover 1ig OrbitDB Identity mov aoutotvtal, e€ac@aiiloviag 6TL LITOYPAPNKAV ATTO

ta Ethereum private key twv katdoywv Toug.

o Alao@alilel vreteppvioTikég, voloyioyeg dtevbBovoelg OrbitDB Paoewv yio Tov kdbe

xpno.

Bhttps://yarnpkg.com/features/workspaces
#To devtepo etonxOn yia TNV amo@uy mpoPfAnpdtwy oe ToAAaTALG avartOEelg cupfolainv.
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To eth-identity-provider yivetan diabéoipo yio xprion pe tn popon PipAiodnkng péocw tov
HNTp®ouL Aoylopikob npm (https://www.npmjs.com/package/@ecentrics/eth-identity-
provider), eved To amobetrplo Tov Ppicketar oto GitLab (https://gitlab.com/ecentrics/

eth-identity-provider).

ApOpowpa drizzle

To &pOpwpa drizzle mov ypnoipomnoteiton otnv vnpecio Concordia Application etva pio Tpo-

momonpévn ékdoaor tng JavaScript ftpAtobrkng Drizzle (ko cvykekpipéva tov @drizzle/ storeBd),
1 onoia mpocPépeTon amd TN covita epyaieiwv Truffle. H tpomomoinpévn BipAiodnkn avamtd-
xOnke ot mAaiowa TG SUTApPATIKNG pe oTd)O0 TN dtevkOALVoT TG Xpriong tov Drizle ko tnv
emdLoplwon mpofAnpatikedv onpeiwv g tpwtoturng PPAodning.

To &pBpwpa drizzle vAomolel TIG TPOYPAUHATIOTIKEG SLETOPEG HEGW TWV OTOLWV TPALYHA-
TomoteiTat 1) emkovwvia g epappoyng pe to blockchain. Ta tnv enitevén g emkovwviog
avtng, n PPAodnKn xpnotpomnoletl tn cvAroyr PLpAoBnkdv web3.js 1 omoia amotelel Tov Mo
Sradedopévo tpomo diemapnig pe to blockchain oe amokevipwtikég epappoyés. TeAkd, mapéyet
eva store, To omoio cupmepLAapPaveTal 6To KEVTPLKO store NG eQapHOYTG.

To apBpwpa avtod yivetar diobéoipo yio xpriom pe tn poper PLpAodrning péow Tov pnTp®ou
Aoywopikob npm (https://www.npmjs.com/package/@ecentrics/drizzle), eve to atobeth-

pLo Tov Ppicketan oto GitLab (https://gitlab.com/ecentrics/drizzle).

ApOpwpa breeze

To apBpupa avtd avartiyxOnke ota TAaiow TNG SITAWHATIKNAG epyaciog kol arroTeAel pio
BipAobrxn mepifAnpo (wrapper) tng PpAtodfkng OrbitDB, n omoia mapéyet éva Redux store.

Me tn cvpmepidnymn tov store Tov apbpdpatog oto kevipikd Redux store tng epappoyng,
TopEXETAL ) SUVATOTNTA EKTEAEGTG TV AetTovpyLdV TV OrbitDB Bdoewv evtdg Tov yevikoTepoOU
flow Tov frontend tng epappoync. Etot, ot tpoypoppatiotikég diemapéc tov tpoceépel 1 Orbit
Xpnoipomolovvtal TAéov péoa amtd actions, reducers ko middleware.

To apBpwpa avtd yivetar Stabéopo yia xpron pe tn poper) PLpAtodnkng pécw tov pnTpdov
Aoylopikod npm (https://www.npmjs.com/package/@ecentrics/breeze), evd to ourobeti)-

pLo tov Ppioketan oto GitLab (https://gitlab.com/ecentrics/breeze).

®https://github.com/trufflesuite/drizzle/tree/develop/packages/store
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4.3.2 Concordia Application

ITeprypagn - Xto6X0L vIINPECiOG

Zxnjper 4.18: Concordia logo

H epappoyn Concordia (Concordia Application) ex0étel TIc ypopikég Semapéc péocw Twv
omolwV aAANAETLOPOVVY OL XPNOTEG e TO CUOTNHX. ATToTeAEL TOV SLALAO ETLKOLVWVING TOL TEAL-

KoV xpnotn pe to blockchain kou pe T Béomn OrbitDB. H apyitektovikn tng vnpeciog gpaiveton
610 oyfpa f.19. Mécw tng epappoyrig Concordia ot xprjateg popodv:

« Noa tepinyodvron ko vae Stafdlouvv to meplexOpevo TG TAATPOPHAG
« Noa dnpovpyricouv Aoyoplacpod xpriotn

+ Noa dnpootebovv kot v TPOTOTOLOOV TTPOCWILKEG TOVG TANPOPOPLES, OTWG 1) Tomobecio

KOLL ] ELKOVA TTPOPLA
« No dnprovpyotv Bépara (topics)
« Noa dnprovpyotv kot v Tpomomototv pnvopata (posts)

« Noa dnpovpyotv yneogopieg (polls), kabawg kot v Yymeilovv oe avtég (epdcov éxovv To

dukaiwpa)
« No vtepymeilovv (up-vote) 1§ va katon@ilovv (down-vote) unvopata GAAOV XpnoToOV

H vrnpeoio amotedeitar amd kodika ypappévo oe JavaScript, o omoiog yivetar Stabéoipog
o0TOVG TEALKOUG XPHOTEG He TN popen} epappoync Sadiktdov (web application) péow evog dia-
Koptoth (server). [Tapodo mov 1 vINPecia TPOCPEPEL TN YPOPLKY SLETaPr) XProTn HOVO oTHV
ayyAkn yAoooa, éxel topapetporondel wote va eivat Suvath 1) eVKOAN HETAYADTTION TNG X ®-
pig TNV QVAYKT) TTPAYHATOTTON GG HEYAAWDV OAAXYDV GTOV KOOLKA.

Xpnopomoteiton 1 PrpAtodnkn ylo TNV 0pYAveoT) Kot avatTuén Tov ouvOeTIKOV TUN-
patwv (components) Tov ypagikod meptBdAlovtoc. Ta o ypagpikd mepipadilov yivetor xpnon
tov framework tng Semantic UIEL. Xpnowomoteiton 1) PLAtodnkn ylo T doyelplon Katd-
oTaong NG epappoyng (state management), kabmg kot 1 PLfArodnKn ylo T drocyet-
plon aoOyxXpovwV TopartAevpwv evepyeltwv (side-effects) oe éva cbotnpa Paociopévo e cupfa-

vta (event-based). AAAeg BipAiobrikeg xpnopomotodvTal yior Stdpopo PEPT) TNG LITNPEGLAGC, EVED

lhttps://semantic-ui.com/
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XPTOWLOTTOLOVVTAL ETIONG T POPOHAT TTOL TEPLYPAPNKAV TTPONYOUHEVOG YL TNV €MLTEVEN
Srpopetik®dv oTowV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtwy propet vo Ppe-

Oel oToV KOIIKAX TNG LN PETING OTO TAPAPTNHCL.

Contracts
Provider

concordia-shared

concordia-contracts

User
eth-identity-provider

®© & © ©

drizzle — ° Ethereum
@ breeze — c OrbitDB

Zyripa 4.19: Apyitexrovikij vnpeoiag Concordia Application

T ™ Aewtovpyia tng vanpesio Concordia Application eivor amapaitnTo Tor avTiKeipevo
(artifacts) mov mpokOILTOLY ATTO TN PETAYADTTION TV contracts kol T1) HeTAPOPTWOT/dNHoGievoT)
tovg 670 blockchain. T Tnv elcaywyn Tov artifacts otnv vanpesia €xovv avartuybel dvo pédo-
do.

H npotn pébodog eivor 1) HETAyADOTTION Kol HETAPOPTWAOT) TV contracts mpLv TNV Topaywym
TOU TTAKETOL AOYLOHLKOV TNG LI peciog yio TeAkr xpron (production build). Me avtdv tov tpodmo
n vnpeoia O éxel TpocPaocm ota artifacts péow g PiPAoBikng mov maphyetal ad To &p-
Opwpoa concordia-contracts. Avtr 1) 1€0080g €xeL TO PELOVEKTTHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) «&éveta» pe ool cvykekpipévn ékdoon Twv contracts eivorn dabéoyn koTd
N Snpovpyla Tov TokéTov. AvTod oNpaivel OTL e evdeXOHEVT) eVNUEPWOT) TV contracts pémet
ovoyKooTika va dnpovpyn et ko véa ékdoat) Tov Takétov Aoytopikov tng vrnpeciag Concordia
Application.

T v amouyt) Tov Tapartdve TpoPAnpatog avamtoxOnke n devtepn pébodog TpooKkoOpL-
ong Twv contract artifacts, n onola eivo 1 Ayn tovg (download) oo pice GAAn tomobecio 6To
dwadiktvo. Ze avtn TN péBodo, N epappoyn katd TNV ekkivnor tng npaypatonotetl éva HTTP ai-

tpa (HTTP request) oe dievBuvon 1 omoia Siveton wg petafAnty mepiBdArovrog (environment
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variable). H amavinon tov outipatog avapévetol va mepiéxel to artifacts dote 1 epappoyn va
TOL XPT)CUYLOTTOLOEL.
Awavopun

H vmnpeoio Concordia Application moketdpetar pall pe Tov Slakoptotr nginx kot yivetow
drxBéoun yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd tnv ektédeon tng elkOVOG OL XProTeG HITOPOLY Hécw peTafAntov mepidilovtog va opi-
OOLV TTAPAPETPOVG TNG EKTEAEOTG OTTWG 1) dtevBLVoT Tov e€umnpetntr (host location) tng epoap-

HoYNG kot oL ToroBesieg Twv vinpesi®v Rendezvous Server ko Contracts Provider.
4.3.3 Concordia Contracts Migrator

IMeprypaen - ZtoyoL vinpeciog

H vnnpecio avtn amotedeitan amd éva eKTEAEGLO TPOYPAPU YPOPUNG EVTOADV PACLOHEVO
610 &pPpwypa concordia-contracts ov avalvOnke oe Tponyodpevn vroevotnta (1.3.1). To wpo-
YPOHHO, KOT& TNV eKTEAECT] TOV, HeTAYAWTTICEL Ta contracts KoL EMELTO TX PETOPOPTOVEL GTO
blockchain 7o ormoio eivat opiopévo pe yprion petofAntodv meptpdArlovtog. TéEAOG, av oL KATOAAN-
Aeg petaPAntég meplBAAAOVTOG elval OPLOHEVEG, TO TTPOY PO HETAUPOPTMOVEL TaL TeEALKR artifacts
oe atoBetnplo Concordia Contracts Provider. H apyitektovikn Tng vmnpeciog gaivetol 6to mo-

paxdre oxfpe (oxrpa f.20).

@ _— ° Ethereum
— o gont_r:cts
@ concordia-shared roviaer

@ concordia-contracts

Zyniua 4.20: Apyitektovikr vanpecioag Concordia Contracts Migrator

Awavopun

H vrnpeoio avtr yiveton Stabéoun yiax xpron wg docker image péow tov amobetnpiov e1ko-

vov dockerhub. Ot yprjoteg popovv ypnoipomoidvtag petofAntég meptfdAlovrog va aAdd&ovv
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N devBuver tov blockchain kau tnv Tomobecio Tng vnpesiag Contracts Provider otnv omoia

T0 TPOYpoppa Bo peTapoptoel T contracts ko Tor artifacts.

4.3.4 Concordia Pinner
IMeprypaen - XtoyoL vnpeciog

H vrnpeoio xappitoopatog nepieyopévou (Concordia Pinner) amotedel pia epappoyn tep-
paticoo (temrinal application/cmd application) i ool ctoyevel 6To KapPitocwpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vinpecio eivar ypoppévn

oTn YA Tpoypoppatiopos JavaScript. H apyitextovikr] Tng vmnpeciag @oivetal to oo

p21

Contracts
@ Provider

E—— o OrhitDB
@ concordia-shared

@ concordia-contracts =3 ° Ethereum

@ eth-identity-provider

Zyniua 4.21: Apyitektoviky vanpeciag Concordia Pinner

H vrnpecia avtr) vAomowOnke yia va eyyunBel 1 diabeoipdtnta Tov meplexopévov Tov ou-
othpatog tov atobnkevetan oto IPES (titAol Bepdtwv, mepiexopevo pnvopdtov kot dAa). Adyw
oL TpOTTOL Aettovpying Tov IPFS, To mepieyOpevo mov avapTtodv oL YprioTeg TPETEL VO KAPPLTO®-
VETOL ATTO AAAOVG XPT|OTEG 1) AUTOVOHES EPAPHOYES, OTTWG 1) Lt pecio Concordia Pinner, ®ote va
elval SraBéapo. Av To meplexopevo dev kappLtowbel, Tote Ba elvar dabéoipo oTovg LITOAOLTOVG
XPrioTeg HOVO atd Tov SNpLoLPYO TOU, £TGL AV aLTOG dev eivat vepyog 6To dIKTLO, TO TEPLEXOHEVO
O eivor adVvarto va Ppebet.

H vrnpecio ovvdéetan oto blockchain amd dmov mapakorovBel Tnv xatdoTaon Tov cLOTH-
HOTOG KOl «OKOVEL» Yl vEOUG XproTes, Oéparta, pnvopata kot Yneopopieg. H vanpesio ouv-
déetou emiong oto IPFS, étoL o0tav dnpovpynOel véo meplexOpevo 6To GOCTNHA TO KAPPLTCHOVEL
ovTOpata. Me autd ToV TPOTO, dLATNPOVTAS TNV LINPecio TavTa dtoBéair, yia TopadeLypo
ekTeEAOVTAG TN o€ epPdArov Srakopoth (server), SafePoucdveton 1 dwabecydTrnTar TOL TEPLE-

XOHEVOU.
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Awavopun

H vrnpecia avtr yivetou dabéoun yio xpnon wg docker image péow tov amobetnpiov el-
kOvwv dockerhub. Katd tnv extéleon tng elkovog oL xprioTeg HTopolV HECw HETAPANTOV TTepl-
BaAlovtog va opicouvv mapapétpoug g vnpeciog 6mwg tn dtevbuven tov eEvmnpetntn (host
location), Tn ditevOvven tov blockchain, Tig Stadpopég amobrkevong Twv dedopévwv 6To cLATNHA

Ko Tig Tomobeoieg Twv vnpeotwv Rendezvous Server ko Contracts Provider.

4.3.5 Concordia Contracts Provider
Ieprypoapn - XtoOX0L LN PECIOG

H vnnpecia Contracts Provider amotelei pio fonOnrtikn vnpecio n omoio vAomolei éva Ao
amoBfetnplo yia to contract artifacts. Eivouw ypappévn oe JavaScript ko StaBéter Sbo HTTP end-
points, éva yioe T petapoptwon (upload) twv artifacts tpog tnv vanpecio kan éva yio tn Ay
(download) amd tnv vinpesio. H vanpesio vmootnpilel emiong tnv emoOvaymn eTIKETOV 6T

artifacts, 6w n ékdoor) (version) fj To kAadi avémtvéng (branch, yio mapdderypo master/develop).

H apyLTeKTOVIKT TNG LN peciog gaiveTar To oxhpo §.23.

4 HTTP Upload—

o

==HTTP Download=—————""

@ concordia-shared

Zynpa 4.22: Apyirexrovikyj vrnpeciag Concordia Contracts Provider

H vrnpeocio xpnoipomnoteital oe pio tpoonddela amocvvdeong tng Pacikng epappoyng Tov
vAorotet ) vnpecia Concordia Application oo pio cvykekpévn ékdoor twv contracts. Ot Ao-
YoL 7Tov avtod eivat emBupnTod avarttOXOnkav otnv meptypagr g vanpeciog Concordia Appli-
cation (voevotnra f.3.9). Qotoéco, n vinpecia Contracts Provider ammote)ei onpeio kevrpomoi-
NoNG TOL CLGTHRATOC, Yo TO AOYO auTd Bewpeitan Tpoowpivry Abomn 1 ool B prtopovoe vou
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTapOpTwaoT TV artifacts oto IPFS kot o

SLopoLpao oG TOUG oUTTo eKel.

Aworvopn

H vanpecio avtn yivetou drabéoiun yio yxprion wg docker image pécw tTov amoBetnpiov etio-

vwv dockerhub. Ot yprioteg propovv ypnotponoidvtag petafAntéc meptpdAiovtog vor aAA&Eovv

87



4.3. ApyitekTovikn vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

TOPUPETPOVG TNG EKTEAECTG, OTWG TN OLdPOpT) atoB1KeELOTNG TWV HETAPOPTOHEVWV contract

artifacts.

4.3.6 Ganache
ITeprypagn - Xto6x01L vINPECing

H cuykekpipévn vnpecia aflomotei tnv CLI ékSoon tov [Ganachd, Snpovpydvrag éva tomikod

Wwwtikd Ethereum blockchain yix tovg oxomotg avantuéng g epappoyng Concordia.

Awavoun

T T xprion g vnpeciag avTig avartoxOnke pio véa etcdva docker ov Paciletal otnv
emionpun etkova Tov Sratifetan aod T covita Kot TPosOETeL pePLkES X PHIOILEG AELTOVPYLKOTNTEG
0TS 1 SLVATOTNTA ATOKAALYTG TV KAELOLOV TTOL dnpLovpyodvToL KaTd TNV ektéAeon. H vmn-
pecia yiveton Stabéoyn yix yprion wg docker image péow tov amobetnpiov eitkdvwv dockerhub.
H ewova mapéxel tn duvatdtnTa TPOTONOINCNG TOV TAPAPETPWV EKTEAEGTG HE XPTOT| HETA-
BAntov mepiparrovtog. Me avtd TovV TPOTO OL XPNOTEG HITOPOLY VoL AAAXEOLV TOV apLlOpO TV
Aoyoapracpdv mov Ba dnpovpynBotv, to Tocd tov Ether mov Ba AdPet k&Be Aoyapraopodg kabang

Ko GAAeg petafAnTéc.

4.3.7 Rendezvous Server
IMeprypaen - Ztoyol vnnpeciog

H vnnpecia Rendezvous Server mapéyel évav signalling server, o omoiog vioBetel to
TPWTOKOAAO peTapopdg dedopévwv libp2p-webrtc-star. Méow avtod mapéxeTon 6TOLG OPOTLHOVG
xproteg (peers) n SuvatdHTNTA AVOKAALYNG TV dlevBivoe®V TV LITOAOLTWY XPNOTOV 6TO di-

ktvo tov IPFS.

Aworvopn

H vrnpecia avth eival diabéoin yix xprion ord toug dnpovpyong tng TO60 wg EPAPHOYT
pécw Tov amobetnpiov Aoyloptkod npm A& kot wg docker image pécw tov amoBetnpiov eiko-

vwv dockerhub.

4.3.8 AwacOvdeoT LINPECLOV

2TO HOVTEAO TV HIKPODTNPECLOV, Paoikd YAPAKTNPLOTIKO elval 1) emtikovwvia Tov Eexm-
PLOTOV LINPECLOV KL 1] XVTOAAQYT] HIVOHATOV YO TNV €TLTEVEN TOV AELTOLPYLKOTHTWOV TOUL

OUOGTARATOG. Xe LTV TNV LIToevoTNTA Ba AvarAvBel 0 TPOTTOG e TOV 0TTOL0 OL PIkPODTTNPECieg
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ETLKOLVWVOLV PETOED TOVG, KOOGS KAL 1) pUGT) KAl TO TTEPLEXOUEVO TWV UIVUHATWV TOV OVTOAAG-

OO0oLV.

Y10 mapakdte oxipa (oxfua §.23) gaivetar o yplpog mov ontikomoLel Tar KaveAor emTLkoL-

voviog HeTOED TOV PIKpODTNpecLdV, KHBOG KoL TO KOVAALX ETTLKOLVOVIAS TV HIKPOUTTNPECLOV

pe to blockchain.

©

e AL
S Mew Hlg. I

Xxtiua 4.23: I pdpog 0nTIKOTONoNS TV KAVAMWY ETKOIVOVIRSG TWV HKPOUTHPETIHV

Edo avatvetou 1) emikovwvia k&Oe pikpodnnpeciog:

Contracts Migrator: H vrnpecia exteAet aitnpo HTTP katd tnv peta@optwon Tov con-
tracts oto Ethereum blockchain. Entiong, exteAet aitnpuo HTTP yix tnv petopoptoon towv

contract artifacts otnv vrnpecia Contracts Provider.

Concordia Application: H vnnpecia exteAet aitnpuo HTTP yix tnv Aqym tov contract ar-
tifacts omtd tnv vnpecia Contracts Provider, exteAet avtripata HTTP yux tnv dievépyeta
ovvalaydv oto Ethereum blockchain ko, téhog, dnpiovpyel kavat emkovwviag UDP
pe Tnv vrnpecio Rendezvous Server, yio tnv avak&Avymn opoTIpoV Xpnotdv (peers) 6to
dixtvo IPFS.

Pinner: H vnnpeoio extedel aitnpo HTTP yia tnv Ayn tov contract artifacts amd tnv
vnnpecio Contracts Provider, ektedel ocutipota HTTP yuo tnv avavéwon kot mtapatripnon
NG xatdotaong Tov contract oto Ethereum blockchain ko téAog dnplovpyel kavdadt emt-
kowwviag UDP pe tnv vinpesio Rendezvous Server yua tnv avakdAvym peers oto diktuo
IPFS.

Rendezvous Server: H vinpecio Statnpet avorytd kavaia emikovwviag UDP pe Toug opo-
TILOUVG XPNOTEG, HECK TWV OTOLOV EVIHEPOVEL TNV AloTa TV SLBEécIHwY, EVEPYDV XpN-

OTOV.

Contracts Provider: H vinpecia dev vmokivel kopio emcovovia, Tapd HOVO amavid oe

OUTAHOTA ETLKOLVOVING oTO GAAEG LTI PEGLEC.

4.3.9 Pon mAnpogopiag

2y mapovoa vroevotnta Bo avadvbel 1 por tng TAnpoopiag oto cvoTnue. AdYw TV

TOAMXITTA®V LINPECLOV, TNG KATATHNONG TNV TANPOPOPLAG KXL TOV SLAUPOPETIKOV CTHELDV AITO-
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Bnkevong ng, n porj TNG TANPOPOPLag 6TO GVGTNHA akoAoLOEL Vo OYETIKG TEPLITAOKO LLOVOTTATL
(o€ oxéon pe KAooLKEC, HOVOALOLKES, KEVTPOTIOLNUEVEG EPAPHOYEC).

Apywd Ba yiver avagopa ot dradikacio amobkevong Twv véwv mAnpogopiov. H pova-
dkn) TNyn mopoywyns deSopEVEOV 6TO GUGTNHA ELVaLL OL XPTOTES KOL KAT E€MEKTUCT) 1) LTTNPECLO
Concordia Application, epocov eival 1 povadikr vnpecia pe Tnv ool avtol AAANAeTIEpOLV.
To dedopéva ov dnptovpyodv oL xproteg (TAnpopopieg xpnoTav, Tithot Oepdtwy Kot mepLexo-
HEVO HNVUHATOV) KoTaTépvovtot TpLv atofnievtovv. H mAnpogopio mov elcdyetal 6To 60T
droywpiletar oe dvo pépn. 1o blockchain amoBnkedetan évag deiktng mpog ta dedopévar, eved Taw
npaypatikd dedopéva amobnkevovron ot faon OrbitDB. O Seiktng extdg amtd tnv dpeom xpnot-
HOTNTA OTNV EVPECT] TV SeQOPEVWOV, TAPEXEL KAL TNV EUHECT) AELTOVPYLKOTNTA TNG OMHLOLPYLOG
ATOPOUTNTOV PETASOHEVOV OIS 0 aplOPOG TV BePdTwV 6TO GUGTNHA 1] TWV HIVOHATOV GE £VOL
Oépa.

AT6 TNV TAELPA TNG EVPEST) TV TANPOPOPLOY GTO GUGTNHA, 1) PoT) elval wg e€NG. ApyLKa,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopéva.
‘Enerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote xprotn 1 artd
k&rotov Pinner.

Télog, mapakdtw divetal éva TopadeLlypa ELGOYWwYNG TANPOPOPLAS GTO GUGTNHA KO ETTELTAL
avVaKTNONG TNG Lo TANpoPopLog.

Eotw, xprotg mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
O€paTOg Kot TO TTEPLEXOHEVO TOV TPAOTOL PNVUHATOC. MeTadedopéva tng dnpovpyiog eivat 1) died-
Buvomn Tov dnpovpyot Tov Bépatog. Ia tnv amodnkevon Tov Bépatog 6To cOOTHHX dNpLovpYEL-
T TpdTo suvaldayn oto blockchain dote va SnprovpynBei pic véa eyypogr otov ivaka TV
Oepatwv. H eyypagr) avtr dev mepiéyel timota mopd povo tn dievbuven tov Snpovpyod xprnon.
Av 1 ouvolayr) eivon emtituyng, Ba emoTpagei 0 abEwv apBpodg Tov véou Bépartoc. Enetta, otnv
npocwrikn Paon OrbitDB tov xpriotn kot oTov mivaka tewv Oepdtwv Oa tpootebel eyypaen pe
avayvepLloTikd Tov adwv apldpd tov Bépatog omov Ba amobnkevtovv T dedopéva Tov TitAov

KOl TTPOTOL HNVORATOG. 2TO CYTH TopovoLaletor ypoplkd 1 drodikacio.

Actor :Concordia :Ethereum :0rbitDb

Create topic

Topic creation form 'J]
D
Submit

Create topic

New topic page

Zyripa 4.24: Aicypoppa axodovbiag Snpovpyiag Oéuarog
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Eotw, xpnotng mov embupei va diaPdoel To mponyovpevo Oépa. Apyikéd, mtpémel va SoPor-
oToVV Ta peTadedopéva Tov cuykekpyévou Bépatog amd to blockchain. Emerta, Stoafdlovron omd
t0 blockchain ot av€ovteg apiBpoi TV pnvopdTev ov £xovv dnpoactevtel 6To Bépa avTd. Xe pic
televtaio avaktnon artd to blockchain S alovron T petadopéva Tov k&be pnvopatog. Enetra,
N TAnpogopio avtr) epmAovtileton omd T dedopéva Tov BEUATOG Kol TwV PNVUHATOV, T 0TToio
AVOKTOVTOL oo TIG Tpocwmikés Paoelg Orbit kabe ypriotn. Eto oynua Qaivetal To dii-

YPOHHO POTG TNG TTANPOPOPLOG KOTA TNV LVAKTNGT] TTANPOPOPLOV OTTO TO GOCTHA.

Actor :Concordia :Ethereum :0rbitDb

Fetch topic

Get topic

k--I21 Posts

Retrieve posts information loop

< Retrieve post information

L~ -2 Posts information

Zyripa 4.25: Aicypoyper axodovbiag evpeons ko avaktnong Oguarog

4.4 TlpoPAnpoata avamtuéng

Y& LTIV TNV EVOTNTA TTEPLYPAPOVTAL OL HeYOAVTEPEG SUGKOALES TTOL AVTIHETWOITIGTNKAV KATA
TNV vt TLEn NG TAATPOPHAS. AUTEG PHITOpEl VO avoupépovTal e TeXVIKA Bépata, aAAd KoL 0TI
KOLVOVLIKEG KOl TTOALTIONLKEG GLVONKEG TTOL eMKPATOOV 0TOV XWPOo Twv DApps kot Twv crypto
YEVIKOTEPQL.

Mia amo Tig peyadbtepeg Tpoxomédeg mov Kabvatépnoe coPapd TV avarttuEn HTav 1 tpw-
otnTa TV PLpAodnkodv Kot Tewv epyaieinv avamtuEnc. Ot Bacikotepeg PLpAtoOnkeg mov xpn-

owomofnkay ftav ce tpoTo 1) devtepo metpapatikd otadio (alpha kot beta phase avtiotouya).
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Jvuykekppévor:

« O)\a T epyadeia tng oovitag Truffle ftav oe alpha phase xatd v avéstrtuén (kémowx

gxouv mepacel e beta mAéov).
« To IPFS (cvykexpyéva n BipAodrkn js-ipfs) fpioketon akdpa oe alpha éxdoon.
« H OrbitDB PBpioketar akopa oe alpha phase.

« H yA®ooo twv contracts, Solidity, ocopa dev éxel Pydhel version 1.0 kaBodg adAdlel Srop-

K®G pe breaking changes@.

Avti n EAAelym dppwv PipAlodnkadv kat epyaieinv tpokaiecse peilova mtpoPARpata. Zvxva
énpeme v StopBwBovv mpoPAnpata Tewv BLpAodnkdv, 1) va yivel dJovAeld Tov vo To TapaKApITTEL.
AM\eg popég amantriOnKoy TOAAES DPEC ATOCPUAUATWOTG KoL SOKLHDV DOTE VAL AELTOVPYHOOLY
TOL XOPOKTNPLOTIKA TTOV DITOGYOVTOY TO EPYXAELXL.

‘Eva dAdo mpoPAnpa frav 1 éAderym epyodleinv yio oplopéveg dadikaoieg. Avo Baoitkd mo-
padetypata avtot amoteAoby TpoTOoV 1) EAAeLn vITooTpLEng Yix integration/end-to-end testing
Twv contracts Kt TNV avamtugn (TAéov vTapyovy kamoleg Aboelg) kot devTepov 1 EAAeym €tol-
pov Stadikactov, plugins kot integrations tov Jenkins pe ta epyodeior avamtuéng kot elOIKa e
1 covita Truffle.

Y& TapOPOL KATAOTOOT) PPLOKETAL KL 1] YEVIKT] GLVALVEST] GXETIKA pe T best practices. Xe
dwxgpopa pépT NG avamtuéng mapatnprndnke 0Tl dev LITPXE KATOLA SLPOPPWHEVT) AITOYT GTNV
KowoTtnTa Kot kK&Be opddo avamtuéng epdppole tnv dikn tng déa. Avtd kabiotd dOoKOAN TNV
avamTuEn otd apyEpLlovg TPOYPopHATIoTES XWwpPig kabodnynomn. Eva dAlo oxetikd mpoPAnpa
7OV TTopaTnPrONKe elva OTL GTOV XWOPO LITAPYEL akOpa TOALG BOpLPOG, dnAadr) oNHAVTIKO HEPOG
TV TNY®OV 7oL Pplokovtal 6To SLadikTuo €lVOlL AVTIKPOVOHEVEG 1] G€ TTOAAEG TEPLITTOGELS OL
TPOTACELS TOVG ATTOPPLITTOVTAL OTTO TNV KOLVOTNTAL.

Tehkwg, Eva pn texviko AT mov émperne vo avTipeTwmiotel eivoe ) oafefardtnta g Prw-
owotntag, eEEAENG ko aurodoyxng tng texvoloyiog blockchain kot Twv epappoydv mov Pacilo-
VTOL 0€ ALTHV ATtd TO VPV kowvo. AvTd Guvaivese apvNTIKA, KOO dnpLovpyNoe Pial ETLTOKTIKO-
T TPocoxNg TG epmepiog tov xpnotn (UX), kétL mov guotodoytkd dev aotelel GNHAVTIKO
pépog tng avantuéng evog PoC. H avaykn yio mpocsoyn tov UX mnyadel amd tnv avaykn yio
OUYKPATNOT) TV XpNoTev (user retention) pe 6tdX0 TNV avTioTpoPn TnG afePodtnrag kot Tnv

TOPOXT LIS YVNOLOG ELXAPLOTNG ELTTELPLOG.

32 An6 ) oelida tov mnyaiov kOSka https://github.com/ethereum/solidity
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4.5 XopaktnploTik® tov VAoToNONKaY

Onwg avalOOnke 6TO TPONYOOHEVO KEQGAAALO, KT TNV LAOTTOINOT) EHOAVICTKAV SLPOopor
npoPAnpata ov dev eiyav mpoPAepBel koL ta omoix mpokdrecav kabvoTteprioelg otV olo-
KAfpwon Twv tasks. Adyw TV kabuoTeprioenV auTOV Eyvay SLAPOopeS AVUSLOHOPPOCELS TOV
TPOYPOHHATIOHOD TV Sprint kaBng kal SLmpaypatedoELS TNG CHAVTIKOTNTAG TWV XOPAKT)-
PLOTIKOV. ATLO TOV EMAVACYEILAUGHO KOL TIG TTPOCAPHOYES AVTEG TPOEKLYAV HEPLKEG XAAALYEC OTO
TEMKO CET TV XUPAKTNPLOTIKOV TNG TAATPOPHAG G€ GXECT) He O,TL elye ap)LK& Tpodiory poupet.

To xopokTNpLoTIKA Kol oL avtioTolyeg AelTovpylkég ATOLTHOELS TTOL TeEALKX LAoTOLONKaV

slva:

« Heyypagpn xpriotn ko n Snpovpyia TV Tomk®V PACEOV TOV, OTWG TEPLYPAPOVTOL GTLG
kAA-15] & kAA-35] ko 670 Gevéplo ypriong B.6.1.

« H avtopatn eicodog xpriotn, 6mwg mepLypagpetal o KOL GTO GEVAPLO XPHIONG
3.6.2,

« H dnpovpyia Bépatog kot 1 dnptovpyior Ym@o@opldyv, OTwg mepLlypaPovIoL GTLG
& KaL 6To oevaplo xpriong B.6.3.

« H nepiynon ota vapyovroag Oépata, 0Twg meplypoPeTol o1 KOl GTO GEVAPLO
xpiiong .64,

« H dnpocievon unvopatog, OTwg mepLlypa@etoL 61T Kat 6To Gevéplo xpriong B.6.9.
« H ene€epyacio pnvipatog, 6Twg meplypdpetal ot Kot 6To Gevapto xpriong B.6.6.
« H yn¢ion oe Ynepogpopia, 0twg meptyppetol ot Kait 6o Gevaplo xpriong B.6.7.
« H ynopion oe pnvopata, 0teg meplypipetol oTn Ko 6To GevépLo xpriong B.6.8.

« H dwypagn} towv 1omkdv dedopévev, 0mwg mepLlypa@eToL ot KOl OTO GEVAPLO
xpiiong B.6.9.

To Tapamdve avtiotoryobv oe 11 oAokAnpwpéveg amd Tig 13 mpodiayeypoppéveg AA 1) TAR-
pwon 84.6%, T0600TO TOL Bewpeltal Amd TOLS CLYYPUPELS ETUPKEG Yia TNV eEoywYT) CUUTEPQL-
OHATOV Yla ToV XOpo Twv DApps kot viepPfaiiov yix ta mAaioa evog PoC. 1o mapdapTnpo
mopatifeviol To GTLYHLOTUTIA 000VNG TWV VAOTIOLNHEVOV XOXPOAKTIPLOTIKOV.

To yopoktnplotikd To omoia TopoAn@bnke eivar 1 dnpiovpyla KOLVOTHTWVY KoL 0 OPLoPOG

eEwTeplkeV contracts yio T tokens Tovg, 6w epLypdpovran oTig KAA-125 & kAA-13> kot 610

aevapto xpriong B.6.10
Ocov apopd otic Mn Aettovpyikéc Anoutroelc, § kMAA-1>|, 1 omoior autantel T peylotomoi-
N0 TNG TOKEVIPWAOTNG TNG TAATPOPHAG, ekTANpwOnKe oe tkavomowntikd Babpod, mapoT go-

VOHEVIKA TO 60GTNHO TTepLlhopPvel Gpela KEVTPOTTOINGNG Yl 0pLopéVeS Aettovpyieg Tov. Evo,
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dnAadn), n dudBeom tou frontend tng epappoyng ko Twv contract artifacts, kaBaog xow 1 Sradi-
kooia avokdAvyng twv IPFS peers mpoaypatomolodvtol pécw LINPESLOV TOL EKTEAOVVTOL GE
KEVTPLKOUG eEVTINPETNTEG, TNV TPAYUATIKOTNTA €LTE ATTAL TOPEYOVV CNUAVTLKES DLEVKOAVVOELG
oto mepLPaArov avamTuEng, eite aToTEAOVY TPOCWPLVE eUTTOdL TTOL oYeTi{OVTOL e TOVG TPE-
XOVTEG TEPLOPLOROVE TWV LITOKEIPEVWV TeXVOAOYLOV. Etol, amd tn pict mAevpd o KOILKAS TNG
EQPUPHOYNG elvar ePLKTO vor dtatifetal GTOVG XPHOTEG e ATOKEVTPWHIEVO TPOTO (TT.X. HEGW TOV
idrov tov IPES), amd tnv dAAn n mapodoa avaykn vrapéng Twv rendezvous server ylo. To peer
discovery pévet va emAvBel ad v mpoypappartiotiky opdda tov IPFS.

Emiong, § MAA mov agopé otnv ehayiotomnoinon tev fees (kMAA-25]) akolovdrfnke kotd
T0 SUVaTOV e OAOKAN PEG TIG SLadikacieg Tov oxedlaa oD Kat TnG LAoToiNnong. Avto emitev)ONKe
TOGO pe TNV amobrikevoT TV amoADTKS amapaitntwv dedopévwv enti tov blockchain, 660 kot pe
™ PeAtioTomoinon Tov KOSk TV smart contracts, ©oTe va ekTeAeiTal ple TOV PIKpOTEPO SLVATO
aplOpd LITOAOYLOTIK®OV KUKA®V.

Téhoc, 1 MAA mov oyetiletan pe Tnv avafadpiopdtnta tov contracts (kMAA-35) kataotpa-
Nynonke, Aoyw tov emumpdcbetov ypovov mov B amartovoe pio Tétola vAoToinoT. Qotdco,
vrtdpyovy NN TANPWG Aettovpytkég péBodol yia tnv emitevEn avtod TOoL GTOYOUL, pe Stabéoipo

pluginE 7OV PITOPOVV VoL EVEOHATOO0UV artevBeiog 6TIG LTTAPYOVTEG POEC EPYALTLAC.

45.1 Aw@opég oxedraopov-vAomoinong

SnpavTikég dapopég vnpEav eniong otnv dradikacion LAOTOINGNG TOGO OGOV QLPOPR GTOV
aplOPo KoL OTIG AELTOVPYLIEG TOV SLAPOPETIKOV TAKETWV AOYLOHLKOD OGO KO TOV X POVOTPOYPOYL-
patiopo. IlpootéOnkay tpelg véeg vinpecieg, n vinpecia «Concordia Contracts Provider», o wpo-
coppoopévog IPFS pinner «Concordia Pinner» kot 1) .otoceAida «Concordia Guide».

H avéykn yla ta véa TokéTo AOYLoPLKOU TTpoéKkL e KT TNV mopeia Aomoinong g SutAw-
HOTIKNG Kol TPOGTEDN KAV GTOV XPOVOTTPOYPOUHATIONO TTOL glye YiveL GTNV apyT] TNG ePYOsiog.
Stnv mpocappoyn autr PBondnoav Wiaitepa ol Agile Taktikég mov akolovOnOnkav kot 1 Tpo-
COPHOGTIKOTNTA TTOL TTPOCPEPEL TO Scrum o€ PeTAPAAAOHEVES ATTALTHOELS.

Téhog, xatd tnv vAomoinomn éylve ypriyopa avTiAnmth 1 oic Tov Tpocpépouy éva SoKpa-
oTiko meplPairov (staging environment) oe suvdvacpo pe éva CI/CD cvotnpo. I'ia To Adyo avtod
AeOnie n amdgocn va petapepBel to sprint mov apopovoe avTd TOAD vopitepa TNV dtadika-
olo vAoToinong, ®woTe va peylotomolnBel 1 xpron Tov.

Enontikd, 1 Siadikacio tng vAomoinong meplyph@etal 6o mapakdte oxnipa (oxfpuo f.26).
Me oxo0po mpdcivo ypopa epgavilovtal to tasks Ta omola vITPYOV GTO XPOVOTPOYPOHHATIGHO
amod TN apy”n Ko LAoToOnKay, e avoLYTO TPAGLVO QLT TA OTTolaL eV VITNPY AV GTOV aP)LKO

TPOYPOHHATIORO aAAG& LAOTOON KLY KO e KOKKLVO auTd Tor oTtoio dev vAoToOnKay.

®https://docs.openzeppelin. com/upgrades-plugins/1.x/
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KoL avolXta Ofpata

51 Xvunepdopato

Svvoyilovtog, pécw Tng avantuéng tng mAotikng epappoyng Concordia yiveton gavepd OtL
elvo gLkt 1 vAomoino” plog TANPWG ATOKEVIPWHEVNG KOLVOVLIKTG TAATPOPIAG, 1) OOl Vou
EKTTANPOVEL TOV GTOYO TTov TéBNKe 6TV EvoTnTa 1.4, GUPQOVAX TAVTA JiE TOV GXESLAGHO TOV
[padhatiov 3,

Méow NG oPYLTEKTOVIKNG OTTOKEVIPWONG TV TPLOV eMTEdWV TNG TEXVOAOYLKNG oToifoag
(BA. EvotnTa 3.9), Snpovpyeitan évag mohTikd amokevTpwpévog Ynerakdc xhpog, o omoiog ko
ToXLP®VEL TNV eAevBepior TOL AOYOUL TV GUHUETEXOVTOV KoL TTOPEXEL TTAVTOODVOHES VOEVTIKEG
dnpokpatikég Sradikacies.

Qotooo, Oa mpémel va emonpavOel OTL 1) epappoyrn XapakTnpileTo otd OPLOPEVOL PELOVE-
KTAROTA, T om0l oxeTI{OVTaL, KUPLWG, HE TNV TPOLUN KATACTACT) AVATTUENG TOV EMAEYHEVOV

TEXVOAOYLOV:

+ Xto Application tier, péow tng xpriong tov Ethereum, eicayovron 6Aa exeiva to {nTripocto
7TOL GLVOdEVOLV €Tl TOL TapdvTog To blockchain ko Tar smart contracts. Ta Bacikotepa
OtO ALTA €lVOL T TEAT) TWV GLVOAAXYDV, 1] OVAYKT XPNONG eMTPOcOeTwV AOYLIGULK®OY
(1.x. MetaMask) kot 1 kApokoBetnoyotnta (scalability) twv DApp. e yevikéc ypoppéc,
TO KA GTNV TAYKOGHULX TTPOYPOPHATIOTIKT KOLVOTN T TOXPAPEVEL ALPKETA TTOAWHEVO (G
TPOG TO oV TEALKA TAXTPOppeS O0mwg To Ethereum Oa propécovv va Eemepdcovy ta St~

@opa TpoPAnpata kot v avtameEEABovv oTIg Tpoodokies.
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1

ASKING AIRCRAFT DESIGNERS
ABOUT AIRPLANE SAFETY:

ASKING BUILDING ENGINEERS
ABOUT ELEVATOR SAFETY:

NOTHING 15 EVER FOOLPROOF,
BUT MODERN AIRLINERS ARE.
INCREDIBLY RESILIENT. FLYING IS
THE SAFEST WAY TO TRAVEL.

ELEVATORS ARE PROTECTED BY
MULTIPLE TRIED-AND-TESTED

FAILSAFE. MECHANISMS. THEY'RE
NEARLY INCAPABLE OF FALLING.

ASKING SOFTWARE
ENGINEERS ABOUT
(OMPUTERIZED \OTING:

THATS TERRIFYING.

THEY SAY THEY'VE. FIXED IT WITH
SOMETHING CALLED "BLOCKCHAIN.
AAARALL!
WHATEVER THEY S0LD

YOU, DON'T TOUCH IT
BURY IT IN THE DESERT

VAT, REALLY?
} DON'T TRUST VOTING SOFTUARE. AND DON'T

LISTEN To ANYONE WHO TELLS YOU TS SAFE.
WHY?

I DONT QUITE KNOW HOW To PUT THIS, BUT

OUR ENTIRE FIELD IS BAD AT WHAT WE DO,

AND IF YOU RELY ON US, EVERYONE WILL DIE. \ VEAR GLO\/ES

©,9Q 7%

Zynpa 5.1: https://xked. com/2030/

« Y10 Data tier, to IPFS kau n OrbitDB amoteloOv emiong diaitepa KovoTOp AOYLGHLKA
kot 8¢ Bewpovvtan akdpa production-ready. Avtd €xel WG ATOTEAECH VAL ELGAYOULV HE TN
oelpa Toug dtapopa PoPApaTa, Tar ool oXeTI{OVTAL KUPLWG e TNV EVPECT) TWV peers

(to omoio Paciletar mpocwpivé e signalling serversg) ko o replication twv dedopévwv.

Téhog, Toviletal WG, map’ OAEG TIG TPEXOLGES SUGKOALEG, OL TTPOYPUPPATIOTIKEG KOLVOTNTEG
TWV TOPOTTAV® TEXVOLOYL®OV epydlovtal adidkoma yio T PeATiorn Tovg, Ve TOPOHOLA EVAA-
AQKTIKG project HITOpodY avd RO GTLYHY VO AVTIKATAGTHGOLY XUTQ OV emAEXONKaV otV

TPEXOLOX LAOTTOINGT) TNG TEXVOAOYLKNG GTOlPaG.

5.2 Avouyt& Oé¢pata

5.2.1 Awaxeipion tov teAov tov Ethereum

Ot avaykeg k&Be LITOAOYLOTLKOD GUGTHHATOG G€ TOPOLS TTOL GYETILOVTAL HE TIG dLdPopeg AeL-
Toupyieg tov (.. eme€epyaoia, amodnkevon dedopévwv, dikTua) petappalovtol o KATOLO OL-
KOVOHLKO KOO TOG. XTIV TEPLTTMOOT TNG TAPODOAG EPAPHOYNGS, VD 1) autobrkevon TV dedopévmv
droporpdleton avTofobAwg avdpeca 6Tovg CLPHETEXOVTES KOpPoUG, 1) Xprjon Tov Ethereum asrou-
Tel amd o péEAN TNV KatofoAn TeEA®V yia Tn dnpovpyio cuvaAloydv. Av kol auTd T TEAT elvor
amopoitnto yia tn Aettovpyio Tov blockchain ko tnv mpodomiot tov oo enbécelg, amotelovv
LoYLPO ePTTOdLO Yla TNV EVTAEN TOV TEALK®OV XPNOTOV GTO OLKOGVGTNHA TOV TOKEVIPOHEVHOV

epappoywdv tov Ethereum.

34BA. ko https://github.com/1ibp2p/js-1ibp2p/issues/385.
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Yt mhaiowx g epappoyng Concordia, n Ayn pétpwv yia tn dioyeipion twv teAov Bewpet-
taL VYioTng onpociog. Qotdoo, 1) cLPTEPIANYT VoG TETOLOL pnyaviopol Do tepLémieke e€ape-
TIKQ TOV OXeSLAOHO TNG KL, WG €k TOVTOV, APONKe 1 adPacT va cupmeptAngOel wg TpodTAcT
yloe peAdovtikt tng enéktoot. Evag tétolog pnyaviopdg O mapeiye tn duvatdtnto ota péAn tng
TAXTPOPHOG VOL TT) XPNOLHLOTTOLOVY XWpig va Katéxouv 1) va dotovovy ETH. Auto Qo fitav e@ukto
HEGW TNG XPNOTG «peroccuvoc?\kocyd)v»@, ot omtoieg O petafifalav Tnv ATOTANPOY TOV TEADV
OTLG KOLVOTNTEG TTOL AVI)KOLV OL X PT)OTEG.

AvTr| TN GTLYUR LTTAPXOLV 1)1 TPOCEYYLOELS VAOTTOLCE®V TETOLOV €100V HIX VIOV, OTTWG
to Gas Station Network®, evey 1N Tpoypoppatiotikn opdda Tov Ethereum epydleton evepyd yia

TNV €yYevn vTooTHPLEN ALTAG TNG SLVATOTNTAG ATTO TNV LK TNV TAATPOPHA.

5.2.2 Awxvopun twv Ethereum token

3Tov UOLKO KOGHO, 1) EYKUPT] KO 0LVOVUT SLAVOUT EVOG GUVOAOL HOVAILKDV LG TOTTOLN TIKOV
avBevtiomoinong ota péAn piog kowotntag Bo propovoe va ftav pia dadikasia, 1 omwola vou
ATOLTOV0E TNV PUOLKY TAPOLGLA TV XPNOTAOV KAL TNV ETLAOYT VOGS Ao VOU-TILGTOTOLNTLKOD
amd pla kAnpotida. Xe avtiv tnVv mepintwon o énpeme eite va vITpXe OAOHEAELX Ko, ETOL,
SLOOLPACOG TNG EUTMLGTOCUVNG o€ OAX TO PEAT, elte va LTI pXe peTafifoon TG epmioTooHVNG
o€ pla emTpomy.

2tov YneLokd KOGHO, TO Taportdve (Tnpo aotedel pio Wiaitepn mpoOKANGCT He TOLKIAEG
TPOCEYYLOELG OYETIKA E TNV ETMAOYT TV GLOTNHATOV TTOL Bt Y propomotnfovv, kabag katL Twv
oVTOTNTWV oTLG onoieg Oa exywpnOel epmioTocvV.

2TV Topovo o EPAPHOYT], ) VAOTIOLNOT) UNYAVICHOV Yot TNV avedvLpn Stavopr) twv Ethereum
token Twv KOLVOTHT®V He TPOTTO OV VA PNV OITOLTELTAL 1) EKXOPTOT) EPTLOTOGVVNG GE TPLTOUG,
Té0nKe exTOG TOL TAOLGLOL TNG epyaciog, eExttiog TNG ToPEKKALONG otd TO KEVTPLKO Bépar Ko
g moAvmAokotnTag tg. Omwg eivon oxediaopévny avtiv ) otiypr, n Concordia dvvaton va
vrootnpifel molkileg apnpnpéveg Sadikacieg oL OTOLEG VO KATOXVP®VOLY TNV EYKLPOTNTA TV
eKAOTOTE PEA®V, AAAG OxL TNV avevupia Toug. Exeivn, 660 n diadikacio Paciletal oe kol
KEVTPLKT ovToTnTo awBevTikomoinong, de propel va Stacpaiiotel, kabadg Oa amartel mavta tnv
EKXWPNOT] EPTLGTOCVOVNG KITO TOV TEALKO XPHOTH GTA LITOAOYLOTIKA GUOTHHATA TNG TPAOTNG. H
ELPAVLOT) TOL TTPOPANHATOC OPELAETOL OTO YEYOVOG OTL 1] OLVOVUHOTIOLNGT] TWV TILGTOTOLNTLKOV
Bo Tpémer v APl xdpa eVTOG TV TV TPOOVOPEPBEVTOV GLOTHHATWY, TA OTTOLA, WG ETTL TO
mAeioTov, Bax elval CLUYKEVTPWOTIKTG AOYLKTG.

TN Topaderypa, é0tw OTL plo kKevipikn opyr pe dikd Tng cvoTnua awbevtikomoinong apytL-
TEKTOVIKNG TeAATN-eELTNPeTNTH amopacilel vo cuppeTdoyel otnv TAateoppa tng Concordia,
dnpovpydvtag pia kowotnTa kot opilovtag éva e€wtepicd smart contract yio ta token twv pe-

AV tng. O pnyaviopog daxvopng tewv token Ba pmopovoe v NTav 1) eyypopt Tov XprioTh 6TO

B Metacuvadloyr (meta-transaction) Oewpeiton pioe cuvalhayr mov voypdeetal ad Tov Ethereum Aoyapia-
opd ToL YPHOTN KoL TpowbeiTal oe KAToLoV Tpito yix va TNV ekteréoel emi Tov blockchain.
*https://opengsn.org/
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KEVTPLKO oo TNG apxnG, 1 dnAwon piog Ethereum diebBuvveng tov ko 1 aroctoAn evog
token awwBevtikomoinong oe avtnv. Kat tétoto Ba €dive ) SuvatdtnTa 6TOULG dLoyelpLloTég TOL
CUGTIHHOTOG VO EVTOTILOLV e EVKOALR TIG TTPAYHATIKEG TAVTOTNTEG TWV HEAWDV TNG KOLVOTNTOG
niow amd k&be token g, alpovtog, £TCL, TNV AVEOVURLX TV TEAEVLTOLWV.

Avbom oto mapamdve TpofAnpa propet va eméABel povo pe tnv vAomoinon piag dradikaciog
avwvupomoinong tewv token et Tov blockchain. Avto amoutel Tnv vtap€n evog PNy aVIGHOL GTO
owocvotnpa tov Ethereum, o omoiog va mapéyel tn Suvatotnta petapopds twv token amokpo-
nrovtag Tig dlevbvvoelg tpoédevong kot TPooplopod Toug. Etot, ol xprioteg amhadg O petakt-
vovoav ta token mov apyikd tapélafav oe pic Stevbuvon pn Tpocsdiopioun ad Tpitous.

310 evpLTEPO okoc Vo TN TwV blockchain vtdpyovv N VAOTOLCELG TTOL TPOGPEPOLY QXL-
TV TNV SUVATOTNTA ETTL TOL €YYEVOUS TOVS VOopiopatog (1.x. Monero, Zcash), evd dubpopeg opd-
deg epyalovtal evepyd ylor TNV avAITTUEN TETOLWV PNYaviopodV kot 6to Ethereum. Av kot viép-
XOULV SLOUPOPOTIOLNTELS OTLG TPOGEYYIOELG TOVG, 1] KUPLX TeXVOAOYia otV ool Bacilovta eivart
avth TV Aeyopevov «zero knowledge proof», pe emkpatéotepa mpwtoxolra to zk-SNARK ko
zk-STARK. Qg pio ndn Aertovpyikr) Ador tomov piktn cvvallayov Oa propovoe va Bewpndet
o Tornado®, o omolog mapéyel TN dvvatotnTa avevupng petagpopag ETH 1) ERC20 token a&lo-
nolwvtoag T zZk-SNARK.[20]

5.2.3 EvaAAokTikd cUOTARATA PTPOPOopiog

Emni tov mopovTog, 1 e@appoyn Aeltovpyel oTOKAELGTIKA apecOdNHOKPATIKA, e KoBOALKEG
Yneogopleg Ko Lod&Leg Yneoug, 0mwg opiletal and to éEvmvo cupPfoiato Voting. sol.

TpomomoldvTag TNV TPEXOLGA VAOTOLNGT), 1) TAATPOPHA HTTOPEL VAL LTTOCTNPLEEL EVAAAKTIKG
CUGTNHOTX YNPOPOPLOG, HECW TNG AVATTUENG TTPOGAPHOGHEVWV EELTTVWVY GLHPOAdiwV. AuTO o
EXEL WG ATTOTEAETHO VO TTXPEXETOL GTNV KGBe kovoTnTa 1] dLVATOTNTA VO Opioel To voting smart
contract ov emBupel, avaloyo e TIG AVAYKES Kol TLG eTSLOEELS TNG.

Mepikd cuoTHHATA YNPOPOPLOV TOVL PITOPODV VL EVEORXTWOOVV (Kot kO Kot var cuvdva-

OTOVV) OTNV TAXATOOPHO ELVOL TOL TTOPAKAT:

« PReogopia pe oetpd mportipnong (ranked voting): to ekAoyikd ocwpa B éxel T duvatoTnTo

vo Yneilel pe oelpd mpotipnong petad Twv SLbésIwy eMTAOYOV TOV YNPopopLodV.

« IToAMoamtAn Yneog: opiopévol Yneogopot Ba éxovv toyvpodtepn Yngo Pacel kamolov kpt-

tnpiov (m.x. Péoel Tov reputation Tovg).

« Eppeon ymeogpopio: kébe péhog O opilel avTimpdo®To yio pia 1) TepLoGOTEPES YNPoPo-

pleg, yla OPLOHEVO 1) AOPLGTO XPOVIKO ILACTNHA.

« Mepikn} Ymepogopio: emtBoAr) TepLplop®dy oto Sikaiwpa Preov, Pacel k&tolov kpLtnpiov

(r.x. npepopnvia eyypagnig xpriot).

%"https://tornado.cash/
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duokd Ta Tapatdve eivor kabopd eVOELKTIKA, TPAYH ToL onpaivel 0Tl Ba elvan ePLkTod
VO HTTOPOUV Va STIHLOVPYOUVTOL EVTEADG SLAPOPETLIKA GUHPOAL GLGTNHATOV YNPOoPOpLaG, Vi
Ao GTLYHT ko ot Tov omolovdnote. H 8e cOvdeot) Toug pe tnv epappoyn) Oa eivan 6pola pe to
Ndn vAomonpéva, apot 1 povadikny outartotpevn evépyela Ba eivar 1 ooBnkevon evog pointer

7pog To voting contract Tng ekAoTOTE KOLVOTNTAG.

5.2.4 XZuoTHpoTa amodoong EPTLGTOGVUVNG

Mioa emtutAéov TpocOrkn TNV eQopUOYT HITOPEL Elval Vol cVGTNHA TTOS0CTG EPTTLETOGOVG
(reputation system). Méow evog reputation system, ot xprjoteg prropovv va kepdilouvv 1) va yavouvv
Babpovg epmictoovyg, pe Tov TPOTO TTOL OpileTarl Ao TO ekGoToTE smart contract.

Oplopéveg evOELKTLKES YPTOELG TOV ELVAL 1) CUVEPYAGLX TOV He TOVG HIXAVIGHOUS TTOV TTePL-
YPOPOVTOL GTLG VITOEVOTITEG kot 5.2.3. Twa mapéSetypa;, 1) 1oy 0g TG Yrigov evog péAoug piag
KOLVOTNTAG 1] TO OGO TV TEADV 1oL kadeiton va katafdAlel oto Ethereum Bo prropovoav va
vroAoyilovton avaroya pe Tov Babpod epmieToodVNG oL €XEL ATTOKTHOEL.

Yio0eTvTag TNV oupnpnpév AOYLKT TOL TTEPLYPAPTKE OTA CLOTHRATA YNPOPOPLoG TNG TPOT-
YOUHEVNG TOXPAYPAPOV, ELVAL EPLKTO VO TTOPEXETAL T) SLVATOTNTA Ge K&DE KOLVOTNT Vo ETLAEYEL
HeTaED eVOG GUVOAOL SLAPOPETIKDOV CUGTNUATWV ATODOCTG EUTLGTOGVVNG YLO TOL HEAT TNG, HECW
eVOALOKTIKGOV reputation smart contract. Hon viapyet pia tAovoia yképo T4ToLwv 6UGTHHATOV
7oV propovv var vAomonBovv eni tov Ethereum, pe tnv ta&vopio tovg va opiletan emi piog
TAN0Gpag aveEaptnTov dinotdoewv.[21] Qotdoo, 1) Tepontépw avaAvon Toug, eivar Bépo ov

ekTelveTal TEPo oo T TAAUOLX TG TAPODOAG SUTAWUATLKAG EPYXCLOG.
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Mapaptnuo A’

Yrrypotuna 000vng TAATPOpHOG
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Mapaptnuo B’
YTUTIOTIKY KOOKX

210 TopoV TapaPTNH TopaTiBevTol TIVOKES e CTATIOTIK GTOLYEl)t TOVL KWOSLKA TNG eQap-
poyng Concordia, kaBag koL Twv vAomopévav PipAtodnkov. Zuykekpipéva, tpoypatomotiOnike
KOTOPETPTON TWV OPYELOV KAL TOV YPOHUHOV KOOLKX HECW® TOL TTPOYPUHPATOG cloc®, siadika-

ol otV omoia ayvonOnkav avtopata configuration ko auto-generated apyeio (.. yarn.lock,

.gitignore).
Concordia
https://gitlab.com/ecentrics/concordia
INoooa Apxeia | Kevég ypoppég | Zxolwa | Kodueag
JSX 54 510 14 4491
JavaScript 81 302 84 2035
Groovy 1 76 32 673
Solidity 5 142 20 553
CSS 26 87 8 426
JSON 10 0 0 352
Markdown 7 157 0 352
Dockerfile 5 68 51 128
Bourne Shell 9 27 10 117
make 1 10 8 77
YAML 1 3 0 30
SVG 6 0 0 25
HTML 1 3 23 16
diff 1 0 8 7
Y.0volo 208 1385 258 9282

Hivaxag B.1: Concordia - orationikd kodika

®https://github.com/AlDanial/cloc
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https://gitlab.com/ecentrics/drizzle

drizzle

IMNwooa | Apyxeix | Kevég ypappég | Txyola | Kodikog
JavaScript 36 281 137 1448
JSON 1 0 0 16
Markdown 1 2 0 4
YOvolo 38 283 137 1468
Iivaxoag B.2: drizzle - orationika kodika
breeze
https://gitlab.com/ecentrics/breeze
IMNwooa Apxeia | Kevég ypoappég | Zxolwa | Koducog
JavaScript 16 105 56 583
JSON 1 0 17
Markdown 1 2 4
YOvolo 18 107 56 604

Iivaxag B.3: breeze - orariotikd kddika

eth-identity-provider

https://gitlab.com/ecentrics/eth-identity-provider

IMNoocoa Apxeia | Kevég ypoppég | Zxolwa | Kodueag
JavaScript 4 36 23 211
JSON 1 0 13
Markdown 1 4
YOvolo 6 38 23 228

ITivakag B.4: eth-identity-provider - oratiotikd Kook
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