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ITepidnyn

Tig televtaieg dekaetieg, 1 poydaion avartuEn Tov dradiktoov petéfare plikd Tig avOp-
TILVEG KOLVWVIEG, Héow piog TANOOPAG YNeLark®dv epopproy®V, OL OTTOLES, 6T GUVTPLITTLKY TOUG
TAELOYN@la, TPOCPEPOVTAL AITTO TOPOXOVG LINPECLOV LITOAOYLOTLKOD VEPOULG, akoAovBdvTag
TNV Ap)LTEKTOVLIKT] TTeAATN-eELTTNpeTnTY).

MoAovoTt avtd to povtédo vAomoinong €xet amodetyBel Wiaitepa Aettovpyiicd ko €xet Pe-
TiwOel a€looTpelwTa avd Ta XPOVLA, 1) GUYKEVTIPWOTLKY TOU AOYLKT] cLVOJEVETOL ATO Pict GELPA
npoPAnuatov. [podta ar’ 6Aa, 0 xpnotng kadeiton va epmiotevBel To TPOCWITLKA TOL dedOpEVHL
oe pia eEwtepn) ovrotnta. Exeivn, Statnpovtoag tov mAnpn éleyyo et avtdv, ammoktéel Tn dvva-
TOTNTO Vo To emeEepyaleTat, vor To SLopolpaleTo ko vo T AOYOoKpiveL, eiTe ylo va eEVTnpeTroeL
TOL GUHPEPOVTA TNG, €lTE YL Vot GUHHOPPWOEL e dAAeg apyEég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLdlel 1 eyyonon tng dwbecipotntag twv dedopévav, kKabwg, ave Tdoa oTiypn, o efumn-
peTnNTNG prtopel v artoovvdebel yior aadpLoto xpovikd diaaTnpo Kot AGY® TOLKIAWY aLTLOV, OTTMG
Kaolag kuPepvoeniBeong 1 KATOLAG PUGLKNG KATACTPOPTC.

Avtol eivou pepuicot Baoikoi AdyoL Tov cuveTéAec oy TNV ToXelar avATTTUEN EVOG GLVOAOD KoL~
VOTOH®V AOYLGHLIK®OV ovoLyToV kodika, ta omoia facilovtal oe texvoloyieg 0wg to blockchain
Ko o dikTua OpOTIHWV KOPPwV. Ta mapamdve, av kal fplokovial oe GXETIKA TPOLHO GTASLO,
amoteAoV 1101 Lo VP epyadeior SNHULOVPYLNG KATOUVEUNHEVOV KOL OTTOKEVTPWHEVOV EQPUPHOYDV.

210X0G NG ToPoLong SITAWHATIKNG epyaciag eivat 1) AOTOINOT PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) oTrolct, ELOTOLOVTAG TEXVOAOYLIEG ATTOKEVTPWOTNG, apevog Oar emoTpEPEL TNV
KUPLOTNTA TV TTPOCKOTLKOV dedOPEVWVY GTOV XPNOTH), a@eTépov Ba mapéyel T duvatotnTa die-
VEPYELXG SLPAVOV ONUOKPATIKOV YNPoPopldv. Avtd péca o€ éva TAaiolo avlekTikd, T060 o€
oQAApaT KoL eTOEcELG, OG0 KoL G& TOMELPES AOYOKPLGLOG KO TTOPAITOLNGTG.

H avamntvuyBeica mrotikn epappoyn «Concordia» mpoceyyilel ToV TOpATave 6TOXO GULV-
dvalovtog T Ethereum ko IPFS, 0ote va opioel évoy amokeVIpwpévo YneLakd XOpo, TOoO0 o

APXLTEKTOVIKO OGO KoL TTOALTIKO emimedo.

AéEerg-Kherdra: Amoxevtpomoinor, Ethereum, Blockchain, E€vmtvo Zuvpfodato, Amokevtpwpévn
Egappoyn, IPFS, OrbitDB, React, Redux, Jenkins



Abstract

In recent decades, the rapid growth of the internet has radically changed human societies,
through a plethora of digital applications, the vast majority of which are offered by cloud com-
puting service providers, following the client-server architecture.

Although this implementation model has proven to be highly functional and has improved
significantly over the years, its centralized logic is accompanied by a number of problems. First
of all, the user is required to trust his personal data to an external entity. Maintaining full control
over them, the latter gains the ability to process, share and censor them, either to serve its own
interests or to comply with other authorities in power. Furthermore, there is no guarantee of
data availability, as, at any time, the server can be disconnected indefinitely and for a variety of
reasons, such as a cyber attack or a natural disaster.

These are some of the key factors that have led to the rapid development of a wide range of
innovating open source software, that are based on technologies such as blockchain and peer-
to-peer networks. The aforementioned, although at a relatively early stage, are already powerful
tools for creating distributed and decentralized applications.

The goal of this thesis is the implementation of an autonomous social platform, which, by
utilizing decentralization technologies, on the one hand will return the ownership of the data to
the end user, on the other hand will provide transparent democratic voting processes. These in a
context resistant to both faults and attacks, as well as attempts at censorship and falsification.

The developed proof of concept application “Concordia” approaches the above goal by combin-
ing Ethereum and IPFS, in order to define a digital space, that is decentralized both at architectural

and political level.

Keywords: Decentralization, Ethereum, Blockchain, Smart Contract, Decentralized Application,
IPES, OrbitDB, React, Redux, Jenkins



Evyaplotieg

e avto 1o onpelo Oa Bédapie va evyaploTioovpEe eYKapdia OAOLG ekeivoug Tov cuvEPaAdav

OTNV EKTTOVNOT) TNG TAPOVOAS EPYATING:

« Tov emPAémovta kabnynt pog, k. Anudkn Xproto, yio tnv gukatpio Tov pag édwaoe va
aoxoAnBoolpe pe To cLYKEKPLHEVO BEpX KoL TNV EUTLGTOG UV TTOL HoG €0eLEe ot TNV apxM

péXpL TO TEAOG.

« Tn NwkoAai8ov Mehiva, yix tn oxediaon Tov AoydTumou Thg eQappoyTg ko T Snuiovpyio

OTHAVTIKOD TUHHOTOG TV GXNHATOV TOL TapOVTOS £YYPa@ov.

« Tig okoyéveleg koL TOLg PIAOLG pag, Yo TNV apéplotn LALKY kot Nl vroothpEn mov

pog tpocépepa kb’ OAN TN SLEPKELX TV CTOLSOV HOG.

« O évag tov GAAov, Yo TNV GPTLOL ETKOLVOVIA KOl cLuvepYaoia, Kabdg KoL yiow TNV vo-
HOVT] KOl TNV ETTLHOVT), XXPOAKTNPLOTIKE KaOOPLOTIKNG ONHACLOG Yo TNV €MLTUXT Topeio

NG SLTAWUATIKTG.
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KepaAaro 1

Elcaynyn

1.1 Tevik&

H oApotoddng avamtugn tou dradiktdov Sapdppwnaoe éva oAokaivovpylo Tomio oe k&Oe Topéa
™G avBpOTLIVNG dpaaTNPLOTNTAC, ToPEXOVTAG Evar avapiBunto TANB0g epappoy®dV Kot vt pe-
owov. Ta péoa kowvwvikng dIkTOWGONG, TO NAEKTPOVIKO Ty LOPOELD, 1) YnPLakT] edNcEOYpaPia, O
JLOOLPACOG P XLV KOl OL VTN PEGLEG TTOAVHEC WV PONG, TTOTEAOVV OPLOHEVA OTTO TAL CTHAVTL-
KOTEPQ - KO TTAEOV XVOTTOGTIAOTAL - KOPPATLOL, TTOL GLVOETOLV TNV YNPLOKT] TTTUXT TNG GUYXPOVNG
KoOnpepvoTNTOC.

Katda kbpro Adyo, To povtédo mov akoAovBoiv oL Tapamdve Texvoroyieg elvot avTod TG ap-
XLTekTovikng eAdtn-eEvmnpetnty (client-server architecture) ko tpocpépovron atd mopdyovg
LINPEGLOV LITOAOYLETIKOD VEQOULG (cloud computing service providers). Avto onpaivel 6TL oL aa-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwodnikevon twv dedopévwv
(storage) kot To TPWTOKOAAO emikOVwViag (communication protocol) vAomolotvton emti evog ou-
ykevtpwtiko (centralized) mAaisiov, k&tL oL ToLG TPOGdidel oplopéva aloonpeiwTa TAeove-
KTApoTo (.. EVKOALQ AVATITUENG, CUVTHPNONG KOL TTOCPUALATNOCTG).

2TIG HéPEG HOG, WOTOCO, Tapatnpeital TapdAAnio pla Taon dnpovpylog ePapHOYOV TOL
akoAoLOOVV ATTOKEVTPWTIKG HOVTEN AeLTOVPYLOG, GTa OTTOl TO processing kol To storage kota-
VEHOVTOL G€ £€Va GOVOAO KOPPwWV TTOL eMTLKOLV®OVOLY OpOTIHa. EvTog, Aowmov, avthg tng Tdong, ava-
TTOGOOVTAL He Tayelg pLOROVG dLdpopa AOYLOHLKE, T 0TTola GUVOETOUV EVaL VEO, LTTOKEVTPOTLKO
olkoovoTNe. Autd mepthopPavel (HetaEd GAA®VY) TOGO KOUVOTOHA TPWOTOKOAAX arodrkevong
dedopévwv (m.x. IPFS), 660 kot TAATPOppEG AVATTUENG KOl EKTEAECT)G OTTOKEVTPWOHEVWV EQAPHO-

yov (mt.x. Ethereum blockchain).



1.2. Ilepi amoxévipwong Kegpahaio 1. Ewcaywyn

1.2 Ilepi amokévipwong

Av KoL 0 OpOG «ATTOKEVTPWST)» XPTOLLOTTOLELTOL EVPEWG TNV ETLOTHIN TOV DITOAOYLOTAOV KOl
ota vanroomovopméc (cryptoeconomics), cuviBwg opileto apkeTd acoPpng[2]. Ztnv Tpaypa-
TIKOTNTA 1] ATOKEVTPwOT) (1], avTioTolYa, 0 GCUYKEVTPWTIONOG) popel va tomofetnBel mdvw o
Tpelg EexwPLoTong GEOVEG, OL OTTOLOL ELVOL O YEVIKEG YPOAPUEG 0LVEEAPTNTOL O £VOG ATTO TOV GAAOV.

Avtol éyouv wg e&ng:

@) APYLTEKTOVIK QUTOKEVTPWOT: ATO TOGOVG PUGLKOVS LITOAOYLOTEG ATTOTEAELTAL €VOL G-

otnpe; ITocotL atd avtodg Hropovv, avd TAGA GTLYHT, VO XOAXGOLV Kol KELVO var otV TEEEL;

B) HoMtwkn amokévipwon: IIoca dtopa 1) 0pyavicpol eAEYXOUV TOUG DITOAOYLOTEG QUTTO TOVG

omolovg atoteleital To GOOTNHA;

v) Aoywkn amokévtpwon: H diemagr) kot ot Sopég dedopévwv Tov cuaTHpaTog poldllovy me-
pLocOTEPO He Eva HOVOALOLKO avTikeipevo 1] éva dpop@o opnvog; Av, dniadn, To cOoTNH
(cupTEpAApPPAVOPEVOV TV TAPOX WV KOL TOV XPNOTOV) «KOTEL TN pécT », O cuveyicouv

Tt 300 PHIoA vaL AeLTOVPYOUV TANPWG WG aveEAPTNTEG HOVADEG;

INo apdderypa, To BitTorrent eivor amokevipwtikd wg mpog dAovg Touvg doveg, eved éva CDN
(Content Delivery Network), eivo povo apyrtektovikd kar Aoykd, opot eAéyyxeton omd Koo
etapeio. Puotkd, 1 évvora propet vor yevikevBel ko vor PLAdjie yio ammokévipwor) g emuxeipnong
(cvvnBwg TAR PG cLYKEVTPWTIKN) N plag YADOoGG (6LVNOwg TANPWG ATOKEVTPWTLKT).

H emoyn tng dopng evOg CLGTNHATOS WG TPOS TNV ITOKEVTPWAST] TOL PacileTol GTIG eKA-
OTOTE AVAYKES KOl GTOVG GTOXOUVG TOV. MepLKd Lo VP& TAEOVEKTHHATA TTOV SLATLITOVOVTL GUY VA

YL TOL QUTOKEVTPWTLKA CLUOTHHAT eivat Tar e€Ng:

« Avoxn o€ o@aApata: To apyLTEKTOVIKA OTTOKEVIPWHEVR CUGTHRAT eival ALyOTEPO TTL-
Bavo va amothyovv Tuxaia, emeldn Pacilovtor e TOAAG EexwploTd oToLyela oL eivart

amniBovo v ToPovoLAGOUY GPAAHOTO TALTOX POV

’

« Avtoxn oe emBéoerg: To k60TOG piog emiBeong, mov €xel wg 0TOXO TNV KATAGTPOPN 1
TOV XELPLOPO EVOC ATTOKEVTPWTLIKOV GUOTHHATOG, elvat TOAD atkptfo. Avtd cupPaivet emedn
dev vtapyel k@molo evaicOnTo KEVTPLKO GTEl0 GTO 0TTOl0 Va pTopel va TpaypatomolnOet
pioe emtiBeon), n omolor var €xel KO0TOG TOAD YOUNAOTEPO td TO OlkovopLko péyebog Tou

epPAAAOVTOG GUGTHHATOC.

+ Amovoio XVAYKNG EKXDOPNONG EPTLOTOCVVIG: Ze £Var LOXVLKO TTOALTIKA QTTOKEVTPWHIEVO
oVLOTNH oL XprjoTeg S XPpelleTaL VAL EPTLOTEDOVTAL KATTOLL KEVTPLKT] apXT) YLOL TNV erte-

Eepyaoio kot Tnv amobnkevon twv dedopévwv.

1Ta «kpuntootkovoptkd» elval 1 TpakTiky emioThun ¢ Snpiovpyicg kaTavepnuévey cLGTHRATWY, oL 8LOTN-
TG TV OTOolWwV eEATPAALOVTAL e OLKOVOULKG KIVITPO, EVE OL OLKOVOLKOL TOUG HXOVIOHOL ELVaL KPLTTTOYPOoUPLKE

eyyvnuévor.[1]



1.3. Oplopodg tov mpoPARpaTog Kegpahaio 1. Ewcaywyn

+ AvtiotooTn o€ GUPTALYViEG: eival TOAD L0 SUGKOAO YLOt TOUG CUMHETEXOVTEG G OUITOKE-
VIPWHEVA CUGTHHATO VOt GUVEPYAGTOVY YLO VO EVEPYHOOLV HE TPOTIO TTOL TOVG WPeAel o€

Bapog GAAWV CUPpETEXOVTWOV.

ISwaitepa T TeAevTaio ypovia, mapatnpeitol pice €VTovn avaykr LAOTOLNGTG ATTOKEVTPWHE-
vov epappoyov (decentralized applications), ot omoleg, Tépa atd TAL APYLTEKTOVIKA TAEOVEKTH-
HOTO TTOV TG Xopok T pilouV (1T.x. 6TafepOTNTaL, ACPAAEL, EMEKTACPUOTNTA), UTTOGKOTOVV GTNV
EMLTEVEN TOALTIKNG ATTOKEVTPWOTNG. AVTO TTNYAleL TOGO ATTO TNV ALVALYKT) TTPOXGTILOTG TOV OPYX DOV
OV KATUOTPATIYOOVTOL OTOV To OeJOPEVA LITAYOVTAL GTOV EAEYXO KAITTOLOG KEVTPLKNG dLaryeipl-
ong (1m.x. TG eAevBepiag Tov AOYOU, TNG AVOVUIING KoL TG WOLWTIKOTN TG TOL XPHOTH), 0G0 Kol
aTd TNV AVAYKN SMHLovpylag SLadIKAoLOV OV KIToUTOVY eYKLPOTNTA Kot QLOEVTIKOTNTA, OTMG
o6cwv oyetiovtal pe tnv avtodiayeiplorn kot TNV dpeon dnpoxpatio. Q¢ AOYEL0 TOV TOPL-
OV, HITopoLV va BewpnBoiv oL Aeyopeveg amokevIpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1 DAOs), ot omoieg amoteAoOV pia popery ocKYOKpocnKr']gE opy&vwong

Baoiopévng oe Texvoloyieg amokévipwaong kat, kupiwg, oto blockchain.

1.3 Oplopdg Tov TpoPfARpaTog

O1 meploooTepeg dradedopéveg TAATPOpES emikolvwviag (kowwvikd diktua, mailing lists,
forums x.&.) eival wg el T0 TAEIGTOV CLYKEVTPWTIKNG HOPPNG, TPAYHX TO 07ol0 kKabloTd ava-
ykoior TNV OTapEn KEVIPLK®OV opY @OV TTOL Vo TLG dloxelpllovTal KaL var TIG GLVTIPODV.

IMoapd Ta BeTikd TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT] AOYLKT) €VOC TETOLOL GUGTHHATOG
aPevVOG oLVOSEVETOL OO TTOLKIAQL HELOVEK THHOALTA TEXVIKNG VO EWS (ALPXLTEKTOVIKOC GUYKEVTPWTL-
OHOQ), peTEPOU eyeipel GoPopolc TPOPANHATIOHOVG GXETIKA HE TN JLOXELPLOT) TV TTPOCKITLKOV
JedOpHEVOV TV XPNOTOV aTTO TIG KEVTPLKES 0PXEG (TTOALTIKOG GUYKEVTPWTIONOG). Ta PacikdTepa

amd To Topantave Ba prropodcay va suVoYLeTOUV WG eENG:

« EM\ewfn aopdherag: Ta tpocwmikd dedopéva twv xpnot®v pmopei vo virokAotovv e€ot-

Tlag kdrolag kvPepvoemnifeong.

« EAM\ewfn drx@eoypotntag: To cOOTHHA PITOPEL VO OTAPATIOEL VAL AELTOVPYEL TTPOCHPLVA

1 HOVIHX YO TEXVLIKOVG, OLKOVOHLKOUG 1} VOHLKOUG AOYOUC.

« EAAewyn epmiotocdvng: Ot kevipikég apxég éxovv Tn dvvatdtnta va mapoakolovdovv
Toug Xproteg, va drofalouvv, 1 akOpa KoL vor dLoeppEovV TAL TTPOCMITLKA TOVS dedopéva ev
ayvoix Twv televtaiwv. Ot de xprioteg de dtabéTovy Karvévay TPOTTO e TOV OTTOLOV VO HITO-

povV va TIG epmiotevboiv pe PePatdTnTar.

20 6pog «ahyokpatio» (algocracy) avopépeton oe evaldoktikég popeég SiakvPépynong mov Pacilovron otn
xprion odyopibuwv.[3]
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1.4. 210)X0G TNG SITAWHATIKTG Kegpahaio 1. Ewcaywyn

« 'EAAewdm eyyonong tng avbevtucodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VOTOTNTO vV TPOTOToLovy ta dedopéva katd PoOANGT KATL TTOL €XEL WG AITTOTEAEGHA VoL

HNV LTTGPYXEL EYYDNON WG TTPOG TNV avBevTIKOTNTA 06wV PAETOLV OL Xp1IOTEG.

« EAAew)m eyyonong g eAevbepiag tov Aoyou: Ot kevrpikég apyég Exouv tn duvatdtnta
v Aoyokpivouv ta dedopéva, eite PACEL TV CULPEPOVTWV TOVG, eite PACEL LTTOYPEDOCEDY

TOLG TTPOG TPLTOVG.

EmutAéov, 0mwg yivetal goavepd, oL adLVaiES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVXL TO
KoOLoTOOV aKATAAANAO VO TTapé el 6TOVG XPTOTEG ALOEVTIKEG KOl ETMKUPOCLHEG ONHOKPATIKEG
dradikaoieg. Tétolov eidovg dadikacieg B propovoe va NTay artd atAéS Ynpopopleg, PéXPL

oVvBeteg Sradikacieg avTodioyeiplong Tng TAATPOPHAGS.

1.4 X10x0¢ TNG SMA®WUATIKNG

310X0G TNG Topovo G SUTAWHATIKAG epyaciog eivor 1 dnpiovpyio piceg LTOVOHNG KOLVWVIKNG
TAATPOpHAG, 1) ormoia, Pacllopevn oe Texvoloyieg amokévtpwong, Oo Aettovpyel aveEdptnTa
QO KEVTIPLKEG aPXEC, TTAPEXOVTOG OTOVG XPNOTEG TNG AN P eAevBepior TOL AOYOU Kotl KLPLOTN T
el TV dedopévwv Toug. IlapdAinia, o mapéyel pio TAXTEOPHA YIor AVOVUHESG Kol aLBEVTLIEG
Yngpogopleg, ev SUVAEL LKAVOV VO ATTOTEAEGOLY €val £€YKLPO, EUTLOTO KoL AHECK ONHOKPATLKO
Bripa ANyng amopdoewv.

H proof of concept (PoC) epappoyn mov avamtdydnke yio tnv enitevn 1oL TOPaTEve 6To-
Xov ovopddleton Concordiall ko Aertovpyel pécw evOG GLUVOLAGHOD KITOKEVTPWOTIKOV TEYXVOAO-
yuov. ITo cvykekpyéva, oTov ene€epyacTikd TUPHVA TNG KoL GOV OTHELD AVaPOpAG aLOTTOLEL TO
Ethereum blockchain, eve yio tnv amoBnkevon tov peyodbtepov 0ykov Twv dedopEVOV X pTCLIO-
motel to IPFS péow tng OrbitDB. H 8¢ diemapn} tov xprotn vAomoteital pe ovyyxpoveg pefddoug

web development oe JavaScript (React, Redux x.&.).

1.5 MeBodoloyia TG SIMAWHATIKAG

Evavopa g mapodoog epyociog amotéAess 1) TapatnprioT) TNG APXLTEKTOVIKAG SOHNG TV
oVYXPOVOV SLOLKTUOKOV EYUPUOY®OV KL 1] tvAYKT) SLepebVIONG TWV EMITOCEDV TNG GTOV Te-
AKo6 xprioTn.

Apyikd, opicTtnke pe cagrivela to mpoPAnpa (Evotnta 1.3) ko 0 6tdY0C TG SUTAGPATIKAC
(evotnta 1.4), Aapfavovtag TV ammdPAcT) Vo TePLOPLOTEL GTOV TOPEX TWV PEGWV KOLVWVIKTC St-
KTOWOoNG Kol TNG YneLokng dnpokpotiog.

*H Concordia eivou n 0ed tng apyaicg Popdikfc Opnoxeiag mov mpocwmnomolel TV opdvola. Ity eAAnviky
pvBolroyia tavtileton pe tn BedtnTa Opdvola 1 tn Bed Appovia.
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1.6. Tumoypopikég mopadoxég Kegpahaio 1. Ewcaywyn

3TN cuVEXELDL, TPAYHATOTTOLONKE EPELVAL TOL XOPOL TWV TTOKEVTPWHEVHOV TEXVOLOYLOV KOl
Eexivnoe 1 Sadkacio tng oxedionong tng eQoppoync, HECW TNG EMLAOYNG TOV HOVTEAOL TNG Te-
XVoAoylkng oToifog kat Tov katdAAnAov Aoyilopikos oe k&Oe eminedo tng.

AxoAlovOnoe n ddikaoio vAomoinong tng mAotikng mAateoppag Concordia, pe 6TOY0 VX
KOTAOTEL O ap)LKOG OXEQLAGHOG TPOUYHUATOTOLGLHOG.

Téhog, eENyOnoav cupmepaopota kot StatvddnKoy TOAVEG HEAAOVTIKEG ETEKTACELS YLOL TNV

EQappoyT.

1.6 Toumoypagikég mopadoxég

H ovyypopn Tov mapdvTog eyypa@ov £ylve 6To NAeKTPOVLKO, TuTToypaplkd cvotnpo EIEX.
310 €€Ng, To POV EYYPAPO, 1| EPYOCLO OTNV OTTOLOL OVUPEPETAL TO EYYPAPO ALTO, OTTWG KoL
07t0L0d1TOTE PEPOG TNG EPYATLNG AVLTHG, B AVaLPEPOVTOL GTO KEIPEVO G «OUTAWHATLKN» 1) «TTTL-
Xlokn» 1) «epyocio» 1§ «ova@opds.

O mnyaiog k®OLKAG TOL TAPOVTOG eYYpPaPoL propel v Ppebel 6To avticToryo amobetnplo

KOSLKA TNG SUTAWHATIKAG epyocoiocgg.

1.7 Opy&vwon kepoalainv

H moapotoa SutAwpatikn epyacio opyovaveTol o€ KeQAaAoLa, eVOTNTES KOl VTTOEVOTNTES, OTTWG

auté Statvmdvovran ota [Mepteyopevd. o cuykekpipéva:

« 270 eloaywyko Ke@aAato 1| yivetal piot GOVTOUN avAALGT) TOL OPOL «OTTOKEVTPWOT)», Hia
TEPLYPOPT] TOV TTPOPANHATOG KoL Pict TALPOLGLXGT) TOL GTOXOL TNG EPYATLNG.

« To KepdAaro 2 oyetileton pe to Oewpntikd voPabpo, to omolo mepthapPavel OAeg TIg
EVVOLEG TTOV E€LVOIL QTTOPALTNTEG YLOL TNV KXTAVONGT TV dadtkacldv tng oxedioong kot

MG LAOTOINGTG NG EPAPHOYTC.
« 210 avoAvetol 1) dradikasio Tng oxedlaong TG EQUPUOYNG.
+ 210 neprypagetal ) dtadikacio vAomoinong tng mhotikng epappoyng Concordia.

« 210 napovsialovrar Ta svpmephopara e epyasiag (5.1), kaBog ko Suégpo-
pec mBavéc pehhovtikéc emektéoelc (5.9).

« Téog, To Map&ptnua Almepiéyel oTypdéTUIX 006VNG THC LAOTTOINIEVG EQPAPHOYTC.

tAnpocio asmofetriplo kMddka avagopdc Tng Suthwpatikig https://gitlab.com/ecentrics/thesis-
report.
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KepaAaro 2

OewpnTikd VLOPabdpo

2.1 2uvapTNoELg KATAKEPUATIGHOD

Ot kpumtoypapikéc ovvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
SIKT) KaTNYoplot GLVAPTHCEWV KATAKEPUATIGHOD GYXEILAGHEVES YLt XPT)OT) OTNV KPUITOYPAPic.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko

emoTpéPovy cupPorocelpég otabepol prikoug.

Tuxaio péyebog 2TaBepd PnKog
Mnvupa Hash
TG00 D> s 7793b6852948517d
............................ d8bA2904F85933ea

............................ €B0198b1

Mn avTioTpéyiyn diadikacia

Zynpe 2.1: Aeitovpyla ovvapTHONG KOTAKEPUATIONOU

OL TUYEC TTOV ETTLOTPEPEL 1) GUVAPTNOT) KOTOKEPUATIOHOD OVOHALOVTOL TIHES KALTAKEPHATIOHOD
(hash values, digests 1} autAd hashes). Mio ldavikr) KpLTTTOYPAPLKT) CUVAPTNOT) KATOUKEPUATIOHOD

éxeL TG e€nNg Paoikég dLoTNTES:
« Eival vreteppiviotikn, dniodn n idia elcodog mapdyetl mavto tnv idua €é€odo.

« Eivou pn avtiotpédipn, dniadn eivar mpaktikd avé@ilkto va vtoloylotel 1) elcodog dedo-

pEVNS pLog e€6dov.

+ Eivouw apgppovoonpovn (1-1), Sniadn) oe d00 dixpopeTikég L6OSOVG AVTIGTOLYOVV TAVTL

d00 evteAag droupopetikég €€odoL.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

« Eivai amodotikn, dniadn o vitoloyiopog tov hash omolacdnmote etcd6dov eivor yprjyopoc.

......... > 4789 frc4 89a4 9045 bel2

KOUAEIG GOU EIVAI 10U “AVE | «wvvvvvvee > (i e

AoUAeId cou elval ou ‘Nave
9846 1dd9 '3d75 30fd eabd

] > ( sHAt ) e > | bfas 5d4b 2628 1605 deba
KABIEPWHUEVWV.

AOUNEIG GOU EIVal HOU ‘TIaVE
VO KPIVEIG TO TPWTA TWY
KABIEPWUEVDV-

......... > > b20f 9cd2 b812 187¢ bbb
1ea9 1354 ¢f03 ¢8fa ~ac35

Zynpa 2.2: Hapaderypa Asitovpyiag cuvEpTHONG KATAKEPUATIOHOU

Mio amod Tig SNUOPIAECTEPES OLKOYEVELEG KPUTITOYPAPLKMOV OAYOPIOH®Y KOTOKEPHATIONOD €i-
vou owth] Twv Secure Hash Algorithms (SHA), n ool tepihapféver tovg SHA-0, SHA-1, SHA-2
ko SHA-3.

2.2 Aodvppetpn kpuntoypapia

H actppetpn kpunrtoypagpio (asymmetric cryptography) 1 kxpuntoypogia dnpociov kAetdov
(public-key cryptography) aumoteAei kpumtoypagikd cvotnpa tov Paciletor otn xprion evog Leb-
youg kAediav (key pair), tov dnudaiov (public key) ko Tov idiwtikot (private key). Avtd to kAetdud

elval ponpoatikd ouvdedepéva wg e€ng:
+ To WwTkd kAeldl de propel va wpokv el yvwpilovtag To dnpocLd tov
« 0,11 kpumtoypaenBei ad to éva prropei va amokpuntoypaenei povo amtd to GAlo

H Snpovpyia evog Cevyoug kAeldiov emtvyydvetor pécw pog yevvizpiag kAeididv (key gen-
eration function), n omoia ypnoipomotei eldikovg alyopibpovg (m.x. RSA), dexopevn wg eicodo
évary Tuyoo aplpod. Amo to mopoxOEvta KAeWOLA, TO ONIOGLO YVWGTOTOLELTOL G TPLTOVGS, EVE TO

LOLOTLKO TTapaplé Vel UG TLKO.
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2.2. AcOppetpn kpuntoypapio Kepdahaio 2. Oeswpnrtikod vofabdpo

7 = >

/T> . Anpo6oio KAeIdH
\ 7/ Anpocionoinon
B~ o€ TpiTou
(58834D85E734F8 | oo > Q‘ - pres
Meydhog Tuxaiog apiBu6g 7 | N T

Zynpa 2.3: Hapaywyr acUppuetpov Jevyovg kAeidiv

O xpnotng pmopel va ypnopomotrjoel Ta kA&l yiox d0o Pacikodg okomoig:

a) T voo ok putToypa@roeL VoAt AAADV XPNOTOV, Ol OTTOLOL T KPULILTOYPAPNCOLY
XPNOHOTOLOVTAS TO dNPoOcLo KAeLSL Tov. Me avTdV ToV TpOTTO eEATPAALETO 1) EUTIOTEVTL-

kotnta (confidentiality).

B) T v vtoypdafet YnerLakd Evor PVopa, KpLumToypap®vtag to hash twv dedopévwv tou pe

10 WL0TKd Tov kAewdi. ETol, 0 mapadimtng Tov pnvopatog propel péow tg Anebeicag

Ynpiaxrg vroypaeris (digital signature):

i. Na emaAnBedoel Tnv THLTOTNTA TOL ATOGTOAEN, TTOKPLITTOYPAPO VTS ETLTUX OGS TNV
yngokr voypoagn pe to dnpocto kAedil tov tedevtaiov. EEaopaileton étol n mi-

oromoinon (authenticity) tng mpoélevong Twv dedopévmv.

ii. Na emPeforcdoet 0TL TO prjvupa éptace avarloiwTto, epodcov to hash twv dedopévwv
ovprintel pe to hash evtog g Ymerakng vroypagpng. Me avtdv Tov TpoTO e€acpot-

Alleton 1 axeparotne (integrity) Tov dedopévwv.

Me tov cUVOLACHO TV TAPATAV®, AéHe OTL dDO XPTOTEG PITOPOVV VA ETTLKOLVOVODV HETOED

TOUG He Kpurroypapnon an’ daxpn o akpn (end to end encryption).
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2.3. Aévdpa Merkle Kepdhoto 2. Oewpntikd vofabpo

@)
> Kpuntoypdgnon
> €= > [
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ A82FB6CT8 A82F6CT8
) Function ﬁ
AnooToAéag Hash UE I1310TIKS KAEIDI Wnolakn \/
Aedopéva AnocToAéa unoypaen
Kpuntoypdonon \
v e Anpooio KAEIDT Wneiakd
MapaArintn Ynoyeypappéva
% . Aedopéva
MapaAnnTtng a
Anokpuntoypdonon

Kpuntoypagnuéva
Aedopéva > [ 482F607sﬁ' ......... ﬁ v [482F6G78

: Wniakn pe Anpéolo KAeIdf Hash
i AnokpunToypdenaon unoypaen AnocToAéa .

HE [810TIKO KAEIST @ """"""""" > v
MapaAinTn Wnoiakd Hash ?
Ynoyeypappéva [ =——— | T Functlon """"""""" > —
Aedopéva .
Aedopéva @

EEaopdAion
niotonofnong Kai
akepaidTNTag

Xy 2.4: Kpvrroypdpnon an’ dkpn o dkpn

Mia tpocéyyion otnv kpuntoypopior SNUOcLov KAEWSLO0 eival 1) KPLTTTOY PP EAAELTTIKNG
koprtoAng (Elliptic-Curve Cryptography 13 ECC). H ECC Paocileton otnv alyePpikn dopr twv
EALELTTIKOV KOUTUAGV o memepacpéva medio kot vmepéyel tng non-EC kpumtoypapiog, ko-
0cg emTpémer Tn dnpovpyic PikpdTEP®VY KAEWOLOV pe toodvvapn aopdela. Eva ad ta tpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omoiog xpnoipomoteiton
yla Tnv Yneakt vroypogn dedopévav kot amotedel 1o EC-avéoyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry dopry dedopévwv, 1 omoio
anoptiletan oamd gOuALa (leaf nodes) mov mepiéxovv hashes amd blocks dedopévev ko amd G-
Aoug koppoug (non-leaf nodes) ov mepiéyovv ta hashes twv Buyarpik®dv tovg. Xtnv Kopvr Tov
8¢v8pov Ppicketar o pLlicdc kOpPog pe To Aeyopevo root hash.[5]

H mo ovvnBiopévn vAomoinon eivan o dvadiko (binary) ¢vdpo Merkle, To omoio mwepihogt-
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2.3. Aévdpa Merkle Kepdahaio 2. Oeswpnrtikod vofabdpo

Baver 0o Buyartpucovg kopPoug (child nodes) kdtw ad k&be yovikd (non-leaf) kopfo, xar eivor

QUTO TTOL OVOADETOL GTT) CUVEXELA.

Root Hash
Hash A
hash( %
Hash' B
VANIIVAN
Hash A Hash B
Hash A1 Hash B1
hash/{ # ) hash( g
Hash A2 Hash B2
A A A A
Hash A1 Hash A2 Hash B1 Hash B2
hash(D1) hash(D2) hash(D3) hash(D4)
A A A A
D1 D2 D3 D4
Data blocks

Zytiua 2.5: Hapdaderypa Svadikov Sévdpov Merkle

To Merkle trees emitpémouvv tnv amodoTikn Kot Ao PaAr) eTaANOeVOT) TV TEPLEXOHEVHOV TTOV
ovrikovv ce 6eT dedopévev peydov peyébovc. H PBaoikr dotnta eivar 6TL yia k&Be oet dedopé-
VoV utapyeL akplPag éva TBovo dévdpo, To omolo de yiveton va TpomomolnBel ywplg vor aAA&EeL
Tavtoxpova kot to root hash.

Etol, péow twv Aeyopevov Merkle proofs, propotye:

« No amogpavBoipe eav kamoa dedopéva aviikovv 6to dévdpo, vtoroyilovtag (Yo To ekd-
otote leaf node) hashes mAnBovg avahoyouv tov Aoyapibpov Tov Guvorotkot aplBpod Twv

QUM WV.

« Na amodeiovpe GUVORTIKA TNV EYKLPOTNTA EVOG TUHOTOS KATTOLOL GET dedOPEVWV, XWPLG

va ypelaotel vor aroBnkeboovpe 0AOKANPO T0 cUVOAO deSopévwv.
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2.4. Aiktva Opotipwv Koppov Kepdahaio 2. Oeswpnrtikod vofabdpo

« Na dtacparicovpe Tnv eyKupOTNTA EVOG CLYKEKPLHEVOL GUVOAOL OedOUEVWV EVTOG eVOG
HEYOADTEPOL GVVOAOV, XWPIG Vo YpeLaoTel va amokaAv@Bel To mtepiexOpevo omolovdrjmote

ek TV 000.[6]

2.4  Aiktoa Opotypwv Koppwv

To Siktva opoTIHeVY KOpPwv 1 Peer-to-Peer (P2P) networks amote oy pio katavepnpévn op-
XLTEKTOVLKT] dIKTOWV, Ol GUHpETEYOVTES (KOpPoL) TNG omolag polpalovtot évo THAHK TwV TOPWV
TOUG, e GTOYO TNV TaPoXN Kdmolag vrtnpeciag (1.x. Tov diapolpacpd mepiexopévov). Ev avtifé-
o€l e OLYKEVTPWTIKG SikTua TOTTOL client/server, ot kopPol (nodes) éxovv amevbeiag tpocPact
0TOVG TTOPOLG, YWPLG TN dtopecordPnon evdidpeswv ovtotTeV. Ol GUUHETEXOVTEG EVOG TETOLOV
duktvov eivar, dnAadn, TavTd)X POV, TOGO TAPOYOL, OGO KL ALTOVVTEG TWV TOPWV KL TNG TXPE-
XOpevng vnpeciac.[[7]

To P2P networks pmopodv va xwplotovv oe d0o katnyopieg:

o Zta «KaBapda» (Pure) P2P networks, ota omola 1oy et 0tL 1 apaipeon evog tuyaiov kOpPov

amod to diktvo dev mpokadel kK&molo TPOPANHA o AVTO.

o Zta «YPpidukd» (Hybrid) P2P networks, ota omola cuppetéyovy emutAéov kot KeEVTPLKEG

OVTOTNTEG, TUPEXOVTOG ATTUPALTNTA TUNHATX TWV TTPOCPEPOHEVOV VI PECLOV.

Ao €0 koL 670 €N, edv dev avaépeTal pnTd 1) Kotnyopio kastotov P2P network, Oa ev-

voeltal OTL AViKeL TNV TPOTH).

2.5 Blockchain

To blockchain amoteAet pia dravepnpévn dnpooia oetpd dedopévwv, ov datnpel Evav ofie-
TAPANTO WG TPOG TO LGTOPLKO TOL katdhoyo (immutable ledger) Ynorakdv cuvarrayodv (digital
transactions) evog ayaBol (asset), m.x. evog vopiopatog (currency 1} token). Ilepiypaonke yuoo
TPAOTN Yopd o 2008 atd évar dtopo (1] pioe opdda avBpdmwv) yvwotd we Satoshi Nakamoto,
amote VTG TN PAon Tov KpuTovopicpatog (cryptocurrency) Bitcoin.[§]

Aopk6 otoryeio tov blockchain eivat o prhok (block), To omoio mepiéyet pio opadoa yxvpwv
OLVAAAAY®OV TTOL €XOLV KATAKEPHATLIOTEL Kol kKwdikomolnOet oe éva dévdpo Merkle, to hash tov
TPOTYOUHEVOL MITAOK Kot pepLKk& arkOpa petadedopéva (m.y. nonce, timestamp). Etol, k&Oe véo
HTTAOK «delYVeL» GTO TTPONYOLHEVO TOL pécw Tov hash, emiPeParwdvoviag Tnv akepordtnTd TOUL,
e to StadeyOpeva pIThok va oxnpatifouv teAlkd pio advoida, péypt To apyLtkd PITAoK, TO omolo

elvo Yvwotd wg to prthok yéveong (genesis block).[9]
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2.5. Blockchain Kepdahaio 2. Oeswpnrtikod vofabdpo

Block b

Header

Version

Genesis Block b -1 Block b +1
block OCKD - Difficulty oc
N Previous block N
Header XX S Header Header hash P Header (XX
A A A
Transactions Transactions Transactions

Transactions

Tx #1

Tx #n

Zynua 2.6: Blockchain w¢ alvoide oo block

Qg mpog v kupLoTNTA emti arvtov, To blockchain GuvﬁngB dev eléyyetanl amd KAmOlX Ke-
vTpLKn ovtotnTa, aldd Satnpeiton amd éva dnpocio P2P Siktvo. Ot kopPol (nodes) Tov diktdov
CUHHOPPOVOVTOL CLAAOYLKA pE €V TPWTOKOAAO GLVaiVEGTG (consensus) ylo TNV mLKOLVOVio
KoL TNV emkbpwon véwv prhok. [ tapddetypa, oto Bitcoin, To consensus emituyydvetot pécw
evog Proof of Work (PoW) adyopiBpov, 6mov ot koppot (miners) avtoywvifovtol o évag Tov aA-
Aov yia to olog B Aboel Tpwtog éva ovvBeTo adyoplBpLcd TpOPANp oL GuoyETICETOL e TO
exkaotote block. Avtog mov Ba ta katapéper emiPpaPevetar yia Tny ene€epyactikn Lo\ TOL dot-
avnoe pe éva tood otd bitcoin. Exelva eivat ev pépet véa vopiopata tov kofovtal ) «e€opvcoo-
vtow» ekeivn tn oTiypn (0twg opileton amd To TPWTOKOANO), aAAK kot Oca TéAT (fees) katéPakay
oL KOPOL Ylol VOl TTPALYHOTOTIOL|GOVV TIG GLVAAAQYEG TOL prtAok. AEilel va onpelwBel Twg dev el-
vou avaykaio vo Stabétel kaveig oAokAnpo to blockchain (to omoio eivon Wiaitepa oykddeq) -
dNAadn évav TARpn KOUPO - yLor va eTLKOLVOVHOEL e TO SLIKTLO, XAAQ OpKEL VO XPTCLHLOTTOLTEL
évav light node ov amhd va avapetadidel Tig emtBuuntég cuvarlayég.

H devBuvorodotnon oe éva blockchain emitvyydvetan a€lomoldvtog tnv kpumtoypopio 8-
pocov kAewdrov. To mpwtdkoAlo tov ekdotote blockchain opilel évav alyopiBpo yia tnv ma-
paywyn Cevyov kAewdiov (m.x. ECDSA oo Bitcoin). To dnpocio amd avtd opilet tn dievBuvvon,
€V TO LOLWOTLKO TTAPAPEVEL HUGTLKO, VIO TNV KOTOXT TOL XpNoTrh. Me autd Tov TpOTTOo ITpoKLITEL

éva pak Tk aveE&vTAnTo mARBog mhavody éykvpwv dnpdciov dievdiveewy (y. 2190

Yyl 1O
Bitcoin), oTig omoieg oL xproTeg pmopodv va GTEAVOLVY Kal va Ap&vouy Toc& TOUL eKAGTOTE

Kpurtovopicpatog. Ia tnv amootoln evog mocsov, dnlwvouy to fee mov embupovv va kata-

SYnépyouv kou kémoleg vAomooelg WiwTikév blockchain mov, dpwg, 8t Oa pog amacyolfjcouy.
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2.6. Ethereum Kepdahaio 2. Oeswpnrtikod vofabdpo

Baiovv ko voypdpouvv TNV emBLUNTH GLVOAAXYT He TO WLWTIKO Tovg kAewdi. H cuvaliayr
avopetadidetal 6To diktvo Kot Tapapével oto transaction pool péxpig 6ToL var yivel aodekTh
KoL va oupmeptAngOei oto emopevo block.

Amo teyvikn okomid, o blockchain propel v BewpnBel wg pio pnyovn katactdoewv foot-
opévn oe ouvaldayég (transaction-based state machine). AnAadr, Eekivéer amd pio apyikn xa-
totaon (genesis state), n omoio Tpomomoteitar otadiakd pe k&Be block, kot mepthopfdver avi

TAoQ oTLYHN TIG SleVBDVOELS e TOL TOOK TWV VOULOHATMOV TTOV TLG CVTLGTOLYOVV.

World World World
State Block b State Block b+1 State
000 i > AAAAAA transactions )7 > AAAAAA transactions > AAAAAAAAA PP
S 8, S

Zynjua 2.7: Blockchain wg pnyavy kataordoewv

OpQwva pe T avédvon g evotnrag [, To blockchain eivan apyitexTovikd ko olTiKé
QTOKEVTPWTLKO, KBS Oe drabéTel dopikd KAmolo KevTpLkd ornpelo amotuyiag, ovte eAéyyxeToL
and Kaolov. QoTd00, elval AOYLKA GUYKEVTPMOTLKO, 0ol LITAPXEL Pia KOLVX OITOOEKTH] KOTA-

OTAOT) KOL TO GUGTNHO GUHTEPLPEPETOL HOKPOTKOTILKX WG EVOG EVINLOG VTTOAOYLOTHC.

2.6 Ethereum

>

4

Zxripa 2.8: Ethereum logo

To Ethereum eivou éva dnpocio blockchain avoiytod kddika pe eyyevéG KPLTTTOVOULGHA TO
Ether (ETH). apéyel pia tpoypoppatioTiky TAXTOOpHA e evowpatopévn pio Turing-complete
YA®GGA TPOYPOPPATIGHOD, TTOL pitopel vor xprotpomotnfel yia T Snplovpyior AmoKeVIpwLe-
vov epappoyov (Decentralized Applications 1) DApps) pécw tng xpriong «é€umvev cupforaiowvs

(smart contracts).[[10]

2.6.1 Aoyapirxopoi

>to Ethereum blockchain ot Aoyapiacpol amotedodv ovtotnteg oL omoieg prwopovv vo Oé-
xovtat, vo kpotovv kot v otéAvouv ETH kou tokens, kaBdg ko va alAnAemidpodv pe smart
contracts.[[11] Xwpilovtow oe d00 katnyopies: 6Tovg Aoyoplacpovg eEnTepikng katoyng (exter-

nally owned accounts 1} EOAs) kot otovg Aoyapracpots cupforainy (contract accounts).
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O1 Aoyoproopol e€mTeplkng katoxng SnpLovpyolvTal YWPLlS KOGTOG Kal eAEYXOVTOL HECW
OO TIKOV KAEWBLOV. MITopoLV var TporyLatorotovy povo cuvoddayég petaopag ETH i kérolov
token.

Amo v @AAn, oL Aoyaplaopoi cupfolainv artaltobv K&tolo KO0oTog dnpiovpyiag, Kobwg
Xpnoipomolovy amobnkevtikd xwpo eni tov blockchain, eved eléyyovtan amoxAeloTikd amd Tov
KOSLK& Toug. Ol GLVAAAAYEG TTOV TPAYHATOTOLODV TPOG AAAOVS AOYOPLAGHOVG Elval HOVO GtV
avtidpaon oe pia eloepyOpevn cuvaldayn, 0wg opilel o kdALkag Tov smart contract Tovg.

ITio avadvtikd, T medio Tov draxbétovy o1 Aoyapiacpol oto Ethereum eivon tox e€ng:

+ To nonce: évag petpn TG oL LTOJELKVVEL TOV APLOPO TV ATEGTAALEVWV GUVOAAY®OV TOL
Aoyoplocpov. Avtd dtacparilel OTL oL CUVOAAAYEG dlekTepaLOVOVTOL HOVO Hi Popa. Ze
évay Aoyaploopd cupfolaiov, avtdg o aplBpog avtitpocswetel Tov aplBud Twv cupPo-

Aaiwv ov dnpovpynOnkav amod ekeivov.

« To balance: To moc6 oe ETH mov Siabétet o Aoyaplacpdg, petpnpévo oe wei (1 ETH = 108

wei).

« To codeHash: éva hash mov avagépetar otov k®dika Tov Aoyapiacpot (contract code).
Eivow yapaktnplotikd twv Aoyoplacpodv cupforaiov (6Tovg Aoyoplacpong eEwteplkig
kotoyng etvor hash piog kevng cvpforooelpdc) kat, oe avtiBeon pe Ta dA o Tedia, apdTov

oploTel Topopével apeTdPAnTo.

« To storageRoot: to root hash tov dévdpov Merkle Twv amoBnkevpévwv dedopévwv Tov smart

contract, epocov TpoKeLTAL Y évay Aoyaplacpd cupforaiov (8e yprnotpomoteital oe Ao-

YopLaopoUg eEWTePLKTG KATOXNG).

H Snpovpyla T@v AoyaplacpdV eTLTUYXAVETAL HEGK TNG TTAPAY®YNG evOG (ebYOUS KAELOLDV,
aflomordvrag tov ECDSA (BA. evotnra R.3). Etol, to Siwtikd kAedi ypnoonoteitar yio va
VITOYPAPOVTL YNPLOKA Ol GUVOAAYEG, eV TO dNpodcto opilel tn dnpocia dievBuven Tov Ao-
yoplaopoo (etvar tng popeng «0x + to 20 tedevtaia bytes Tov Keccak-2568 hash Tov dnpociov
KAELOLOU»).

Katd kOpro Adyo, ot xprjoteg mapayouv kot Stayetpilovron ta Sl Tk kKAelSLd Twv Aoyopla-
opOV e€wTePLKNG KATOXNG HECW £vOG TopToPoAlol (wallet). Ta wallets amoteAoOv epappoyég, ot
omoieg detyvouv to balance tov Aoyaploopot kot Topéxovy T duvaTOTNTH ATOSTOANG/ ANYMG
ETH «ou tokens amd/ oe avtov. Oplopéva TpoToPOALR TPOCPEPOLY TEPAUTEP® AELTOVPYiES, OT)-
HOVTIKOTEPT) €K TV OTOLWV elval 1) SLtaBVIEST) TOL AOYOPLAGHOD HE RTTOKEVTPWOHEVES EQUPUOYEG.

Enti Tov mopdvTtog, To 1o Stodedopévo ToPTOPOAL TETOLOV TVTOL Elvail TO MetaMaskE.

0 Keccak-256 amote)el tov kpumtoypa@ikd alyopOpo katakeppaticpot ov xpnoiponoetiton oto Ethereum.
Ipodxetton yio tov adydptbpo SHA3-256 mtpiv tnv tumomoinot) tov amd to NIST.
"https://metamask.io/
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2.6.2 Smart Contracts

Me Aiyo Aoylo, tor smart contracts awoteAobv aLTOVOR KOPPATIA KOOKa, Ta omola eivo
amoOnkevpéva oo blockchain ko evepyomotovvral pécw cuvariaywdv. KAnpovopotv 1diotnteg
tov blockchain, 6mwg tn drapdveia (transparency), tnv emainBevopotnta (verifiability) ko tnv
apetofAntotnra (immutability).

Eva topaderypa tng kabnpepvotnrog mov propel v topopotacdel Aettovpytkd pe smart
contract eivor o avtoéparog TwAntig.[12] Evag avtdpatog mwAnthg opiletor wg éve avtdvopo
HNxGvnpe Tov darvépel oyl 1) Topéxel vnpecieg, Otav elooyBel o ALTOV KATOLO XPNHATLKO
1000 Ko emleyOel éva StaBéoipo mpoidv. Ol ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VOL
EKTEAOVV GLYKEKPLUEVOLG KAVOVEG, TTOL Bar pmopoboay va oplotolv o éva cUPPOAto. Me opoto
TpOTO, o¢ éva smart contract prropovv va kwdikomoinBovv avbaipeteg cvvaptnoelg petdfoong,
EMLTPETOVTOG T dnpLovpyia piag TANOOPAG ATTOKEVTPWHEVWVY EQAPHOYDOV.

Onwg poavapépbnke otV vITOEVOTN TR 2.6.1, o smart contracts evtéocovtal oe contract
accounts koL arottovv TV KatofoAr TEA®V yia T dnpLovpyio Toug, apov Y peLdleTol vo eYypo-
Youv emi Tov blockchain tov kdduka kKo T apyLkde dedopévar Tovg.

EmutAéov, o kddikag Touvg evepyoroteiton povaya otav dexBovv pia éykvpn cuvaAdayn oo
K&molov GAlov Aoyoprocpod (eite e€wtepikng katoxng, eite ovpPforaiov). H cuvallayn avtr
EUTTEPLEXEL, TTEPQL ATTO TO ATOLTOVEVO fee, Evat GUVODEVTIKO PNVUHA e TTANPOPOPLEG TYETLKEG [LE
TN cvvaptnon mov npénel va ektelectel. H 8 ouvaptnon propel va mpaypatonolel motkideg
SLUPOPETLKEG EVEPYELEG, OTIWG TNV AVAYVMCT] KXL TNV EYYPAPT] GTNV ECOTEPLKT artobnkevoT, TNV
TPAYHATOTOLNOT) VEOV CUVAAAAY®OV, 1), XKOHQ, TN dnpovpyla VEwV cLpfoAxiwy.

H otvrto€n twv smart contracts yivetou kot Bdor oe yAdooeg vymAoo emimédou kat, Guyke-
kppéva, otig Solidity, Vyper kou Fefl, IIpwv Vv eyypapn Toug oto blockchain, petayAwttiCovron

oe eunvevoipo amtd Tnv EVM bytecode, 1) omola eivo viebBuvn yio tnv ammobrjkevon ko tnv ek Té-

Aeot) Tov (BA. viroevoTnTa R.6.9).

2.6.3 DApps

OuDApps oo owkoctotnpa tov Ethereum eivar epappoyég ot omoleg cuvdvalovv smart con-
tracts ko frontend Uls. Eivou vreteppiviotikég, Turing-complete ko exteAoOVTOL QTTOPOVOpEVEL
otnv EVM.[11]

Iépo omtd ta BeTied yapaktnpiotikd tov DApps mov avalbOnkay otnv evornta [L.4 (avoxn
o€ GPAApOTO, VTOXT o€ eMBECELS, TOLGLAL AVAYKNG EKXWPTOTG ERTLOTOGVVNG, OVTIOTAOT) OF
ovpmonyvieg), too Ethereum DApps dwaBétovv emumAéov dAa Ta mAeovektripata tov blockchain
Kol Twv smart contract, 0wg pndevikd downtime, TANpN akepotdTnTH dedopévwy Ko emainOev-
O GUUTTEPLPOPAL.

Qotoo0, Yapoaktnpilovtol kot amd pio oelpd aELOCTHEIOTWOV HELOVEKTNHATOV, OTTWG TAL T~

PAKATW:

8https://soliditylang.org/, https://github.com/vyperlang/vyper kou https://fe-lang.org/

22


https://soliditylang.org/
https://github.com/vyperlang/vyper
https://fe-lang.org/

2.6. Ethereum Kepdahaio 2. Oeswpnrtikod vofabdpo

AvokoAio cuvtrpnong: Zuvtnpodvtol SVCKOAOTEPX ATTO TIS GUYKEVIPOTLKEG EPAPHOYEC,

e€atiag tng apetafAnToOTNTAG TOL KOdLKA KoL Twv dedopévwv et tov blockchain.

Empapuvon anddoong: Yadapyel tepaotia emiPapuven anddoong (performance overhead)
Kot 1) KApdkwon (scaling) eivar moAd SvokoAn, kabag amaiteitar 6oL ot kOpPol va ekTe-

AoOV ko va amoBnkedovy OAeg TIG GUVAAAAYEC.

Supeopnon ductvou: Enti tov mapodvTog, o diktuo propet va ene€epynotel povo mepimov 10-
15 cuvaddayég ava devtepodento. Eav ol cuvallayéc amootéAAovtat pe Tox0TePo pLOPo
amd autdv, Ba avEavovtot TopdAAnAa kot ot pun emtPefatwpéveg cLVAAAXYEG TTOL CrvoyLé-

VOULV VO EKTEAEGTODV.

Koaxn epmerpia ypriotn: Entil Tov mapdvtog, eivar SO0KOAO ylor TOV HEGO TEALKO XPTOTN VoL
aAAnAemdpdoetl pe to blockchain pe evkoAio ko ac@ddeia, kKaBwg amotovvTaL evépyeleg
OTWG 1) EYKATAGTAOT) ELOKOV epyaeinV yio T dtaeodvdeo pe avto, ) dnpovpyio wallet, 1)

dropvAaEn Tou 3LwTkoL Tov KAeLWSLoU kot  TpocsOnkn ETH yuo tnv e£6¢pAnon twv teAdv.

ITop’ OAar Tl PELOVEKTNHATA, T OTTOLOL HETPLALOVTOL [E TOV KOLPO HEGK GLVEXWDV OvoPoOpi-

OEWV TNG TAATPOPHAG, VITAPXEL 1|01 EVaL ELPD PACHA EPUPHOYDV TOL PITOPOLV Vo LAOTTOLNOoUV

oto Ethereum, alomoiovtag ta toxvpd tov mAeovekTApaTa. Ol ePOPHOYEG AULTEG PITOPODV VL

drakplBovv e Tpelg kKatnyopieg:

@)

OLKOVOpLKEG EQAPHOYEG, OL OTTOLEC TTOPEXOVV GTOVG XPNOTEG LEYVPOVG TPOTTOVGS dLarXelpLonG
Kot oOvVayn g cLPPAGEWV X PN OLUOTOLOVTOGS T XPHHATA TOVG. AUTO TTepLAXpPavel LTTOVOpL-
OHOLTO, XPTHOTOOLKOVOHLKA TOPAywYa, GUHPACELS avTioTaBpLoNG KLVdDVOU, TOPTOPOALL
aotapievong, dabnkeg KoL kOO KOl OPLOUEVES KT Yopileg cLPPacewy epyaciog TAn-

pouvg KALpOKOG.

Hp-otkovopikég epaployEg, OOV EPTTAEKOVTOL XPHAT, XAAX 1) AELTOLPYLA TOVG epTTE-
préxer TapdAAnio ko pio a€loonpeiowtn pn vopiopatiky mievpd. Eva tétoto mopddetypo

elval oL LTOPATEG TTANPOHEG Yot AVGELS Ge LIToAoYLo Tk TpofAfpata (BA. Gitcoin).

Mn OLKOVOHLKEG EPAPHOYES, OTTWG 1) ATOKEVTPWHEV amoBrjkevoT) dedopévwv, CLGTHHATL
tavtotntag (identity) ko eripng (reputation), Stadiktvakéc Ym@o@opieg KaL ATOKEVTP®-
pévn dakvPépvnor. O tedevtaieg elocdyovy Ko TNV €Vvolx TV ATTOKEVIPWHEVOY AULTO-
vopwv Opyavocewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrt®wv mov
EVEPYODV aLTOVOHQ, XWPLG TNV avaykn dtopecoldPnong kamolag cuykevTpwtikng (cen-

tralized) apyric.[10]

2.6.4 Tokens

H A¢€n «token» mpoépyetar amod tn AéEn «tacen» twv [adaidv AyyAlkov kol onpaivel on-

padi 1) ovpPoro. tnv kobnpepvoTnTa, 0 OPOS XPNOLHOTOLELTL, KATA KOPLO AOYO, YL TNV TEPL-

YPOPT] AVTIKEPEVOV ELOLKOD OKOTTOU, T OTTOL HOLALOUV pE KEPHATA KOl £XOVV ACT)HOAVT) EYYEV
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akio (.. pépreg moyvididv). Zovnbwg, 1 xpron twv tokens meplopiletal o GLYKEKPLUEVES ETTL-
XELPTOELG, OPYOVIGHOUG 1) Totobeoieg, Tpaypa To 0moilo onpaivel 0Tl dev avTaAA&ooovtal e0-
KOAQ KOl TUTTLKA €YOUVV POVO pio Aettovpyio.[13]

Qo1600, 6to Ethereum blockchain n évvoia twv tokens emexteivetan ko emavampoodiopile-
tou. ITAéov dev vtdpyovVY TTepLlopLlopol xpriong kat LOLOKTNOLAG, v 1 ol TOUG TToLKiAeL, vaAoyo
HE TO TL AVTLTPOCKWITELOLY (T.Y. VOULICHATA, TEPLOVOLOKA GTOLXElLa, 1) dikalOpaTo TPOSPAoNG).
Mmopotv, 8¢, va avtadloyBolv oe maykoopio enimedo, yioo dAlo tokens 1] yia dAda vopicpoato.

To tokens mov opilovtot oe Ethereum smart contracts prropoov va éxouvv pia 1) teplocoTepeg

oo TIG TAPAKAT® XPTOELG:
« Nopiopa (currency)
« II6pog (resource), m.x. yix to droporpacpd CPU 1 storage evtog evog Stktoov

« Ileprovorokd otouyeio (asset), eyyevoog 1 e€wyevoic, VALKOV 1) GuAov (1.X. xpLoodg, TeTpé-

Aaulo, eVEpyeLa, aKivnTo)
« IIpocPaon (access), ynpakn 1 guoikn (.x. forum, dwpdtio Eevodoyeiov)

« Metoyikd xepdhaio (equity) evog Ymgrakod opyoviopot (.. plag DAO) i plog vopkng

ovtoTnTog (.Y, plog eTonpeiog)
« ¥neogopia (voting), mopéxovtag SIKALOPATR YPov Ge Ve YN@LoKO 1) VOULKO cOGTNHO
« ZuAekTico (collectible), Ymoroxd 1 puokd
« Tavtotnta (identity), Ymeroknig 1 vopLkig @UoEnG
« IIiotomoinon (attestation), .. TTuyio, TLOTOTONTIKO YEVVNONG
« Xpnowotnta (utility), yix tpoécPacn 1) tAnpwpn piag vanpeciog

‘Eva onpovtikd kpitrplo katnyoptomoinong towv tokens eiva 1 evadoypotnta (fungibility)
toug. Eva token eivor evaAA&Eyo dtav omoladrnmote povado Tov propei v avtikataotobet pe
pioe AN xwpig kopior Stxpopd otnv aio 1} T Aettovpyia Tov. Amd TV GAAN TAELPQA, éva non-
fungible token (NFT) avtutpocwmetel éva povadikd vALKO 1) GUAO GTOLXELO KO, ETTOPEVMGS, elvol
un evoAA&Eo.

Téhog, Ta tokens cuyva akolovBovv kol kabopiopéva standards otnv vAomoinot toug.
To dnpogiiéotepa amod avtd eivor oo ERC-20 kot ERC-777 (yux fungible tokens), to ERC-721 (ywx
NFTs) ko to ERC-1155 (yix semi-fungible tokens 1} SFTs).
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2.6.5 EVM

To smart contracts (kat, kot enéktoot, ot DApps) ekTeA0OVTOL OO TNV ELKOVIKT) UIYOVE) TOV
Ethereum (Ethereum Virtual Machine ) EVM). H EVM amotelet pia quasiE—Turing—complete pun-
XOVY KATUOTAGEWV opyLtekTovikng Paociopévng oe otoifa (stack-based architecture). Xe vnAo
entinedo, 1 EVM pmopel va BewpnBel og évag maykdoHIog amoKeVTPWHEVOS VITOAOYLOTHG OV
TEPLEXEL EKOTOUPVPLO EKTEAECIHO OVTIKEIHEV, TO KoBEVa pe Tn) dikT) Tov povipn oroBnkn dedo-
HEVOV.

H EVM oasroOnketel 0Aeg TIg TIHEG TNG PVIUNG o€ Pl oToifa ko Aettovpyetl pe péyebog Aé€ng
256 bit, kuplwg yla T SlevKOALYVOT) TWV EYYEVOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAELTTIKNG

KOPTTOANG. AtaBétel éva OVoA0 dtevBuvolodotropwy atotyeiwv dedopévwv:

« 'Evav opetdPAnto kddika poypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-

code tov smart contract mpog extéleon.
« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« 'Evag yopog poviung amodbrikevong, mov eivon pépog tov Ethereum state, emiong apyikd

pndeviopévog.

Yrdpyel, eniong, éva cOvoro petafAntov meptPdilovtog kot dedopévmv, Ta omola eivar dia-

Béopa katd tnv extéleon.[13]

2.7 IPFS

Zyrpa 2.9: IPES logo

To IPFS (InterPlanetary File System) eivou éva P2P npwtékolldo vreppéowv, oyediaouévo yia va
diartnprioel kou va avétjoer ) yvdon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
kTiK0 Ko 1o avoryTo.[[14] IIpakTikd TPOKELTAL YO £V KATOVEHTHEVO GUOTNHX Yo amoBrikevo
KoL TpooPacn oe apxeia, LOTOTOTOVS, epappoyEg kot dedopéva. To meplexopevo eivor TpooPa-
OO PECW €VOG OKTVOL OHOTIH®V KOPPwV oL PBpiokovtal omovdnToTe 6TOV KOGHO, OL 0TToioL
evdéxeTon va va atoBnkevouv TAnpogopica, vo T petapépouv (relay nodes) 1 ko o §00.[[15]

O tpomog Aettovpyiag tov IPFS Paciletar ota e€ng:

% «Quasi» («oxeddv») emeldr| 6Aeg ot Sradikacieg extéleong meplopilovral oe vy memepacpévo apldpod vitolo-
YIOTIKOV Brpdteov omtd Ty mocotnta gas mov eivar Stabéoiun yia omotadrimote ektéleot) evog smart contract.
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« Movadikn tavtomoinon péow SrevBvverodotnong mepiexopévoo (content addressing).
To meprexopevo dev poodiopiletar amd tnv Tomobesia tov (.. https://...), aAA& amd T0
Tt TepthapPavet. Kabe koppatt mepiexopévou éxet éva povadikd avayvoplotiko (Content
ID 1) CID), to omoio eivon to hash tov oe poper multihash (https://multiformats.io/
multihash/).

« X0vdeon mepleXopévov pécw KatevBuvopEVOV dkukAwv ypapwv (Directed Acyclic
Graphs 11 DAGs). To IPFS a&lomotel DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv g omoing kabe kOpPoOg €xel wg povadikod avayvwplotikd To hash tov mepieyo-

pévou tov (to CID).

baf...8

{ foldername: pics
Childl: baf...6
Child2: baf...7 ¥

baf...6 baf...7

( { foldername: fish A { foldername: cats
Child1: bafué Child1: baf...4
.3

Child2: baf.. . Child2: baf...5 }
J

Child3: baf..

baf...1 baf...2 baf...3 baf...4 baf...5

4 A
{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: @} content: ([} content: @p} content: §91 content: ¥}
| J/

Xynue 2.10: Merkle DAG[l16]

>to mapamdve Merkle DAG ta baf...i amotedotv ta CID twv apyeiwv kat twv gakélwv. To
dévdpo dnpovpyeiton atd KAT® TPOG TO TAVW®, LITOAOYilovTog K&be Popd T KATAAANAQL
hashes/CIDs. ¢ mepintwon mov 1o meplexOpevo evog KOpHPov aAldEel, ToTe aAAdlel TOGO

to CID tov, 600 kat ta CIDs 0AwV TwV TPoyoveV Tov.

o AVaKOAOYPTN TEPLEXOHEVOU HECH KATAVEUNHEVOV TIVAK®V Kotakeppatiopot (Dis-
tributed Hash Tables | DHTs). O DHT eivou éva katavepnpévo cOOTHHO YLt TV QVTL-
otoiylon kAewdidv oe Tipég. Xto IPFS amotedel to Oepediddeg cVGTATIKO TOL GUGTHRATOG
dpopoAOynoNG TePLEXOREVOL KoL AELTOLPYEL WG Lo TAOPWOT) PETOED KATAAOYOL KOl GU-
otpotog TAonynongs. Ilpaktikd mpokeitao yio éva mivoka ov orofnkedel ToLog €xeL oo
dedopéva kat, pHEGw TOL 0TTOLOV, 0 XP1IoTNG PPiokel TOV peer oL €xel otodnKeLPEVO TO €TtL-

Bopuntod mepLexOpevo.

Kért mov Oa pémel va onpelwbetl eivon mwg, cav tpoemidoyn, ot IPES kopPor avtipetwniCovv
ta aofnkevpéva dedopéva wg mpoowpivry pvipn (cache), mpdypo wov onpaiver 6t dev vILApP-
XeL Koo eyyonon ot ekeiva Ba cuveyicovv va mapapévoovv amodnkevpéva oe avtovg. o tnv
amoeLyT NG daypagng tovg antd tov garbage collector, Ta dedopéva Oa mpémel va onpavBodv

WG ONUAVTIKE, HEC® TOL «KAPPLTOOHATOC» (pinning). Etot, yia tnv opol Aettovpyia mt.y. piog
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DApp mov Paciletor oto IPES, Oa mtpémel To meplexopevo tng va eivar pinned otd apketovg peers
Ko/M va yiveton xprion kastolov pinning service, vote v eEac@aliletol StabeoipdotnTd Tov.
Baouco mheovéktnpa Tov IPES eivan 0L 0 ammokevtpwTikog Tov yapaktrpag divel tn duvato-
TNTO VAL TTOPEXETOL TO TEPLEXOHEVO Ao TTOAAOVG KOpPouG, oL omoiol BpickovTal e dloupopeTikég
tomofecieg Ko Oev LITAyOVTAL GE KATTOLX GLYKEKPLUEVT) KEVTPLKT ap)T. Me avTtdv Tov TpoTO, T
dedopéva eivar o avBektikd T660 atd dmoyn Sabecipotntag (v évag kopPog amoouvvdebet,
B vtdpyel kK&Tolog AANOG), 660 Kot amd qoyn avtoxng ot Aoyokpioio. Mmopel, emiong, va
AVOKTOVTOL YPNYOPOTEPQ, OGOV Tar dLtBETOLY KATTOLOL KOVTLVOL peers, Tpaypa laitepa To-
AUTYO Y KOLVOTNTEG TTOL eivor KaAd SIKTLUWHEVES TOTILKG aAAG Sev €xouv KA cVVdeoT) pe TOo

evpLTEPO SLadikTvo.
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Kep&Aaio 3

Y xedilaoT EQUAPUOYNG

Ye avTo TO kepalato meptypapetal 1) Sradikacio oxediaong tng epappoyng Concordia, awd
TN GOAANYT NG WEaG KoL TNV eTAOYT TNG TEXVOAOYLKNG oTOLPaC, HEXPL TOV OPLOHO TNG OPYLTE-

KTOVLKTG TNG KOL TOV SLOYWPLOHO TOV TTPOYPUHUATIOTIKOD €pYOU ¢ sprints.

3.1 ZOAANYN NG 10éag

H oOAMNYn g déag yioe Tn dnpovpyic TngG eQapproyng Tng mapodoosg SUTAWUATIKNAG Py
olog EXEL OG EPAATIPLO TNV VALY VAOPLET] eVOG SLdLGTATOL TPOPATHATOG.

H npoytn Siotaon eotidlel 6Tov XDOPO TwV HECWV KOWwVIKNG diktowong. Exel mapatnpeiton
adLopPLo BTN TN ETKPATNOT) TAATPOPUDV ETLKOLVOVING GCLYKEVTPWTIKAG pop@rig (.. Facebook,
Twitter, Instagram), eve mpoondBeleg dnpiovpylag avTioTOLX®V ATTOKEVIPWTIKOV EPAPHOYDV
Bplokovton oe Tpoda otddia, T660 avartTuEng, 660 Kot vobétnong atd to evpv Kowd. Omwg
avolOBnke ko ot evotnta [l.3, n tpéyovoa avth kathoTaon Bétel afloonpeioTa TPOPARpAT
TeEXVIKAG PUoEWG (EAAeLYm aopaelag ko StabecpoTnTog) Ko, Kupiwg, ToALTKAG (EAAeLn eprt-
oTOG0VNG, £YYUNONG TNG avBevTIKOTNTAS TV dedopévmv kat Tng ehevbeplag Tov Adyov).

H 8ebtepn dudotaom eatidlel otov Xwpo tng Ynetakng dnpoxpartiag (digital democracy). Xv-
YKeEKPLLEVR, Topatnpeitan EAAELPT) epYOAElwV, LKOVAOV Vo TOPEXOLV TN dLVATOTN T SLEVEPYELAG
avBevtikov dnpokpatik®v diadikactdv. ¥neogopieg kot avTodLayElpLOT) EVTOS CLGTNUATOV Ke-
VTPOTOLNHEVNG AOYLKTIG adLVATODV, YLt pXLTEKTOVIKOUG AdYOUG, va eEacpaiicovv Tig amapai-
nTeg OepeAddelg 1OLOTNTEG TETOLWV SLadLKAGLOV, ONAadT] TG avwvupiag kot Tng eaindevot-
HOTNTOC.

AUTEG OL TTAPATNPNCELG ATTOTEAEGAY TNV EUTTVEDLCT] Yo TN Snpovpyia piag e@appoyng, 1
orolo, HEGW EVOG TTPOTELVOHEVOL GLVOVAGHOD ITOKEVTPWTLIKOV TEXVOAOYLOV, VO 0piceL Eva Y-
PLaKod xdpo mov Ba épBel avtipéTwtog pe To taparmdve TpdPAnpa. Etol, kevipikdg 6tdX0G NG
mAoTikng epappoyng Concordia, eival vo armoteAécel piat CLTOVOUN KOLVOVIKT) TAXTYOPUX, TTOV
B katoxvpWVEL GTOLG XpNoTEG TNG eAevBepiar TOL AOYOUL Kol TAT PT) KLPLOTNTA ETTL TV dedOpE-
vov toug. EmutAéov, Oa mapéyel tn duvatdtnta dievépyelog avbevTik®V, aVOVUHOY YnQopopLdV,

kATt tov B v kablotd éva aELOMTIeTO dNpoKpaTKO Pripa Yl T APn amo@aoewy eVTOg TV
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3.2. Texvoloyikr) otoifo Kegpahaio 3. Zyedioon epappoyng

aLTOSLOYELPLLOPEVOV KOLVOTHTMV TNG,.

3.2

TexvoAoyikn otoifo

ZeKLveOVTaG TN oxedloon NG TAATPOPHAS, TPAYHATOTOLNONKE €peuva yLaL TNV ETLAOYN TNG

teyxvoroyikng tng otoifag (technology stack). Avtr armogpaciotnke va akolovBroet pio Tpooop-

HOGHEVN Yla To OedOpEVOL HOPPT] TPLHEPODG SLdragng@ KOL Vot XWPLoTel oe Tplar Aoykd emimedo

(tiers):

@)

Presentation tier: AmoteAei tn diemapn Tov xprjotn (user interface 1} Ul), péow tng omolag
o teAevtaiog aAANAemidpa pe TNV epappoyn. [o TNV eKTAN PO TV TPOdLoy paPaV, TO
HOVOOLKO QTTOPOLTITO XOPOKTPLOTLKO CUTOV TOL TUNHOTOS VUL Vo HTTOPEL vou ekTeAelToL
QUTOVGLO ATTO TI) GUOKELT] TOL TeALKOD XprioTn, dnAadn va unv amonteitor 1 dapén K-
molov eEumnpetnTr Y T Aettovpyia Tov. AapPdvovtag, emmpocBitwg, LTOYLY TIG avd-
YKEG KOl TOUG TLEPLOPLOHOVG TWV AOYLOHIKOV TV AAA®V §00 emédwV, TO TOPOV KOPUATL

amopaciotnke va oxedlaotel g pio client-side web application ce HTML/CSS/JavaScript.

Application tier: IIpokeitan yio To enimedo wov mpaypatomotel tnv ene€epyacia (process-
ing) g epappoyng. Edd emAéxOnkav to blockchain ko to smart contracts, kaBobg To
TAEOVEKTHUATE TOUG, 0TS auTh Teptypdgnkav 6to kepbhato B, appodlovy amdbivta pe
TIG WOLAUTEPEG QUTALTNCELS TNG EPAPHOYNG. LUYKEKPLUEV, eMAEXONKE 1) TAXTPOPHA TOV
Ethereum, xaBog omotedel TOV TPWTOTOPO GTO YWDPO, SLABETOVTAC TNV LEXLPOTEPT] KOL-

VOTNTA KL TNV SUVATOTN T dNILOVPYING TANPWG AELTOVPYLKDOV EPAPHOYDOV.

Data tier: To Tpfpo avtod eivat vevBuvvo yia TNV croBnkevon Tov kKVPLOL OyKkoL TwV dedo-
pévav (storage). I'ia Tnv emtitevEn TANPOLG APYLTEKTOVIKNG TOKEVTPWOTNG TWV dESOPEVWV
emAéxOnke o IPFS (BA. evotnra R.7), To omoio Siavépel To TepLEXOPEVO TNG EQAPHOYTC
OTOUG Peers oL GUHHETEXOVV GE AUTHV, XWPIG va artautel k&utolo kevepikd onpeio. Etot,
k&Be xpnotng Ba éxeL TANPN KLPLOTNTA €Tl TV SedOPEVOV TOV, EV®), ETTLITAEOV, B GLpjLE-

TEXEL OTNV TAXTPOPHA dtopotpalovtag T dedopEVH AAAWY XPNOTAOV.

TeAlikad, pe tn SlacOVOEST) TOV TPOAVAPEPOEVTOV TEXVOLOYLOV, TPOKVITTEL GYNHATLKA 1) 0KO-

AovBn Suatakn:

OH tpipeprig Sibtakn (three-tier architecture) Sioywpilel pia epappoyn oe tpio aveEdptnTo Aettovpyid eminedo
Ko ototedel TNV Kuplapyn emhoyn yio Sltdelg TopadooLloKmdY EQUPROYDOV TEAQTN-eEuT peTnTH.
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3.3. MeBodoloyia oyxedioong Kegpahaio 3. Zyedioon epappoyng

E E Presentation tier
JS

HTML/CSS/JavaScript

]

‘ Application tier

Ethereum

]

Data tier

IPFS

Zynpa 3.1: Emideypévny teyvoloyikn oroifa

3.3 MeOodoroyix oxediaong

2TOV X®OPO TNG TeXVoroyiag Aoylopikol vtapyovv Stapopeg peBodoroyieg oxedioong oL omoieg
éyouv petakd Toug kowvd atoryeia. Avtd kabiotd dVokoAo Tov TPosdloplopd piog povo pebodo-
Aoylag 1 omoice akolovBeital motd oe k&be €pyo. XvvnBwg, oL opadeg mOL AVATTOGGOLV TO
Aoylopikd okolovBovv pio pi€n omd dudpopa epyadeio, 0oL aLTE Kpivovton PoAlkd yior TOvg
oTOXOUG TNG OPADOG.

Katd tnv oxedioon kot tnv vAomoinon tov kddika akohovdndnkav Sitdpopeg Texvikég Ko
potipa avamtvéng. Katd faon xpnoyomodnkav Agile péBodot 6mwg to Kanban ko Scrum xat,
apyotepa otny avatugn, to DevOps povtédo yux Stopkn evowpdtwon (Continuous Integration)
kot dwaepkr) eykataotaot (Continuous Deployment).

T v Tapovoa epyacio, Tpaypatoroldnke avaAvon kot oxXedUGHOG TWV EMUEPOVG HO-
vadwv epyooiag (tasks) tpwv v évapén g dadikaciog avamtuéng tov kddika. Ta tasks mov
npodiaypaenkoy fTay cuvibwg epics@ TOL OTTOlaL XPYOTEPX XWPLOTNKAV G EMPEPOVG, HIKPOTEPQL
tasks. Opiotnkav eriong opocnpa (milestones) ta omoia foriOnoav Wiaitepa oTnv Lepdpynon kot
TPOTEPOALOTTOLNOT) TwV tasks.

To Kanban eivan pia pé@odog opydvwong épywv Kot OTTTIKOTOINoNG TV HOVAd®Y epyaciog
(tasks) mov ammotovvTOL Yot TNV 0AoKATpwaoT) Tovg. Xto Kanban opilovtot ta factkd otadio tng
pong evag task ko xproLLOTOLOOVTOL OTTIKA HECK DO TE VAL YIVEL LYVIIAXTNGT) TOGO TNG GUVOALKNG
KOTAOTOOTG TOU £€pYOU, 000 KL CUYKEKPLHEVOV-pHEPOVOpEVQV tasks kaBdg avtd Tpoodebouv. I
K&Be 6TddL10 oAoKANpwong opiletal pic EeXWPLOTH OVPA EPYATLOV (OTNAN), YLt THPASELYHA «OE
VOOV », «oe eEEMEN», «OAOKATPWHEVO». XPNOLHOTOLOVVTOL OTTIKA GLVIAAX (XpOHaTa, tags

KO GAAQY) Yo TOV SLoYWPLOHO KaL TNV YPHYOPT) KATAVONGT) TV GTHAVTIKOTEP®OV YVOPLOPATOV

"Ta epics eivou peyéileg povadeg epyaciog ol onoieg apopodv kémoto Pacikd yopaktnplotikd. O Stowplopdg
TOUVG ¢ eMPEPOUG tasks avaPdAieton e oKOTO TNV KAADTEPT) KATOVONGOT) TWV AVALYKOV TOUG,.
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3.4. Katnyopieg xpnotov Kegpahaio 3. Zyedioon epappoyng

Twv tasks, yla mopaderypo Eexwploto tag yio k&Be vrnpecio oty omola avagpépetal To task.
Emniong, opilovtot dpiax otov aptBpd twv tasks wov propotdv va eivor toavtdypova oe eEEAED.

Mio aAAn Agile pébodog eivan to Scrum. To Scrum ypnoipomotet ko emekteivel To Kanban.
H Baoukég dapopég tou pe to Kanban eivar 611 6to Scrum vmdpyouvv mo awotnpég diadika-
oleg. Opilovtou mpoypoppatioTikol KOKAOL (sprints) oL 07toioL £X0UV CLYKEKPLUEVES TJHEPOUNVIEG
EVopENG Kot AENG Kol GUYKEKPLHEVOLG GTOYOVG OL OTTOL0L AVTIKATONTTPILOVTOUL G GTOXOVG OAO-
KA pwong opiopévav tasks. Ot podol eivor copéatepot, pe kdBe péAog Tng opadog vo avolopPa-
vel dloupopetikég evBVLVEG oTNV 0pydvwon kot ekTéleon. [ tnv Sradikacia avamtuéng, vrnpée
TTOAD XPHOIUN 1) XPTioT) TOL Scrum o€ TEPLOSOLS OTTOL NTAV VYKol 1) ToybTATH avartTuEn Kai-
PLOV HEPWV TOV GLOTHHATOG. AOYW TNG ALGTNPOTNTOG OV eMPAAAETAL ATTO AVTO, ELIKA GE O,TL
apopd Tig Tpobecpieg o AoKANpwoNG TV empépoug tasks aAAd Kot Tov GLVOALKOU sprint.

KaBog 1 avamtv€iokn dwadikacio wppadet kot 1 mAat@oppo atoteAet éva Pudopo mpo-
i0v, elval xpnoyn 1 omapén evog CLUGTAHATOG TOL Vo JLlEVKOADVEL TNV GpecT dnpovpyla kot
dnpocisvon TV vedtepwv ekdocewv. Mepuiég e€opetikég péBodot yio TNV arpOGKOTTN KoL ov-
TOHOTOTTOLNUEVT) eTLTEVEN TOL GTOYOL avTOL opilovtal amd 1o DevOps. Me tov 6po DevOps
(development operations) acva@épetot pia KOLATOUpa oXeSLAOTC KOl VATTUENG AOYLGHLKOD TTOV
opilel Tovg poAoUG, TIG dradikacieg ko TexvoAoyleg TG He 0KOTO TNV cuveyn dnpovpyio oiog
yla Toug xpriotes. To DevOps éxetl ToAD otevr) oxéon pe to Agile kot amotelel TNV cuvéyLon TG
VOOTPOTLOG QVLTHG GTOV XMPO.

Mia a6 T1g Lo Y prioipeg ttuxég Tov DevOps, 1) omoia xprotporotjnke otnv dSutAwpartik,
etvor To CI/CD to omoio meplypagel Tig SLadikaoieg KLTOPATOTOINOTG TWV EPYACLOV EVOOHAT®-
ong (integration), eAéyyouv (testing), mapadoong (delivery) kou eykatdotaong (deployment) tov
TTPOIOVTOG. MG TV SLadKACLOV ALTOV a@aLpeital 1) avaykn avlpdmivng aAAnienidpacng
YLOL TNV OAOKARPWGOT TOV GTANWV AUTOV, £V EMLTUYXAVETOL 1] dLLPKNAG KAl ATpOGKOTTH OLd-
Beon tng tedevtaieg éxdoong tng TAaTPOpHaG oTovg XpHotes. Opilovton emiong dradikacieg
dnpovpyiag mepipdirovrog eAéyyov (staging deploys) To omoio ammotelel onpavtikd fondnpa

oTOV £YKALPO EVTOMLONO AaB®dV TOL KOILKA.

3.4 Katnyopieg xpnotwv

O xprioteg (actors) tng MAATPOPHOG XWPLLOVTaL GE TPWOTEVOVTEG 1] EVEPYOUS Kol OeVTEPED-
ovteg 1} mabntikovg. Ilpwrtedovteg xprjoteg elvat ekelvol TOL ekKLVODV dlepyasieg 0TO GUGTNHAL.
AevtepebovTeg elval oL YPHiOTEG PE TOVG OTOLOVG XAANAETTOPA TO GOOTNHA, XAAG oL idloL dev

eKKLVOUV dlepyaciec o avTd. ZUVOALKA OL XPY)OTEG TTOV GUHHETEXOVV GTO GUGTNHA eiva OL:

« Emoxémnteg

« Eyyeypoppéva péin

« JvpPoloia kowvoTrTwV
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3.4. Katnyopieg xpnotov Kegpahaio 3. Zyedioon epappoyng

3.4.1 Evepyoi xpnoteg

Ot evepyol xprioTeg 0TO GOGTNHA ELVOL OL ETLOKETTTEG KL TOL EYYEYPOHHEVOL HEAT).

OMot oL xprioteg 6T0 oOOTNH eivar apyLkd emtokéntes. Ot emokénTeg oLV TN SLVATOTN T
vo BAETOUV TO TTEPLEXOHEVO TNG KOLVOTNTOG, AAAA &€ HITOPODV VAL GUHHETEXOLV SNHLOVPYDOVTAG
véo meplexopevo (dnpootedovtog véa Bépata ) pnvopata). Eriong, de propodv va ouppetéxovv
OTIG YNPoPopleg TNG KOLVOTNTAS 1] VO YNPIoovV Ta PNvVOHATO.

Ortav évag emokénTng eyypaeTor 6To oVOTNHA, ATOKTA évav povadikd, avovto aplBpd
XPNOTN Kol ooTedel TAEOV eYYEYPOUHEVO HEAOG TNG KOVOTNTOG. Tar eyyeypappéva péAn éxoovv
Tl SIKOULOHATO TWV ETLOKETTAOV KOL PITOPOVV MTAEOV var TpocBEécovv meplexOpeVo 6TV TANT-
QOpHa PHEG® TNG dMLoLPYLaG VEWV BepdTwV, TNG dNPOCIELOTG HNVUHATOV KoL TNG YHPLONG OTLG

Yneo@opleg oTIG 0TOle £XOLV SLKOULWOL.

3.4.2 TlaBntucol xproteg

[MTaBntikol yprioTeg TOVG GLOTANATOG elval To GUPPOAdL TV KowoTATWY. Tar cLPPoAaLa
avtd dev ekkLvoLv Slepyacieg 6To oo Kat dev aAANAemdpovv pe avTd Gpeca. AToTEAOVY
aLTOVOEG eEMTEPLKEG OVTOTNTEG, OL 0TTOleG OPILOLY TOVG XPTOTESG KOLVOTHTWV HEGK TNG Stabeong
avoyvoploTik®Vv token oto péAn Toug. ZuyKeKpLUEVA, HEGW TOL dLopolpacpol Twv token, kobo-
pilouv motot xprioteg TG TAATPOPHAS ExoLV Sikaiwpa Yeov oTig Yneopopieg oL aPopovV

TNV KOWOTNTO.
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3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

3.4.3 X0voyn xpnotwv

SUPTEPACHATIKA TTPOKVITTOLV S0 SLoKPLTEG KATNYOPLES EVEPYDV XPNOTOV e EeXwpLoTa di-

KOUOUATO OIS PALVETAL GTO TAPAKATW CYTHO:

Awcaiopoto
~
3
S
1 ~ ~
Kamnyopia ~ - 2 = 9 3 A § § A § 3 & & A
: 3 3 3 S 3 3 S
oT ~ A ~ S ~ N~ S Q A Q S LU Q ~ o B
xXpnotm @) O & @) Q O & D D S NS b @) 6 &
I g 9 s Yy 8§88 £§F &8 58 5%
SIS S 3 S 9 S 3 I § I 3 I 9 S o & 3
SESESEFEFF T FEFe5¢
& 5 N g & 5 N N g
Emoxémnteg v v v v X X X X X
Eyyeypoppéva v v v v ’ ’

HEAN

.
Mobvo oTIg KOLVOTNTEG OTLG 0TTOoieg KaTéXEL TO avTioTolyo token kot oe avTég oL omoieg dev éxouvv opilopévo token.

Hivaxoag 3.1: Aikoucdpara yprions avd karnyopia yprjotn

3.5 Amnaitnoeig Aoylopiko0

2NV tapovoa eVOTNTA TTEPLYpA@ovTaL oL Paoikés amattrioelg Aoyilopikov ( software require-
ments) TNG EPAPUOYNC.

H npdn xatnyopia eivar avtr) twv Aettovpyikov Amaitricewv (AA), 1) omola avagpépeton
0TI CLUTTEPLPO P TOL GLGTHHATOC, dNAST) 6TOV TPOTTO oL Bt AVTIOP& Kot oTLg eE6SOVG TTOL Bt

TOPAYEL AAVAAOYX HE TLG ELGODOVG,.

<AA-1> O xpriotng mpémel va propel va eyypoget otnv epoappoyr) pe tov Ethereum Aoyapiacpod

TOUL.

ITeprypaen: O xpriotng mpémel vo propel va eyypapel otnv epappoyn, TATOVTHG TO KOL-
pri «Sign Up» ko cupmAnpavovtag o amapoitnta medio cOppova pe Tig odnyieg. To e-
dilo «Username» eivol vToxpewTikd vor GUPTANPWOeL pe To emBuuntd username, To omoio
opileton pe povadikd TpoOTo. e TEPITTWOT oL 0 XpNoTng elodyel un dibéoipo Username,
T0 ovoTnpo Oo TPémeL va PNV emLITPETIEL GTOV XPNOTH VX CLVEXICEL KO va TPOPaAeL avti-
ototyo prvupa AdBovg. EmutAéov, vapyovv ta mpoarpetikd medio «Profile picture URL» ko
«Location», oto ool 0 YprioTNG HTopel va elodyel pia elkova Tpo@ih koL v Tomobecio

TOL AVTIoTOLY L.
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3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

User Priority (5/5): H amtaitnon eivo OYLotng mpotepatdTNTOG yiow TOUG EMIOKENTES, KOOMG
HOVO HEC® TNG EYYPAPNC HITOPODV VO XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTIPLOTIK TG

eQappoYNG (016G paiveTon otov mivaka B.1).

Technical Priority (5/5): H ataitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneldn ennpe-

aleL T AELTOLPYLKOTNTA TOUL.

<AA-2> O xpoTNG TPETEL VAL PLTTOPEL GUVOEETAUL GTNV EPAPHOYT], EPOCOV ELVALL EYYEYPOHUHEVOC,.

Ieprypaen: To cootnpa mpémel va StamoTodvel avtopata edv To Tpéxov Ethereum address
EXEL AOYOPLOGHO OTNV EPOPHOYT KOL EAV VAL, VO GUVOEEL VX TOV XPNOTH, AVOKTOVTAS TO

Username tov a6 to blockchain ko mpofdAiovtag to oto pevoo.

User Priority (5/5): Avth 1) amaitnon eivor DPLoTNG TPOTEPALOTNTAG YL TOVG XPHOTES, KOt-
Bwg péow NG oVVOEOTC EVEPYOTTOLOVVTOL TO XALPAKTNPLOTIKA TNG Snpovpyiag Oepdtov kot

dnpocievong PUNVupATWY.

Technical Priority (5/5): H amtaitnon eivon Oyiiotng onpaciog yio to cbotnpa, eneld ennpe-

aleL TN AELTOVPYLKOTNTA TOV.

<AA-3> To oot Tpémet va dnplovpyel Tig aapaitnteg Phoelg Sedopévmv Kot va TIG LYY PO-

viCel pe to diktvo.

ITeprypaen: To cvotnpa mpénet va Snpovpyei Tig amapaitnteg OrbitDB Paocelg dedopévwv,
ebv awtég dev vtdpyovv 101N Tomikd. Otav o xpriotng Eexreddver tov Ethereum Aoyapro-
oo Tov, TO cUO TN O TPETEL VO TOV TTPOTPETEL VAL LTTOYPAVEL e TO LOLWTLKO TOV KAELDL TN)
ovvallayn dnpovpyiag tng OrbitDB Identity tov. Avtr) O e€axcparilel T yvnoldtnTa TV
Baoewdv Tov ko Twv dedopévwv mov ekeiveg Ba mepieyovv. EmumAéov, tomikég Paoelg dedo-

Hévaov Ba mpémel va ocvyypoviCovtal pe Tig faoelg dAAwv IPFS kopPwv ko va dwatnpodvton
EVIHEPWHEVEC.
User Priority (5/5): H anaitnon avtr eivon OYiotng onpaciog yio tovg xpriotesg, kabmg n

A eloYnoia TV dedopévav NG eQoppoyng StatnpoidvTal oe auTéG TIG PaoeLs.
Technical Priority (5/5): H mtapodoa asmtaitnon eivon Oiotng onpaciog yix to c0oTnpe, Ko-
B¢ oL meprocdTepeg OepeAtddelg Aettovpyieg Tng epappoyng tpodmobétov Tnv atobrkevon

dedopévwv oe OrbitDB PBacels.

<AA-4> O eyyeypoappévog xpHotng mpémel va popet va dnpiovpyet Oépata (topics).

ITeprypaen: O eyyeypappévog xpnoTng mpémel va popet va dnpovpyel véa Bépata. Avtod
TO eMLTLYYAVEL TATOVTAG TO KOULHTTL «New Topic», GUUTANPOVOVTAG T LITOYPEWTIKA Tedia
™™g @oppoag («Topic subject» ko «First post content»), matdvtag to kovpri «Create Topic»

kot emPefardvovrog T cvvarlayn oto Ethereum.
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3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

User Priority (5/5): Avth) nj anaitnon eivat vynAng onpaciog kabadg emitelel Evav amd Tovg

Boaoikobg 6TdX0VG TNG TAATPOPHAS.

Technical Priority (5/5): H anaitnon eivan vymAng onpaciog yia tov idio Adyo.

<AA-5> O xprjotng Tpémel va piopet va mepnyeitor ot Oépata piog kovotnTag.

Ieprypaen: To cOotnua mpémel va prropet v TpoPdAdel ta Snpovpynpéva Bépata piog
KOWOTNTHG TNV apytkn o0ovn tne. O xpnotng mpémel va pmopel va mepinyeiton oe avTd
TOTOVTOG TAV® TOUG KaL, ETTELTA, XPNOIHOTOLOVTAS Ta fEAN TAoNynong, va tepinynbel oto

LOTOPLKO TWV UNVUHATWV ToL DépaTog.

User Priority (5/5): H araitnon avth eivot vPnAng onpaciog, a@oo emTpénel 6Tovg eXLokE-
TTEG VAL €XOLV TPOGPAGT) 6TO SNHOGLEVPEVO VALKO TNG TAATPOPHOLS.

Technical Priority (5/5): [Ipoxetix yit ataitnon vynAng onpoociag, emeldr amotehel Pooikod

XOLPOKTNPLOTIKO Yot T XPTOTIKOTNTA TNG TAATPOPHOS.

<AA-6> O eyyeypopévog xprotng mpémel va popet va dnpovpyet pnvopoato (posts).

Ieprypoaen: O eyyeypappévog xprotng mpémel va pmopel va dnpovpyet pnvopata oto Oépo
7oV emtBupel. AUTO EMLTLYYAVETOL GUPTANPOVOVTAG TO eSO VEOL PNVOHATOG 6TV 000V TOL

Oépartoc, matovtag To kovpri «Post» ko emiPefordvovtag tn cvvariayr oto Ethereum.

User Priority (5/5): Avth i) amtaitnon eivon OYotng onpaciog yio toug xprioteg, emetdr arto-
Tehel Evor oo T fOCIKOTEPR YOUPAKTNPLOTIKA TNG TAATPOPUAG.

Technical Priority (5/5): H aaitnon avth eivon 0{iotng onpaciog yuo to cbotnpe, koabng
amotedel OepeAlddeg KOPPATL Y TNV enitevEn tov PacikdTepov GTOXOL TNG, dNAadH TNG

dnpovpyiog drorhdyou.

<AA-7> O xprioTNg TPEMEL VO HITOPEL VO TPOTTOTTOLEL TOL P VORATA TOV.

Ieprypaen: O ypriotng npémel va popet va tpomostolel To pnvOpatd Tov. AUTO TO EMLTUY Y-
VEL ETMLAEYOVTAG TO KOVUTL emeEepyncilog 6TO EKAGTOTE U VULQ, TTPAYHATOTOLOVTOG TLG ETTL-
BupnTég TPOTOTOLNOELS KL TATOVTOG TO KOLUTTL emiPePaiwong. Xtn ocvvéxela, T0 GUOTNHA
TPOTTOTOLEL TO TTEPLEXOHEVO TOV PNVOpTOG 61N Paon dedopévwv Tov xpriotr. Xe mepintwon
7OV 0 XPNOTNG AAAAEEL YVOUN Katd TN Sidpkela TG dradikaoiog tng eneEepyaoiag, propel

VO TTLTHOEL TO KOVUTTL tKOPWOTIG KOL VO OVLPETEL TLG XAAAYES TTOV TTPALYHOTOTTOLNGE.

User Priority (4/5): H anaitnon avth amotehel onpavtikd xapoktnplotikod, kabog mapéyet
oTOVG XPrioTEG peco ENeyyo emti Twv dedopévwv Toug.

Technical Priority (3/5): Avtr) 1 amaitnon eivor péTplog oNHAVTIKOTNTOG Yot TO GVGTHHA,
emeldn avtd Ba popoioe va elvor AELTOVPYLKO XWPLG TO XOPUKTNPLOTIKO TNG emeEepyaoiog

HNVOHATOV.

35



3.5. Amoautrioelg AoyLopLko0 Kegpahaio 3. Zyedioon epappoyng

<AA-8> O eyyeypoppévog xprotng mpémel v propel va Yneilel oe pnvOopoto ANV XPNoTov.

Ieprypaen: O eyyeypoappévog xprotng mpémel va popel va viepyYn@ilet 1) va katoymeilet
HNVOHOTO AAAWV XPNOTOV. AUTO TO ETLTUYYXAVEL TATOVTOG TO TUPOKEHEVA KOVHTTLA «+» 1)
«-» avtioTorya ko emiPefatdvovtag T cvvardayn oto Ethereum (ot Yrjpot amobnkevovron
ekel). H dixdikaoio toyxdel kat yio tnv Tpomomoinen 1 v agaipecn piog Yneov amd tov
xpnoT.

User Priority (3/5): H mtapotoa anaitnon eivor pétplag onpoaciog yioe Tovg xpriotes, kabmg

ototelel Vo XPHOLHO AAAG OXL ATTOPOLTITO XOPOKTIPLOTLKO.

Technical Priority (2/5): H amaitnon eivor xoapnAng onpoaciog yio T AELTOUPYLKOTHTA TOV
ovoThiHaTog. QoToc0, Ta dnpovpynpéva dedopéva popel var elval XproLpa o HEAAOVTLKT

EMEKTAOT) TNG EPAPHOYNG (TT.X. YLOL TOV LITOAOYLORO TNG ERTTLGTOCVVNG TWV XPNOTAOV).

<AA-9> O eyyeypoappévog xprotng mpémel va popet va dnpiovpyet Yneogopieg (polls).

Ieprypaen: O eyyeypoappévog xprotng mpémel va popel va dnpovpyel Ymeogopieg oTig
KOLVOTNTES TTOV TOVL TO eMLTPETTOLY. AvTO TO emituyXdvel TatovTag «Add Poll» otnv 00ovn

dnpovpyio OEpaTog Kot GUPTANPOVOVTAG T aTtopoiTnTa TTediaL.

User Priority (5/5): H anaitnon eivon O yiiotng onpaciog yia touvg xprioteg, kabohg ot dnpo-

Kpotikég SLadikaoieg amoTeAovV pict otd TIG KVPLEG XPNOELG TNG TAATPOPHUOLC.

Technical Priority (5/5): H antaitnon etvai 0yiotng onpaciog yix to cOotnpa, enetdr aso-

telel Paoikn Tpodioypagr] Tov.

<AA-10> O eyyeypoappévog xpnotng mpémel va propet vo Yneilel oe Yngogopiec.

ITeprypaen: O eyyeypoappévog xpriotng mpémel v propel v Ymeilel oe Yneogpopieg, GOH-
POV JLE TOVG EKACTOTE KAVOVEG TNG. 2e KOLVOTNTEG TTOL TO AITaLtolV, 0 Xprotng Bo mpérmel

va dtoBétel To avtioToryo voting token yio va éxel To dikalwpa Yrpov.

User Priority (5/5): H anaitnon eivon O yiotng onpaciog yio toug xprioteg, kabohg ot dnpo-

KPOTIKES SLadikaoieg ammoTeAOVV pict oo TIG KVPLEG XPNOELG TNG TAATPOPHOG.

Technical Priority (5/5): H astaitnon eivon OYiotng onpaciag yioe To c0oTnpa, enetdn oto-
telel Paoikn Tpodiorypapr} Tov.
<AA-11> O yprotng mpémel vo propel vo Storypagel To Tomke dedopévar.

ITeprypaen: O xpriotng mpémet va prropei va Staypapet T Tomikd dedopéva. Avto To emLTLY-
xével mtatovtog oto kovpri «Clear databases» tov pevoo ko emiPePoncdvovtag tn dypogry

HéCw evog pop-up dtaxhdyou.
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User Priority (2/5): H antaitnon avtr eivon xapnAng onpocio yia tovg xprioteg, StOTL amtote-

Ael amhd pio StevkdAvvon yio tn Saypogr] Twv deSopévwy oL éxouy artobnke\oeL TOTLKA.

Technical Priority (2/5): H ataitnon avtr eivon xopnAnig onpaciog yue to cbotnpo.

<AA-12> O yprjotng mpémel vor PITopel vo dSnHLOVPYEL KOLVOTNTEG.

Ieprypaen: O yprotng mpémel v propel va Snpovpyel KOLVOTNTESG, TATOVTOG TO KOV
«Create community» kot GUUTANPOVOVTOAG T atapaitnTa Tedia.

User Priority (4/5): H anaitnon eivon peydAng onpaciog yio Tovg xpriotes, kabodg mapéyet
Vv gveM€la TG SNpLoLPYLOG KOLVOTHTOV.

Technical Priority (4/5): IIpokeiton yio amaitnon peydAng onpaciog yia tnv tAat@oppa,
emeldr) ETOL YEVIKEDEL TN XPTIOT) TG O TEPLOGOTEPES KOLVOTNTEG, TPOTEAKVDOVTAG HEYUADTEPO

aplOpod xpnoTov.

<AA-13> Kotd tn dnpovpyia kowvotnTag, o xprotng mpemel vo xel T duvaTOTnTH VO OpioeL

éva contract mov B Tapéxel Tposappocpéva tokens yio vt v.

Ieprypaen: Katd ) dnpovpyia kovotntog, o XprioTng TpEmel va €xeL T SuvaToTnTa Vot
opioel éva contract wov Bo Tapéyel mpooappoopéva tokens yia avtiv. Ta tokens avtd Oa
Stoporpalovtal pe Tov Tpdmo mov emtbupet 1) kowvotnTo kot Qo elvon exeivar Tow ool Box kot-
Bopilovv Tovg £YKLPOLS YNPOPOPOLG TNG.

User Priority (4/5): Avtr] ) astaitnon eivon peydAng onpooiog, kabdg topéyel 6Tig KowvoTn-
Teg TN SuvaToTnTa dlevépPyelag emLPePALOCIHOY VOVUHOY YNPoPopLOV.

Technical Priority (4/5): H anaitnon eivou peydAng onpociog yiox to c0otnpe, StotL mopéyet
OTLG KOLVOTNTES TNV OUITAULTOVHEVT] QUTOVOHIX GTOV OPLOHO TMV SNHOKPATIKOV JLAdLKOGLOV

TOUG.

H dedtepn katnyopia eivon avtr tov Mn Asitovpyikdv Arautoewv (MAA). IepihapPaver
QUTOLTHOELG OPYLTEKTOVIKNG ONpaoiag, oL omoieg kabopilovv KpLThpLa 1) TEPLOPLOHOVG TOL TPO-
7OV AELTOVPYLNG TOV GLOTHHATOC KoL GXETLLOVTOL [E XAPAKTNPLOTIKA OTTWG 1) ATTOSOTLKOTNTA, 1)

a€LOTLO T KoL 1) VY PN OTLCL TOU.
<MAA-1> H mhatpoppa mpémel va eivor Katd To SUVATOV PYLTEKTOVIKA ATTOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Paciletar n TAATPOPHR Tpémel LWOAVIKE var pr) On-
HlovpyoLV Kevtplkd onpeio. EmmAéov, o kddukog kot 1) dnpocia didbect tov mpémel va yivo-

VTOL JE ATTOKEVTPWOHEVO TPOTTO.

User Priority (5/5): H apyttektoviKy amokévtpwaon tng TAATPOPROG artoTelel ataitnon O i-
OTNG TPOTEPALOTNTAS YL TOV XPNOTH, KaODS Stac@alilel TNV TOALTIKT] ATOKEVTPWOT] KAL,

£TGL, TOUG KUPLOLG OTOXOLG TTOL €XOVV OPLOTEL.
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Technical Priority (5/5): H apxltekTovikr] omtokévipwon g TAATPOPHAS KITOTENEL, ortati-
on OYotng onpaciog yio To ovotnpe, kabog kabiotd To idlo aoparég o embécelg kot

Ta dedopéva povipa dtabécipa oTovg XprioTeS.

<MAA-2> Ta fees yia ™ xprjon tov Ethereum blockchain mpémel va eAayiotomotodvrat.

Ieprypaen: Ta téhn cuvaddayov ov mpémel va katafdAilovtol yio tn xprion Tov Ethereum
blockchain e€aptovton dpeca 1060 od Tov 6YKo TV dedopévev Tpog amodnkevon, 060 Kol
artd Toug KOKAOLG eme€epyaciog Twv smart contracts tng epoppoyns. Qg mpog to dedopéva,
Ol TTPOYPOPPATIOTEG O TPEMeL va PepVoDV (G Te 0 KUPLOg OYKOG TOLG var arodnkedetol
entt Tov IPFS, evo emi tov blockchain va amoBnebovtat povo 6ca mpaypoatikd xpetdlovtod.
Qg mpog TNV amontobpevn eneEepyaoTikn LoD, Tpémel va PedTioTomoleital 0 KOSKAG TV
smart contracts, €161 ©®GTe oL SLAPOPeg AELTOVPYiEG TOVG VO EKTEAOVVTAL e TOUG ALYOTEPOUG
dvvartovg eneepyactikovs KUKAOUG.

User Priority (4/5): H anaitnon avt eivan peydAng onpaciog yio Toug xprioteg kabog vot
pev dev elval amoapaltnTn yla tn Xpron g alld eival Wdlaitepo GNHAVTLKT Yo TNV €VTogn
XPNOTOV PE XAUNAOTEPEG OLKOVOHLKES SUVATOTNTEG.

Technical Priority (5/5): H anaitnon avtn eivon peydAng onpaciog yio to cOotnpo dioTL
QTOTEAEL CHOVTLKO TAPAYOVTO TTOV ETMLOPA GTNV TPOCEAKLGT KL TN SLATHPNOT EVEPYHDV

XPNOTOV.

<MAA-3> Ta contracts Tng epappoyng mpémel va eivor avaPabpioipar.

ITeprypaen: Ta contracts tng epappoyng mpémet pmopovv v avaPabpictody, €161 OoTE Vo
HITopovV va tpoctibevtal Aettovpyieg kat va StopBidvovtan cpdipata. H avaPaduicipotnta
ToUG Oa TpémeL var emiTuyXGveTon pe peBOS0VG TOL VO UMV LITOVOREDOLY TN AELTOLPYLKOTNTA

TWV TPOTYOUPEVWV eKOOGEWV.

User Priority (2/5): H amaitnon avtn eivan yoapnAng onpaciog yuwe Toug xpriotes, kobog
aPOpa TNV avatTuEn Ko OxL TN XPHomn TNG.

Technical Priority (5/5): H anaitnon avth eivon vymArng onpaciog yio to c0otnpa, emeldn
TPOCPEPEL T1 SUVATOTITA ATTOCPAAUATOONS TOV, KAONOS Kal TNV LAOTOINGT VEWV YAPAKTN-

PLOTIKOV.

3.6 Xevapix xpnong

Baowko pépog tng oxediaong tng mTAATYOPROG NTAV 1) KATAYPAPT) TWV OTALTHCEWV 1) OTToix
éywe otnv ponyodpevn evotnra (B.5) kabhe ko i oxediaon ko avamtuEn TV cevapiov xpi-
ong. Ta cevapla xpriong avtiotolyilovv TOaVEG eVEPYELEG TV XPNOTOV He AITOKPLOELS TOV OU-

oTNHATOG. MéG® TNG AVTIOTOLYLOTG XULTHG TPOLGLALETOL 1) AELTOVPYLKOTNTX TOV GUGTHHATOG
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KO(L TTEPLYPAPOVTOL TOGO OL AELTOVPYLKEG OGO KOL OL I AELTOVPYLKEG QTTOULTHGELS TOV GUGTHHOA-
TOG.
[opartiBevtal eda T cevapla xpriong o divouv TIG aapaitnTeg TANPOPOpPieg Yo TNV K-

TOVONOT) TNG AELTOVPYLAG TOV GUOTHHATOG.

3.6.1 ZXevapro xpnong 1: Eyypaen xpnon

To cevapio xpriong 1, <XX-1>, meptypa@el TIG SLdOXLKEG EVEPYELES TTOL EKTEAOVVTOL YL TNV
eyYpagn evoc xpriotn oto cbotnpa. Stovg mivakec B.d kou B.3 mapari®evrar o facikéc mAnpo-

popieg Tov <IX-1> Kaut oL evépyeleg TnG PAGIKHG porig avticTolya, eved 6o oyhpa B.d paiveton

TOo SLaypopor NG Paoikng pors.

Eyypagopot 6to cbotnpa

S0OvVTopn TEepLypopn 210X0G TOL Gevapiov xproNg elval o eMOKENTNG Vo PTopel
Vo eYYpagel 6To GUGTNHA WG XPNOTNG.

Avagopd AA KAA-15], kKAA-3>]

Avagpopd MAA MAA-2

ITupodotnon dpactnprotntag O emoKENTNG TATAEL TO KOVMTTL £YYPAPT.

[Ipotm6Oeon O emiokéntng mpémet va £xeL avoikel Tnv oeAida Tng epoppo-
Yne.

Hivaxoag 3.2: Zevdpio ypriong 1, eyypagy xprotn oTo oot
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Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpriotng matdel To kovpni eyypogr].  To cvotnpa eppoviler tnv @oppo “Ey-
ypagn Xpriotn’”.
2 O xpnotng ovpmAnpovel ta tedio k.  To ocOoTNHA elodyeL VEO XpNOTH GTO
natdeL To Koupsti Yoo, blockchain.
3 - To obotnpa dnpovpyel TIg TPOGWITL-
kég Paoelg facerg dedopévawv OrbitDb
TOL Xp1OTH).
4 - To olotnua eppaviler v @oOppa
“TIAnpogopieg Xpriotn”.
5 O xpnoTNGg CLUTANPOVEL TIC TPOCW- To CUOTNHX ELGAYEL TIG TTANPOPOPLEG
TILKEG TOV TTANPOPOPLES KoL TATAEL TO  XPNOTH OTNV TPOCWILKY ToL PdAon
xovpsti “YroBoAn”. OrbitDb.

Metenertae To cbotnpa petaPaivel oty apyikn ceAida Tng epappoyng.
KOTAOTOON:

Hivaxag 3.3: Xevapio ypriong 1 - Baouki porj

Actor :Concordia :Ethereum :OrbitDb
[] Sign up
Sign up form ”
S gnupform 1]
Submit

Create user

New user ID

Create databases

Personal information form
Submit

Home page

Zynpe 3.2: Xevapio ypriongs 1 - Aidypappa faoikic potig

To <ZX-1> mepiéyel emiong Tpelg eVAAAAKTIKEG pOEC OV pPrtopel va TpokLYovv PAcel TV

emAOYOV TOL XPHOTI KL 0L 0T0iEC TEPLYphpovTaL aToug mivakeg B.4, B.5 ko B.6.
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Evallaktkn pon 1: Ta otouyeio xpriotn eivor AavBacpévar.

Epocov o xpnotng otn ypoppn 2 8ev GUUTANpOGEeL TO TS0 OVOHATOG XPHIOTH 1 GUHTANPOCEL
€Vo OVOpLOL X PTIOTT) TO 07T0L0 elva )O1) Ge XProT) GTO GVGTNHA, TO COGTNHO TPETEL VO ETLOTPEYEL
OXETLKO PIVUR GOAALATOG.

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog
1 - To cbotnua ep@oavilel pRVLpX CEAApX-
TOG.

To cVvotnua emotpépel otn ypoppun 1 g Pacikng porc.

ivaxag 3.4: Xevdpio ypriong 1 - Evaddaxtikiy porj 1

EvaAlaktikn pon 2: O xpriotng motdel To kovpri “Axvpo”.

Epdocov o xpriotng otn ypoppn 2 tng Baoikrig Porjg emdé€el “Axvpo” 1o cOoTnpa emioTpépel
oTNV apyLKn ceAlda TNG EPAPHOYTG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cboTnpa eMGTPEPEL BTNV OPYLKT OE-
AMda NG epappoyng.

To cevéplo xpriong teppatiletat.

Mivakag 3.5: Xevapro yprions 1 - Evaddaktixij porj 2

EvaAlaktikni pon 3: O xpriotng mtatdetl To kovpri “TlapdAnin”.

Egboov o xpriotng otn ypoppn 5 tng Baowkng Porig emdé€el “TlapaAnyn” to cvotnpa emt-
OTPEPEL GTNV apXLKT] GeEAdA TNG EPAPHOYNG.

IFpapun  Evépyela xprotn cuotipotog Anévinon Zvotnpotog
1 O ypnomng matder to kovpmi ‘Toapd- To cOoTnua eMOTPEPEL GTNV APXLKT] OE-
Aym” Mo TG epappoyng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.6: Zevapio ypriong 1 - EvaAdaktixy porj 3
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3.6.2 Xevapro xpnong 2: 20vdeon xpnon

To cevapio xprong 2, <XX-2>, meptypa@et Tig StadoyLkég eVEPYELEG TTOL EKTEAODVTAL YLOL TNV
cOvdeon evog xpriotn oTo cveTa. Stoug mivakeg B.7 kou B.8 mapatiBevron ot Pacikéc mAnpo-
popieg Tov <XX-2> Kot oL evépyeLeg TG Pacikiic porc avtioTorya, evéd oto oxfpa B.3 paiveton

To SLAypopler TNG Paoikng pors.

Yvuvdéopar 6To cVOTNH

S0OvTopn mepLypogn 210X0G TOL cevapiov Xprong eivat o XproTng va cuvdéetal
QUTOUATA GTO GUGTNHAL.

Avagopd AA AA-2

Avogopd MAA -

[Tupodotnon dpactnpotnTag -
[Ipobmobeon O xprjotng mpémel va £xel avoi&el Tnv ceAida TG ePappoyniG.

Hivakag 3.7: Xevapio yprions 2, cOvdeon ypHioth oTo oUoThuA.

Baowkn pon

Fpoappn Evépyerx xpniotn cvotnpotog Am&vinon ZuoTnpotog

1 - To choTnpo AVOKTA TIG TTANPOPOPLES
Tov xpnotn amnod to blockchain.

2 - To cVoTnpa Snpovpyel TIG TPOGWITL-
kég Paoelg faoelg dedopévwv OrbitDb
TOL XpNoTH).

Meténertaa To cVoTnpa TOPOPEVEL OTNV ap)Lkh oeAda TNG EQaPUOYTG.
KATAOTOON:

Hivaxag 3.8: Xevapio ypriong 2 - Baoixtj potj
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Actor :Concordia :Ethereum :0OrbitDb

Fetch page

Get user

User information

Zyripa 3.3: Xevdpio ypriong 2 - Aidypaupa facikic potc

3.6.3 Xevaplo xpriong 3: Anprovpyio véov Oépartog

To oevaplo xpnong 3, <XX-3>, mepLypaget TG SLadoyLKEG EVEPYELEG TTOV EKTEAODVTL YLO TNV
Snpovpyia evoc Béparoc. Trovg mivakeg B.9 ko nopatifevton ol faciiég TAnpogopieg Tov
<IX-3> Kaut oL eVEPYELEC TNC PAGIKHC POTiC avTioToLX, £V 6T0 oxfipa B.4 paiveTon To Siéypappa

™G Paoikrg porc.

Anpiovpym véo Oépa
Y0vtoun mepLypagn 3T0X0G TOL oevaplov XproNg elval o XPNOTNG Vo PITOpEL va
dnpovpymnoet véo Bépa.
Avagopd AA KAA-45{ <AA-95]
Avagopd MAA MAA-2

[Mupodotnon dpactnpiotntag O xproTng matdel To KOV dnpiovpyiag véou Bépatoc.

[IpodmoBeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketol
oTnV apyLkn oeAidar.

Mivakag 3.9: Xevapro yprions 3, Snuiovpyia véov Oéuarog.
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Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xprotng matdet To kovpsti dnpiovp-  To cvotnpa epgavilel Tnv @oppor “An-
ylag véouv Bépatoc. provpyio ©épotog”.
2 O xpnotng ovpmAnpovel ta tedic kaw  To obotnpa eiodyer véo Bépa oto
natdeL To Koupsti Yoo, blockchain.

3 - To cbotnua elodyel TG TANPOPOpPLeg

Tov Bépartog otnv mpoocwiky Pact

OrbitDb tov ypriotn.
Meténerta  To cOotnpa petofaivel otnv oerida Tov véou Bépatog.
KOTAOTOON:

Hivaxag 3.10: Xevapio yprjons 3 - Baoiky porj
Actor :Concordia :Ethereum :OrbitDb
[] Create topic
Topic creation form 'J]
.
Submit
Create topic
New topic ID
~ Save topic information
New topic page ||
P S - |

Zyripa 3.4: Xevdpio ypriong 3 - Aidypauua faoikic potic
To <¥X-3> mepiéxel emiong dVo evallakTikég poég Tov propel va TpokOYyovv Phoel Twv emL-

AOY®OV TOL XPHIOTN KOL OL OTTOLEG TTEPLYPAPOVTUL GTOVG TLVOLKEG ko B.1. H evadhaktir por
1 paiveta entiong oo oyfpa B.5 dmov mapovoiéletal To Sibypoppa poric TG,
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EvaAlaktukn pon 1: O xpriotng dnpovpyet Yymeogpopia.

Egpooov o xpriotng otn ypopuy 2 tng Baowkrg Porjg emdé€er “TiposOrikn ¥neogopiag” to ov-
OTNHO avavedVeL TV oeAida mpocbétovtag Ta emumAéov medio tng @oppag “Anpovpyio ¥n-
popopiog”.

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog

1 O xpnotng, a@ob ouvpnAnpacel tn To chotnpo avave®dvel Tn ceAda pe Ta
eoppoe “Anpovpyioe Oépartog”, matder  medio Tng @Oppag “Anpovpyio ¥rgogo-
10 kovpri “TIpocbrikn Yngogopiag” piag”.

2 O xpnotng ovpmAnpavel ta wedioe kat  To cOotnpa elodyel To véo Oépa kaBag
matder To Koupsti “YrofoAn”. kot N véa Ymeogopia oto blockchain.

3 - To cbotnpa elodyeL TIG TANPOPOPLES TOV

Oépartog koL Tng Yneogoplag oIS TPO-
cwmikég Pacelg OrbitDb Tov yprioTn.

To cbotnpa petaPaivel otnv ceAida Tov véou Bépatog.

Iivaxag 3.11: Zevapio yprions 3 - EvaAlaxtiki porj 1

Actor :Concordia :Ethereum :0OrbitDb

Create topic

Topic creation form ?]
LTI
Add poll
_ Pollcreationform | |
Submit

Create topic

New topic ID

New topic-poll page

Xynpe 3.5: Xevapio yprions 3 - Aidypappa evaldaktikhs porg 1
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3.6. Xevapla ypno Kepdlawo 3. 2Zyedioon spappoyn
pLa Xpnong ¢ X 1 EQAPUOYTIC

EvaAlaktikni pon 2: O xpriotng matdel To kovpri “Akvpo”.

Egpocov o ypriotng otn ypoppn 2 tng Bacikrg Porig i otn ypappr 2 tng Evallaktikrg Porig 1
emAé€el “AkUPO” TO GUOTNIX ETMLOTPEPEL GTNV APYLKT] OEAISX TNG EQAPHOYTIG.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matdet to Kovpi “Axvpo” To ocVOTNHA ETLOTPEPEL OTNV APYLKT] OE-
Ada NG epappoyng.

To cevaplo xpriong teppartiletat.

Mivaxoag 3.12: Xevapio yprions 3 - Evaldaxtikij poyj 2

3.6.4 Xevapro xpnong 4: Avaktnon 0épatog

To cevaplo xpriong 4, <XX-4>, mepLypa@el TIG SLAdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
avaktnon evog Bépatog. Xtoug mivakeg Ko nopatifevton ol faciiég TANpogopieg TOL
<3IX-4> Kaut oL eVEPYELEC TNG PAGLKHG POTiC avTioToLX, £V 6T0 oyxfipa B.6 paiveton To Siéypappa

g Pacikrig poric.

Avaxto éva O¢pa

S0OvTopn mepLypogn 210X0G TOL cevaplov xprong elval 0 eTLOKENTNG 1) 0 XPHOTNG
Vo popel v avaktrioel éva Oépa.

Avagopd AA AA-5

Avagopd MAA -

[Tupodotnon dpactnprotntag O emokénTng 1 XProTng matdel oe éva amod Ta Oépata.

[Ipodm6Oeon O emokénng 1 XPoTng TPEMEL va €xeL avolEel TV oeAida
NG EPAPUOYTIC.

Iivaxoag 3.13: Zevapio yprions 4, avaxtnon Oéuarog.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Baowkn pon

Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog

1 O xpnotng matdel oe éva amd Ta 0é-  To ocOOTNHA VKT TIG TTANPOPOPLeg

pota NG AloTag. Tov Bépatog antd To blockchain.

2 - To cOGTNHA AVOKTA TO PN VOHATO TOV
DépaTog aVTLYpAYOVTOG TIS TPOCWITL-
kég Paoelg OrbitDb twv cvyypagéwv.

Meténertae To oVotnpa petaPaivel oty cedida Tov Oépatog.

KOTAOTOON:

Hivaxag 3.14: Zevapio yprjong 4 - Baoikt porj
Actor :Concordia :Ethereum :OrbitDb
Fetch topic
Get topic
Topic
~ Get topic post IDs
____PostiDs ]
Get posts loop

Get post

,,,,,,, Post ||
k- -" Posts

Retrieve posts information loop

Retrieve post information

L - -2 Posts information

Zxnipa 3.6: Xevipio yprions 4 - Aidypaupe facikiic potg

To <XX-4> mepiéyel emiong pia evaAAaKTIKY) por] TOL prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOL XPHOTI KaL 1) omoia Teptypdgetal oTov mivaka B.15. H evaddakTiky porj 1 gaivetar emiong

610 oyfpa B.7 6mov mapovsialeTon o Siéypappax porig ThC.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

EvaAlaktukn pon 1: To Oépa mepiéyxel Ymeogpopia.

E@ocov 1o Bépa mov avaktiOnke otn ypappn 1 tng Baowkng Porg mepiéxel Yymgpogpopio aver-
KTOVTOL OL TTANPOPOpLeS TNG.

IFpapun  Evépyela xpnotn cuotipotog

Anévinon Zvotnpatog

1 -

To clOoTNpa oVaKT& TO PNVOPATO TOV
DépaTog AVTLYpAPOVTOG TIG TTPOCWITLKES
Baoeig OrbitDb twv cuyypogéwv.

To cbotnpa avaktd TV Yneogopia amd
to blockchain.

To clotnpa avoktd TG TANpOPOpieg
™S Yngogpoplag avilypleovtog Tnv
npocwmnikf Paon OrbitDb tov cuyypa-
Q.

To cvotnua emiPePordvel Tig TANPOYPO-

pieg g Yneogopiag pe Paon to hash
mov éxet avaktnOel amd to blockchain.

To cevaplo xpriong teppartiletat.

Hivaxag 3.15: Xevapio yprions 4 - Evaldaxnikij porj 1
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum

Fetch topic

:0OrbitDb

v

Get topic

L--21 Posts

Validate poll information

e - — |
Retrieve posts information loop

< Retrieve post information

L - -2 Posts information

Zynipa 3.7: Zevapio yprions 4 - Aidypopper evardaxtixis porjg 1

3.6.5 Xevaplo xpriong 5: Anprovpyia vEou HNVOROTOG

To cevaplo xpnong 5, <XX-5>, mepLypa@et TG SLadOYLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV
dnpovpyia evog PNvOUATOG. XTOVS TTIVOKEG Ko nopotifevral ol facikég TANpoPopieg
ToL <XX-5> Kail oL eVEpYELEC TS PAGIKHG POTC avTioTorya, evd 6To oxApa B.§ paivetar to Sid-

YPoppax TG Pacikrig porig.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

Anpiovpym véo pivopa
S0OVTopn TEpLypopn 210X0G TOL cevaplov XproNg elval o XproTng va Popel va
dnpovpynoet vEo HRVLpaL.
Avagopd AA AA-6
Avagpopd MAA MAA-2

[Tupodotnon dpactnpiotntag O xproTng TaTdel TO KOV SnpLovpyiog vEOL UNVOHATOG.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va fpiokeTon
otnv oeAda evog Oépartoc.

Hivakag 3.16: Xevapio ypriong 5, dnpovpyic véov unviparog.

Baowkn pon

IFpappn Evépyera xpniotn cvotnpotog

Amavinon ZuoTnpotog

1 O xprioTng matdel To KOLUTTL SMpLovp-

ylog véov unvopatog.

To ocbotnpo epeavilel Tnv oppa “An-

Hovpyiae Mnvopatog™

2 O xpnotng cupmAnpovel to medio Kot

matéeL To Koupsti Yoo,

blockchain.

To cOotnpo elodyel véo PrVupa 6TO

3 - To cOotnua ewodyel TIg TANpOPOpieg
TOL UNVOHATOG GTNV TTPOCOITLKT P&oT)
OrbitDb tov yprion.
Meténertae  To cvotnpa mapopével otn oelida Tov Bépatog eppavilovtag To véo Pivupa.
KOTAOTOON:
Hivaxag 3.17: Zevapio ypriong 5 - Baoikt porj
Actor :Concordia :Ethereum :OrbitDb
[] Create post
. Post creation form ] |
Submit
Create post
New post ID
7777777 Save post information
Updated topic page ||

Zyripa 3.8: Xevdpio ypriong 5 - Aidypaupa facikiic potc
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

To <XX-5> mepiéxel emiong pia evaAAaKTIKT) por] TOL Prtopel va TpokOYel PAGEL TwV ETLAOYOV

TOV XPHOTN KAl 1) OTTolaL TEPLYp&peTan 6Tov mivaka: B.18.

EvaAlaktikn pon 1: O xpriotng motdel To kovprmi “Axvpo”.

Epbocov o xprjotng otn ypoppn 2 tng Baoikrg Porjg emdé€el “Axvpo” 1o cOoTnpa emioTpépel
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon Zvotnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cOotnua emioTpéPel 6T ceAda Tov
Oépatog.

To cevéplo xpriong teppatiletot.

Mivakag 3.18: Xevdpio ypriong 5 - Evaddlaktikij porj 1

3.6.6 Xevapro xpnong 6: Tpomormoinon unvopatog

To cevapro xpnong 6, <EX-6>, eptypa@el TIG SLdOYLKEG EVEPYELEG TTOL EKTEAODVTOL YL TN
TPOTOTOLNGCT) €VOG UNVOHATOG. 2TOVG TIVOKEG Ko nopotifevtal ol Pacikég TANpogo-
piec ToL <ZX-6> KaL 01 eVEPYELEC TS PAGIKTAC POTiC avTioTolX®, £V 6T0 oY B.9 paivetal To

dypappa Tng Pactkig pore.

Tpomomoww éva pfvopo

S0OvTopn mepLypogn 210)0G Tov cevapiov xpriong elval o XproTng va propel va
TPOTTOTOLYGEL TAL HNVOHATE TOV.

Avagopd AA AA-7

Avogopd MAA -

[Tvpodotnon dpactnpiotntag O XproTNG TATAEL TO KOVWUITL TPOTOTOLNGTG TOV PHIVOHATOG,

[Ipobmobeon O xpriotng va é¢xel cuvdebel otV epappoyn kot va Ppioketal
otnVv ceAlda Tov BEPATOG TOL TTEPLEXEL TO HHVUUA TOV.

Iivakoag 3.19: Xevapio yprjons 6, Tpomomoimon UnvopaTog.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xpnotng matdel To kovpsmi tpoo- To clotnua eppaviler v QOpHA
TTOLNGNG TOL UNVOHATOG. “Tpomonoinon Mnviopatog”™
2 O xpnotng ovpmAnpovel ta tedio k.  To cboTpa TpOTOTOLEL TIG TTANPOPO-
natdeL To Koupsti Yoo, pieg TOL PNVOHATOC OTNV TPOCWITLKT]

Béon OrbitDb tov yprioTn.

Meténertae To cbotnua mapapével ot oedida Tov Bépatog ep@ovilovtog To TPOTOTOLHEVO
KOTAOTHON: M VUHCL.

Hivaxag 3.20: Zevapio yprjong 6 - Baoikt porj

Actor :Concordia :Ethereum :0OrbitDb
] Modify post
Post modification form E
D OoL OAILICAtION T
Submit

Save modified post information

Updated topic page

Zyripa 3.9: Xevdpio ypriong 6 - Aidypauua facikic potc

To <2X-6> mepiéyel emiong pio evoaAlak Tikr) por) oL propel va Tpok v el faoel Twv eLAOYDV

TOV XPHiGTH Kait 1) 070l TTepLyphpeTar oTov mivaka B.21]

EvaAAlaktikni pon 1: O xpriotng matdel To kovpri “Akvpo”.

Egpooov o yprjotng otn ypoppr 2 tng Baowkrg Porjg emidé€el “Axvpo” to cvoTnpa emiotpépel
ot oeAida Tov Béparog.

Fpoappn  Evépysia xpriotn cvotipotog Ané&vinon Zvotnpatog
1 O xpnotng matdet to Kovpmi “Axvpo” To ocvotnpa emoTpéPel ot oeAida Tov
Oépartoc.

To cevaplo ypriong teppartiletat.

Hivaxag 3.21: Xevapio yprions 6 - Evaddaxtnikij porj 1
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.7 Xevapro xpnong 7: ¥neion ot Ppneopopic
To oevapio xprong 7, <XX-7>, meptypa@et Tig StadoyLkég eVEPYELEG TTOL EKTEAODVTAL YLOL TNV

Ynolon ot pia Yneopopio. XTOVG TIVOKeS Ko nopoatifevton oL Pacikég TANpogopieg
Tov <XX-7> KoL oL eVEpYeLeg TNG PACLKNG PO VTIOTOLY XL, EVM GTO OYTHA Qoiveton To -

Ypappa Tng Pactkig porc.

Ynoeilw ot Ppneopopio

S0OvTopn TEPLYpOPT 210X0G TOL cevapiov Xprong eivat o0 XproTng va Propei va
ynoicel oe pia Yneogopia.

Avagopd AA

Avogopd MAA MAA-2

[Tupodotnon dpactnpiotntag O xproTng Tatdel To KOVUTL Yneopopiog.

[Ipotmo6Oeon O xpriotng va éxel cuvdebel otnv epappoyn kot va Ppicketan
otnv ceAida evog Bépatog to omoio mepthopfhvel Ympogpopio.

ivakag 3.22: Xevapio yprions 7, Yripion o€ Ynpopopic.

Baowkn pon
Tpapun Evépyerx xpniotn cvotnpotog Ané&vinon Zvotnpotog
1 O xprotng matdel To kovpmi tng emt- To oclotnua elodyel véa Yneo oto

Aoyng mov emiBupel va Yneicer ko blockchain.
natdeL To kovpsti Yoo,

Meténertae To oVoTnpa avove®dvel TG TANPOYopieg TNG Yngopopiag.
KOTAOTOON:

Hivaxag 3.23: Zevapio ypriong 7 - Baoiky porj

Actor :Concordia :Ethereum

Submit poll vote

A 4

Add poll vote

Updated topic page

Xyriua 3.10: Xevdpio yprions 7 - Aidypoppior faoikic poric
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevapio xprong 8, <XX-8>, mepLypdapet Tig StadoyLkéG eVEPYELEG TTOL EKTEAODVTAL YLOL TNV
Ynoelom o€ v PVURNL. XTOUG TTLVOKEG Ko nopatifeval ol Pacikég TANpoopieg Tov
<XX-8> kaL oL evépyeleg NG PAGLKNG POTIG AVTIOTOLXQ, VKD GTO CYTNHA Qoiveton To OLd-
Ypappa Tng Pactkig porc.

¥Yneilw oe pnvopa

S0OvTopn mepLypogn 210X0G Tov cevapiov xpriong elval o xproTng va popel va
vrtepympioel 1) katoyneicel évor pvopc.

Avagopd AA AA-8

Avogopd MAA MAA-2

[Tupodotnon dpactnpotntag O eMOKENTNG TATAEL TO KOLHTL LITEPYNPLONG 1] KoToyri@pL-
omngG.

[Ipodm6Oeon O xpriotng va éxel ouvdebel otnv epappoyn kot va Ppioketo

otV ceAlda evog Bépatog to omoio meptAopPdvel ToLAdXL-
OTOV éVaL HIVUHX TO 07t0i0 Oev éxeL dnpLovpynoel o idLlog.

IMivaxoag 3.24: Zevapio yprions 8, Yrjpion unviuarog.

Baowkn pon
Tpappn Evépyerx xpniotn cvotnpotog Anévinon Zvotnpuotog
1 O xpnotng matdel 6to Kovpni vep- To cVotnpa elcdyel véa Yneo pnvo-
YneLong pnvopatog. patog oto blockchain.

Meténertaa To cVoTNHA avove® Vel TG Y1POoLs TOL PNVOHATOG.
KQTAOTHON:

Hivaxag 3.25: Xevdpio yprjons 8 - Baoikyj porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Zynpa 3.11: Xevapio yprions 8 - Awkypappa facikrg porig
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

3.6.9 Xevaplo xprong 9: Atxypa@r Tomik®v S£S0pEVDV

To oevapro xpnong 9, <EX-9>, meptypa@el TIG SLadoYLKEG EVEPYELEG TTOV EKTEAODVTOL YL TN
drypopn) TV TOTKOV SeSOPEVWV. ETOVG TIVOKEG Ko nopoatifevral ol faciiég TANpo-
popleg Tov <XX-9> KoL oL evépPYeLeg TNG PAGLKNG POTG OVTIGTOLYXQL, EVE GTO OYTHA Qaivetol
To SLAypopler TNG Paoikng pors.

Awaypapo ta tomikd dedopéva

S0OvTopn mepLypogn 100G TOL GeEVaPLoL YPHONG VAL O EMOKENTNG Vo prtopetl va
dwxypdel T Tomkd dedopéva Tov amoBnkevovTal 6To GL-
OTNHIA TOV AT TNV EPAPHOYT).

Avagopd AA

Avogopd MAA -

[Tvpodotnon dpactnpiotnTag O eMOKENTNG TATAEL TO KOVHTTL SLaypoprg TwV TOTLK®OV de-
dopévwv.

[IpodmoOeon O emokéntng mpémel va €xelL avoilel Tnv ceAida Tng epoppo-
Yne.

Hivakag 3.26: Xevapio ypriong 9, Siaypaerj tomikdv Sedouévav.

Baowkn pon
Tpappn Evépyerx xpniotn cvotnpotog Anévinon Zvotnpuotog
1 O emokéntng matdel to koupmi dw- To olvotnua eppaviler v QOppa
YPOQPNG TOV TOTLKOV SedOPEVOV. “EmiPefaivon  Awxypagrg Tomkodv
Aedopévav’.
2 O emokéntng cvpmAnpovel to medio To cvoTnua dwaypdypel OAeg TG TO-
Ko TATéeL To kovpsti “YrofoAn”. mkég Pacelg OrbitDb mov xpnotpo-

TTOLOVVTAL OTTO TNV EQAPHOYT).

Meténertae To cOOTNHO TOPAPEVEL TPAYHATOTTOLEL AVOVEWDCT] TNG CeALdOG.
KOTAOTOON:

Hivaxag 3.27: Xevapio yprions 9 - Baoikt porj
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Actor :Concordia :Ethereum :0OrbitDb

Delete local data

Delete confirmation form

Delete local DBs

Zynpa 3.12: Xevapio yprions 9 - Aidypeppie facikic porig

3.6.10 Xevapiro xpnong 10: Anpovpyia KOLvOTNTAG

To cevapro xpriong 10, <EX-10>, teprypapet TG SLxSOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YLOL TNV
dnpovpyla piog kowoTnNTaG. XTOVG TIVAKES Kol nopotiBevron ol Pacticég TAnpopopieg
Tov <XX-10> Kot oL evépyeleg NG PACLKNG PONG AVTIOTOLY®, EVKD OTO CYNHA Qoiveton To
duarypapa Tng Pacikrg porig.

Anpovpym véa KowvoTnTa

Y0vtoun mepLypagn 3T0X0G TOL oevaplov XproNg elval o XPNOTNG Vo PITOpEL va
dnHLoLPYNOEL VEQ KOLVOTNTAL.

Avagopd AA KAA-125 kAA-135]

Avagopd MAA MAA-2

IMupodotnon dpactnpiotntag O xpnotng matdel To KOLUITL SNHLOVPYLAG VEXG KOLVOTNTOC.

[IpodmoBeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketol
oTnV apyLkn oeAidar.

IMivakag 3.28: Xevdpio ypriong 10, Snuiovpyia véag koivotnrag.
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3.6. Zevapla xprong Kegpahaio 3. Zyedioon epappoyng

Baowkn pon
Fpappn Evépyerx xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O xprotng matdet To kovpsti dnpiovp-  To cvotnpa epgavilel Tnv @oppor “An-
ylog véag kowvotnTag. provpyia Kowotntag™
2 O xpnotng ovpmAnpovel ta wedio k.  To oo SnpLovpyel vEx KOLVOTHTA
natdeL To Koupsti Yoo, oto blockchain.

Meténertae To ovotnpa petafaivel otnv ceAida Tng véag KOLvOTNTOG.
KATAOTOON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikr por

Actor :Concordia :Ethereum :0OrbitDb

Create community

Submit

».
Ld

Created community page

Zynipa 3.13: Zevdpio ypriong 10 - Aicypappia focixiis porg

To <¥X-10> mepiéxel emiong 00 eVAANAKTIKEG POEG TTOL prtopel va TpokLYouv PAcel TwV
ETLAOY®V TOL XPT)OTI KOL OL OTTOLES TTEPLYPAPOVTAL GTOVG TLVAKES ko B.31. H evolhaktiier)
pon 1 paivetou emiong oto oxpa OOV TToPOLGLALETOL TO SLAYPOpHO POTG TNG.
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3.6. Zevapla xprong

Kegpahaio 3. Zyedioon epappoyng

EvaAllaktkn pon 1: O xprjotng opilel e€wtepikd contract yiox tnv kowotnTo.

Epodoov o xprotng otn ypappn 2 tg Baoikrg Porjg emdé€er “TIpocOnkn Zupfolaiov” to ov-
OTNHO AVaveEDVeEL TNV oeAida Tpocsbétovtag ta emmAéov media tng eoppag “Xovdeon Xuvpfo-

Aaiov”.

Fpappn  Evépyeia xpnotn cuotnuotog

An&vinon Zuotnpotog

1 O xprotng, a@ov ovpmAnpoocer T To oclotnpo avaveovel Tn ceiida pe
eoppo “Anpovpyia Kowotnrog”, ma- ta medio tng @oppoag “Tovdeon Zvpfo-
téet o kovprti “TIpocOnkn Yyneogopiag”  Aaiov”.

2 O xpnotng ovpmAnpaver ta wedioe kat  To ocOoTnpa dnpovpyel tnv véa kowvo-

matder To Koupsti “YrofoAn”.

T oto blockchain ko tnv cuvdéel pe
to eEwTepLkd contract.

To cVotnpa petaPaivel otnv celida Tng véag KOLVOTNTAG.

Iivakoag 3.30: Xevapio yp

jong 10 - Evaldaxnikij potj 1

Actor :Concordia

:Ethereum [ | :OrbitDb

Create community

Add external contract
External contract form D
| Datetial collttact 1ot

Submit

Create community

New community ID ?]

Created community page

Zyrpa 3.14: Xevapio ypriong 3

- Awdypoyipier evaddaktikiis porjg 1
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3.7. Apxitextovikn oxediaon Kegpahaio 3. Zyedioon epappoyng

EvaAlaktikni pon 2: O xpriotng matdel To kovpri “Akvpo”.

Egpocov o ypriotng otn ypoppn 2 tng Bacikrg Porig i otn ypappr 2 tng Evallaktikrg Porig 1
emAé€el “AkUPO” TO GUOTNIX ETMLOTPEPEL GTNV APYLKT] OEAISX TNG EQAPHOYTIG.

IFpapun  Evépyela xpnotn cuotipotog Anévinon Zvotnpatog
1 O xpnotng matdet to Kovpi “Axvpo” To ocVOTNHA ETLOTPEPEL OTNV APYLKT] OE-
Ada NG epappoyng.

To cevaplo xpriong teppartiletat.

Hivaxag 3.31: Zevapio yprjiong 10 - Evaldaxtiky poyj 2

3.7 Apxitektovikn oxedioon

2T0 KEQAAOLO QUTO TTEPLYPAPETAL 1] ALPXLTEKTOVLKT] TOL GUOTHHATOG, OTTWG TPOEKLYE QTTO TNV
e eYPEV TEXVOAOYLKT) oTOlPa KaL TIG TpoavawepBeloeg oot oelg TOV. O TPETEL VAL GTHELD-
Oel OTL 1) ToPOLOLALOHEVT) PYLTEKTOVIKT elvarl TPOLUN Kot dev atotedel TNV TeALKT) LAomoino
NG TAATPOPHAG, 1) OOl TEPLYp&PeTaL 6TO Kepdhauo .

JUVOTITIKQ, 1) APXLTEKTOVLKT] TOU CUGTHHOTOS TOTUTTOVETAL GTO TTAPAKAT® LAY PO

>
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i Frontend : v

1

1 Z ! Ethereum

I

! b . t

! MetaMask ' crea’s Concordia contracts

1 : transactions

| :

! i B Users

: o e : : (. ............

I i Communities i[>
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@) 1 I~ :

1 I
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User I EE Js I I A v

\ User External Community Contracts :

Interface

Community A

1
|

1

1 - Vi

: —X Token Holders
| ;

1

1

i

8 |PFS§;§, < s

l Community B ] ~~~~~~~~

Xyripa 3.15: Apyirextoviktj Tov ovothjuarog (otddio oyediaong)
AkileL va onpetwboiv ta e€ng:

59



3.8. IIpod. peBoddov vAomoinong & xpovompoypoppatiopos Kepadaro 3. Zxedioot epappoyng

« O k®dikag Tou frontend ekteAeiton ATOKAELGTIKA GTO GUG TN TOL XPNOTH), XWPLG VO OTTOL-
teitan kaurorog eEumnpetntng. AnAadi, o xprioTng apkel atAd va éxeL Tov K®dLka arrodn-

KEVPEVO GTOV LITOAOYLGTI] TOV.

« O xpnotng aAAniemidpa dpeca pe to Ul ko to MetaMask. To MetaMask astoteAet browser
add-on, to omolo Siayeipileton Tor W Tk KAeWdid Ethereum tov ypriotn kot mpayparto-
molel TIG GUVOAAYEG TOUL TeAdevTaiov pe Too smart contracts. XTnv Tpokelévn mepinTwaor,
mepLéxel o KAWL Tov oxetilovtot aupevog pe tn dievBuvvon pe Tnv ool 0 XproTNG EY-
YPAQETOL GTNV TAXTQOPH, apeTépou He TiG dlevBvvoelg mov mepiéyovv Tae NFTs twv kot-

VOTNTWV OTLG OTOLEC otVIKeL KoL €xeL SLKoLOpT Yrjgov.

« 2to frontend exteleiton 6T0 Tapacknvio évag kOpPog yia o IPFS. Autog cuvvdéetan pe
aAlovg KatdAAnAovg kopPoug, dropopdlovtog Tov KUPLO OYKO TV deSOUEVOV TNG EQUP-

HOYTG (7T.X. TOV TTEPLEXOREVOL TWV UNVUHATOV).

« TéAlog, oto Ethereum blockchain vrtdpyouvv 1600 Tar contracts tng epappoyng, 660 Kot Ta
eEwTepLcd contracts mov mapéxovv ta tokens Twv kowothTwV. Tor pev Aettovpyodv wg to
OTHELD AVOPOPAS TNG EPUPHOYTG, ETTL TOL OTOLOL EKTEAOVVTOL OL EVEPYELES Kail arrodnieD-
ovTo oL HeTUPANTEG TTOL elvor TOADTMOC oTapaitnTeS Yio T1 AELTOVPYLid TG TAXATPOPHAG
(1.X. eyyeEYPOUpEVOL X pOTES, OnpLovpynpéveg kowvotnteg). Ta de, dnptovpyodvto amd e€w-
TEPLKEG OVTOTNTEG, OL 0TTOleg Opilovv KaT& 1 POOANGT TOVG TOV aKPLPT) TPOTTO dNLOLPYLNG

KoL SLoGOLPAGHOD TwV tokens TOLG GTOVG XPTOTEG.

3.8 IIpodiaypagn pedddov vAOTOINONG KAL XPOVOTLPOYPOLHL-
HOTIOPOG

Katd tov ypovompoypoppatiopd akolovdndnkav ot taktikég mov opilel to Scrum. To cvu-
VOALKO TPOYPOHHATIOTLKO €pY0 XWwPLloTnke o€ eMPEPOUS, dLarkpLlTolg 6TOXOVG Ko K&be 6TOY0G
avtiotolynOnke oe éva Sprint. Ta Sprints amotelobvton amd emiypépoug Sty wpLopo Tng epyasiog
oe epic tasks. e avtd TO GTASLO XPOVOTTPOYPAPHATIGHOD SEV EYLVE AVOAVTIKOTEPT] TTEPLYPOYPT)
Twv empépoug tasks, kabe epic ywpiotnke oe tasks katd To opyLkd oTASL0 TG LAOTTOINGNG TOV.

Qg onpavTIKOTEPOG 6TOXOG TNG avartTLEng opiletal 1 dnplovpyic evog eAdyLoToL PLOCIHOV
npoidvtog (Minumum Viable Product - MVP). Ze avtd Tov otd)0 TepthoptfGrvovTal Lo GTOLYELD-
delg Aertovpyieg PG TAATQOPHAG ETLKOLVOVIOG OL OTTOLEG TNV KAVOLV XPHGLT, 1) duvaTOTnT!
eYYPOYNG, dnpiovpylog Bepd Ty Kol PNVURATOV KoL (VALY VWGTG TOU VITAPXOVTOG TTEPLEXOPEVOU.
Emewdn o oto)0g atutdg mepLéxel amtd HOVOG TOL GTHAVTLKT TTePLITAOKOTH T Kot Suokolio kpibnke
avorykoiog o mepotTépw Sy wpLopog Tov o€ Tpia Sprints.

210 mpwto Sprint opictnke 0 0TOXOS TNG dNpLovpyiog piag Paong koddika (codebase), Tng
eEOLKELWOTNG JLE T TTPOYPOUHATIOTIKE EPYOAELQ TOV OLKOOLGTHHATOG TV DAppS koL Tng emLtu-

XNg Snpovpylag Tov TpwTov contract. Xto devtepo Sprint o 6TdOX0G OpioTNnKe WG 1 dnpovpyla
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3.8. IIpod. peBoddov vAomoinong & xpovompoypoppatiopos Kepadaro 3. Zxedioot epappoyng

TV TEXYVIKOV XAPUKTIPLOTLKOV OV PpOPOLY TOVG XPHOTES TNG TAATPOPHAS KOt TTOL ot idtot (ot
xprioteg) £xouvv ocvvnbicel va TEPPEVOLV aTO pial TETOLX TAATPOPHA. 2TO Tpito Sprint cupmept-
A@ONKaY T TEXVIKE XOUPOAKTNPLOTIKE OV TOPEVOLY (G Te Vo dnptovpynOei o MVP.

To emopeva Tpia Sprints ytilovv dradoyLkd Tdvw otV LITApPYoLGA SOLAELX Kal LTTOSOUT. XTO
TETOPTO PEPOG EPYUCLOG WG GTOXOG OploTNKE 1) TPOGHNKN TOV XUPAKTNPLOTIKOV Ynpopoplag
OV 6T HNvOpata kot dnptovpylog Yyneopopladv Bepdtwv (polls). To emdpevo Sprint mepiioy-
Baver epyacieg dnpiovpylog vITOdOUAG KAl TNV TPOTN NHL-ONUOCLA EYKATAGTOCT) TNG EPUPHOYTG
oe epLPdAiov dokiung. To tedevtaio Sprint amoteAel To TeAkd Tpoidv Ko TepLéyel tasks oyeTid
pe TNV Sdnpovpyla KOoTHTeV Kot TNy beta eykatdotaon tng epappoync.

Enontikd, n dtadikacior TG LAOTOINGTG TEPLYPAPETAL GTO TAPOAKATW XN

Sprint 1 Sprint 2 Sprint 3

User Features

Implement Auto
Login

Create Posting

Setup Contract

Implement IPFS

I
[}
I
I
I
I
I
I
I
I
I
I
;
Setup Private !
i User Information
I
I
I
I
I
[}
I
I
I
I
I
I
[}
I
I
I
I

1
1
1
1
1
1
1
1
1
1
1
1
i
A Implement Posting
Ethereum Network A ul
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Operations
Create User Implement
Contract Implement User IPFS Posting
Profile Ul Operations
Implement
Registration Ul itttk 4 Wzzzizrzaiziiiziiiiiiiiiiii i a
1
1
1
1
1
Sprint 4 Sprint 5 Sprint 6

Voting Mechanisms Final Product

Provision Staging
Environment

Create Voting
Contract

Create Communities
Contract

Provision IT

I
I
[}
I
I
I
I
I
I
I
[}
I
i
Implement Post !
v Assets
:
I
I
I
I
[}
I
I
I
I
I
I
I
I

Voting Ul Implement Community

Voting Authorization

IPFS Serve

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

!

Create User ]
Contracts & App !
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Alpha Deployment
Contract P ploy

Add Contracts
Upgradability Mechanism

Implement IPFS | uiiiiiizizzizzzzizzzzéi a
Polls Operations

Beta Deployment

Zynpa 3.16: Aoywpiopog oe sprints
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KepaAaro 4

YAomoinon epappoyng

2to mapov kepdrato avarvovtol ot pébodot kat ot TexvoAoyieg mov avamtiyOnkay kot xpn-
olwonoOnkav t6co yix tnv vAomoinon tng dwag tng epappoyng Concordia, 660 KoL yio 1
SLOPPOGT TOL GLVOALKOD TPOYPOAUHATIETLKOV TEPLPAAAOVTOC €Tl TOL OTTOLOL AUTT) dMHLOLP-

yrOnke.

4.1 MebBodoAloyia vAomoinong

T T emitevén Twv GTOXWV TOL OPIGTNKAY KL TNV OPYAVOGT] TNG EPYXTGLOS TTOL OTTXLTELTOL
oe dwxyelplopa pépn, xpnoipomrolndnkav dikgpopa epyareio ko péBodol avamtuEng AoyLopLKo,
OmwG To chotnpa eAéyyou ekddoewv (version control system) Git, n pébodog opydvwong Scrum
kot ot Sradikaoieg avamtuEng DevOps. Ta epyadeio avtd eivor Soktpacpéve kot €xouvv edpotwbet
o 60YXPOVH AVATTTUEN AOYLOHLKOD.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAY) GUVEPYACIX OTNV
avarttu€n tov Aoytopikot. Kabe pédog g opddag dvvaton va epyactel aveExptnTo Kot Xwpig
NV avaykn Slapkovg emkovaoviog pe ta vitoAota péAN. O oTOXOL Elval OpLOPEVOL, CaPELS Ko
XWPLopEVoL oe Srayelpiopo pépr to ool dev katofdrlovv ta péAn. Tavtdxpova, Exoviag wg
edpat KaBOepwpéva TPOTLTTAL AVATTUENG, TTOPEXETOL POPHAALOHOG Kol £TOLeg péBodoL emilvong
TPOPANHATOV, YEYOVOS IOV AELTOVPYEL KATAALTIKA Kot BonO& oTnv ammo@uyn TEAPATOV KaTd TN
oLYYPAPT] TOL KOSLKA.

To Git eivon Swpedv AOYLGHIKO avOLYTOD KOOLKO TO OTTOLO ETLTPETEL KAl ETLKOVPEL TNV ATTPO-
OKOTIT aVATTTUEN AOYLOHLIKOD otd TTOAAITAG péEAT piog opadag, TauTdYpova Kot SLotVeRnHEVA.
AvTo emITUYXAVETOL TTOPEXOVTOG €va TTAiGLO amtd epyadeior Ta ool fonBoldv Tnv dwxyeipion
KOl EVOOUATOOT) TV SLOPOPETIKOV €KOOGEWV TOL KOILKA TIG oToleg avamtiooel kabe péLog
™G opadag Eexwplotd. Ymdpyxovv didpopa povtéda xpnong tov Git kot o GUYKEKPLHEVAL TNG
duvartotnTag ov divel yia dnpovpyia, avamtugn kot évwon (merge) kAadiwv (branches).

I Toug 6K0TO0E TNG POV S SITAWHATIKNG X protponolOnke to povtélo GitHub flow.[[17]
To povtédo avtod opilel 0TL kK&Be TpoypoppaTIoTnS avolyel éva véo branch yio tn avamtuén evog

XOPOKTNPLOTIKOV TG ePappoyng 1) Tn StdpBwor) evog pépoug Tov kmduka. Emetta, dtav 1 dovAerd
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

éxeL oAokAnpwBei, Snpovpyeitan éva aitnpa évwong (pull request) pe to Paoikd kAadi avértu-
Eng (develop) tng epappoyng. H dovdeid vmokeitan oe afloldynon omd tnv voAownn opddo
(review) ko Otav kptbel OTL LkavoTolel TIg av&ykeg Tov €pyouv, To branch yiveton merge pe to
develop. Otav to develop ¢ptdoel o¢ tkavod onpeio otabepdtnTog Kot aAAoYV, YiveTon merge e
to branch mapaywyng (master). Ao to master dnprovpyovvtat oL TeALkéG ekSOGELS TNG EQPOPHO-
YNG ot omolieg Sravépovtol yix xprion otnv mopaywyn (production versions), eved amd to develop
dnpovpyovvTaL oL dOKIHAGTIKEG eKOOGELG OUXYHNG TG EPAPHOYNG OL OTOLES XPNOLHOTOLOVVTOL
Koté Tov éleyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o emypeAnTrg Tov Scrum (Scrum master)
droywpilel T aveEapTnta pépn epyaciog (tasks) wov mpémel va vAomonBolv yia TNV oAoKAR-
pPWOT TOV oTOXWV £vOG project. To pépn avtd mepLypAPovToL avOALTLKA Holl [e TIG ATTOULTHOELG
ToUG Ko katatiBevton oe pio Aot epyaoidv (backlog). Emerta, péoa ad ocvokéyelg (meetings),
emAéyeton évag oplOpog amo tasks To omoiot 0pilouvv TO EMOPEVO TPOYPAUPATIOTIKO KOKAO (Sprint).
KaBe task avartifetan oe koo pédog yia vAomoino. [a to Sprint opiletan pic xpovikr Sidp-
KL, 0TOXOG TNG omolag elva 1 mepdtwon 6Awv twv tasks mpwv ™ AREn g Eto télog tng
npobecpiog Tov oplotnke yioe To Sprint tar péAN TNG OPADAG ATTOTYHODV T ATTOTEAECHATO KO
opilouv to emopevo Sprint. H Stadikacio emavolopfavetal éwg 6Tov To £€pyo oAokAnpwoet.

AbdY® TOL TOAD pikpoD peyéBoug tng opddac, To Scrum akoAovOnOnie eAaoTiKd. Zvykekpl-
péva, dev oploTnke VoG CUYKEKPLEVOGS eTtIeANTHG ToL board aAA& k&Be pélog tng opddog @po-
VT e YLt TOV OPLOHO KoL TNV TTepLypopt] evog pépoug twv tasks. Ta sprints dev ftav cuveyopeva
Kot dev elyav TavTa ToV 1010 X¥POVO eKTEAEGTIG AL TTPOCAPUOLOVTOY AVAAOYX E TIC EKACTOTE
VALY KEG KOl TOV XpOvo Twv pedov. Kata faon, xpnoomrowdnke n pébodog Kanban (rtov xpnot-
poToteito ard o ido To Scrum), yio tnv ontikonoinot Twv tasks. Ta tasks ywpilotnkav kotd

KUPLO AOYO OTLG ToPaKAT® AMGTEC:

+ «Avopovrg» (backlog), n omoia epiéyet tasks Ta omoia Sev xovv akopa elcoyBel oe kK&TOL0

sprint

+ «Evepyot sprint» (sprint/todo), mov mepihapPaver tasks ta omola GuppeTEXOLY GTO EVEPYO

(tpéxov) sprint

+ «Extéleong» (in progress/doing), n omoia mepthapPavet tasks yio to omoia €xel Eekivioet

1 avartTLEn outd K&Tolo PEAOG TG Opadog

+ «EAéyyov ko a€lodoynong» (testing/code review), n omoia mepiéyel tasks twv omoiwv n
avantu€n €xel ohokAnpwbel kot Ppiokovtal oto otddio eAéyyou (testing) 1) avapovig oe

pull request

« «OloxAnpwong» (done), mov mepthapPhvel tasks to omoia éxovv telewdaoel, dnAadn Twv

omoiwv 1 avamtugn €xet olhokAnpwOei ko To pull request éxet yiver merge
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Emiong, oplotnkav otig Aioteg oL péytotol aptBpot amod tasks mov propovv Ta vtdpyovy ce
K&Be xpovikn otiypn (m.x. péxpl téocepa tasks otnv Alota ektédeong). Avtd éyive yua evBap-
puven TG 0AokAN pwong TwV tasks amd ta péAT, oe avtibeom pe TNV eyKaATAAELT) TOUG G NULTEAT)
KOTAOTOOT TNG avATTTUENG Yla TNV avaAnyn kastotov véou task.

I v vAomoinon Tov Scrum ypnopomolnOnke n dradikTvakt VINPecia Trello, OTLYHLO-

TUTIO TNG OTTOLAG PULVETOL GTO TTXPAKATW GYTHOL:

Backlog « | ToDO “ | Deing 0/4 = Codereview/Testing 9 e

(S infrastructure J + Add a card Q
[Investigate] IPFS Relay nodes Polls Support message edits
[Investigate] Voting using external = ® = Os AF @ =
tokens
= + Adda card B
Contract tests Branch and commit naming
[ infrastructure | = o2 conventions
Research contract upgradability E infrastructure -
© = @2 AF . bug ]
[investigate] Serve frontend using Display user avatar
IPFS =
Add typescript to app =
Fix registration second step submit
. infrastructure ] - o,
split Contracts
- o, Replace contracts-provider with IPFS
= Wrap posts in markdown viewer
Add progressBar
_ Add away to leave feedback
= Add Pagination
Create user databases after
registration Build website for ecentrics.net
= = Concordia guide retouch
b ifiastructure | + Adda card ® -
[investigate] OrbitDB Eth Contract

Access Controller

= Create separate README files

+ Add a card =] + Add a card =]

Zynpe 4.1: Xrrypdromo 006vys e diadiktvaxtis vanpeaiog Trello

Katda tnv dadikacio tng avamtu€ng Tov KOSLK, EPUPROCTKAV ETLOTG OL TAKTLKEG TTOL 0pi-
Covtat atd 10 DevOps e 6,11 apopd To deployment twv vinpecidv. To DevOps opilet Siapopo
ePYAAEL TTOL ATTOGKOTTOVY GTNV ATTPOGKOTTT), CUTOHATOTOLNHEVT) KOl YPHYOPX EVEWOHATWST) TOV

KOOLKA At TO GTASLO TNG GLYYPAPHG HEXPL TNV OAOKAT pwoT) Kot eykatdotoot. Ta epyadeio mov

xpnotpomoOnkav edo eiva:

Svvexng éleyyog (continuous testing)

« YZvvexng olokAnpwon (continuous integration)

Svvexng mopadoon (continuous delivery)

Yovexng eykatdotoon (continuous deployment)

T'oe TV LAOTTOINGT TOV TAKTIKOV QUTOV eMAEXONKE HETR ATTO EKTEVT] EPELVAL 1) TAATPOPHOL
Jenking. To Jenkins cuvdvdotnke pe TV TAXTEOPHA ELKOVOTOINGTG MOTE VO LKOAOV-
Onbolv oL tedevtaieg evdederypéveg mpaktikég tng Propnyoviag. Eywve cuyypagr tov apyeiov

2https://trello.com/
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Jenkinsfile to omoio meprypagel pe KOSk TNV por} epyacidv (pipeline) mov mpémer v akolov-
OnOei petd amd k&Be addayr) otov kddike. H ektédeon tov pipeline mpaypatomoteiton ovtdpoTor
outd To Jenkins.

To pipeline amotedeitar omd oTédix ko PpaTe Tax omoia paivovton oo oyrpo f.2:

a) Apxikd exteleiton o Pripa «Version», To 070lo GUAAEYEL GTOLYELX GYXETIKA HE TNV EKTEANEDT)
Tov pipeline 6mwg o KASL TOL KWOILKA TOL TLPOSOTNGE TN POT] KLl TTOLXL ALTTO TOL TTALKETOL

Aoylopikot o mepthapfdvovtal oto git repository mepiéxovv aldoyEg.

B) Emeita exteleiton to otddio «TEST» to omoio mepiéxel dvo Pripata mov ektelodvTon ma-

PAAANAC KOl TTPOLYHATOTTOLOOV EAEYYO TOU KOSLK TWV TAKETWV.

) Av 1o kAadi mupodotnong eivon éva feature branch n pon otapatd €80, eved av mtpokel-
ToL yu évae amd ta Paotkd kAadud (master 1) develop) tote 1) por} cuveyilel pe To 6TAdL0
«BUILD» o710 omoio ektedovvtor mapdAAnia ta Pripoto mov xtilouv T docker images

TOV TAKETOV EKELVWV TA OTTOLAL TTEPLEXOLY XAAALYEC.

9) 2to otadio «PUBLISH», av To kAadi mupodotnong eivat to kOpLo kAadi mapaywyng (master),
TOTE ekTEAOLVTOUL TTapdAANAa Pripata to omoia dnpootebovy T docker images mov 8-

povpynOnkav oo amobetrpro Dockerhub.

€) Téhog, exteleitar To otddlo «DEPLOY», KoTéd TO 0T0OL0 TPOLYHATOTOLELTAL 1) EYKOATAGTAOT)
TWV VINPECLOV 0TO avaAoyo meplPdAiov, staging yia To kAadi develop ko production yia

0 kAodil master.
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4.1. MeBodoAoyia vAhomoinong Kegpdaharo 4. YAomoinomn epoppoyng

JTenkins Artifacts

|TES:|' __________ Test-Report
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1 )
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b e e e e e e e e — e ————
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] Contract TSON

| Artifacts

1

1

[}

}

}

|

l o e o e e e e e e e e e e e e e e e e e e e e = =

T : Dockerhub

! I

! s |

! Master | Docker

: ] Images

! vo | Publish Contiracts | ! =i

X f—
. ha—

. - - pa

' Publish Contracts Provider J : =l

. .

| Publish Pianer ] :

e o e e Ve o 2 -

DERLOY sTASING/ | 7 !

| PRODUCTION |

| [}

| }

1 v Prepare Jep[oyJ |

[} [}

[} [}

[} [}

| lz)eploy Contracts Provider | |

[} |

| |

| |

| l Recreate Ganache [ |

} |

' v |

}

| rbeploy Contracts :

} |

[} ]

}

| Deploy Piner :

[} D [}

[} |

} |

} ]

U .

Zynpa 4.2: Aidypappa porj epyacicyv Jenkins

Me 11 xpnomn tov Jenkins avtopatomoteiton pe peyGAn €VKOALX €V GTHOVTLKO HEPOS TWV
SradLkactdv avamtuEng kot dnpocisvong Tov kodika. Me T xprjon Tov cuykekpévou pipeline
yivetal olyovpo 0,7t o€ kK&Be aldoyn), Ao )ETWS TOL KAAdLOD aVATTTUENG 0 KOSIKOG EAEYXETOL KO
o ouoTeAéopaTa TV tests eivor amoOnkevpéva kot dtabéoipa yia avahvon. Akopa, yio To kAadt
develop, avtopatomoleitol 1 OAOKANPWOT) TOV TOKETWV KAL 1] EYKATAGTACT) TOUG G€ TTePLBAAAOV

dokpng (staging), yeyovog mov SleVKOADVEL GNHAVTIKA TIG GUAAOYLKEG SOKIHEG atd TNV opdda
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4.2. Teyvoloyieg vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

oe dropopetikd meptpdAlovta ypriong (browsers). Télog, yia To kAadi master, cvtopaTomToLEi-
tan 1) dwdikacia dnpooievong twv docker images, pndevilovtag €Tl Tov XpOVO TOL TPETEL VO

katafdrovv Ta péAN TG opddag oe aLTo.

4.2 Texvoloyieg vAomoinong

H napotoa evotnTa amapTifeton amd VIToevOTnTEG, GTIG OTOLEG SLATLITOVOVTAL OL GNUOLVTL-
KOTEPEG TEXVOLOYiEG TTOV XpropooiOnkay yix Tnv vAomoinomn tng epappoyrg. OAeg ot texvo-

Aoyleg amotelovv Swpedv AOYLGHLIKO avOLYTOD KOOLKA.

4.2.1 Teyxvoloyieg oxetikég pe to development

Y& qUTHV TNV LITOEVOTNTX TTEPLYPAPOovVTaL Oplopéva Oepeliddn epyodeia ko frameworks mov

OUVETEAECQV GTNV AVATITUEN TNG EQUPUOYNG.

Node.js

NOG¢
\@dc

Xyripa 4.3: Node.js logo

To Node.jsE etvor éva meptpariov xpovou ektédeong JavaScript TOAAATAGV TAATQOPUOV,
TO o7molo ekTeAelTAL GTN PUnyavn TR TopéxeL T duvaToTnTa ekTéAeong kdika JavaScript
eKTOG TEPNYNTAOV LoTOV. EMTpémnel 6TOUG TPOYPAPHATIOTEG VO X prjoLpomoloby JavaScript yio
TN oOvTaln epyoreiwv YPOHENG eVTOA®V KoL TN STHLOUPYLRt KALHOKOTOV SLAdIKTUOKOV £Qap-
poyov (kvpiwg yuo e€umnpetntég). Exer apyirextovikn Paciopévn oe ovpPavta (event-driven
architecture), pe SuvartotnTa acvyyxpovng etcddov/eEd6dov (asynchronous 1/0).[18]

Eva amtd ta onpoavtikdtepa Yopaktnplotik® tov Node.js elval 0 evoOpaTOpéVOg SayeLpl-
OTNG TTAKETWV TOV, 0 0TT0l0g ovopdletor npm. Me Tov npm yiveTol QLKTI 1] EYKATACTOOT) TTOké-
v (BLPAL0ONKOV) atd To pnTpcdo npm (npm registry@), KBS Ko 1 opydvwor) ko 1) Stayeipiom
TOUG OTA TAALOLX TNG AVATTTLENG PG e@appoyng Tov eEaptatal amd ovTd.

To Node.js éxet To amoBetpLd tov oto GitHub (https://github. com/nodejs/node).

Bhttps://nodejs.org/
“https://v8.dev/
Bhttps://www.npmjs. com/
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Docker

&

Xy 4.4: Docker logo

To Docker amoteel pia TAat@Oppo 1y omoia mopéxel AoyLlopiko etkovomoinong (virtualization)
oTo eTinedo TOL AELTOVPYLKOD GUGTAUATOG KXOWDG KOl OAOKANPWHEVA GUGTHHATA SLOHOLPACHOD
KOl EKTEAECTIG TOV TTAPAYOHEVDV ELKOVOV.

Atvertnv SuvatdtnTa 60VOEGTG ELKOVIK®OV TTEPLRAAAOVTWV AELTOVPYLKOD CUGTHHATOS T OTTOL0L
ovopalovton elkoveg (images). Méoa oTig elkOVEG elva duvarth) 1) EKTEAEGT) TPOYPAUHATWV GE
Qo PaT], aopovopéva kot tpofAéPipa meptPdAlova Ta omoio eyyvovvtal Tig ideg cuvOnkeg
ektéleong mavtov. Etol, oL mpoypappatiotéc dev xpetdletor vor avrouyovv yia 1o mepLBaAlov
EKTEAEOTIG TOV KOALKA KaL TNV pUBULOT) TOV TOPAPETPwY o€ K&Be EeXWPLOTH EYKATAGTAGT).

Tovtoxpova, 1 TAatpoppa Tov Docker Tapéxel cvotipata kot Tumomolnpéveg pebodovg yia
TO TOKETAPLOUA TOV ELKOVWOV, TNV HETAPOPTWOT] KL TNV EKTEAEGT] TOUG GE ATTOHAKPUGHEVOL GU-
otpotoe. Me avtd tov tpomo amotelel TOAOTIHO epyadeio To omolo €xel Yivel TO GTAVTOP OTN
Bropnyovia Aoyloptkot yio Tov SLapolpacpo Kol TNV EYKATAGTOOT] OAOKATPOHEVOV EQAPHOYDOV
oe mepPairovta dokipng (staging environments) kot topoywyng (production environment).

Télog, 1 SLVATOTNTA TOTTIKNG EKTEAEGTG TWV EIKOVWV GTO GUOTNHA AVATTUENG TOL KOILKOL
Siver tnv evkoupio eAéyyou (testing) ko amoopoipdtwong (debug) tomikd oe éva mepiBdAiov
1010 pe avTo NG ekTéAEOTG. AuTO elvon e€oupeTikd oNpovTLKd emteldr) atokAgiel TUXWOV HETAPOAEG
OTNV Mopela EKTEAECTG TOV TPOYPAHPATOG TTOV HITOPEL VO EPYOVTAV OTTO TNV EKTEAEGT) OE €V

droupopetikd mepLlfaAriov.

Jenkins

Zxnpa 4.5: Jenkins logo

To Jenkins eivat évag TANPWG TAPOPETPOTOLRGLHOG KL ETMTEKTATIHOG SLKOULO TG OLUTOHOTO-
moinong (automation server). O SLtKOULOTNG HITOPEL VO LUTOUATOTTOLOEL TIG JLadLlkaGieg eAEY-
X0V, OAOKANPWGTG, TAPAOCTG KAL EYKATAGTACTG TOV KOSLKX, VAOTOLOVTOG £TGL Baciikég Stadt-
Kootieg mov opilel to DevOps, cuveyr) éAeyyo (continuous testing), cuvexr oAokAfipwor (contin-

uous integration), cuvexrn mopadoon (continuous delivery) xat cuveyr) eykatdotaon (continuous
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deployment). Entiong, to Jenkins propet va apapetponoindet péow twv pubuicewv tov Tpoceé-
peL koL TV enektdoenv (plugins) mov vdpyovv OoTe Vo Tapéxel TIG SLVATOTNTEG AVTES YL
omolodnToTe TAXTQOPUA, YADGO kot TtepLPAALOV avaTTUENG.

370 Jenkins eivar duvatdg o oplopodg pe xprion kodika (oe Groovy kot 6to DSL mov mapéye-
taL ortd 1o Jenkins) ToAATAGVY ypoppdv epyacidv (pipeline). Ot ypoppég epyacidv ouvtibevron
ad TOATAX Pripata Tar omoio emmiteAotV EexwPLOTODG GTOXOVG TTPOG TO TEALKO QTTOTEAECHOL
™™g ypoppns. Ta frpoarta prropotv va tpéxovv oetplokd 1} mtapdAinio. Evd diveton ) dvvatotnta
eKTENEOTG 0€ TTOANATTIAL, SLOVEUNEVX GLOTNHATA KAB®OG Kol AAAEG TTPOYWPTHEVES AELTOVPYLKO-
TNTEG.

To Jenkins cuvdvaletar amoteAeopaTIKA pe TNV TAXTPOppa Tov Docker mov meprypdpnke
TPONYOLHEVWS. MéGw ToL GLVOLAGHOV diveTal 1) eVKALPLX TG KVTOHATOTOLNGNG TOL HEYOADTE-
pov pépovg tov DevOps o¢ éva amoAdTwg TpoPAéYyo meptPdAlov To omoio mapapével otobepod
Ao TNV AVATTTUET TOL KOSIKX PEXPL TNV TEALKN eykaTdotaot). Me avtr) tnv péfodo PeAtiodoveton

OTHOVTIKA 1) OTTOTEAECHATLKOTI T TV OHAI®V AVATTTUENG KOILKAL.

4.2.2 Texvoloyieg oxetikég pe o Ul

2NV TapodoR LITOEVOTNTA TTEPLYPAPOVTOL OGES TEXVOAOYLieG oxeTICOVTOL [E TN dLETOPT) TOV

xpriotn (UI), SnAadn pe to Presentation tier.

React

Xyniua 4.6: React logo

HReactl aotelet BipAoBnkn JavaScript, n omoia xproLHOTOLELTOL YL TNV KATXGKELT) dLETTO-
ewv xpnotn. Eivow Snlwtikr) (declarative) kou faciletor oe components, ta omoia Staryetpilovron
NV KatdoToot Toug (state) ko cuvtiBevron yio va dnpovpyrcovv morvmioka dradpactikd Uls.
To components cuviBwg vAomolovvton oe JSX (JavaScript Syntax Extension), ) omoio emekteivel
TN JavaScript, emitpénovtog tnVv elcaywyr avtovoiwv HTML ekppdoewv evtog Tov KoOSLKA TNG.

Eva onpoavtikd epyodeio yia tnv torxeio avamtuén web epappoydv oe React eivon to Create
React Appﬂ. Me tn xprion piog Kot povo evtoAng (npx create-react-app my-app), eykabiota-
ta avtopata évog development server oe mepipdAiov Node.js (wg pioe povadikr) BLpAtodnkn).
Avtdg epmepiéxet pio TAnOdpo otd build tools (r.x. Webpack, Babel, ESLint), ta omoia tpocpé-

povV LoYLPEG SuvatdTNTEG, OTTWS dpeca reloads kot Tapaywyn BeAtiotorompévev bundles. Etot,

®https://reactjs.org/
https://create-react-app.dev/
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1 dradikaoio Tng vAoToinoNG Aok T MoLkiAeg dlevkoADVOELS, YWPLS va amtaltel TV expadnon,
TNV XELPOKIVITI) EYKATAGTOOT) KOIL TV TPONYHEVT) SLHOPPOCT) TV TEXVOAOYLOV GTO EGWOTEPLKO.
H React éyxel to amoBetrpio g oto GitHub (https://github. com/facebook/react/) ko

SwatiBeta péow tov pnTpoov npm (https://www.npmjs.com/package/react).

Redux

D

Xxnjuca 4.7: Redux logo

To Redux® awotelet pio BLpAtoBnkn JavaScript, n xprion tng omolag tpoc@épeL TNV eQop-
poyt éva mTAnpwg drayetpiopo global state.

To dopkd otoryeia Tov Redux eivon ta e€ng:

« Actions: Avtikeipeva Too omola TepLEXoUV véa TANPOPOPLX YLa TNV TPOTTOTOLNGT| TOUL state

™G EPAPHOYTC.

« Reducers: Xuvaptroelg ot omoieg Aapfavovtag éva action ko Stofdlovtag To Tpéyov state,

epappolovv kamolo AoyLKT yla TNV mapaywyn evog véou state.

« Store: To avrtikeipevo oto omoio Ppioketarl amobnkevpévo to state tng epappoyng. H Po-
olk1) LoTNTa TOU state eivat OTL TatpopEVeL APETAPANTO KaL, YL TNV QVAVEWGT] TOV, TTaLpd-

yeTa mavta éva véo state object péow twv reducer.

« Middleware: ITpootpeticd Koppdtior kKddkar Tov Aapfavouvy actions pLv ekelvol QTAGOLY
otovg reducers kot ekteAovv kamolo side effect. Zvvr0wg xpnoylomorodvtal yio evépyeteg

onwg logging ko error reporting 1 yio va evocovv to Redux pe e€wtepikd APIs.

Av ko o 1810 To Redux eivo pucpookomikd o péyebog, o tpomog vAoToinong ToL €xeL emLTpé-
PeL T dnpovpyia €VOG TEPAGTLOL OLKOGUOTHHATOS EPYAAEL®V KOl EMEKTACEWV, TA OTOLX GLVOE-
ovton pali tov 1 Bacilovton oe avtod. I Tapddetypa, pio atd TIG KOPLEG XPNOELS TOL elval 1)
KOTOOKELT] JLETAPOV XprioTh e cuvOVaoHO pe dAdeg BLPAtoBrkec, Omwg pe tnv React. Xe avtnv
TNV MepinTwon, ouvdéeton poll Tng pe To npm TakéTo react-redux Kot 1 AeLtovpyla TOL LTTO

avamntugn Ul mpokontel wg e€ng:

Bhttps://redux. js.org/
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(_/("\)3 So.gas

Thunks Obseﬁ/a[-,les

Dyripa 4.8: Aeirovpyic Tov Redux oe ovvdvaoud pe React

To Redux éyetL to amoBetripLd tov oto GitHub (|https ://github.com/reduxjs/ reduxl) Ko

dratiBetan pécw Tov PNTP®OL npm (|https ://www.npmjs.com/package/ reduxI).
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Redux-Saga

Zynpa 4.9: Redux-Saga logo

To Redux—Saga@ amotelel pia BpAoOrnkn JavaScript Tov otkocvotpatog tov Redux. IIpo-
kertal yla éva Redux middleware, to omoio xpnoytonolei ESG generator functions® YLOL TNV EKTE-
Aeon kou dwxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptroelg (sagas) Tapéxovv
pioe TANBOpa eTAOYOV Yo TNV TopdAANAN ekTéLEDT) KOOLKX TTOL ptopel vor oxetileton pe e€w-
tepik APIs, 0mwg pe éva blockchain 1) pio féon dedopévwv. Me avtdv tov Tpdmo, Ta TeAevTaio
HTTOPOVV va cLpTEPANPOoLY 6To KevTplkd Redux store ko tn dioxeipion Tov cuvoAikos state
NG EPAPHOYTC.

To Redux-Saga éyer to amoBetripld tov oto GitHub (https://github.com/redux-saga/
redux-saga) kot Statifetat péow tov pntpoov npm (https://www.npmjs. com/package/redux-

saga).

4.2.3 Teyvoloyieg oxetikég pe to Ethereum

2NV Tapovdo LITOEVOTNT TEPLYPAPOVTOL EKELVEG OL TeXVOAOyieg mmov oyetilovtal pe To

Ethereum, dnAadn pe to Application tier tng texvoloyikng otoifag.

Truffle

Xyriua 4.10: Truffle logo

To Truffle eivou évo amd tar dnpogpiréotepa Ethereum development frameworks kot amoteAet
TuNpa tng covitag Truffle.

Méow tou Truffle mpaypatomoteitan n dioyeipion Twv éEvmvwv cupforainy. Avtr mepLhaj-
Baver tn dokwr, tn oOvdeon kot TN HETAYAMOTTION TOLG, Kab®g KoL TNV avdrtuén Toug 6To
blockchain.

Emiong, to Truffle mepiéxer mpocBetar oxetikd epyodeia, Omwg SLadpac Tkl KOVOOAX Yl
apeon oAAnAemidpaon pe ta contracts kau ekteleotrg e€wtepik®dv oevapinv (external script

runner).

Phttps://redux. js.org/
Dhttps://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Statements/function*
Hhttps://trufflesuite.com/truffle/
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Exer o atoBetnptd tov oto GitHub (https://github.com/trufflesuite/truffle) ko

SwatiBetat péow tov pnTpwov npm (https://www.npmjs.com/package/truffle).

Ganache

Zytua 4.11: Ganache logo

To Ganache® giva éva Aoylopuko wov apéyel éva fondntikd tpocwmikd Ethereum blockchain
YLO Tar) Lo VAT TUE N OTTOKEVTPWHEVOV EPAPHOYDOV KoL artoTeAel emiong Tunipa tng covitag Trufile.
AwtiBeton t660 wg desktop epappoyn pe UL 660 kat wg CLI (command-line interface).

To Ganache mapéyel loxvpa epyaeio yioe Tnv avamtugn éEvmvev cupfolainwy, OTwg:

« Block explorer, péow tov omoiov prropovv va e€etactobv Aemtopepmg OAa Ta blocks kot ot

oLVaAAYEG TTOL EAaPay xdpaL.
+ EEpedvnomn twv ecwteplkadVv TV contracts kot TV TupodoTnpévav event Toug.

« Evdelexég apyeio kataypapng tg e£6dov tov blockchain, to omoio mepthapfaver onpo-

VTLKEG TTANPOPOPLEG YIX TOV EVTOTILOHO CPUAUATOV.

« Avvatotnta Sopdpewong tov xpovov e£opuEng twv block, étol wote vo appolel pe Tig

eKaoToTe OvayKeg (arvTOpaTn eE6pLEN 1) eEOPLEN GE TPOCAPHOCHEVO XPOVIKO SLAGTNHA).

® Ganache

ACCOUNTS

NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
5777 HTTP:/127.0.0.1:8545  AUTOMINING CONCORDIA SLE]

HD PATH
m/44' /60" /0" /0/account_index

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK
2423 20000000000 6721975 MUIRGLACIER

MNEMONIC
aim palm aunt supreme bring net blood tool valve devote nasty visa

ADDRESS BALANCE TX COUNT INDEX &

0x3EDF5a6811E7A7e7c47141c20C5C2FF3E3e6472A  84.93 ETH 899 (]
ADDRESS BALANCE TX COUNT INDEX ég
0x13AbF61770D64350b36fde3Fcc60E6B680676A15 98.38 ETH 433 1
ADDRESS BALANCE TX COUNT INDEX &
Oxb4E111f97B527ddCcecC52eA88491a198fDC41A0  99.16 ETH 260 2
ADDRESS BALANCE TX COUNT INDEX @?;
0xd930ed4a536bD407d2dd3Cf186FC351e91685418 99.42 ETH 141 3

ADDRESS BALANCE TX COUNT INDEX el

Xy 4.12: Ganache (desktop epappoyr)

Zhttps://trufflesuite.com/ganache/
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To Ganache éxer to amoBetripid tov oto GitHub (https://github.com/trufflesuite/

ganache) kot dwatiBetan pécw Tov pntpdov npm (https://www.npmjs. com/package/ganache).

4.2.4 Texvoloyieg oxetikég pe to IPFS

Y& quTNV TNV LTOEVOTNTA TTEPLYpaPovTaL 05eg Texvoloyieg oxetilovtal pe to IPFS (BA. evo-

ra R.7), Snhad pe to Data tier tTng Texvoloyikic oToifag Tne epappoync.

js-ipfs

Zyriua 4.13: js-ipfs logo

H vlomoinomn tov IPES mov xpnoponoeiton otnyv epappoyn Concordia eivor owvtr) oe JavaScript
Kot ovopaletan js-ipfs. Méow avtng g PipAobnkng, mapéxetar n Suvatotnta Snpovpylag evog
IPFS xopPov, toc0 oe évav Node.js server, 660 kot o€ éva teplAlov browser.

To js-ipfs éxer to ammoBetripld tov oto GitHub (https://github.com/ipfs/js-ipfs) ko

SwatiBeta péow tov pnTpwov npm (https://www.npmjs.com/package/ipfs).

OrbitDB

@

Zyripa 4.14: OrbitDB logo

H OrbitDB eivou pioc P2P Bdaon dedopévev avorytod koduka. Xpnopomnotei to IPFS yix v
amofnkevon Tv dedopévav kot to IPFS Pubsub yia tov avtdpato cvyypovicpod towv facewv de-
Sopévev petad Twv peers. Eival tedkd cuvenrg (eventually consistent) ko xpnoiponoiei CRDTs
(Conflict-Free Replicated Data Types) yia cvyywvevoelg facewv dedopévwv xwpig cLYKPOUOELS,
npdypa wov tnv koot e€oupetikn emhoyn yioo DApps ko offline-first web applications.[[19]

Kasowx Baoikd yopaktnploTikd Tng eivor To e€ng:

« Stores: H OrbitDB mapéyel dipopoug tomovg Phoewv (stores) yia Stapopetikd povréo

dedopévmv Kot TEPLTTOCELG XPHIONG:

74


https://github.com/trufflesuite/ganache
https://github.com/trufflesuite/ganache
https://www.npmjs.com/package/ganache
https://github.com/ipfs/js-ipfs
https://www.npmjs.com/package/ipfs

4.2. Teyvoloyieg vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

- log: éva apetdPAnto (LOVO Y TPOGEPTNOT)) NHEPOAOYLO HE CLVLYVEVGIHO LOTOPLKO.

- feed: éva petafAnto apyeio katoypong pe avixveOOLHO LGTOPLKO, TOL OTTOLOL OL KO-

TOXWPNOELS LITopolV va TpocTeBoiv kot va apatpefoiv.
— keyvalue: pia faon dedopévev KAELOLOV-TIHOV.

— docs: pia Paon dedopévev eyypapwv oTnv omoio propovv va apyetofetnBoiv €y-

ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedOpEVOV VIO KATOHETPNIOT) CUUPAVTOV.

OMa ta stores vAoToloOVTOL Tévew oTo ipfs-log, pict apetdPAntn, operation-based CRDT
YL KOLTOLVERN LEVAL GUOTHHOTAL, EVE VITAPYEL KaiL 1) SUVATOTNTA STHLOVPYLNS TTPOCAPHOCHE-

VwV stores avaAoyo pe TNV mePINTWOT).

+ Address: K&Oe Baon dedopévov Aapfavel katd tn dnpiovpyio tng pio dtevBvven tng pop-
¢ong /orbitdb/CID/DATABASE_NAME, 6mov CID eivon to IPFS multihash tov povigéotou
g kot DATABASE_NAME 10 6vopa tng Paong.[20]To pavipéoto eivan éva IPES object mov
mepLEXeL TANPOPopleg TNG PAOTNG OTTWS TO OVOUX, TOV TUTO KoL Evay OelkTn 6TOV eEAEYKTH)

npocPaong (access controller).

« Identity: K&Be popa mov mpoctifeton pio eyypapn otn Pdomn vroypagetal od tov dn-
Hovpyo tng, o omoiog mpoosdiopiletar amd pia tavtotnta (identity). To Identity object,
TEPA OITO TOV TTPOETLAEYHEVO TPOTO AELTOLPYLOG, PITOPEL VX TPOCAPHOCTEL ETGL WOTE VAL

ouvdéeTal pe kamolo eEwteplid avayvoplotikd. H popen tou éxel wg s’éﬁgﬁz

id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the owner of id to prove they own the private
key assoctated with publicKey
id: '<signature of id signed using publicKey>',
//This links the two tds
publicKey: '<signature of signatures.id + publicKey using
id>"
s
type: 'orbitdb'

Zytipa 4.15: OrbitDB Identity

ZBA. xou https://github.com/orbitdb/orbit-db-identity-provider
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+ Access Control: Kata tn dnplovpyia piog fdong propodv va opiotodv 6cot Bax éxovv dti-
Kolwpa eyypagng oe auth, péow evog ereykth tpodoPaong (access controller). O eleyktng
Oo mepthapPavel T public keys Tovg, Ta omoia prropotv v avaktnBotv amd to identity tov
koBevog. Amod mpoemhoyn kol av dev opiletal drapopetikd, diveton TpoGPaot eyypopng

povo atov dnpovpyod tng Paong.

H OrbitDB éxet to amoBetripto tng oto GitHub (https://github. com/orbitdb/orbit-db)

ko draetifeton pécw Tov pntpwov npm (https://www.npmjs. com/package/orbit-db).

Libp2p

Xyripa 4.16: Libp2p logo

H libp2p eivou évar apBpwtd chotnpa mtpwTokdAA®Y, Tpodiaypapdv kot BAtodnkdv mov
ETMLTPETOVV TNV AVATTTUEN P2p ePappoywdVv. ATtotelel To vitokeipevo entimedo Stktvov tov IPFS.[15]

Eva atd tar vAomompéva tpwtokorla petapopds dedopévav g libp2p eivon to libp2p-
webrtc-star®. Amoreel TPWTOKOAAO HETOPOPAS dedopévwy To omolo vtooTnpiletal TOGO Ad
Node.js servers, 660 kot amd browsers. Ilepthopfavel, eiong, évav signalling server, mwov emitpé-
TEL TN YPHIYOPT] avokAALYT) kot St DVOEST) TwV peers.

To libp2p-webrtc-star éyeL to amoBetriptd Tov oto GitHub (https://github.com/1ibp2p/
js-1libp2p-webrtc-star) kou dwatifetan pécw tov pntpoov npm (https://www.npmjs. com/

package/libp2p-webrtc-star).

4.3 ApXLTEKTOVIKT] VAOTTOLNGTG

To mepipdArov avamtuEng tng epappoyng vAomoudnke YPNOLHOTOLOVTAS TO HOVTEAO ap)L-
TEKTOVIKNG TV pKpoiTnpectdv. To povtédo twv pikpoimnpeotodv Paciletal oTnv ammodopnor
TOUL GULGTHHATOG G€ HIKPEG HOVASES, OL 0moleg oLVEPYALOVTOL MOGTE VO TTPOGPEPOLY £va EVIOLO
anotélecpo. H mpocéyylon avtr éxel TOAAL TAEOVEKTHHATA GE GOYKPLOT) He TNV avAmTuEn po-
VOMOLKOV epappoydv. O Pacikdg AOYog Yo Tov omolo emAEXONKe 1) OPYLTEKTOVLKT] PLKPOUTTH)-
PECLOV elval 1) EVKOALX TTOL TTPOCPEPEL BTN YPTYOPT] OVATITUEN KOLVOUPLOV XXPUKTIPLOTIKOV,
TAVTOXPOVA IO SLAPOPETLKA PEAN PG OPAdOG, OGOy pOVA KAl XWPLG TNV aVAYKN ouveXolg

EMLKOLVWVING KoL cLVeVVOnong petaE Toug. Autd oupPaivel emeldr] kabe pEPOG TOL CLGTHHATOG

Yhttps://github.com/1ibp2p/js-1ibp2p-webrtc-star
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(umnpeoia) eivar aLTOVOHO KoL 1) avaITTLER TOL elval Sy WPLOPEVT) AITd TO VITOAOLTTO CVGTNHO
pe to omoio eivar advvapa cvvdedepévo (loosely coupled).

To cvotnpa Tov mepifdArovtog avamtuEng ocvvtiBeton amd didgopeg pikpobmnpecieg, ka-
moleg otd TIG omoleg avartOXOnKkav ota TAaicL ALTHG TG EPYRCLag, eV GAAEG auToTEAOVDY

dwpedv Aoylopiid avorytod kKodika. Ot pikpoimnpecieg avTég cUVOYLLOVTOL GTOV TAPAKAT TTi-

Voo
Miwkpodnnpecio Yovtoun mepLypoa@n - Avtikeipevo/XTox0G
Concordia Application Ynnpeoio pe tnv omoioe adAnAemidpoiv ot xproteg
Concordia Contracts Migrator Ymnpeoia petapoéptwong twv ocvpforainwv (contracts) oto
blockchain
Concordia Pinner Ynnpecia kapPLto®PaTog SedOpEVOV.

Concordia Contracts Provider Ymnpeoio Stopolpacpod twv contract artifacts pécw HTTP
Ganache Tomiko, Wwwtikd Ethereum blockchain

Rendezvous Server Ynnpeoio eOpecT)g OHOTIHOV XPNOTOV

ivakag 4.1: Xvvroun mepiypagrj twv vVINPeciv Tov Teppariovros avarntuéng

Yta mhaiowx TG epyosiog avarttoxOnkay eniong dipopa apBpdparta (modules), kuping pe
N popen} PpAtodnicdv JavaScript. Ta apBpopata xprnoyomotobvtal amd TG LITNPEGLES YL THV
entitevEn TV empépovg epyactodv. H avantu€n tov Aoylopikod oe Eexwplotd apbpopota emt-
TPETIEL TNV EDKOATN ETTOVALYPT|CLHLOTTOLNGT) TOU KOLKA, KAB®G KoL TOV SLotY WPLGHO TV AUTOVOUMY

TUNHATOV KOdika. To apOpdpata cuvoPilovtol GTOV ToUPUKAT® TLVoKaL:

ApBpopa Yovtoun meprypo@n - Avtikeipevo/XTox0g

ApbBpwpa concordia-shared Xprowa epyodeio ko 6tofepég GLGTHRATOC.
ApbBpwpa concordia-contracts  MetayAdTTion Twv contracts kai Siébeon Twv artifacts.

ApBpwpa eth-identity-provider Anpiovpyic povadikod avoyvwploTikod xpriot yix tn fdon

OrbitDB.

ApBpwpa drizzle BeATIwPEVT) TPOYPAPHATIOTIKTY) JLETOPT) ETLKOLVOVING HE TO
blockchain.

ApbBpwpa breeze BeATiwpévn mpoypoppatiotikr) demapn xprnong g Paong
OrbitDB.

Hivaxag 4.2: XVvroun weprypopti apBpwudtwy cuoThuaTog.

To apBpopata kot oL vinpecieg Bo mepLypapov o peyadbTepn avdAvoT oTo eTOPEVR Ke-

PAAaLo. TO TAPUKATW CYXHO PULVETOL T) GUVOALKT QLPYLTEKTOVLKT TOU GUCTHHATOG:
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React
Components

concordia-shared @ 8eployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e Service

breeze

© & © © ©

e Service

Service "
e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zynpa 4.17: Aidypoqipiar apyiTeEKTOVIKIG CUOTHHATOS

43.1 Apbpopata

Y& autd 10 Keparoto o mepLypapolv pe peyalbtepr AemwTopépela ta opOpOpaTH TOL Cva-

TOXONKaWV.

ApBpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipALoOnKn xpriowv epyoreinv kot otabepov.
Ed® mepiéxeton 6A0 To AOYLOpLKO TO OTTolo TTPETeL 1} elva eOVUNTO VoL GUPTTEPLPEPETAL [ TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS Y Topadetypa péBodoL TapapeTpomoinong TV vIn-

pectdv kot péBodot kataypaeng (logging). To dpBpwpa avtd xpnoitomoleitor amd To dpOpwpa

concordia-contractd kafog xou amd Tig vnnpesiec Concordia Application, Concordia Pinner ko

78



4.3. ApyitekTovikn vAomoinong Kegpdaharo 4. YAomoinomn epoppoyng

Concordia Contracts Provider.

To apBpwpo avtd yivetan Stabéoipo yia xpron pe tn poper) tomikng PpAtodning pe tn xpnon

g duvartotntag drayeipiong povadikov amobetnpiov kdIka (monorepo) yarn Workspaces@.

ApOpwpa concordia-contracts

To &pBpowpa avtd emitelel dvo evépyeleg. Apyika, eival 1o apBpwpa 6to omoio avonrtio-
ocovtal Ta contracts Tov ypnoipomoovvTaL artd TNV e@oppoyr). To apBpwpo avtd avoropPavet
TN HETAYADTTION TV contracts amd kwdika yAwooog Solidity, otnv katdAANAn TeAikn) popen

JSON. IMapéyxovton emiong oevapla evepyelov (scripts) wote T contracts vo petagpoptwboiv oe

blockchain kaOo¢ ko otnv vnpesio Concordia Contracts Provider. Amotelet eniong PLpAodrikn

1) oTtolot HETA TN HETAYADTTLOT) KoL HETOPOPTWOT) TwV contracts oe blockchain mapéyel T contract

artifacts. Xpnoipomoteitou amod Tig vnpecieg Concordia Application ko Concordia Pinner.

To apBpwpo avtd yivetan dabéopo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion

g duvatotntag yarn workspaces.

ApOpopa eth-identity-provider

H Aewtovpyia tng Paong OrbitDB emitpémer tn xprion mpocappocpévev orbit-db-identity-
provider, ot omoiot Ba dnpovpyov kot Bor ETKLPDOVOLY TA HOVASLKA VALY VWOPLOTIKA TWV X PT)-
otwv (OrbitDB Identity) fdoel Tpocappocpévev eEnteplkdv avayvoploTik®V (external identifier),
OMWC TapovotdleTal 6To oyrpa @15,

Sy mepintwon g epappoyng Concordia eival XproLpo vor HIropolv va LITOAOYLGTOVV e
vteTeppvioTikd tpomo ot OrbitDB Paceilg dedopévwv tov k&be xpriotn, yio AOyovg amAdTnTag
ko e€otkovopnong arodnkevtikot ydpov erni Tov blockchain. Etot, apot k&be xpriotng opileton
povadikd péow tng dtevBvvong Ethereum pe tnv omoia eyypagetal ko cuvdéetal, ovtr) Oa mpémet
vo aotedel ko To eEwTeplkd avayvoploTikd oto medio id tng OrbitDB Identity.

T avtov o Adyo vAomowfnie to apBpwpa eth-identity-provider, To omoto:

« Hopayet éva OrbitDB Identity yio tov xprjotn, pe id Tov cuvdvaopo tov Ethereum address
Tov kot Tov address Tov KeVTpIKOD contract Tng epappoyrc. Avtd emiTuyydveToL pe TV

vrtoypopt plog cuvalAayng pe to Ethereum private key tov ypriotn, péow tov MetaMask.

« Emkvpover 1ig OrbitDB Identity mov aoutotvtal, e€ac@aiiloviag 6TL LITOYPAPNKAV ATTO

ta Ethereum private key twv katdoywv Toug.

o Alao@alilel vreteppvioTikég, voloyioyeg dtevbBovoelg OrbitDB Paoewv yio Tov kdbe

xpno.

Bhttps://yarnpkg.com/features/workspaces
2To Sevtepo elotxOn yio Tnv amopuyt| tpofAnuétev ot moAhamAég avantdielg cupfolaiwy.
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To eth-identity-provider yivetan diabéoipo yio xprion pe tn popon PipAiodnkng péocw tov
HNTp®ouL Aoylopikob npm (https://www.npmjs.com/package/@ecentrics/eth-identity-
provider), eved To amobetrplo Tov Ppicketar oto GitLab (https://gitlab.com/ecentrics/

eth-identity-provider).

ApOpowpa drizzle

To &pOpwpa drizzle mov ypnoipomnoteiton otnv vnpecio Concordia Application etva pio Tpo-

momonpévn ékdoaor tng JavaScript ftpAtobrkng Drizzle (ko cvykekpipéva tov @drizzle/ storeld),
1 onoia mpocPépeTon amd TN covita epyaieiwv Truffle. H tpomomoinpévn BipAiodnkn avamtd-
xOnke ot mAaiowa TG SUTApPATIKNG pe oTd)O0 TN dtevkOALVoT TG Xpriong tov Drizle ko tnv
emdLoplwon mpofAnpatikedv onpeiwv g tpwtoturng PPAodning.

To &pBpwpa drizzle vAomolel TIG TPOYPAUHATIOTIKEG SLETOPEG HEGW TWV OTOLWV TPALYHA-
TomoteiTat 1) emkovwvia g epappoyng pe to blockchain. Ta tnv enitevén g emkovwviog
avtng, n PPAodnKn xpnotpomnoletl tn cvAroyr PLpAoBnkdv web3.js 1 omoia amotelel Tov Mo
Sradedopévo tpomo diemapnig pe to blockchain oe amokevipwtikég epappoyés. TeAkd, mapéyet
eva store, To omoio cupmepLAapPaveTal 6To KEVTPLKO store NG eQapHOYTG.

To apBpwpa avtod yivetar diobéoipo yio xpriom pe tn poper PLpAodrning péow Tov pnTp®ou
Aoywopikob npm (https://www.npmjs.com/package/@ecentrics/drizzle), eve to atobeth-

pLo Tov Ppicketan oto GitLab (https://gitlab.com/ecentrics/drizzle).

ApOpwpa breeze

To apBpupa avtd avamtiyOnie ota TAaiow TNG SIMAWHATIKNAG epyaciog kol arroTeAel pio
BipAobrkn mepifAnpo (wrapper) tng PpAtodfkng OrbitDB, n omoia mapéyet éva Redux store.

Me tn cvpmepidnymn tov store Tov apBpdpatog oto kevipikd Redux store tng epappoyng,
TopéxeTaL 1) SUVATOTNTA EKTEAEGTG TV AeLToLvpyLdV TV OrbitDB Bdoewv evtog Tov yevikoTepov
flow Tov frontend tng epappoync. Etot, ot tpoypoppatiotikég diemapéc tov tpoceépel 1) Orbit
Xpnoipomolovvtal TAéov péoa amtd actions, reducers ko middleware.

To apBpwpa avtd yivetan Stabéopo yia xpron pe tn poper) PLpAtodnkng pécw tov pntpodov
Aoylopikod npm (https://www.npmjs.com/package/Qecentrics/breeze), evd to aurobetr)-

pLo tov Ppioketan oto GitLab (https://gitlab.com/ecentrics/breeze).

Y"https://github.com/trufflesuite/drizzle/tree/develop/packages/store
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4.3.2 Concordia Application

IMeprypogn - XtoOX0L LN PECIOG

Zytiua 4.18: Concordia logo

H epappoyn Concordia (Concordia Application) exBétel Tig ypa@pikég Semaés péow TV
omoiwv OAANAETIOPODV OL YprioTEG Pe TO GVOTNHAX. ATtoTedel TOV dltVAO ETTLKOLVOVIAG TOV TEAL-

KoV ypriotn pe to blockchain ko pe T Paon OrbitDB. H apyitektoviki tng vinpeciog @oivetot
610 oy f.19. Méow tng epappoyric Concordia ot xprjotec popodv:

« Noa tepinyovvron ko vae Stadlouvv to meplexOpeVo TNG TAATPOPHAG
« Noa dnpovpyricovv Aoyoplacpod xpriotn

« No dnpootebovy kot v TPOToToLlodV TPOCWITLKES TOVS TANPOPOPLES, OTWS 1) Tomobecio

KOl 1) ELKOVAL TPOPIA
« Noa dnprovpyotv Bépata (topics)
« No dnprovpyodv kot v Tpomomototv pnvopata (posts)

« Noa dnpovpyotv ymeogopieg (polls), kabog xar v Yymeilovv oe avtég (epdoov éxovv To

Sikalwpa)
« No vtepymeilovv (up-vote) 1§ va katon@ilovv (down-vote) punvopata GAA®V XpoToOV

H vrnpeoio amotedeitar omd kodika ypappévo oe JavaScript, o omoiog yivetar Stabéoipog
OTOVG TEALKOUG XPHOTEG He TN Hopen epappoyng Stadiktdov (web application) pécw evog dia-
koptoth (server). [Tapolo mov 1 vINPEcia TPOoPEPEL TN YPOPLKY SLETaPr) XprjoTn HOVO oTHV
ayyAKn YAwo o, éxel topapetporonfel dote va elvar Suvath 1) e0KOAN HETAYAMTTION TNG XW-
pig TNV AVAYKN TPAYHATOTOINGNG HEYAAWY AAAXYDV GTOV KOILKA.

Xpnopomoteiton 1 PfAtodnkn YlO TNV 0pYAVOGT) KoL avATTTUEN TV oLVOETLKOV TUN-
patwv (components) Tov ypagikoL meptBdAlovtoc. Tia to ypagpikd mepipdAlov yivetor xpron
tov framework tng Semantic 19) Xpnowomoteiton 1) PrAtodnkn yuoe T Srayeiplon kaTd-
oTaoNG TNG eQapHoYNG (state management), kabog kot 1 BipArodrnKn yio tn Srocyet-
plomn o Oy povwV TopartAevpwv evepyelwv (side-effects) oe éva obotnpa Paociopévo e cupPé-

vta (event-based). AAAeg BipAobrikeg xpnoypomotodvTol yior Stpopa PEPT) TNG LITNPEGLAC, EVED

Bhttps://semantic-ui.com/
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XPTOWLOTTOLOVVTAL ETIONG T POPOHAT TTOL TEPLYPAPNKAV TTPONYOUHEVOG YL TNV €MLTEVEN
Srpopetik®dv oTowV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtwy propet vo Ppe-

Oel oToV KOIIKAX TNG LN PETING OTO TAPAPTNHCL.

Contracts
Provider

concordia-shared

concordia-contracts

User
eth-identity-provider

®© & © ©

drizzle — ° Ethereum
@ breeze — c OrbitDB

Zyripa 4.19: Apyitexrovikij vnpeoiag Concordia Application

T ™ Aewtovpyia tng vanpesio Concordia Application eivor amapaitnTo Tor avTiKeipevo
(artifacts) mov mpokOILTOLY ATTO TN PETAYADTTION TV contracts kol T1) HeTAPOPTWOT/dNHoGievoT)
tovg 670 blockchain. T Tnv elcaywyn Tov artifacts otnv vanpesia €xovv avartuybel dvo pédo-
do.

H npotn pébodog eivor 1) HETAyADOTTION Kol HETAPOPTWAOT) TV contracts mpLv TNV Topaywym
TOU TTAKETOL AOYLOHLKOV TNG LI peciog yio TeAkr xpron (production build). Me avtdv tov tpodmo
n vnpeoia O éxel TpocPaocm ota artifacts péow g PiPAoBikng mov maphyetal ad To &p-
Opwpoa concordia-contracts. Avtr 1) 1€0080g €xeL TO PELOVEKTTHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) «&éveta» pe ool cvykekpipévn ékdoon Twv contracts eivorn dabéoyn koTd
N Snpovpyla Tov TokéTov. AvTod oNpaivel OTL e evdeXOHEVT) eVNUEPWOT) TV contracts pémet
ovoyKooTika va dnpovpyn et ko véa ékdoat) Tov Takétov Aoytopikov tng vrnpeciag Concordia
Application.

T v amouyt) Tov Tapartdve TpoPAnpatog avamtoxOnke n devtepn pébodog TpooKkoOpL-
ong Twv contract artifacts, n onola eivo 1 Ayn tovg (download) oo pice GAAn tomobecio 6To
dwadiktvo. Ze avtn TN péBodo, N epappoyn katd TNV ekkivnor tng npaypatonotetl éva HTTP ai-

tpa (HTTP request) oe dievBuvon 1 omoia Siveton wg petafAnty mepiBdArovrog (environment
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variable). H amavinon tov outipatog avapévetol va mepiéxel to artifacts dote 1 epappoyn va

TOL XPT)CUYLOTTOLOEL.

Awavoun

H vmnpeoio Concordia Application moketapetar pall pe Tov SlakoploTr nginx kot yiveton
dwxBéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd tnv ektédeon ng elkOVOG OL XProTeG HITOPOLV Hécw peTafAntov mepdilovtog va opi-
OOLV TTAPAPETPOVGS TNG EKTEAEST|G OTTWG 1) dtevBLVEoT Tov e€umnpetntr (host location) tng epoap-

HOYNG kot oL TomoBesieg Twv vinpeciwv Rendezvous Server ko Contracts Provider.

4.3.3 Concordia Contracts Migrator
ITeprypoagn - Xto6x0L vIINPECing

H vnnpeoio ovtr) amotedeiton omd €va eKTEAEGLIO TPOYPOHUA YPOUHUNG EVTOADV PaCLOpHEVO
610 &pPpwpa concordia-contracts ov avakvOnke oe Tponyodpevn vroevotnta (1.3.1). To wpo-
YPOHHQ, KOT& TNV eKTEAECT) TOV, HETAYAWTTICEL Tar contracts Kol €TELTO TAL HETAPYOPTOVEL GTO
blockchain to omoio eivat opiopévo pe xprion petofAntov mepipdriovrog. TéLog, ov oL KATAAAN-
Aeg petaPAntég meptPAAAOVTOG elvat OPLOPEVES, TO TTPOYPOPHO HETAPOPTMOVEL T TEALK artifacts
oe amobetriplo Concordia Contracts Provider. H apyitextovikn tng vinpesiog gaivetal 6o mo-

POKAT® oxfApe (oxrpe )
@ EE—— o Ethereum
I— ° gont_r:cts
@ concordia-shared roviaer

@ concordia-contracts

Zyriua 4.20: Apyitekrovikrj vanpecioag Concordia Contracts Migrator

Awavoun

H vnnpecio avtn yivetou Stabéon yia xprion wg docker image pécw tov amobetnpiov eiko-
vov dockerhub. Ot yprjoteg propovv ypnoipomoidvtog petofAntég meptfaAlovrog vo ahAa€ovv
N devBuveor touv blockchain kan v Tomobecio Tng vnpeciag Contracts Provider otnv omoio

T0 TPOYpoppa Do peTapoptoel T contracts kau Tor artifacts.
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4.3.4 Concordia Pinner
IMeprypogn - XtoOX0L LN PECIOG

H vrnpecio xappitoopatog mepieyopévouv (Concordia Pinner) amotelel pia epappoyn tep-
patikov (temrinal application/cmd application) ) omoia otoyevel 670 kKappitowpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vrnpecio eivar ypoppévn

oTn YAWooo Tpoypoppatiopos JavaScript. H apyitextovikr] Tng vmnpeciag goivetal to oo

p21

Contracts
@ Provider

—_— ° OrbitDB
@ concordia-shared

@ concordia-contracts =3 o Ethereum

@ eth-identity-provider

Xynjua 4.21: Apyirextovikyj vrnpeoiag Concordia Pinner

H vrnpecia avtr vAomoumnke yia v eyyon0et n dtabecipdtnto Tov mepleyopévov Tov Gu-
othpatog mtov amofnkevetan oto IPES (titAol Oepdtwv, mepiexOpevo pnvopdteov kot dAla). Adyw
oL TpOTOL Aettovpying Tov IPES, To mepLexopevo mov avapTodV oL XPr)OTEG TTPETEL VX KOPPLTC K-
VETOL ard AAAOLG XPT|OTES 1) AVTOVOUES EPAPHOYES, OTTWG 1) Lt pecio Concordia Pinner, ®ote vo
etvon Srabéoypo. Av to mepleyopevo dev kappLtowbel, Tote Oa eivon Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO aTTO TOV SMHLOVPYO TOV, £TGL OV ALTOC deV elval vePYOs 6TO dIKTLO, TO TTEPLEXOUEVO
B etvor advvato vo Ppebet.

H vnnpecia cuvdéeton oto blockchain and 6mov mapakorovbei tnv katdoToon TOL CLOTH-
HOTOG KOl «OKOVEL» Yl VEOLG XPNoTeS, Oépata, pnvipata kot Yyneopopieg. H vanpesio ouv-
déetou emiong oto IPFS, é1o1 otav dnpiovpynOel véo mepleOpevo 6To CUOTNHA TO KAPPLTODOVEL
avtopata. Me avtd TOV TPOTO, daTnpdvTag TNV LINpecio TAVTH dtoBéaiun, yiow Tapadetypo
ekTeEAOVTOG TN o€ TeplPdAlov dwakopoth (server), SafePorcdvetor 1 dwbespoTnTar TOL TEPLE-

YXOHEVOU.
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Aworvopn

H vrnpecia avtr yivetou dtoabéoun yio xprnon wg docker image péow tov amobetnpiov et-
kovwv dockerhub. Katda tnv extéleon tng elkovog ot XprioTeg Htopolv pécw PHeTaPANTOV mept-
BaAlovtog va opioouvv mapapéTpoug tng vrnpeciog 0mtwg TN dtevBuvvon tov eEvmnpetntr (host
location), Tn dievBuvvon tov blockchain, Tig Stadpopég amobrikevong twv dedopévwv 6To cvoTNH

Ko TIg Tomobecieg Twv vnpeciodv Rendezvous Server ko Contracts Provider.

4.3.5 Concordia Contracts Provider
Ieprypoagn - Xto6X0L LINPECiOG

H vnnpecia Contracts Provider amotelet pio fonOnrtikn vrnpecio n omoio vAomolei éva Ao
amoBetnplo yia ta contract artifacts. Eivou ypoppévn oe JavaScript ko SitaBéter Sbo HTTP end-
points, éva yioe T petapoptwon (upload) twv artifacts tpog tnv vanpesio kan éva yio tn Ay
(download) amd tnv vinpesio. H vanpecio vootnpilel emiong tnv emoOvaym eTIKETOV 6T

artifacts, 6w n éxkdoor) (version) fj To kAadt avamtvéng (branch, yio mapaderypa master/develop).

H apyLTeKTOVIKT TNG LN peciog gaiveTar To oxfpo §.23.

t—————HTTP Upload—

o

==HTTP Download=—————"

@ concordia-shared

Zynpa 4.22: Apyirexrovikyj vrnpeciag Concordia Contracts Provider

H vrnpecio xpnoipomnoteital oe pio tpoonddela amocvvdeong tng Pacikng eQappoyng Tov
vAorotet ) vnpecia Concordia Application amd pio cvykekpévn ékdoom twv contracts. O Ao-
YoL 7Tov avtod eivat emlBLPNTO avartOXOnkav oty meptypagr) tng vanpeciog Concordia Appli-
cation (vroevétnra f.3.9). Qotéco, n vinpesia Contracts Provider ammote)ei onpeio kevrpormoi-
NoNG TOL CLGTARATOC, Yo TO AOYO avTd Bewpeitan Tpoowpivry Abomn 1 ool B prtopovoe vou
avTIKaTooTodel Ao AmOKEVTIPWOTIKEG ADOELG OTTWG 1) HETaPOpT®wOT TwV artifacts oto IPFS kot o

dLopoLpao oG Toug oo excel.

Awarvopn

H vnnpecio avtn yivetou drabéoiun yio xprion wg docker image pécw Tov amoBetnpiov euio-

vwv dockerhub. Ot yprioteg propovv ypnoiponroidvtag petafAntéc meptpdAiovtog vor adA&Eovv
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TOPUPETPOVG TNG EKTEAECTG, OTWG TN OLdPOpT) atoB1KeELOTNG TWV HETAPOPTOHEVWV contract

artifacts.

4.3.6 Ganache
IMeprypoagn - XtoOX0L LN PECIOG

H suykekpipévn v pesio aflomotei Ty CLI ékdoor) tov Ganachd, Snpiovpydvrag éva Tomkd
Wwtkd Ethereum blockchain yia tovg okomotg avamtuéng tng epappoyng Concordia.

Awarvopn

T T xprion g vanpeciag avtig avortiyOnke pio véa etcova docker mov Paciletar otnv
entionun etkova wov dratiBeton amd T covita Kot TPosOETEL pHEPLKES X PTIOULES AELTOVPYLKOTNTEG
OTWG 1) SLVATOTNTA ATOKAALYNG TV KAEWL®OV OV dNpovpyovvTaL katd Tnv ektédeon. H vmn-
peoio yiveton StaBéon yio xpnon wg docker image péow tov amobetnpiov etkdovwv dockerhub.
H ewcova mopéyel tn duvatodTnTo TPOTOTOLNONG TOV TAPAPETPOV EKTEAECTG HE XPT)OT) HETA-
BAnTOV meptpariovtog. Me avtd TOV TPOTO OL XPHOTEG HITOPOUV Vo AAGEOLY TOV aplOpd TV
Aoyaplacpdv ov Ba dnpovpynBovv, to tocd tov Ether mov B AdPer k&Be Aoyapraopog kabag

KoL GAAeg petoPAnTés.

4.3.7 Rendezvous Server
Ieprypoagn - XtoOX0L LN PECIOG

H vnnpecia Rendezvous Server mapéyel évav signalling server, o omoiog vioBetel to
TPWTOKOAAO peTapopdg dedopévwv libp2p-webrtc-star. Méow avtod mapéxeTon 6TOLG OPOTLHOVG
xproteg (peers) n SuvatdHTNTA AVAKAALYNG TV dleVBOVoE®Y TV LITOAOLTWY XPNOTOV 6TO di-

ktvo tov IPFS.

Awavoun

H vrnpecia avtn eival dtabéoin yix xprion omrd toug dnpiovpyons Tng TO60 WG EPAPHOYT
pécw Tov amobetnpiov Aoylopikod npm aAAG kot wg docker image pécw tov amoBetnpiov eko-

vwv dockerhub.

4.3.8 AwacOvdeon VINPECLOV

3TO HOVTEAO TV HLKPODTNPECLOV, Paoikd YapaAKTNPLOTIKO elval 1) emikovwvia Tov Eexm-
PLOTOV LINPECLOV KL 1] XVTOAAQYT] HIVOHATOV YO TNV €TLTELEN TOV AELTOLPYLKOTHTWOV TOUL
CUOTANATOG. Xe LTV TNV LIToevoTNTA Ba avaAvBel 0 TPOTTOG e TOV 0TTOLO OL PIkpODTTNPeTieg
ETLKOLVWVOLV PETOED TOVG, KOOGS KaL 1) pUCT) KAl TO TTEPLEXOUEVO TWV UIVUHATWV TOV OVTOAAG-

OOoLV.
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Y10 mapakdte oxipa (oxfpa B.23) eaivetal o yp&gog mov omTikomolel Tar Kavéhia eIKOL-

VOVIOG HETOED TV PLKPOVTTNPECLOV, KOOGS KAl T KUVAALA ETTLKOLVOVIAG TOV HKPODITNPEGLOV

pe to blockchain.

©

Ly
e MNew Hlgo I

Zynipa 4.23: I ppog omTIKOTOMONG TRV KAVAAL)Y ETKOIVOVIRS TWV JIKPOUTNPETIOV

Ed® avadbdeton 1 emikovavia ke pikpobnnpeciog:

Contracts Migrator: H vrnpecia extedel aitnpo HTTP katd tnv peta@dptoon tov con-
tracts oto Ethereum blockchain. Entiong, extedel aitnpa HTTP yia tnv petogpoptwon tov

contract artifacts otnv vrnpecia Contracts Provider.

Concordia Application: H vrnpecia ektelel aitnpa HTTP yia tqv Ajym twv contract ar-
tifacts amo tnv vmnpecia Contracts Provider, exteAel outpata HTTP yio tnv Sievépyeia
ovvarlayodv oto Ethereum blockchain ko, téhog, dnplovpyet kovadl emkoveviag UDP
pe tnv vmnpecio Rendezvous Server, yia tnv avak&Avyn opoTHwV XpnoTtodv (peers) oto
diktvo IPFS.

Pinner: H vnnpecio extedel aitnpo HTTP ya tnv Ayn tov contract artifacts amd tnv
vninpecio Contracts Provider, exteletl cutrjpato HTTP yix tnv avavéwon ko mopatripnon
G Katdotaong tov contract oto Ethereum blockchain kot téAog dnpiovpyet kova ermi-
kowwviag UDP pe tnv vanpecio Rendezvous Server yio tnv avakaAvym peers oto dikTuo
IPFS.

Rendezvous Server: H vnnpecio Siatnpel avorytd koovaiio emkovoviag UDP pe tovg opod-
TIHOVG XPTIOTEG, HECW TWV OTOLWV EVIHEPOVEL TNV AloTa TV dbécipwy, evepydv Xpn-

OTOV.

Contracts Provider: H vrnpecio dev vmokivel kopio emcowvaovia, mapd povo amavid oe

OULTAHOTA ETLKOLVOVING otO GAAEG LTI pETieC.

4.3.9 Pon mAnpogopiag

2tnv mapovoa vroevotnTa Oo avadvbel 1 por NG TANpoopiag oto cHoTNHA. AdY® TWV

TOAAATTADV LTINPECLOV, TNG KATATHNONG TNV TANPOPOPLIG KL TV SLAPOPETIKOV CTHELWV QTTO-

Onkevong ng, n por TG TANPOPOPLag 6To VSTNHA akoAoLOEL Vo OYETIKG TEPLITAOKO HLOVOTTATL

(o€ oxéon pe KAAOOLKES, HOVOALOLKES, KEVTPOTTOLNUEVEG EPAPHOYEC).
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Apxika Ba yivelr avagopd otn dadikacio amodnkevong twv véwv mAnpogpopidv. H povo-
Skr) TNy Topaywyng dedopévov oto cOGTNHA VOl OL XPHOTEG KoL KT ETEKTACT) 1] LINPEGLQ
Concordia Application, epoécov eivar 1 povadikr vrnpecio pe Tnv ool avToi AAANAETIOPOLV.
To dedopéva ov dnpovpyovv oL xprioTeg (TAnpogopieg xpnotwv, Tithot Bepdtwv Kot mepLeyo-
HEVO UNVUHATWV) KaTaTépvovTol Tplv atodnkevtovv. H mAnpogopia mov elcdyeton 6To c0GTNHO
Srywpiletar oe dvo pépn. Xto blockchain amobnkedeton évag deiktng mpog To dedopévar, eved Tow
mporypotikd dedopéva otoBnievovron otn faon OrbitDB. O deiktng exktdg od TV dpeon xprnot-
HOTNTO OTNV e0PeCT) TV dedOUEVOV, TAPEXEL KOL TNV EUUECT) AELTOLPYLKOTN T TNG OMpLovpYiog
ATOPALTNTOV HETAGOHEVOV OTTWG 0 opLOpOG TV OEPATOV GTO GOGTNHA 1] TOV HIVUHATWV G€ VOl
Oépo.

Ao TV TAELPA TNG EVPECT) TWV TANPOPOPLOV GTO CUGTNHA, 1) PoT] elval wG €NG. ApxLKa,
elvo amapaditntn n avalntnon oto blockchain yio v edpeon tov deiktn mpog tor dedopéva.
‘Emerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote xprotn 1 amd
kéorolov Pinner.

Téhog, mapakdto divetal éva Tapddelypa eLoatywyng TANPOPOPLog 6TO CUC T KOL ETTELTOL
avaKTNONG TNG WSag TANpoPoping.

Eotw, xpnotng mov dnuovpyet véo Bépa. Ta dedopéva mov mapdyovron eivat o Tithog Tov
Oépatog Ko To TEPLEXOHEVO TOV TTPAOTOL PNVOHATOC. Metadedopéva Tng dnpiovpyiag eivat 1) Siev-
Buvor tov dnpovpyod touv Bépartog. Ta Tnv aobkevon Tov Bépatog oto cvGTNH SMpovpyei-
Ta TpdTo cvvaldayn oto blockchain Gote va SnpovpynOei pic véa eyypogpr) otov mivaka Twv
Oepatwv. H eyypagn avtn dev mepiéyel timota mopd povo tn dievbuven tov dnpiovpyod xprorth.
Av 1 cuvadlayn eiva emitoyrg, Oa emoTpaget o ab€wv aplBpdg tov véou Bépartoc. Emeita, otnv
npocwrikn Paon OrbitDB tov xpriotn kot otov mivaka Twv Oepdtwv Oa tpootebel eyypapn pe
AVOLYVOPLOTIKO TOV abEwVv aplBpd tov Bépatog 6mov Oa amobnievtodv ta dedopéva Tov TiTAOL

KO(L TPOTOL HNVOHATOG. XTO G Topovotaletol ypopLkd n dadikaoio.

Actor :Concordia :Ethereum :OrbitDb

[] Create topic

Topic creation form 'J]

T
Submit
Create topic
New topic page ||

L k- Lo

Zynpa 4.24: Aicypoypiar axolovbiog Snurovpyiag Oéuarog

Eotw, xphotng mov embupei va SiaPdoer To mponyovpevo Oépa. Apyiké, mtpémer va SoPor-
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oToVV Ta peTadedopéva Tov cuykekppévou Bépatog amd to blockchain. Emerta, Stoafdlovron omd
to blockchain ot av€ovteg apiBpol Twv pnvopdtwy mov éxouvv dnpoctevtel 6To Bépa avTd. e pio
televtaio avaktnom amd to blockchain diafalovron ta petadopéva tov k&be pnvopartog. Enetta,
1N TAnpogopia orvtr) epmAovtileton oumd T dedopéva Tov BEPATOG Kol TV PNVUHATOV, T 0TTolo
AVOKTOVTOL oo TG Tpocwrikés Paoelg Orbit kabe xpnotn. 1o oxniua Qoiveton To -

YPOHHQ pONG TNG TTANPOPOPLAG KATA TNV OVAKTNGT] TANPOPOPLOV aTTd TO GOGTNHAL.

Actor :Concordia :Ethereum :OrbitDb
Fetch topic
e Get topic
Topic 'J]
~ Get topic post IDs

< Get post
,,,,,, Post ||
L>-21 Posts

Retrieve posts information loop

< Retrieve post information

L= -21 Posts information

Xynjua 4.25: Aidypappa axolovbiog ebpeons kau avaktnons Oéuarog

4.4 TIpofAnpata avamtuéng

2 QUTNV TNV EVOTNTA TEPLYPAPOVTOL OL HEYUADTEPEG OVOKOALES TTOV AVTLHETOTIGTNKAV KATA
NV avatTuEn NG TAXTPOPHOG. AUTEG HITOPEL VO LVOLPEPOVTOL GE TEXVIKG Oépata, aAAd Ko 0TLG
KOLVWVLKEG KoL TTOALTIOLIKEG GUVONKEG OV EMKPATOVY GTOV XWPo Twv DApps kot Twv crypto
YEVIKOTEPQL.

Mio oo Tig peyoddtepeg tpoyomédeg mov kabvotépnoe coPapd Tnv avartTuén NToy N Tpw-
potnTa TV PLpAodnkodVv kot Twv epyaieinv avamtuéng. O Bacikotepeg PiAloBnkeg mov xpn-
owonoOnkav rav oe TpodTo 1) debtepo metpapatiko otadio (alpha kau beta phase avtictolya).

Jvuykekpipévor:

« O)\a ta epyadeia tng oovitag Truffle ftav oe alpha phase xatd v avéutvén (kémowx

gxouv mepaoel oe beta mAéov).
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4.5. XapaktnploTik@ wov vAomoufnkayv Kegpdaharo 4. YAomoinomn epoppoyng

« To IPFS (cvykexpyéva n BipAobrkn js-ipfs) Ppioketar axopa oe alpha éxdoor.
« H OrbitDB Bpicketar akopa oe alpha phase.

+ H yAwooo twv contracts, Solidity, akopo dev éxel Bydiet version 1.0 kabog aAAaler Siop-

KOG pe breaking Changes@.

Avtr) 1) éAAelym Oppwv BpAodnkodv kot epyaeiwv Tpokddece peilova mpofAnpato. Xuyva
énpene va dtopBwbolv mpofAnpata tev BLpALoOnkdv, } va yivel SOUAELX TTOL VO TO TTOXPOK AT TEL.
AN\eg @opéc amontHONKoY TOAAEG DPEC ATOCPAAUATMOOTG KoL SOKLHMOV OO TE VA AELTOVPYHOOLY
TOL XOLPAKTIPLOTIKA TTOL LTTOGYOVTAY TaL EPYOXAELQL.

Eva dAho mpoPAnpa ftav 1 EAAerym epyadeiov yio opiopéveg diadikaoieg. Avo Paocikd mo-
padelypata avToL AoTeEAOVV TPOTOV 1) EAAELYT) LITOCTHPIENG Yio integration/end-to-end testing
Twv contracts Kot TNV avamtugn (TAéov vTapyoLV kamoteg Aboelg) kot devtepov 1 éAAetym étot-
pov dtadikaotov, plugins kot integrations tov Jenkins pe ta epyodeior avamtugng kot eLOKA e
n oovita Truffle.

Y& mopopola katdotoot PplokeTal Kot 1 yevikn cuvaiveoT oxeTikd pe To best practices. Xe
Swxgpopa pépn g avamtuEng mapatnpridnke otL dev v pye karola StapopPwpévn droyn otnv
KowoTtnTa Kot k&be opddo avamtuEng epdppole v Sikn g Wéa. Avtod kabiotd dOoKoAN TNV
AVATTTUEN otd ApPXAPLOVS TTPOYPUUHATIOTEG Xwpig kabodnynom. Eva dAlo oxetikd mpoPfAnpuo
7oL Tapatnprifnice eivor OTL GTOV XOPO LITAPXEL aKOp TTOADS BOpLPog, dAadT) onpavTLKO pHEPOG
TV TNY®V mov Ppiokovtal 6to SLadikTuo elvol VTIKPOVOHEVES 1) GE TOAAEG TTEPUTTAOCELS OL
TPOTAGCELS TOVG QTTOPPITTOVTOL OTTO TNV KOLVOTNTAL.

TeAkdg, évo un Texviko (TN Tov EmpeTe v VTIHETOTTLOTEL elvan 1) afefodtnTa Tng Preo-
oOTNTOG, eEEMENG Ko autodoynig Tng Texvoloyiag blockchain kot twv epappoyodv mov Pacilo-
VTOL G€ QUTHV atd TO eVPL KOLVO. AVTO Guvaivese apvTIKA, KOOGS dnplobpynoe pio eTLTAKTIKO-
T TPocoxng TG epmelpiog tov xprotn (UX), kétL mov guotodoyikd dev amotelel oNpAVTIKO
pépog g avamtuéng evog PoC. H avaykn yix mpocoxn tov UX minyddel amd tnv avykn yio
CUYKPATNOT TwV XpNoTeV (user retention) pe 6tdX0 TNV AVTIGTPOPT TNG xfePotdtnTag ko Tnv

TaPoxN PG yvnoilng evxapLoTnG ERTTELPLOG.

4.5 XapaktnplotTikd ov vAomowOnkoyv

Onwg avadbBnKke 610 TPONYOUHEVO KEGAAXLO, KALTE TNV LAOTTOINGT) EpPavicTNKOY Stdpopa
npoPAfipata mov dev eiyov mpoPAepbel ko Ta omola mpokdiecav kabvoTeproelg otV olo-
KAfpwon twv tasks. Adyw TV kabuoTeprioenV auTOV £yvay SLAPOPES AVASLOHOPPDOGELS TOV
TPOYPOPPATIONOD TV Sprint kaBdG Kol SLaTPAYPHATEDGELS TNG CTHAVTIKOTNTOG TV XOPOKTT-
PLOTLKOV. ATIO TOV ETAVOCXEOLOGHO KAL TLS TTPOCAPHOYES AVTES TTPOEKLYAV HEPLKEG XAAYEG OTO

TEALKO GET TV XAPAKTNPLOTIKOV TNG TAATPOPHAS G€ GXECT) He O,TL elxe ap)Llkd mTpodioypoupet.

2 A6 ) oelido Tov myaiov kOSika https://github.com/ethereum/solidity
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To xopokTNpLoTIKG Kol oL avtioTolyeg AeLTovpylkég ATOLTHOELS TTOL TeEALKA LAoTOLONKaV

slva:

« Heyypagpn xpriotn kot n Snpovpyia TV TOTKGOV PAGEDV TOV, OTTWG TEPLYPAPOVTAL GTLG
kAA-15] & KAA-35 kou o0 sevépio xprionc B.6.1.

« H autopatn eicodog xpnotn, 0nwg mepLyprYetal ot KOL GTO GEVAPLO XPHIONG
B.6.2.

« H dnpovpyia Bépatog kot 1 dnpovpyior Ym@o@opldyv, OTTwg mepLlypaPovIoL GTLG
& Ka 6To oevaplo xpriong B.6.3.

« H mepijynon ota vapyovrag Bépata, 0mwg mepLypipetal ot KOl GTO GEVAPLO
xpiiong B.6.4,

« H dnpocicvon unvopatog, OTwg mepLlypa@etol 6T KL 6To Gevaplo ypriong B.6.5.
« H enelepyacio pnvipatog, 0Twg mepLypa@etal o KoL 670 oevépro xprionc B.6.6.
« H ynoeion oe yngogopia, OGS meplypdpetal ot Ko 6To Gevépto xpriong B.6.7.

H ynoeion oe pnvopata, 6Teg meplypapetol oTn KaL 6To oevapLo xpriong B.6.8.

« H dwypagn towv tomkdv dedopévev, 0mwg mepLlypa@eToL ot KOl OTO GEVAPLO
xpiiong B.6.9.

To Tapamdve avtiotolyobv oe 11 oAokAnpwpéveg amd Tig 13 mpodiayeypoppéveg AA 1 TAf-
pwaon 84.6%, T0c0GTO TOL DewpelTal ATd TOVG CUYYPAPELS ETOPKES YLO TNV eEAYWYT) CUNITTEPCL-
OPATWV Yo Tov X©Opo Twv DApps kot vrepPaidov yia ta mhaicwa evog PoC. Xto mopdptnpo
mopatifevton Ta GTLYpLOTUTTA 000VNG TWV VAOTIOLNHEVOV XOXPOKTIPLOTIKOV.

To xapaktnplotikd T0o omoic mapoAeOnie eival 1 dnpovpyior KOLVOTATWVY KoL O OPLOHOG

eEoTepik®dV contracts ylx T tokens Tovg, 67wg meptypégovron oTic KAA-125 & kKAA-13> kot 610

cevépro xpriong B.6.10
Oocov agop& atic Mn Asitovpytkéc Amoutrioeic, n kKMAA-15, i omoia aatei 0 peyiotomoi-
N01 TNG WTOKEVTPWOTG TNG TAATPOPHAC, EKTANPOONKE oe tkavomonTikd Pabpo, mapdotL gar-

VOHEVIKA TO cUoTnpa teplhapPavel onpeio kevipomoinong yio oplopéveg Aettovpyieg Tov. Evo,
dnAadn, n dudbeon tou frontend tng epappoyng ko twv contract artifacts, kabwg kot 1 drodi-
Koola avakaAvyng twv IPFS peers mpoaypatomolodvtol HECw LINPEGLOV TOL EKTEAOVVTOL GE
KEVTPLKOVG eEVLTNPETNTES, GTNV TPUYHATIKOTNTA ELTE ATTAX TTOUPEXOLV CTHOVTLKES OLEVKOADVGELG
oto meplBdArov avamtuEng, eite aroteAolv TPoowPLVA ePTtOdL TOL G)ETI(OVTAL e TOVG TPE-
XOVTEG TEPLOPLGHOVG TWV LITOKEHEVWV Texvoloyldv. Etot, amd ™ pia mhevpd o kddikag g
EPAPHOYNG elvorl ePLKTO va SlatiBeTal GTOVG YPNOTES HE QTOKEVIPWHEVO TPOTO (T.X. HEGW TOV
dov tov IPES), atd tnv &AAN 1) mopovoa avykn dapEng Twv rendezvous server yia To peer

discovery pévet v emidvBet amd Tnv mpoypoppatiotikr opddo tov IPFS.
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Emiong, 1 MAA mov agopé otnv ehaxiotomoinon twv fees (kMAA-25)) axolovdrfnke katd
T0 duvatdV e 0AOKANpeG TIG SLadikacieg Tov oxedtaopoD kat TnG vAooinong. Avtd emitedyOnKe
1060 pe TNV anmobnkevon TV amoAdTwg amapaitnTewy dedopévev enti Tov blockchain, 660 ko pe
N PeAtioTomoinon Tov kOdka Tewv smart contracts, OO TE va eKTEAELTAL [LE TOV PLKPOTEPO dLVALTO
aplOpd LITOAOYLOTIKOV KUKAWV.

Téhog, ) MAA mov oyetiletau pe tnv avaBabpcipdtnta twv contracts (kMAA-35)) kataotpa-
ynonke, Aoyw tov emupdcbetov ypovov mov B atartovoe pio Tétola vAoToinot. Qotdco,
vrtapyovv NN TANPwG Aettovpylkég péBodol yia Tnv emitevEn avTod TOL 0TOXOV, pe dtabécipa

plugin@ 7OV HITOPOVV VO EVEOPATWOOVY atevBeiag oTIg LITGpPYXOVTEG POEG EPYATLAG.

4.5.1 Awa@opég oxedlaopov-vAomoinong

SnpovTiég dtoupopég v pEav entiong otnv dadikacio LAOTOINGNG TOGO OGOV APOPA GTOV
aplOpo KoL 0TI AELTOVPYLEG TOV SLOUPOPETLKOV TTOAKETWV AOYLGHLKOD OGO KOl TOV X POVOTPOYPO-
potiopo. [Ipootédnkav tpelg véeg vinpeoieg, n vinpecio «Concordia Contracts Provider», o po-
cappocpévog IPFS pinner «Concordia Pinner» kot 1 totooelida «Concordia Guide».

H avéayxn yla ta véx Tokéta AoYLopLKoD TPoékLYe KaTd TV mopeia LAomoinong g SumAw-
HOTLIKNAG KoL TPOCTEONKAV GTOV XPOVOTTPOYPUHUUATIONO TTOL eiye YiVEL GTNV apXT) TNG EPYATLAG.
v wpocappoyr} autr Bondnoav Wiaitepa ot Agile taxtikég mov akolovOnOnkav ko 1 Tpo-
COPHOCTLKOTNTA TTOL TTPOCPEPEL TO Scrum oe PHeTAPAAAONEVES ATTOULTTOELS.

Télog, katd tnv vAOTOLNoN €yLve YPIYOPX AVTIANTITH 1) 0l TTOL TPOCPEPOLY Eval SOKLLOL-
otiko mepilPaAlov (staging environment) oe cuvdvaopo pe éva CI/CD otdotnpo. T to Adyo avtod
AeOnke n amopaon va petopepbel to sprint Tov apopooe avTd TOAD vopitepa otV Sradika-
olo vAomoinong, wote va peylotomotnBel 1 xpron Tov.

Emontikd, 1 Siadikacia tng vAomoinong meplyph@etal 6To mapakdto oxfipa (oxrfpuo §.26).
Me crolpo tpacivo xpopa eppaviovron Ta tasks To omola LITPY LY GTO XPOVOTTPOYPOAUUATIOHO
Ao TN apxm Kot bAomofnkay, pe avolyTd TPAGLVO UTA TO OTTolot dEV LIHPYAV CTOV APYLKO

TPOYPAPHATIOHO XAAL LAOTOLONKAV KoL e KOKKLVO QLT Tow oTToio dev vAoTTOLOnKaY.

®https://docs.openzeppelin.com/upgrades-plugins/1.x/

92


https://docs.openzeppelin.com/upgrades-plugins/1.x/

Create Pos't?mj
Contract

Imp[e_me_n‘t Pos‘ting

Impl | ement
IPFS Posting
Interactions

I
I
I
I
I
I
I
I
: ur
I
I
I
I
I
I
I

Create Vo‘t‘mg
Contract

|

|

|

I

I

I

I

: Implemen't Post
| Voting UL
I
I
I
I
I
|
|
|
|
|
|
|

I Mplement
Polls UI

Impleme_nt IPFS
Polls Interactions

Create Contracts
Provider Apphca‘tion

Create IPFS
Pinner
Apphco;tion

Create Concordio
Guide Website

Zynpa 4.26: Aioywpiopog oe sprints

93

| Product
|

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
|
|
|
|
|
I
|

Create Communities
Contract

Ime[e_w\e,n‘t Commun?‘tt/
Voting Authorization

IPFS Serve
Contracts & App

Add Contracts
Upgf‘odabih‘tl/ Mechanism

Beta an[oyme_n‘t

4.5. XapaktnploTikd wov vAomotnfnkayv Kegpdaharo 4. YAomoinomn epoppoyng
Serint 1 Sprint & Sprint 3 Sprint 4

Base o T S e :

' I 1features | 1Setup o Deploy |
[ [ (I |

: [ [ [ !

| Setup : : Impleme_nt Auto : : Provision S‘taging : : Dockerize :

: Mororepo Lo Login Lo Enviconment Lo Software I

I

: b - v Packages |
[ [ [N |

: Setup Private Lo J’ MPFIC; ?:tr ITS P Provision IT [ - I

| Ethereum Network : : ser fnro }:Aa on : : Assets : : Create :ltenlﬁ\ns :

\ Lo Interactions Lo Do cI/C>d Plpelme_ |

: [ 1 : [ |

I

! Create User : : Imp[ew\en‘t User : | Setup : : |

: Contract : : Profile UL : : Tenking : : AIPL‘O‘ Dep[ot/w\en‘t :

|

) [ [ [ !

I e~ ke e L

: Impleme_n't : bommmmmm e - g 4

| Re_ﬂis‘troction ur :

T |

spevt s s N _prin‘E _6 ______ Sprint 7 o Sprint &
:Mivﬁmum viable | Voting \ }—Ut:l;‘ty _____ | 1Pnal !
| product : Mechanisms | Software
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Y UUEPACPATA

KoL avolXta Ofpata

51 Xvunepdopato

Svvoyilovtog, pEcw TNG avamTuEng g mAotikng epappoyng Concordia yivetal gpavepod 0TL
elval eQuetn) 1 vAoToinoT plag TANPOG UTOKEVIPWHEVNG KOLVWVLKAG TAATPOPHAG, 1] OOl Vo
EKTTANPGOVEL TOV 0TOY0 TTov TéBNKe 6TV EvoTnTa 1.4, GUPQOVX TAVTA JiE TOV GXESLAGHO TOV
fpaatiov 3

Méow NG oPYLTEKTOVIKNG OTOKEVIPWOTG TV TPLOV eMTEdWVY TNG TeEXVOAOYLKNG oToifog
(BA. Evotnta 3.9), Snpiovpyeitan évag moATiKG AITOKeEVTPOHEVOC YNQLAKOC XMOPOC, O 0TT0I0C KA~
TOYXLPOVEL TNV eAeLBepior TOL AOYOU TWV GUUHETEXOVTWOV KoL TAPEXEL TAVTOSVOVOEG XVBEVTIKEG
dnpoxpatikég dradikaoiec.

Qo1600, Oa mpémel va emonpavBel OTL 1) epappoyn Yopoktnpiletor omd opLopéVaL PLELOVE-
KTAPOTA, T om0l o) eTlOVTaL, KUPLWG, HE TNV TTPOLUN KATAOTACT) AVATTUENG TOV ETAEYHEVOV

TEXVOAOYLOV:

« Xt0 Application tier, péow tng xpriong tov Ethereum, eicéyovtal 6Aa exeiva ta {ntripoata
7oL 6LVOdevOLV el TOL TapdvTog To blockchain ko Ta smart contracts. Ta Bacikodtepa
Ao T elval T TEA TOV GUVOAAY®OV, 1] AVAYKT XPNONG emmpOcOetwv AOYLIOHIKOV
(.. MetaMask) ko 1 xApakoBetnowotntd (scalability) tov DApp. e yevikég ypappég,
TO KA OTNV TAYKOGHLX TTPOYPOUHPATIOTIKT] KOLVOTNTO TTAPAPEVEL APKETA TTOAWHPEVO G
TTPOG TO v TeEALKA TAXTPOPpeG Omtwg To Ethereum Oa propécovv va Eemepdoovv ta dud-

@opa tpoPAnpata kot vo avtameEEABovv oTig Tpocdokieg.

94



5.2. Avouytd O¢pata

Kegpdahato 5. Svpmepaopoto kot arvorytd Oéporto

1

ASKING AIRCRAFT DESIGNERS
ABOUT AIRPLANE SAFETY:

ASKING BUILDING ENGINEERS
ABOUT ELEVATOR SAFETY:

NOTHING 15 EVER FOOLPROOF,
BUT MODERN AIRLINERS ARE.
INCREDIBLY RESILIENT. FLYING IS
THE SAFEST WAY TO TRAVEL.

ELEVATORS ARE PROTECTED BY
MULTIPLE TRIED-AND-TESTED

FAILSAFE. MECHANISMS. THEY'RE
NEARLY INCAPABLE OF FALLING.

ASKING SOFTWARE
ENGINEERS ABOUT
(OMPUTERIZED \OTING:

THATS TERRIFYING.

THEY SAY THEY'VE. FIXED IT WITH
SOMETHING CALLED "BLOCKCHAIN.
AAARALL!
WHATEVER THEY S0LD

YOU, DON'T TOUCH IT
BURY IT IN THE DESERT

VAT, REALLY?
} DON'T TRUST VOTING SOFTUARE. AND DON'T

LISTEN To ANYONE WHO TELLS YOU TS SAFE.
WHY?

I DONT QUITE KNOW HOW To PUT THIS, BUT

OUR ENTIRE FIELD IS BAD AT WHAT WE DO,

AND IF YOU RELY ON US, EVERYONE WILL DIE. \ VEAR GLO\/ES

©,9Q 7%

Zynpa 5.1: https://xked. com/2030/

« Xto Data tier, To IPFS ko 1 OrbitDB amoteAobv eniong dixitepo KotvoTOHO AOYLGHLKA
Ko e Bewpovvtan akopo production-ready. AvTto €xel OC ATOTEAEGHN VO ELCAYOLV HE TN
oelpa Toug drapopa TpoPAfpaTa, T ool oxeTi{ovTaL KUPLWG e TNV EVPECT) TWV peers

(to omoio Paciletar mpocwpivd e signalling servers®) ko o replication twv dedopévav.

Télog, TovileTal TG, Tap’ OAEG TIG TPEXOVGES SUGKOALES, OL TTPOYPAUHATIOTIKES KOLVOTNTEG
TOV TOPUTTAV® TEXVOLOYLOV epydlovTal adidkorma yio T PeATiwon TOS, eVd ToPOHOLX EVOA-
Aok TIKG project HITopovdV ava TACA GTLYHT VA AVTIKATRGTHCOLV aUTA oL emAéxOnkav otnv

TpEYOLOO LAOTTOLNGT) TNG TEXVOAOYLKNAG oTOLBOC.

5.2 Avouyt& Oépata

5.2.1 Awaxeipion tov teAov tov Ethereum

O1 avaryxeg k&Be LITOAOYLOTIKOD CUGTHHOTOS G€ TTOPOULG TTOL GXETLLOVTAL He TIG dLXPOPES AeL-
Toupyieg tov (m.y. eme€epyaoia, amodnkevon dedopévwv, diktua) petappalovtol oe KATOLO OL-
KOVOLLKO KOGTOG. XTNV TEPITTWAOT TNG TOPOVCAG EPAPHOYNG, VG 1) ctoBrjkevoT TV dedopévav
droporpdletar avtofobAwg avépeca 6Tovg CLPHETEXOVTES KOpPouG, 1) Xprjon tov Ethereum arou-
Tel amd T péEAN TV KatofoAn TeEA®V yia T dnpovpyict cuvalloydv. Av ko avtd T TEAT elvor
amopaitnTo yuo tn Aettovpyia tov blockchain ko tnv mpodomion Tov amd emibécelg, amoteAovv
LoYLPO ePTTOdLO Yla TNV EVTAEN TOV TEALK®OV XPNOTOV GTO OLKOGVGTNHA TOV OUTOKEVIPOHEVOV

epappoywv tov Ethereum.

S1BA. xou https://github.com/1ibp2p/js-1ibp2p/issues/385.
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Yt mhaiowx g epappoyng Concordia, n Ayn pétpwv yia tn dioyeipion twv teAov Bewpet-
taL VYioTng onpociog. Qotdoo, 1) cLPTEPIANYT VoG TETOLOL pnyaviopol Do tepLémieke e€ape-
TIKQ TOV OXeSLAOHO TNG KL, WG €k TOVTOV, APONKe 1 adPacT va cupmeptAngOel wg TpodTAcT
yloe peAdovtikt tng enéktoot. Evag tétolog pnyaviopdg O mapeiye tn duvatdtnto ota péAn tng
TAXTPOPHOG VOL TT) XPNOLHLOTTOLOVY XWpig va Katéxouv 1) va dotovovy ETH. Auto Qo fitav e@ukto
HEGW TNG XPNOTG «peroccuvoc?\kocyd)v»@, ot omtoieg O petafifalav Tnv ATOTANPOY TOV TEADV
OTLG KOLVOTNTEG TTOL AVI)KOLV OL X PT)OTEG.

AvTr| TN GTLYUR LTTAPXOLV 1)1 TPOCEYYLOELS VAOTTOLCE®V TETOLOV €100V HIX VIOV, OTTWG
to Gas Station Network®, evy 1N Tpoypoppatiotikn opdda Tov Ethereum epydleton evepyd yia

TNV €yYevn vTooTHPLEN ALTAG TNG SLVATOTNTAG ATTO TNV LK TNV TAATPOPHA.

5.2.2 Awxvopun twv Ethereum token

3Tov UOLKO KOGHO, 1) EYKUPT] KO 0LVOVUT SLAVOUT EVOG GUVOAOL HOVAILKDV LG TOTTOLN TIKOV
avBevtiomoinong ota péAn piog kowotntag Bo propovoe va ftav pia dadikasia, 1 omwola vou
ATOLTOVOE TNV PUOLKY TAPOLGLA TV XPNOTAOV KAL TNV ETLAOYTH €VOG Ao VOU-TILGTOTOLNTLKOD
amd pla kAnpotida. Xe avtiv tnVv mepintwon o énpeme eite va vITpXe OAOHEAELX Ko, ETOL,
SLOOLPACOG TNG EUTMLGTOCUVNG o€ OAX TO PEAT, elte va LTI pXe peTafifoon TG epmioTooHVNG
o€ pla emTpomy.

2tov YneLokd KOGHO, TO Taportdve (Tnpo aotedel pio Wiaitepn mpoOKANGCT He TOLKIAEG
TPOCEYYLOELG OYETIKA E TNV ETMAOYT TV GLOTNHATOV TTOL Bt Y propomotnfovv, kabag katL Twv
oVTOTNTWV oTLG onoieg Oa exywpnOel epmioTocvV.

2TV Topovo o EPAPHOYT], ) VAOTIOLNOT) UNYAVICHOV Yot TNV avedvLpn Stavopr) twv Ethereum
token Twv KOLVOTHT®V He TPOTTO OV VA PNV OITOLTELTAL 1) EKXOPTOT) EPTLOTOGVVNG GE TPLTOUG,
Té0nKe exTOG TOL TAOLGLOL TNG epyaciog, eExttiog TNG ToPEKKALONG otd TO KEVTPLKO Bépar Ko
g moAvmAokotnTag g Omwg eivon oxediaopévny avtiv  otiypr, n Concordia dvvaton va
vrootnpifel molkileg apnpnpéveg Sadikacieg oL OTOLEG VO KATOXVP®VOLY TNV EYKLPOTNTA TV
eKAOTOTE PEA®V, AAAG OxL TNV avevupia Toug. Exeivn, 660 n diadikacio Paciletal oe kol
KEVTPLKT ovToTnTo awBevTikomoinong, de propel va Stacpaiiotel, kabadg Oa amartel mavta tnv
EKXWPNOT] EPTLGTOCVOVNG KITO TOV TEALKO XPHOTH GTA LITOAOYLOTIKA GUOTHHATA TNG TPAOTNG. H
ELPAVLOT) TOL TTPOPANHATOC OPELAETOL OTO YEYOVOG OTL 1] OLVOVUHOTIOLNGT] TWV TILGTOTOLNTLKOV
Bo Tpémer v APl xdpa eVTOG TV TV TPOOVOPEPBEVTOV GLOTHHATWY, TA OTTOLA, WG ETTL TO
mAeioTov, Bax elval CLUYKEVTPWOTIKTG AOYLKTG.

TN Topaderypa, é0tw OTL plo kKevipikn opyr) pe dikd Tng cvoTnua awbevTikomoinong apyt-
TEKTOVIKNG TeAATN-eELTNPeTNTH amopacilel vo cuppeTdoyel otnv TAateoppa tng Concordia,
dnpovpydvtag pia kowotnTa kot opilovtag éva e€wtepicd smart contract yio ta token twv pe-

AV tng. O pnyaviopog daxvopng tewv token Ba pmopovoe v NTav 1) eyypopt Tov XprioTh 6TO

2Metacuvarioyn (meta-transaction) Oewpeitan pio suvad oy mov vtoypégetal and tov Ethereum Aoyoapiacpd
TOUL XPNOTN kKo Tpowbeiton oe kdmotov tpito yio va tnv ekteAécel emi Tov blockchain.
®https://opengsn.org/
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KEVTPLKO oo TNG apxnG, 1 dnAwon piog Ethereum diebBuvveng tov ko 1 aroctoAn evog
token awwBevtikomoinong oe avtnv. Kat tétoto Ba €dive ) SuvatdtnTa 6TOULG dLoyelpLloTég TOL
CUGTIHHOTOG VO EVTOTILOLV e EVKOALR TIG TTPAYHATIKEG TAVTOTNTEG TWV HEAWDV TNG KOLVOTNTOG
niow amd k&be token g, alpovtog, £TCL, TNV AVEOVURLX TV TEAEVLTOLWV.

Avbom oto mapamdve TpofAnpa propet va eméABel povo pe tnv vAomoinon piag dradikaciog
avwvupomoinong tewv token et Tov blockchain. Avto amoutel Tnv vtap€n evog PNy aVIGHOL GTO
owocvotnpa tov Ethereum, o omoiog va mapéyel tn Suvatotnta petapopds twv token amokpo-
nrovtag Tig dlevbvvoelg tpoédevong kot TPooplopod Toug. Etot, ol xprioteg amhadg O petakt-
vovoav ta token mov apyikd tapélafav oe pic Stevbuvon pn Tpocsdiopioun ad Tpitous.

310 evpLTEPO okoc Vo TN TwV blockchain vtdpyovv N VAOTOLCELG TTOL TPOGPEPOLY QXL-
TV TNV SUVATOTNTA ETTL TOL €YYEVOUS TOVS VOopiopatog (1.x. Monero, Zcash), evd dubpopeg opd-
deg epyalovtal evepyd ylor TNV avAITTUEN TETOLWV PNYaviopodV kot 6to Ethereum. Av kot viép-
XOULV SLOUPOPOTIOLNTELS OTLG TPOGEYYIOELG TOVG, 1] KUPLX TeXVOAOYia otV ool Bacilovta eivart
avth TV Aeyopevov «zero knowledge proof», pe emkpatéotepa mpwtoxolra to zk-SNARK ko
zk-STARK. Qg pio ndn Aertovpyikr) Ador tomov piktn cvvallayov Oa propovoe va Bewpndet
o TornadoH, o omolog mapéyel TN dvvatotnTa avevupng petagpopag ETH 1) ERC20 token a&lo-
nolovtoag T zZk-SNARK.[21]

5.2.3 EvaAAokTikd cUOTARATA PTIPOPOopiog

Emni tov mopovTog, 1 e@appoyn Aeltovpyel oTOKAELGTIKA apecOdNHOKPATIKA, e KoBOALKEG
Yneogopleg Ko Lod&Leg Yneoug, 0mwg opiletal and to éEvmvo cupPfoiato Voting. sol.

TpomomoldvTag TNV TPEXOLGA VAOTOLNGT), 1) TAATPOPHA HTTOPEL VAL LTTOCTNPLEEL EVAAAKTIKG
CUGTNHOTX YNPOPOPLOG, HECW TNG AVATTUENG TTPOGAPHOGHEVWV EELTTVWVY GLHPOAdiwV. AuTO o
EXEL WG ATTOTEAETHO VO TTXPEXETOL GTNV KGBe kovoTnTa 1] dLVATOTNTA VO Opioel To voting smart
contract ov emBupel, avaloyo e TIG AVAYKES Kol TLG eTSLOEELS TNG.

Mepikd cuoTHHATA YNPOPOPLOV TOVL PITOPODV VL EVEORXTWOOVV (Kot kO Kot var cuvdva-

OTOVV) OTNV TAXATOOPHO ELVOL TOL TTOPAKAT:

« PReogopia pe oetpd mportipnong (ranked voting): to ekAoyikd ocwpa B éxel T duvatoTnTo

vo Yneilel pe oelpd mpotipnong petad Twv SLbésIwy eMTAOYOV TOV YNPopopLodV.

« IToAMoamtAn Yneog: opiopévol Yneogopot Ba éxovv toyvpodtepn Yngo Pacel kamolov kpt-

tnpiov (m.x. Péoel Tov reputation Tovg).

« Eppeon ymeogpopio: kébe péhog O opilel avTimpdo®To yio pia 1) TepLoGOTEPES YNPoPo-

pleg, yla OPLOHEVO 1) AOPLGTO XPOVIKO ILACTNHA.

« Mepikn} Ymepogopio: emtBoAr) TepLplop®dy oto Sikaiwpa Preov, Pacel k&tolov kpLtnpiov

(r.x. npepopnvia eyypagnig xpriot).

*https://tornado.cash/
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duokd Ta Tapatdve eivor kabopd eVOELKTIKA, TPAYH ToL onpaivel 0Tl Ba elvan ePLkTod
VO HTTOPOUV Va STIHLOVPYOUVTOL EVTEADG SLAPOPETLIKA GUHPOAL GLGTNHATOV YNPOoPOpLaG, Vi
Ao GTLYHT ko ot Tov omolovdnote. H 8e cOvdeot) Toug pe tnv epappoyn) Oa eivan 6pola pe to
Ndn vAomonpéva, apot 1 povadikny outartotpevn evépyela Ba eivar 1 ooBnkevon evog pointer

7pog To voting contract Tng ekAoTOTE KOLVOTNTAG.

5.2.4 XZuoTHpaTA aItOdOoNG EPTLGTOGVVNG

Mioa emtutAéov TpocOrkn TNV eQopUOYT HITOPEL Elval Vol cVGTNHA TTOS0CTG EPTTLETOGOVG
(reputation system). Méow evog reputation system, ot xprjoteg prropovv va kepdilouvv 1) va yavouvv
Babpovg epmictoovyg, pe Tov TPOTO TTOL OpileTarl Ao TO ekGoToTE smart contract.

Oplopéveg evOELKTLKES YPTOELG TOV ELVAL 1) CUVEPYAGLX TOV He TOVG HIXAVIGHOUS TTOL TTePL-
YPOPOVTOL GTLG VITOEVOTITEG kot 5.2.3. Twa mapéSetypa;, 1) 1oy 0g TG Yrigov evog péAoug piag
KOLVOTNTAG 1] TO OGO TV TEADV 1oL kadeiton va katafdAlel oto Ethereum Bo prropovoav va
vroAoyilovton avaroya pe Tov Babpod epmieToodVNG oL €XEL ATTOKTHOEL.

Yio0eTvTag TNV oupnpnpév AOYLKT TOL TTEPLYPAPTKE OTA CLOTHRATA YNPOPOPLoG TNG TPOT-
YOUHEVNG TOXPAYPAPOV, ELVAL EPLKTO VO TTOPEXETAL T) SLVATOTNTA Ge K&DE KOLVOTNT Vo ETLAEYEL
HeTaED eVOG GUVOAOL SLAPOPETIKDOV CUGTNUATWV ATODOCTG EUTLGTOGVVNG YLO TOL HEAT TNG, HECW
eVOALOKTIKGOV reputation smart contract. Hon viapyet pia tAovoia yképo T4ToLwv 6UGTHHATOV
7oV propovv var vAomonBovv eni tov Ethereum, pe tnv ta&vopio tovg va opiletan emi piog
TAN0Gpag aveEaptnToVv diotdoewv.[22] QoTtdoo, 1) TepotTépw avaAvot Toug, eivar Bépo ov

ekTelveTal TEPo oo T TAAUOLX TG TAPODOAG SUTAWUATLKAG EPYXCLOG.
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