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[TepiAnyn

Tig Tedevtaieg dekaetieg, N paydaio avamtuén tov dadiktoov petéPoare pLlikd Tig avBpo-
TLVEG KOLVWViEG, HECW piag TANODPAG YNPLOKOV EQOPHOYDOV, OL OTOLEG, GT) GLVTPLITTLKY) TOVG
TAELOYN@la, TPOCPEPOVTAL AITO TOPOXOUVG LINPEGLOV LITOAOYLGTLKOD VEPOULG, akoAovBdvTag
TNV ApPXLTEKTOVLIKT] TTeAATN-eELTNPETNTY).

MoAovotL avtd To povTéLO LAOTOLNGONG éxel oumodelyBel Wilaitepa Aettovpytko kol €xet PeA-
TiwBlel afloonpelota avd Ta Xpovia, 1) GUYKEVIPWTLKT] TOU AOYLKY) GUVOOEVETAL ATTO Pia GELPX
npoPAnpdatwv. Ipota ar’ OAa, o xpnotng kaAeital va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pla eEwtepikn ovrotnta. Exeivn, Statnpovtag tov mAnpn éleyyo eni avtdv, Stabétel tn dvva-
TOTNTO Vo T emte€epyaleTo, vou Tar dtopotpaleTon kaL vo Tar Aoyokpivel, eite yio va eEumnpetrioet
TOL GULPEPOVTA TNG, lTE YLt Vot GUHHOPPWOEL e dAAeg apyég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLalel 1 eyyonon tng dwbecipotntag twv dedopévav, Kabng, ave Tdoa oTiypr, o eEumn-
peTNTNG prtopel va artoovuvdebel yior adpLoto xpovikd daaTnpo Kot AGY® TOKIAWY ATV, OTTMG
Karolag kKuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPNC.

Avtol eivon pepikot faoikol AdyoL Tov cuveTélecav otV Toxelo avamTuEn evog cuvOAoU
AOYLOHLK®OV avolyToD kddka, 0Twg Tov Ethereum blockchain ko tov IPFS, Ta omola, av ko Bpi-
OKOVTOL G€ OYETLKA TTPOLHO 0TASLO, AtoTEAOVVY NON Lkovd epyoheion SNPLOLPYLAG KATAVEUNHEVWV
KOl LTTOKEVTPWOHEVOV EQPUPHOYDV.

210X0G TNG ToPOoLONG SITAWHATIKNG epyaciag eiva 1) LAOTOINGOT) PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) 0TTolet, tELOTTOLOVTAS TEXVOAOYLIEG TTOKEVTPWOTNG, aepevog Oar emoTpéPeL TNV
KUPLOTNTA TV TPOCWOILKOV OedOPEVWVY GTOV XPNOTH), a@eTépov Ba mapéyel T SuvatotnTa de-
VEPYELUG SLOUPAVOV ONUOKPATIKOV YNPoPopLdv. Avtd péca o€ éva TAaiclo avhekTikd, T060 o€
oQAApaT KoL eTOECELS, 000 KL G€ TOTELPEG AOYOKPLOLOG KO TTOPAITOLNGTG.

AéEerg-Kherdr: Amoxevrpomoinor, Ethereum, Blockchain, E€vmtvo Suvpfodato, Amokevtpwpévn
Egpappoyn, IPFS, OrbitDB, React, Redux, Jenkins
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KepaAairo 1

Elcaywyn

1.1 Tevik&X

H oApotoddng avamtu€n tov dradikthov Sapdppwaoe éva oAokaivovpylo Tomio oe k&Oe Topéa
™G avBpdTIVNG dpacTNPLOTNTAG, TaPEXOVTOG Eva avapiBunto TANBoC epappoy®V Kol LI PE-
owov. Ta péoa kowvwvikng dIkTOWGONG, TO NAEKTPOVIKO TaLOPOELD, 1) YnpLakT) ednceoypapia, 0
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TOAVHECWV POTG, ATTOTEAODV OPLGHEVOL OO TO GTJHALVTL-
KOTEPX - KO TTAEOV AVOTTOGTIALOTAL - KOPPATLOL, TTOL GLVOETOLV TNV YNPLOKT) TTTUXT TNG GUYXPOVNG
KoOnpepvoTnTOg.

Katda kbpro Adyo, To povtédo mov akoAovBoiv oL Tapamdve Texvoroyieg elvot avTod TG ap-
xirektovikng meAatn-eEumnpetnti (client-server architecture) ko Tpocpépovrar amd mapdyovg
VTN PECLAOV LITOAOYLOTIKOD VEQOUG (cloud computing service providers). Avto onpaivel 6TL oL ato-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwobnkevon twv dedopévwv
(storage) kot To TPWTOKOAAO emikOLVwViag (communication protocol) vAomolotvton emti evog ou-
ykevtpwtikoU (centralized) mAouciov, k&tL ov Tovg TPocdidel oplopéva afloonpeiwta TAeove-
KTrpata (7). eVKOA L AVATTTLENG, GUVTHPNOTNG KOL ITOGPOAUATOCTNG).

211G pEPEG HOG, WOTOCO, Tapatnpeital TOpAAANAa pic T@on Snplovpylag EQPAPROYDOV TOL
akoAoLOOVV ATTOKEVTPWTIKG HOVTEAX AeLTOVPYLOG, GTa OTTOl TO processing kol To storage kota-
VépovTaL o€ €V 6UVOAO KOPPwV oL emikovwvoLy opodtipa. Evtog, Aowrdv, avtrg tng Téong, ava-
TTOCOOVTAL e Tayelg pLOROVG dLdpopa AOYLOHLKE, T 0TTola GUVOETOUV EVaL VEO, LITOKEVTPOTLKO
owkocvotnpa. Avtd mepthopfPaver (HeTa€D GAA®V) TOGO KOUVOTOP TTPOTOKOAAA aroBnKevoTg
dedopévwv (.. IPFS), 660 kot mAat@oppeg avamtulng kol eKTEAEGTG ATTOKEVTPWIEVOV EQPOUPHO-
yov (1.x. Ethereum blockchain).



1.2 Ilepi amokévipwong

Av KoL 0 OPOG «ATTOKEVTPWOT)» XPTOLLOTTOLELTOL EVPEWG TNV ETLOTHIN TOV DITOAOYLOTAOV KOl
oTa kpurrTootkovoptkéd (cryptoeconomics), ouvifwg opiletar apketd acapdc[d]. Sty mpaypo-
TIKOTNTA 1] ATOKEVTPwOT) (1], avTioTolXa, O GUYKEVTPWTIONOG) popel va tomofetnBel mdvw o
Tpelg EexwPLoTOVG AEOVEG, OL OTTOLOL ELVOL GE YEVIKEG YPOHHEG aveEAPTNTOL O EVOLG ATTO TOV XAAOV.
Avtol éyouv wg e&ng:

@) APYLTEKTOVIKN QUTOKEVTPWOT): ATtd TOGOVG PULGLKOVG LITOAOYLOTEG ATTOTEAELTAL £VOL G-
otnpe; ITocot amd avtodg HITopovVv, avd TACA GTLYHT), VA XXAXCOLV Kol KELVO var avTEEEL;

B) HoMtwkn amokévipwon: IIoca dtopa 1) 0pyavicpol eAEYXOUV TOUG DITOAOYLETEG ATTO TOVG
omolovg atoteAeitol To CVGTNH;

v) Aoywkn amokévtpwon: H diemagr) kot ot dopég dedopévwv Tov cuoTHpaTog poldllovy me-
PLOGOTEPO e VO POVOALOLKO avTIKElpEVO 1] Evar GHOPPO GUIVOG; Av, dnAadn), To cOOTNHX
(cupTepAApPPaVOPEVOV TOV TAPOX WV KOL TOV XPNIOTOV) «KOTEL TN pécT) », O cuveyicouv
Ta OO oA VO AELTOVPYOVV TTANPWG WG oveERPTNTEG HOVADEG;

To tapdderypa, To BitTorrent eivot amokevipwtikd wg mpog dAovg touvg doveg, eved éva CDN
(Content Delivery Network), eivo povo apyrtektovikd kot Aoykd, opot eAéyyxeton od KamoLo
etoupeia. Pvoikd, n évvora propel vo yevikevOel Kol vor PAGLE Yot TOKEVTPWOT) PLOG ETTLYELPTIOTG
(ovvnBwg TARpwG cLYKEVTPWTIKN) N plag YADOTGG (6LVNOWwg TANPWG ATOKEVTPWTLKT).

H emloyn g Soprng evOG GLUOTAHATOG WG TTPOS TNV ATOKEVTPWOT] Tov Paciletal oTIg ekd-
OTOTE AVAYKES KOl GTOVG GTOXOVG TOV. MepLkd Lo VP& TAEOVEKTHHATA TTOV SLATLTTOVOVTL GUY VA
YLt TO XTTOKEVTPWTIKA CLUCTHHATA elvar T €ENG:

« Avoyxn oe o@aApota: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUOTNHATX Elval ALyOTEPO TIL-
Bovo va amotiyovv Tuxaia, emewdn Pacilovton e TOAAG EexwploTd oToLyela oL eivarl
atifovo Vo ToPOLGLAGOUY GPRALATA TAVTOYPOVAL.

« Avtoxn oe emBéoerg: To kO60TOG pig emiBeong, mov €xel wg 0TOXO TNV KATAGTPOPN 1)
TOV XELPLONO VOGS UITOKEVTPMOTLKOV GUGTHRATOG, eivat TOAD akpLPfo. Avtd cupPaivel emeldn
dev vmdpyel kamolo evaicOnTo KeEVTPLKO oNpelo 6TO omoio va propel v TtporypartomoinOet
pio emtiBeom, 1 omoia var éxel KOGTOG TOAD XAPNAOTEPO ATO TO OLKOVOULKO péyebog Tov
epPAAAOVTOG GUGTHHATOC.

+ Amovoior XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £VaL LOAVLKO TTOALTIKA ATTOKEVTPWHIEVO
cuoTNHA oL XprioTeg e XpeldleTal va EPTLOTEDOVTAL KOITTOLO KEVTPLKT apXT) YLt TNV €Tte-
Eepyaoio kot tnv amobnkevon twv dedopévwv.

+ AvTiotaoTn o€ GUPTALYVieg: eival TOAD L0 JUGKOAO YLOt TOUG CUPHETEXOVTEG G OUITOKE-
VIPOHEVA CUGTHRAT VO GUVEPYAGTOVVY YLO VO EVEPYTCOLV HE TPOTIO TTOV TOVG WPeAel Ge
Bapog GAAWV CUPpETEXOVTWOV.

ISiaitepa T TeEAeLTLO XPOVLAL, TTOPATIPELTOL Pict EVTOVI AVAYKT) VAOTIOLNONG OTTOKEVTPWLE-
vov epappoyov (decentralized applications), ot omoieg, Tépa aTtd TAL APYLTEKTOVIKA TAEOVEKTH-
HOUTOL TTOL TIG X0 paKTNpilouv (.X. oTabepdTnTa, AcPAAELR, ETEKTAGIHOTNTA), ATOGKOTOVV GTNV

T «kpumTootkovopLcd» elvon 1 TpaKTIKY Mot TG SNpiovpyiag KaTavepnpuévey GUGTHRATWY, oL WLOTN-
TEG TWV OTOLWV eEACPAMTOVTAL PE OLKOVOULKG KIVITPOL, EVE OL OLKOVOLKOL TOUG UNXOVIGHOL VOl KPLTTTOYPOPLKE

eyyunpévor.[[1]



entitevEn MOALTIKNG OTTOKEVTPWOTNG. AUTO TTNYALEL TOGO ATTO TNV OVAYKT) TTPOAGTILOTG TWV AP DOV
OV KATAGTPATNYOUVTOL OTO Ta Sedopéva LTTAyoVTOL GTOV EAeYXO KATTOLXG KEVTPLKNG dtoxeipt-
ong (1m.x. g eAevBeplag Tov AOYOU, THG AVEOVURING KoL TG WOLWTIKOTN TG TOL XPHoTH), 0G0 Kot
Ao TNV avaykn dnpovpylag dadlkaclody oL ataltobV eYKLPOTNTA Kol VBEVTIKOTNTA, OTTWG
60wV oyetilovton pe TNV awtodloryeiplon kol TNV Gpect dnpokpatio. QG AmdyEL0 TOV TOPA-
OV, PTopovV va BewpnBoiv oL Aeyopeveg amokevTpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1} DAOs), ot omoieg ammote AoV pia Hop@er) AAYOKPATIKACE 0pyavVeOoNG
Baoiopévng oe Texvoloyieg amokévipwong kat, kupiwg, oto blockchain.

1.3 Oplopog tov TPoPANNATOG

Ou meplocotepeg dradedopéveg TAATPOppeG emikovaviag (kowvwvika diktva, mailing lists,
forums x.4.) eival wg el T0 TAEIGTOV CLYKEVTPWTIKNG HOPPNG, TPAYHX TO 070l0 KabloTd ava-
ykaio tnv Omap€n KeVIPLKOV opydV oL var TIG dtoxelpllovtal KoL val TG GLVTHPOUV.

IMopd Ta BeTikd TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT] AOYLKT) €VOC TETOLOL GUGTHHATOG
APEVOC GLVOOEVETAL OO TTOLKIACL PLELOVEKTHATO TEXVIKNG PUOEWS (OPYLTEKTOVIKOG GUYKEVIPOTL-
OHOG), PeTEPOU eYeipel GoPopolc TPOPANHATIOROVG GXETIKA e TN SLOXELPLOT) TV TTPOCMOITLKOV
deSOpEVWV TV XPNOTOV ol TIG KEVTPLKEG apXEG (TTOALTIKOG GLYKEVTPWTIONOG). Tar PacikodTepar
amd to Topatave Ba propovoay vo suvoPLleTov wg eENG:

« EM\ewfn aopdherag: Ta tpocwrikd dedopéva Twv xpnoTtov popei vo vitokAomtovv eEot-
Tlog kaurolag kuPepvoemnifeonc.

« EM\ewfn draBeoypuotntag: To cOOTHHA PITOPEL VO OTAPATIOEL VAL AELTOVPYEL TTPOCHPLVA
1 HOVIHX YO TEXVIKOVG, OLKOVOMLKOUG 1} VOHLKOUG AOYOUC.

« EM\ewfn gpmiotootving: O kevipikég apyég €xovv tn duvartdtnta v mapokolovbodv
Tovg XpNoteg, va drPalouvv, 1 akOpa KoL vor dLoeppEovY TA TTPOCMITLKA TOLS dedopéva ev
ayvola Tv teAevtainv. OL de xprioteg de SLaBETOLV KAVEVOLY TPOTIO JIE TOV OTTOLOV VL PITO-
povV va TIg epmiotevBoiv pe PePatdTnTo.

« 'EAAewym eyyonong tng avbevtuodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VOTOTNTA VA TPOTTOTTOLODV Tot OedOPEV KATA POVANGCT) KATL TTOL €XEL WG ATTOTEAEGHOL VO
HNV VTTAPYEL EYYONOT WG TTPOG TNV avBevTikdOTNTA 66KV PAETOVY OL XPHIOTEG.

« EM\ewym eyyonong tng eAevbepiag tov Adyou: Ot kevrpikég apyég éxouv Tn duvatdTnTa
voe Aoyokpivouv ta dedopéva, eite fAoel TV GUHPEPOVTWV TOVG, eiTe PAOEL LITOXPEDCEDV
TOUG TTPOG TPLTOLG.

EmutAéov, 0mwg yivetal goavepd, oL adLVAIES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVX TO
KoOLoTOOV aKATAAANAO Vo TTapéyel 6TOVG XPTOTES ALOEVTIKEG KAl ETTLKUPMOCLHEG ONHOKPATIKES
drdikaoieg. Tétolov eidovg dadikacieg B propovoe va NTay amtd aAég Yngopoplieg, PéxpL
o0OvBeTeg dradikacieg avTodLayeiplong TNG TAATYOPHAG.

20 6pog «odyokpatio» (algocracy) avagépetal oe evadlaxTikég pop@ég diokvBépvnong mov Pasilovron ot
xprion adyopibuwv.[3]



1.4 X10x0¢ TNG SMA®WUATIKNG

31006 TNG TopoLGAG SUTAMHATIKNG epyoaiag elvat 1) Snpiovpyio HioG KUTOVOUNG KOLVWVLIKTG
TAATQOpHaC, 1) omoia, Pacllopevn oe texvoAloyleg amokévipwong, Oa Aettovpyel aveEaptnTa
ATTO KEVTPLKEG OPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Kotl KLUPLOTNTOL
erntl twv dedopévav toug. TlapdAinia, Oa mapéyel pioe TAATEOPHA Yo AVOVUpEG Kol aLOeVTLKEG
Yneo@opleg, ev SLVALEL LKOVAOV VO ATTOTEAEGOLV €Va EYKVPO, EUTTLOTO KoL GPECO ONUOKPATLKO
Bripa ANyng amopdoewv.

H proof of concept (PoC) epappoyn mwov avartoxOnke yiox tnv enitevEn tov mopomdve 6TOXOL
ovopaletol Concordiafl kot Aertovpyel pHEGW £VOG GLVOVAGHOD ATTOKEVTPWTIKGOV TEXVOAOYL®dV. ITio
OLYKEKPLHEVX, OTOV eeePYATTIKO TUPT VA TNG KAl 6y oTpeio avapopag aflomolet To Ethereum
blockchain, eved yio tnv amobrkevon tov peyoddtepov Oykov TV dedOpHEVOV XPTCLHOTOLEL TO
IPFS péow tng OrbitDB . H 8¢ Siemapn tov yprjotn vAomoteiton pe ovyyxpoveg pebodovg web
development oe Javascript (React, Redux «.&.).

1.5 MeBodoloyia TG SIMAWHATIKAG

H népovoa Sumhwpartikr eiye épmvevon Tig oulnTHoELS Hag pe TOV ANpakT).
Apxikd, TpaypHaTOTOoLNOnKe €PELVA TOL XOPOL TOV ATOKETPWHEVOV TEXVOLOYLOV e GTOXO
TNV KATOVONOT TOV ENLTAOKOV OUTOV TOV TEXVOAOYLWwV TOGO oTnV avamTuEn Touv KOdLKX 660

KoL oTnVv Xpron....
St TpdTa oTAdIX TNG Epevvag eEOLKELWONKOLE e TOV XDPO ...

Emerta, éywvay pepikéc mpoteg mpoomddeteg yio tn dnpovpyia evog proof of concept application...

1.6 Opy&vwon kePalainv

H mopotoa SImTAwpatiKn epyacio opyovaVeTOL G€ KEQAALA, EVOTNTES KOIL VTTOEVOTNTEG, OTTWG
auté mapatifevran ota [epiexopevd. o cuykekpipéva:

» 3o Kegéhouo 1
+ 2o Kegéhouo 3
+ Zto Kepédao 3
+ Zto Kegahato 4
+ 3o Kegéhouo 3

*H Concordia eivou n 0ed tng apyaicg Popaikfic Opnoxeiag mov mpocwmomolel TV opdvola. Ity eAAnviky
poBoroyia towtileton pe tn BedtnTor Opdvola 1y tn Bed Appoviee.
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KepaAaro 2

OewpnTiko VLOPabdpo

2.1 XuvapTRoELg KATAKEPUATIOHOD

Ot kpumtoypapikéc ovvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLKT) KaTnyopiot CLVAPTHCEWY KATAUKEPHUATIOHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULTLTOYPAPLL.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko
emLoTPEPOLY GLPPoAOGELPEG GTaBEPOD prjikoVG.

Tuxaio péyedbog YT1abepd pnKog
Mnvupa Hash
) RS S 7793b685a948517d
............................ d8bA2904F85933¢ea

............................ eB0198b1

Mn avtioTpéyiyn diadikaocia

Zynpa 2.1: Aeitovpyla ovvapTnONG KATAKEPUATIOUOU

OL TLEC TTOV ETTLOTPEPEL 1) GUVAPTNOT) KOTOKEPUATIOHOD OVOHALOVTOL TIHES KOULTAKEPHATIOHOD
(hash values, digests 1} atAd hashes). Mia 1davikr) kpuTTTOYpPAPLKT] CUVAPTNOT) KATAUKEPUATIGHOD
éxeL TG e€nNg Paoikég droTNTES:

« Eivou vreteppuviotikn, dniadn 1 idia elcodog mapdayetl mavta tnv idua €€0do.

« Eivou pn avtiotpéyipn, dniadn eivar mpoaktikd avé@ilkto va vtoloylotel 1) elcodog dedo-
péVNG pLog e€6d0v.

« Eival apgipovoonpoavn (1-1), dnioadn oe d0o Stopopetikéc el60d0VG AVTLGTOLYODV TAVTA
dvo evredwg drapopeTikég EEodol.

« Eival amodotikn, dniadn o vtoloyiopodg tov hash omolacdrmote etcddov eivor ypriyopoc.
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Zyrua 2.2: HapdSerypa Aeitovpyiog cUVAPTHONS KATAKEPUATIONOU

Mio o6 TIG ONHOPLAEGTEPEG OLKOYEVELEG KPUTTTOYPAPLKOV AAYOPLOH®V KaToKEPUATIOHOD €i-
vou autr] twv Secure Hash Algorithms (SHA), 1) omoia mepthapfaver tovg SHA-0, SHA-1, SHA-2
kot SHA-3.

2.2 AoOppetpn kpuntoypapia

H aotppetpn kpuntoypapio (asymmetric cryptography) 1 kpumtoypagia Snpodciov kAetdov
(public-key cryptography) aumoteAei kpumtoypagikd cvotnpa tov Paciletor otn xprion evog Leb-
youg kAediiv (key pair), tov dnudéotov (public key) ko Tov idiwtikot (private key). Avté to kAetdud
elvor paOnpatikd ovvdedepéva wg eEng:

« To 1duwTucd kAeldi de propei va TpokvPel yvwpilovtag to dnpoctod Tov
« 0,11 xpumtoypanBei and to éva popel va atokpumtoypoendel povo atd to dAro

H dnpovpyia evog Lebyoug kAeldLmdVv emiTuyYaveTal pEcw pog yevvitplag kAediov (key gen-
eration function), n omoia ypnoipomotei eidikovg alyopibpovg (m.x. RSA), dexopevn wg eicodo
évay Tuyalo aplBpod. Amo ta mapoyOévta kAedid, To dnpodoto yvwotonoleital oe TPITOLS, EVE TO
LOLOTLKO TTapapéVeL HUGTLKO.

12
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Xyripa 2.3: Hapaywyr actppetpov {evyovs kAeidiv

O xpnotng pmopel va ypnoomotrjcel Ta kKAeWdLd yiox 0o Pacikods okomoig:

a) T vo amokpunToYypa@roeL PNVOHATHE AAADV XPNOTOV, Ol OTTOLOL TX KPULITTOYPAPNCALV
XPNOHOTOLOVTAS TO dNPoOcLo KAeLSL Tov. Me avtdv Tov TpOTTO eEATPAALETOU 1) EUTIOTEVTL-
kornta (confidentiality).

B) T v vtoypdafer YmerLakd évor PVupa, KpLuIToypap®vTag to hash twv dedopévwv tou pe
70 WLTkd Tov kAewdi. Etol, o mapadnimtng Tov pnvopatog propel péow tg Anebeicag

Unpiaxrg vroypaeris (digital signature):

i. NoemaAnBedoel tnv TavTOTNTH TOL ATOGTOAEN, ATTOKPUILTOYPOPDOVTOG ETLTUXDG TNV
ynglokr voypagn pe to dnpocto kAewdl tov tedevtaiov. EEacpaileton étol n mi-
oromoinon (authenticity) tng mpoélevong twv dedopévwv.

ii. No emPefordoet 6tL 10 pvupa éptace avarlloiwto, epdcov To hash twv dedopévwv
ovpmintel pe To hash evtog g Ynerakng vroypagng. Me avtdv tov Tpomo eEacpo-
Alleton 1 axeparotnre (integrity) Tov dedopévwv.

Me T0V 6LVSVAGHO TV TAPATAV®, Aépe OTL VO ¥PNOTEG HITOPODV VXX ETTLKOLVWVOUV HeTED
TOUG He Kpumroypapnon an’ dxpn o akpn (end to end encryption).
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Zxnpa 2.4: Kpvrroypapnon an’ dkpn o akpn

Mia tpocéyylon otnv kpuntoypopior SNUOcLov KAEWSLOD eival 1) KPLTTTOY PP EAAELTTIKNG
kopoAng (Elliptic-Curve Cryptography 1) ECC). H ECC Paociletar otnv aiyefpik dopn twv
EALEUTTIKOV KOUTUAGV o memepacpéva medio kot vmepéyel tng non-EC kpumtoypapiog, ko-
B¢ emTpémet Tn dnpuovpyic pkpOTEPWVY KAEWLOV pe toodvvopn acedeia. Evo ard ta mpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omtoiog xpnoipomoteiton
ytoe TNV Ymeroakn voypoupr) dedopévav kan amotelel To EC-avaroyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1] hash tree) eivon pice devdpikr dopry dedopévwv, n omoia
anoptileton and @O (leaf nodes), mov mepiéyovv hashes amd blocks dedopévwv, kot amd G-
Aoug kopPoug (non-leaf nodes), ot omoiot mepiéyovv ta hashes twv Buyatpikwv Tovg. Xtnv Kopuen
oL 8¢v8pov Ppicketar o pLlikdc kOPPOC pe To Aeydpevo root hash.[5]

H mtio cuvnBiopévn vhomoinon eivon o dvadikd (binary) $évdpo Merkle, to omoio mephog-
Baver dvo Buyartpucovg kopPoug (child nodes) kdtw amd k&Oe yovikd non-leaf kopPo, ko eivor
oLTO TTOL AVOADETOL GTT) GUVEXELAL.
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A\ A A A\
D1 D2 D3 D4
Data blocks

To Merkle trees emitpémouv v ammodoTikr Kol aoPoAT] ETAANOeVOT TV TEPLEXOHEVOV TTOV
ovrikovv ce 6eT dedopévev peydov peyéBovc. H PBaoikr dotnta elvan 0Tt yia k&Be oet dedopé-
VoV LITapyeEL ok pLPOg éva mbavo dévdpo, To omolo de yiveton va TpomomoinBel xwpig vo arAdel

Zytiua 2.5: Hapdaderypa Svadikov Sévdpov Merkle

Tavtoxpova Kot to root hash.
Etol, péow twv Aeyopevov Merkle proofs, prropotye:

« No amopavBotpe eqv kamowar dedopéva avrjkovv ato dévdpo (pe tov apldpd twv hashes
7oL O TPETEL var LITOAOYLETOVV Vi elval avaAoyog Tov AoyapiBpov tov aptbpod Twv leaf

nodes).

+ No amodel€ovpie GUVOTTIKE TNV EYKLPOTNTA EVOG THTHATOG KATTOLOL GET deSOPEVOV, XWPIg

va ypelaotel v aroBnkeboovpe 0AOKANPO T0 cUVOAO dedopévwv.

« Noa dtxcparicovpe TNV eykvpoOTNTA £VOG GUYKEKPLUEVOL GLVOAOL SedOPEVOV EVTOG EVOG
peyalbtepov GOVOAOV, XWpIg var xpelactel va ammokalv@Oel To mepLeOpevo omolovdnmote

ek Twv 000.[6]
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2.4 Aiktoa Opotypwv Koppwv

To dixtvo opoTIHWY KOPPwV 1) Peer-to-Peer (P2P) networks amoteAotv pio katovepnpévn ap-
XLTEKTOVIKT JIKTOWV, Ol cUPpeTEXOVTES (KOPPOL) TG omolag popdlovTal Vo TUHH TOV TOPWV
TOUG, e GTOYO TNV TaPOoXT Kamolag vrtnpeciag (1.x. Tov Stapolpacpd meptexopévov). Ev avtifé-
o€l e OLYKEVTPWTIKG SikTua TOTTOL client/server, ot kopPol (nodes) éxouvv amevbeiag tpodcPao
OTOVG TTOPOLG, XWPLG TN dtopecordPnon evdidpeswv ovtoTTeV. Ol GUHHETEXOVTEG EVOG TETOLOV
duktvov eivat, dSnAadn, TavTO)XpOVA, TOGO TAPOYOL, OGO KL ALTOVVTES TWOV TOPWV KOL TNG THPE-
XOpevNg vrtnpeciag.[[7]

To P2P networks pmopodv va xwplotovv oe dvo katnyopleg:

« Zta «KaBapda» (Pure) P2P networks, ota omola toydet 0TL 1) apaipeot evog tuyaiov kOpPou
artd To diktvo dev pokadel kdolo TPOPANHa oe ALTO.

o Zta «YPpduka» (Hybrid) P2P networks, ota omolar GUppeTéXOLY EMUTALOV KOl KEVTPLKEG
OVTOTNTEG, TUPEXOVTOG ATTUPALTN T TUNHATX TWV TTPOCPEPOHEVOV VI PECLOV.

Ao €00 koL 670 €€NG, edv dev avaépeTal pnTd 1 Katnyopio kamotov P2P network, Oa ev-
VOeLTaL OTL AVIKEL OTNV TPOT).

2.5 Blockchain

To blockchain amotedet pioe Stavepnpévn dnpocia oelpd dedopévwv, mov datnpet évav ope-
TAPANTO WG TPOG TO LoTOPLKO TOL kKartdhoyo (immutable ledger) Ynerakdv cuvarlayodv (digital
transactions) evog ayaBov (asset), m.x. evog vopiopartog (token). Ileprypdpnke yior TpdyTn Qopd
T0 2008 oo évar &topo (1) pio opdda avBpomwv) yvwotd g Satoshi Nakamoto, amoteAdyvtog
Béon tov kpurtovopiopatog (cryptocurrency) Bitcoin.[8]

Aopk6 otoryeio tov blockchain eivar To prhok (block), To omoio epiéyet piot opddo ykvpwv
OUVOAAXY®DV TTOL £XOUV KoTokepPaTIoTeL kKot KwdikomotnBet oe éva §évdpo Merkle, to hash tov
TPOTYOVHEVOL MITAOK Kot pepLK akOpa petadedopéva (.. nonce, timestamp). Etol, k&Oe véo
HrtAok «delyvel» G6To mTPONYoLHEVO TOL pésw tov hash, emPePfardvovtag Tnv akepotdtnTd TOU,
pe ta drxdeyOpeva HITAok va oXNUaTiCovV TeEAKA pic aAvoida, HéEXPL TO ap)LKO HITAOK, TO OTOLO
elval yvwoto wg To pirhok yéveong (genesis block).[9]

Qg mpog TNV KvpLOTNTXA €Ml wtoV, To blockchain Guvﬁewgﬁ dev eAéyyetal amd KQToLL Ke-
vTpiky ovtotnTa, alld Swatnpeiton armtd éva dnpodoio P2P Siktvo. Ot képPot (nodes) Tov diktdov
OUHHOPPOVOVTOL CLALOYLKA HE €va TTPWTOKOALO cuVaiveST|S (consensus) yLot TNV €LKOLVOVIo
KoL TNV eMKOpwOoT Véwv prhok. [ tapaderypa, oto Bitcoin, to consensus emituyydvetal péow
evog Proof of Work (PoW) adyopiBpov, 6mov ot kopfol (miners) avtaywvifovtal o évag Tov GA-
Aov yia to motog B Aboel mpwTog éva 6OvOeTo alyoptBpikd TpoPAnpa mov cuoyetiletan e
to ekdotote block. Auvtog mov Ba T kKatapéper emPpaPedeton yio TV eme€epyasTikn LoXL TOUL
damdavnoe pe éva mocsd oo bitcoin. Exelva eivat ev pépel véa vopiopata mov kofovtot 1) «e€o-
pvocovtoly ekelvn TN oTypn (0mwg opileton otd T0 TPWTOKOANOD), 0AAL Ko 6ca TéAN (fees)
KoTEPoAov oL KOHPOL yla var TPOYHOTOTOL)GOVVY TIG GLUVAAAYEG TOL prtAok. AEileL va onpelwbel
TG dev elvar avaykoio vo drabétel kaveig oAokAnpo to blockchain (to omoio eivo oyk@deq) -
dNAadn évav TANpn kOpPo - yLa va emikolvwvroet pe To Siktvo, oAAd apkel évag light node mov
amA& ovapeTadidel TNV cLVOAAOYT) TTOL LOUVHEL VO TPAYPATOTTOLOEL O XPHOTNG.

*Ymdpyouvv ko kémoleg vAomooelg iwtikev blockchain mov, dpwg, 8¢ Oa pag anacyoAfcouvy.
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H dtevBuvorodotnon oe éva blockchain emituyyaveton alomoldvrag tnv kpumtoypopio dn-
pooov kAewdov. To mpwtdkoAlo tov ekdotote blockchain opilel évav alydpiBpo yia tnv ma-
paywyn Cevydv kAewduodv (m.x. ECDSA oo Bitcoin). To dnpodoio amd avtd opilet tn dievbuvon,
€V TO LOLWOTLKO TTAPAPEVEL HUGTLKO, VIO TNV KOTOXT TOL XpNoTrh. Me avtd Tov TpOTTo mTpoKLITeL
éva TpakTikd aveEdvtinto mAR0og mbavodv éykvpwv dnpdciwv Sdievboveewy (. 2% yix to
Bitcoin), oTig omoieg oL xproTeg PopoV va GTEAVOLVY Kal va Aop&vouy Toc& TOU eKAGTOTE
KpuTTOVOpiopatog. Ta TV oo toA} evog mocov, dniwvouy to fee mov emBupovv va korta-
Barovv ko voypdpouvv TNV emBLUNTH GLVOAAXYT He TO WLWTIKO Tovg kAewdi. H cuvaliayr
avopetodidetal oto SikTLo Kol Tapapével oto transaction pool péxplg 6Tov va yivel orodektr)
KoL vor oLpTtepAn@Oetl oto emopevo block.

Amo teyxvikn) oxomud, to blockchain propet va Bewpnbel wg pio pnyavn katactdcewv Paot-
opévn oe ocuvallayég (transaction-based state machine). AnAad, Eexivéer amd pio apyikn ka-
totaor (genesis state), ) omoio Tporomoteitan otadiakd pe k&Be block, kot mepthopPdver v
TOoQ oTLYHN TIG SleVBDVOELS e TO TOOK TWV VOULOHAT®OV TTOV TLG VTLETOLYOVV.

SOpPGV e TNV avélvon e evotntog [1.4, To blockchain eivat apyITEKTOVIKG KOt TOAITIKK
ATTOKEVTPWTLKO, katbG dev StabéTel Sokipkd KAITOLO KEVTPLKO oTpelo amoTuying, 00Te eAéyxeTaL
amd Kamolov. Q6TO00, elval AOYLK& GUYKEVTPOTLKO, 0upol LITAPYEL pHia KOWVE otodeKTr KOTA-
OTOOT KOl TO CUCTNHX GURTTEPLPEPETAL POKPOCKOTILKA G £VOG EVIALOG DTTOAOYLOTNG.

2.6 Ethereum

>

4

Zytiua 2.6: Ethereum logo

To Ethereum eivou éva dnpodoio blockchain avorytod kddika pe eyyevég KpLTTOVOULGHA TO
Ether (ETH). [Tapéyet pict TpoypoppATIOTIKY) TAATPOPHA He eVowpaTopévn pia Turing-complete
YAOOGO TPOYPOUHATIGHOD, TTOL ptopel va xpnotpomotnfel yio Tn dnplovpyiot amoKeVTpwLe-
vov epappoyov (Decentralized Applications 1) DApps) pécw tng xpnong «€Eumvev cupforainv»
(smart contracts).[[10]

2.6.1 Aoyapirxopoi

>to Ethereum blockchain o1 Aoyapiacpol amoteAodv ovtoTtnTeg OL OTTOlEG Popolv var dé-
xovtat, vo kpotovv kot v otéAvouv ETH kou tokens, kaBdg ko va adAnAemidpodv pe smart
contracts.[11] Xwpilovtar e d00 kaTnyopieg: 6TOLG Aoyoplacpovg eEwmTepikng katoyrg (exter-
nally owned accounts 1} EOAs) kot otovg Aoyapracpots cupforainwy (contract accounts).

Ot hoyaproopol eEmteplkic Katoxng dnpovpyodvtal Xwplg KOOTOG Kol EAEYXOVTOL HECW
LLOTIKOV KAEWLOV. MTopoV va tpaypatomolody povo cuvarlayég petapopdc ETH 1 kéutotov
token.

AT v GAAN, oL Aoyaplacpol cupPoArainy amatody Kamolo k66Tog Snpovpyiag, Kabng
XPNOoToLlovV aodnkevtikd Xwpo eni Tov blockchain, eve eAéyyovtor amokAeloTiKd ad TOV
K®OSLK& Toug. Ot GLVAAAXYEG TTOV TPAYHATOTTOLODV TPOG AAAOVLS AOYOPLAGHOVG ELval HOVO Goty
avtidpaon oe pla eloepyOpevn cuvaldayn, 0Twg opilel o kddLKag Tov smart contract Tovg.

Mo avadvtikd, to medio mov dabétovv ol Aoyapiacpot oto Ethereum eival ta e€ng:
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+ To nonce: évag peTpn TG TOL LTOJELKVVEL TOV APLOHO TV ATTEGTAALEVWV GUVOAAY®V TOL
Aoyoploopov. Avtd dtucparilel Tl oL cuVaALaYEC dlekmepatdvovTaL HOVO pic opd. Ze
evay Aoyaploopd cupfolaiov, avtdg o aplBpog avtitpocswetel Tov aplOud Twv cupPo-
Aaiwv mov dnpiovpyndnkav artd exeivov.

« To balance: To moc6 oe ETH mov Siadétet o Aoyaplacpdg, petpnpévo oe wei (1 ETH = 108
wei).

« To codeHash: éva hash mov avagépetar otov k®dika Tov Aoyapiacpot (contract code).
Eivou yapaktnpiotikd twv Aoyoploacpodv cupforaiov (6Tovg Aoyoplacpong eEwteplkig
katoxng eivor hash piog xeviig ovpforocerpdc) ko, oe avtibeon pe ta dAla media, apdToL
oploTel Topapével apetdfAnTo.

« To storageRoot: To root hash tov d¢vdpov Merkle Twv amoBnkevpévwv dedopévwv Tov smart
contract, epocov mpoKeLTAL Yl Evav Aoyoplacpo oupfoiaiov (de xprnoipomoleital e Ao-

YOPLXGHOUG eEWTEPLKNG KATOXTG).

H Snpovpylia twv Aoyaplaop®v eTLTUYYXAVETOL HEG® TNG TTaPaYwYNG £vOg (ebyoug KAeSLoV,
aflomoidvtag tov ECDSA (BA. evotnra R.3). Etot, to 8iwtikd kAedi ypnoponoteital yio va
vITOYPAPOVTAL YNELOKA Ol GUVOAAYES, evd TO dnpodoto opilel tn dnpodoia dievBuven Tov Ao-
yoproopoo (eival tng popeng «0x + ta 20 tedevtaia bytes Tov Keccak-2568 hash tov dnpociov
KAELOLOU»).

Katd kOpro Adyo, ot xprjoteg mapayouvv kot Stayetpilovron ta ISl Tk KAEOLA Twv Aoyapla-
OHOV eE®TEPLKNG KATOXTG HEGW eVOG TOopTOPOALoD (Wallet). Ta wallets amoteAodv epappoyég, ol
omoleg delyvouv To balance Tov Aoyaplacopod kot TopéXovy TN SLVATOTNTA AWTOGTOANG/ AYNG
ETH xou tokens and/ oe avtov. Opiopéva TpoToPoALlx TPOSPEPOLY TTEPALTEP® AELTOVLPYIES, OT)-
HOVTLKOTEPT) €K TWV OTOLWV elvat 1) SlotaDVIEST) TOL AOYUPLATHOD HE ATTOKEVTPWHEVEG EQPAPHOYEG,.
Enti Tov mopdvTog, To 1o Stadedopévo ToPTOPOAL TETOLOV TVTOL ELVOL TO MetaMask.

2.6.2 Smart Contracts

Me Aty AOylo, T smart contracts amwoteAoOV QUTOVOHO KOHHATLO KOOLK, T OTTolo elva
amoOnkevpéva oto blockchain ko evepyomorovvtal pécw cuvariaywv. KAnpovopotv 1diotnteg
tov blockchain, 6ntwg tn dixgpdvela (transparency), tnv enaAnfevopotnta (verifiability) kou tnv
apetofAntotnra (immutability).

Eva tapaderypa tng konpepvotnrag mov propel v mopopolacdei Aettovpytkd pe smart
contract eivon o avtdpatog twAntig.[12] Evag avtdpatog twAnthg opiletor wg éve avtdvopo
Hnyavnpe Tov drarvépel oryolbd 1) Topéxel vnpecieg, Otav elcoyBel G ALTOV KATOLO XPTHATLKO
1000 Ko emheyOel éva draBéoipo mTpoiov. Ol ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VOL
EKTEAOVV GLYKEKPLILEVOLG KotvOveg tov Ba prtopodoay va oplotoiv oe éva oLpPoAato. Me opoto
TpOTO, o¢ éva smart contract propovv va kwdikomoinBotdv avbaipeteg cvvaptnoelg petafoong,
emLTPETOVTOG TN dNpovpyla piog TANODPAG ATOKEVIPWOIEVWVY EQPUPHOYDV.

Onwg mpoovagépbnke otnv vIToEVOTHTA , to smart contracts evtdocovtal oe contract
accounts koL aaltovv TNV KataBoAr TeAdV Y 1 dnpovpyio Toug, apod xpetdleTon vo eYypa-
Youv eni Tov blockchain tov k®duka ko tar apyikd dedopévar Tovg.

EmutAéov, o kddikdg Toug evepyoroteiton povaya otav dexBovv pia éykvpn cuvaddayn oo
Koutotov GAlov hoyoaproopd (eite eEwtepikng katoyng, eite ovpfoAraiov). H cuvailayn avty

30 Keccak-256 amote)et Tov kpumroypogikd alyoplbpo katakeppotiopod ov xpnoyonoetitan oto Ethereum.
Ipoxetton yio tov adyodptBpo SHA3-256 mtpiv tnv tumomoinot tov amd to NIST.
®Entionpog totdTomog: https://metamask. 10/

18


https://metamask.io/

ETTEPLEYEL, TTEPX OTTO TO aUTallTOVHEVO fee, Evar GUVOSELTLKO PNVUXL HE TTANPOPOPLES TYETLKEG JLE
TN cvvaptnon mov mpénel va ektelectel. H 8 ouvaptnon propel va mpaypatonolel motkileg
JLOLPOPETLKES EVEPYELEG, OTIWG TNV AVAYVWOGCT) KOL TNV EYYPAPT] OTNV E0WTEPLKN amrodnkevoT, TNV
TPOYHATOTOLNOT) VEOV CUVAAAAY®OV, 1), AKOHQ, TN dnplovpyla VE®V cLPPoAXLWV.

H ctvto€n twv smart contracts yivetou kot Bdomn oe yAdooeg vmAot emmédou kat, cuyke-
kppéva, otig Solidity ko Vyper. Ilpwv tnv eyypagr touvg oto blockchain, petayAwrttilovral oe
eunvebdolpo antd tnv EVM bytecode, 1 omola eivat vebBovn yio tnv amobrjkevon ko tnv exté-

Aeot) Tov (BA. viroevoTnTa R.6.9).

2.6.3 DApps

OuDApps oo owkoctotnpa tov Ethereum eivan epoappoyég ot omoleg cuvdvalovv smart con-
tracts kou frontend Uls. Eivou vreteppuviotikég, Turing-complete ko ekteAobvTon amopovepéve
otnv EVM.[11]

Iépo omtd ta BeTied yapaktnpiotikd tov DApps mov avalbdnkay otnv evornta [L.4 (avoxn
o€ cQAApaTO, avToXn o€ eMBETELS, TOLOLX VALYKTG EKXDPTIONG EPTTLOTOGVVNG, AVTIGTOOT) O
ovpmaryvieg), Tao Ethereum DApps diaxBétovv emumAéov 6Aa Ta mAeovektipata Twv blockchain
Ko TV smart contract, 0mwg pndevikd downtime, TApn akepatdTNTA dedopéviv Ko emtaAnBev-
O GUUTEPLPOPAL.

Qo1600, Yapaktnpilovtol kot omd pio oelpd afloonHel®TOV HELOVEKTNHATWV, OTTWG TO TTa-
POKATO:

« Avcokolio cvvtripnong: Zvvinpodvtal SUCKOAOTEPR ATTO TIG CUYKEVTPWTIKES EPAPHOYEG,
eEautiog TG opeTafANTOTNTAG TOL KWK KoL Twv dedopévwv emi Tou blockchain.

« EmPapuvon amddoong: Ynapyel tepaotia emiPapuvon amddoong (performance overhead)
Kot 1) KApdkwon (scaling) eivan moAd SvokoAn, kabadg amarteitor 6oL ot kOpPot va ekte-
AoOV ko va arroBnkedovy OAeg TIG CUVAAAAYEC.

« Zuppopnon diktvov: Enti tov mapdvtog, To diktuvo propel va eme€epyactel povo mepimov 10-
15 cuvaddayég ava devtepodento. Eav ol cuvaldayéc amooTéAAovtot pe Tox0TePo pLOPo
artd avtdv, Ba avEavovton TapdAAnia kot oL pun eniPePatwpéve CUVAAAAYES TTOL AVOLE-
VOLV VOt EKTEAEGTOVV.

« Kaxn epmeipia xprotn: Enl tov mopdvtog, eival d0ckoAo yia Tov péGo TeALKO XprioTn va
oaAAnAemdpaoel pe to blockchain pe evkoAio ko ac@ddeia, kKaBog amotovvTaL EVEPYELEG
OTLMG 1) EYKATACTACT) ELOKOV EPYOAEi®V Yia TN StaeobvSeoT) e avto, 1) dnpovpyio wallet, 1)
StopVAaEn tou 3w Tikod Tov KAeLdLov kat n tpocsOrkn ETH yu tnv e£d¢pAnomn twv teAdv.

Iop’ OAar Tl PELOVEKTNHATA, T OTTOLOL HETPLALOVTOL [E TOV KOLPO HECK GLVEXWDV ovoPoOpi-
CEWV TNG TAATPOPUAGS, LITAPYEL NN EVA VPV PAGHA EYAPHOYDV TTOL PITOPOLV Vo LAoTTOLNHovV
oto Ethereum, alomoiovtag ta toxvpd tov mAeovekTApaTa. Ol ePOPHOYES QULTEG PITOPOVY VL
droeplBodv oe Tpelg KaTnyopleg:

@) OLKOVOULKEG EPAPHOYES, OL OTTOLEG TTALPEXOVV GTOVG XPNOTES LOYLPOVG TPOTOUG doxeiplong
Kot cOVONG CUPPAGEWV X PNCLHOTOLOVTOG TA XPHHATE TOVG. ALTO TEPIAOUPAVEL LTTOVOpL-
OHOTA, Y PTHATOOLKOVOULKA TTopiywya, cLpPacels aviiotdBpiong kivdbdvov, mTopTtopoiLa
amotapievong, dabnkeg KoL kOO KOl OPLOUEVES KT Yopleg cLUPacewY epyaciog TAN-
poug KAIpoKaG.
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B) Hpi-oucovopikég e@oppoyég, OTov ePTAEKOVTOL XPHHATA, OAAX 1) AELTOVLPYLX TOVG EpTTE-
préxel TapdAAnio ko pio a€loonpeiowtn pn voptopatiky tievpd. Eva tétoto mopddetypo
elval oL LTOPOTEG TTANPOHES Yot AVOELS oe LIToAoYLo Tk TpofAfpata (BA. Gitcoin).

) M1 OLKOVOLKEG EQPUPHOYES, OTIWG 1) TTOKEVIPWHEVT atoBrikevon Sedopévav, GLGTHHATA
tavtotntag (identity) kot eripng (reputation), Sadiktvakéc Ymn@opopieg KoL ATOKEVTPO-
pévn dakvPépvnon. O tedevtaieg elodyovy Ko TNV €Vvolx TV ATTOKEVIPWHEVOY AULTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1§ DAOs), ovtotrjt®wv mov
EVEPYOUV ALTOVOHX, XWPIG TNV avaykn SlopecoA&Pnong K&molag cLYKEVTPWTIKNG (cen-
tralized) apynic.[10]

2.6.4 Tokens

H A¢€n «token» mpoépyetan amod tn AéEn «tacen» twv [adaidv AyyAlkoOv kol onpaivel on-
padt 1 ovpPolro. XTnv KaBnpepLvOTNTA, 0 OPOG XPNCLHOTOLELTAL, KXTX KUPLO AOYO, Ylo TNV TTepL-
YPOPT] AVTIKEPEVOV ELOLKOD OKOTTOU, Ta OTTOL HOLALOUV pE KEPHATA KOl £XOVV ALOT)HOAVT) EYYEV
akio (1.x. pépreg moyvididv). Zovnbwg, 1 xpron twv tokens meplopiletal o GLYKEKPLUEVES ETTL-
XELPNOELS, OpYOVIOHOUG 1) Tomobecieg, Tpdypa To omoio onpaivel 0Tt dev avtalldocovtol ev-
KOAQL KO(L TUTTLKG €Y0LV pOVO pio Aettovpyion.[[13]

Qo1600, 6to Ethereum blockchain n évvola Twv tokens emexteivetar ko emavanpocdiopile-
tai. [TAéov dev vrtdpy oLy TepLopLopol X prong Kat LOLOKTN OIS, VG 1) a&lor TOLG TToLKiAeL, avaAoyo
HE TO TL AVTLTPOCWITEDOLY (T.Y. VOPIoHATA, TEPLOVOLOKA GTOLXEla, 1) dikaldpata TpodcPacng).
Mmopotv, 8¢, va avtarlayBolbv oe maykoopio eninedo, yio dAla tokens 1] yia dAdla vopicpato.

To tokens mov opilovton oe Ethereum smart contracts pmropoov va éxouvv pia 1) teplocoTepeg
aTtd TIG TTOLPAKATW XPT)OELG:

« Nopiopa (currency)
« IIopog (resource), m.x. yix to dwopotpacpd CPU 1 storage evtog evog Stktoov

« Ileprovorokd otouyeio (asset), eyyevoog i} e€wyevoic, VALKOV 1) GuAov (m.x. xpLvodg, TeTpé-
Ao, eVEpPYELaL, aKivNTO)

« IIpocPaon (access), ynakn 1 guoikn (m.x. forum, dwpdtio Eevodoxeiov)

« Metoyikd kepaloto (equity) evog Ynerakotd opyoviopot (m.x. piceg DAO) 1) piog vopikng
ovtotnTog (Y. plog eTonpeiog)

« ¥noogopia (voting), mopéxovtag SIKALOPATE YPov ce Eva Yn@Loko 1) VOULKO c0GTNHO
« ZuAdekTco (collectible), Ynerood N puokod

« Tavtotnra (identity), yn@Lakng 1 vopkng @Ooewg

« IIiotomoinon (attestation), .. Ttuyio, TLOTOTONTIKO YEVVNONG

« Xpnowortntoa (utility), yix tpoécfacn 1) tAnpopn piog vanpeciog

Eva onpovtikd kpitrplo katnyoptomoinong towv tokens eiva n evadoypotnta (fungibility)
toug. Eva token eivor evaAA&Eyo dtov omoladrmote povado Tov popel v avtikatootobet pe
pior AN xwpig kopior Stapopd otnv aio 1} T Aertovpyia Tov. Amd TV GAAN TAELPQ, éva non-
fungible token (NFT) avtutpoowmetel éva povadikd vALKO 1) GUAO GTOLYELO KoL, ETOHEVMC, Elva
un evoAA&Eyo.
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Téhog, Ta tokens cuyva akohovBovv kool kabopiopéva standards otnv vAomoinot toug.
To Snpogiiéctepa amd avtd eivan to ERC-20 ko ERC-777 (yux fungible tokens), to ERC-721 (yia
NFTs) ko to ERC-1155 (yix semi-fungible tokens 1} SFTs).

2.6.5 EVM

To smart contracts (kat, kot enéktoct, ot DApps) ekTeAOOVTOL QIO TNV ELKOVLKT) U)X OVT) TOV
Ethereum (Ethereum Virtual Machine ) EVM). H EVM amotelei pia quasiﬂ—Turing—complete pn-
X0V KATAoTACEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
entinedo, 1 EVM pmopel va BewpnbBel og évag maykOoHI0g atoKeVIPWHIEVOS VITOAOYLOTHG OV
TEPLEYEL EKOTOPPDPLAL EKTEAECIHA OvTLKELpEVA, TO kKabéva pe T Sk Tov povipn artobrkn dedo-
HEVWV.

H EVM amoOnkevel 0Aeg TIg TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyeBog AEENG
256 bit, kuplwg yla T SlevKOALYVOT) TWV EYYEVOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAEUTTIKNG
KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodothoipwy oTolyeiwy dedopévmv:

« 'Evav opetdPAnto kdSka mpoypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-
code Tov smart contract pog extéAeoT).

« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« Evag xdpog poviung amobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&
pndeviopévog.

Ymapyel, entiong, éva cvvolo petafAnToV meptfdAlovtog kot dedopévwy, Ta omola eivor dro-
Béopa katd tnv extéleon.[13]

2.7 IPFS

Zyrnpa 2.7: IPES logo

To IPFS (InterPlanetary File System) eivou éva P2P mpwtékoddo vreppéowy, oyediaoévo yia va
diatnprioel kou va avétjoer ) yvon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
KTik6 kot mio avoiyto.[14] Ipaktikd TpokelTal yio Evar KOTaVERNHEVO oVOTNH Yo outoBrikevon
Kot TpooPacn oe apxeia, LoTOTOTOLS, epappoyEg kot dedopéva. To meplexopevo eivor mpooPa-
OO HEGW® €VOG SIKTOOL OHOTIHWV KOUPwV mov Ppickovtal 0movdnmoTe GTOV KOGHO, OL 0ToioL
evdéxeTon va var atoBnkevouv TAnpogopica, vo tn petapépouv (relay nodes) 1 ko o §00.[[15]

O tpomog Aettovpyiog tov IPFS Pacileton oto e€ng:

+ Movadikn tavtomoinon péow SrievBvvorodotnong mepiexopévoou (content addressing).
To mepileyopevo dev mpoodiopileton amd tnv tomobeoio Tov (mt.y. https://...), aAAé& amd to

7«Quasi» («oxeddv») emeldr| 6Aeg ot Sadikacieg extédeong meplopiloval oe v memepacpévo apldpd vitolo-
YIOTIKOV Prpdtwv amd tnv toodTnTo gas mov eivar dtobéon yio oowadrote ektéAeon evog smart contract.
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L tepthopPavel. Kabe xoppdtt mepiexopévou €xet éva povadikd avayvoptotikd (Content
ID 1} CID), o omolo eivar to hash tov oe popery multihash (https://multiformats.io/
multihash/).

+ X0Ovdeon meplexopévov pécw katevbuvopevov akvkAwv ypagwv (Directed Acyclic
Graphs 11 DAGs). To IPFS a&iomotet DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv tng omolag k&be kOpPog €xel wG povadikd avayvwploTikd to hash Tov mepieyo-
pévou tov (to CID).

baf...8

{ foldername: pics
Childl: baf...6
Child2: baf...7 ¥

baf...6 baf...7

{ foldername: fish

Childl: baf.. { foldername: cats

.1 " "
Child2: baf...2 g:ﬁ:; E:i. . A;l R
Child3: baf...3 } :

I~ ZN

baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: @} content: {3 content: @p} content: §51 content: ¥}

Zyripa 2.8: Merkle DAG[|16]

1o mapamave Merkle DAG ta baf...i amotedotv ta CID twv apyeiowv kat twv gakélwv. To
Sévdpo dnpovpyeiton otd KAT® TPOG TA TAV®, LIToAOYilovtog K&be Popd T KATAAANAQL
hashes/CIDs. X¢ mepintwor) mov To meplexOpevo evog kOpPov aAldEel, ToTe aAldlel 1060
to CID tov, 600 kat ta CIDs 0AwV TwV TPoyovev Tov.

o Avok@Aoyn mePLEXOHEVOL HECH KATAVEUNHEVOV TIVAK®V KaTakeppatiopov (Dis-
tributed Hash Tables  DHTs). O DHT eivou éva katavepnpévo cOOTHHO YLt TV QVTL-
otoiyilon kAewdwv oe Tipég. Xto IPFS amotelel to OepeAiddeg cvoTaTIKO TOLV GLOTHHATOG
dpopoAOYNONG TEPLEXOREVOL KOl AELTOVPYEL WG JGTAVPWOT) HETAED KATAAOYOL Kol GL-
oThpatog mAonynone. Ilpaktikd Tpokeltal yia éva ivoko tov arrodnkedel oLog €xelL ol
dedopéva kat, pEGw TOL 0TTOLOV, 0 XP1IOTNG PpilokeL TOV peer oL €xel atodnKeLPEVO TO €TtL-
BupnTto mepLexOpevo.

Kért mov Ba pémel va onpeltwbetl eivon twg, cav mtpoemidoyn, ot IPES kopPor avtipetwniCovv
o amoBnkevpéva dedopéva wg Tpocwpivr) pviun (cache), mpdypa mov onpaiver o6t dev vLdp-
XeL Koo eyyonon ot ekeiva Ba cvveyicovv va mapapévoovv amodnkevpéva oe avtovg. o tnv
aro@uyn g drarypagng tovg atd tov garbage collector, ta dedopéva O mpémel va onpoavBodv
WG ONUAVTIKE, HEC® TOL «KAPPLTOOHATOC» (pinning). Etot, yia tnv opol Aettovpyia mt.y. piog
DApp mov Paciletor oto IPES, Oa mtpémel To meplexOpevo tng va eivar pinned oo apketovg peers
Ko/M) va yiveton xprion k&smolov pinning service, oote v eEac@alileton StabecipdtnTd Tov.

Baoko mheovéktnpa tov IPES eivat 011 0 amokevTpwtikdg Tov yapaktipog divel n duvato-
TNTO VO TTOPEYETAL TO TEPLEXOPEVO aTd TOAAOVG KOPPoug, oL omoiot Bpickovtal oe dlopopeTikég
tomoBecieg ka dev LTTAYOVTOL GE KATTOLAL GUYKEKPLHEVT) KEVTPLKT] apyT]. Me arvutdv tov tpdmo, To
dedopéva eivon o avBektikd tOc0 otd droyn SabecipoTnTag (v évag kopPog amoovvdebet,
B vtdpyel kK&Tolog AANOG), 660 KoL amd dmoyn avtoxng ot Aoyokpioio. Mmopel, emiong, va
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AVOKTOVTOL YPNYOPOTEPQ, £QOCOV Tar dLaBEéTOLV K&ToloL KovTLvol peers, Tpaypa Wiaitepa mo-
AOTYLO GV YO KOLVOTNTEG TTOL ElVOL KOAQX SIKTUWHEVES TOTILKX AAA dev £xouv KOAT) aOVdeaT) e
T0 eVpULTEPO dLadiKTULO.
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KepaAaro 3
Y XEOLOOT EPUPHOYNG

3.1 XOAANYN NG 8€ag

H oOMNYn g déag yioe Tn dnpovpyic Tng eQapproyng Tng mapotoog SUTAWIATIKNG Py
olog elye ©G eQaATrpLo TNV avayvaplon evog didldeTatov TpofAnpatos.

H poytn Siotaon eotidlel 6ToV XDOPO TwV HECWV KOWwVIKNG dikTOwonG. Exel mapatnpeiton
adLPPLE BTN EMKPATNOT TAXTPOPHOV ETLKOLVOVING CUYKEVTPWTIKNG popenig (1.x. Facebook,
Twitter, Instagram), eve tpoomdBeleg dnLovpyiog avTiGTOLY®V OTTOKEVTPWTIKGOV EQAPHOYDOV Ppi-
OKOVTOL O€ TTPAOPX 6TAALA, TOCO AvATTUENG, 650 Kot LLoBETNoNG artd To gVPD Kovd. Omwg avo-
MOnKe kou otV evotnta [L3, 1 Tpéxovoa avth kathotacn Oétel afloonpeioTa TpofAipaTa
TEXVIKAG PUoEnG (EAAeYN acpaAelog Kot dBeaHOTNTAG) Kol, KUPLWG, TTOALTIKNG (EAAELYT) eprTL-
oTOG0VNG, £YYUNONG TNG avBevTiKOTNTAS TV dedopévmv kat Tng eAevbeplag Tov Adyov).

H Sedtepn dudotaon eatidlel otov xwpo g Ynerakng dnpokpartiag (digital democracy). Xv-
YKeKpLLEVR, Topatnpeitan EAAELPT epYOAelwV, LKOVAOV Vo TOPEXOLV TN dLVATOTN T dLleEVEPYELAG
avfevTikov dnpokpatik®V dadikactdv. ¥ngogopieg kot avtodioyeiplon eviog GLGTNUATOV Ke-
VTPOTOLNUEVNG AOYLKTG OdUVATOVV, YLO OPYLTEKTOVIKOVUG AOYOUCS, Vo eExopadiocovy TIg otapati-
tnteg OepeAiddelg 110TNTEG TETOLWV SLadikacidv, dNAadn NG avwvupiog kot tng emaAindevot-
HOTNTOC.

Baoel tov mapamdve, yevvniOnke n wéa dnpiovpylag ploag eappoyng, 1 omola, pécw evog
TPOTELVOUEVOL GLVOVAGHOD ATTOKEVTPWOTLIKMOV TEXVOAOYLOV, VA 0ploel Evay YneLokod xwpo 1ov Bo
épOeL avTipéTwmog pe T aportdvw. Etot, kevipikdg otdyog tng mhotikrg epappoyrg Concordia,
elvo vou atoTeAéGEL Piot XUTOVORT] KOLVWVLKT TAATPOPHL, TTOL Ba KATOYVPWOVEL GTOVG XPTOTEG
g ehevbepla Tov AdyoL ka AP KLPLOTNTA el TV dedopévwy Tovg. EmumAéov, Ba mapéyel
N SuvaTdtnTa Stevépyelag avBevTIKOV, AVOVULH®Y YNeoeopLodv, katt Tov B tnv kablotd éva
a€LOTIoTO dNPOKPATLKO Pripa Yo TN ARYn amto@aoemy evTOg auTOdLXXELPLLOHEVOV KOLVOTHTWV

™mg.
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3.2

TexvoAoyikn otoifo

ZeKvovTag Tn oxedloon NG TAATPOPHOS, TPOYHATOTOLNONKE €peuva yLaL TNV ETLAOYY TNG
teyxvoroyikng tng otoifag (technology stack). Avtr amopacictnke va akolovbricel pic Tpocop-
HOGHEV Yl Tow dedOpEV PHOPPT] TPLHEPOVG SLaTtang! kol v YwploTel oe Tpio Aoyikd emimedo
(tiers):

@)

f)

Presentation tier: Amotelei tn diemagn} Tov xprotn (user interface 1} Ul), péow tng omolag
0 TehevTalog aAAnAemidpd pe TNV epappoyn. i v ekTANpwon TV TPodioypapnv, To
HOVOaSLKO aITOpaiTTO XOPAKTNPLOTIKO UTOD TOL TUHHATOG VOl VO UTTOPEL Var eKTeEAELTOL
aLTOVOLO QTTO TN GLUGKELT] TOUL TEALKOL XproTn, dnAadn vo pnv astoteiton 1 Orapén Ké-
motov eEumnpetnTr Y T Aettovpyia Tov. AapPdvovtag, empocBitwg, LITOYLY TIG avd-
YKEG KOl TOUG TTEPLOPLOHOVS TOV AOYLOULKOV TOV AAAWVY §V0 emTédwV, TO TaApOV KOUHATL
anopaciotnke vo oxediootel wg pio client-side web application ce HTML/CSS/JS.

Application tier: IIpoxeiton yiox to eminmedo mov mpaypartonotel Tnv eneEepyacio (process-
ing) g epappoyns. Edd emAéxOnkav to blockchain ko to smart contracts, kaBobg To
TAEOVEKTIHATA TOVG, OTMG QLT TEPLYPAPTKOV GTO KEPAAALO E, appolovy amodlvto pe
TIG WOLXITEPEG ATTAUTNOELG TNG EPAPHOYNG. ZUYKEKPLHEVE, emAEXONKE 1 TAATPOPRA TOVL
Ethereum, xab®g amotelel Tov mpwtomdpo oto Ydpo, dibétovtog Tnv LoyvpdTEPT KOL-
VOTNTA KL TNV SUVATOTNTO dNLOLPYLNG TAPWG AELTOVPYLKDOV EGAPHOYDOV.

Data tier: To Tprpa ovtod eivor vitevBuvo yio v amoBrikeven Tov KOPLoL Oykov Twv dedo-
pévav (storage). I'ia Tnv entitevEn TANPOLG APYLTEKTOVIKNG TOKEVTPWOONG TWV dESOUEVWV
emAéxOnke to IPFS (BA. evotnra R.7), To omoio Siavépier To meplexOpevo Tng eQpappoync
OTOUG Peers oL GUHHETEXOVV GE AUTHV, XWPIG va artoutel k&utolo kevepikd onpeio. Etot,
k&Oe xpnotng Ba €xel TANPN KLPLOTNTA eTTL TV SeSOUEVOV TOV, eV, eMLTAEOV, O GUpLE-
TEXEL OTNV TAXTPOPHA Stopotpalovtag T dedopEVH AAAWY XPNOTAOV.

Tehka, pe N Steotvdeot) TV TPoavaPepOEVTOV TEXVOLOYLOV, TPOKVITTEL GYXTHATIKA 1) OKO-
AovBn duatakn:

HTML (£33 Pre_sey\'t o\'t?on
JS tier
HTML/CSS/TS
‘ Appl ication
/ tier
Ethereum
Data

¥
IPFS

Zynpa 3.1: Teyvoloyikt oroifa

8H tpiuepric Siétadn (three-tier architecture) Siorywpilel plo epoppoyr) oe Tpio aveEdptnTa Aeltovpyikd emimedor
Ko aotedel TNV Kuplopyn €AoY yior SLUTAEELS TOPASOCLOKOVY EPUPROYDV TEAXTN-eELTTNPETNTH.
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3.3 MeOBoAoyia oxediaong

3.4 Katnyopieg xpnotmwv

O xpnoteg (actors) Tng mTATPOPHAG XwpllovTal o€ TPWTEVOVTES 1) EVEPYOLG Kol deuTepeD-
ovteg 1} mabntikovg. Ilpwrtedovteg xprjoTeg elval ekelvol TOL ekKLVODV dlepyasieg 0TO GUGTNHAL.
AevTepebOVTEG elval oL XPHOTEG He TOLG omolovg aAANAemdpd To cvaTNHa, oAAd oL idlot dev
eKKLVOUV dlepyaciec o avTO. UVOALKA OL XP)OTEG TTOV GUHHETEXOLV GTO GUGTNHA elvat OL:

+ Emokémnteg

« Eyyeypoppéva péin
+ Anplovpyot koot Twv

« ZupPoiaia KowvoTnTOV

3.4.1 Evepyoi xpnoteg

Ovevepyol xproTeG 6TO COGTNHA ELVAL OL ETTLOKETITEG, T EYYEYPOAUHEVA PEAT KL oL Snptovpyol
KOLVOTHTWV.

OMot oL xprioteg 670 oOOTNHX eivar apyLtkd emttokéntes. Ol emokEnTEG EXOUV TN SLVATOTN T
vo PAETTOUV TO TTEPLEXOHEVO TNG KOLVOTNTAG, OAAG OE PITOPODV VO GUUHETEXOLY SNHLOVPYDVTOG
véo meplexopevo (dnpootedovtog véa Bépata 1 pnvopata). Eriong, de propodv va cuppetéxovv
OTIG YNPoPopleg TNG KOLVOTNTAS 1] VO YNPLoovV Ta PNvVOHATO.

Otav évag emokENTNG eYYPAPETAL 0TO GUOTHHA, TOKTR évav povadiko, avEovta aplOpod
XPNOTN Ko orotedel TAEOV eYYEYPOUHEVO PEAOG TNG KOovOTNTOG. Tar eyyeypappéva péAn éxoovv
T SIKALOPOTO TOV ETOKENTOV KXL PITOPOVV ETLTAEOV VO TPOGOECOLV TTEPLEXOPEVO GTNV TALT-
POpHa PHEG® TNG dMpLovpYiaG VEWV BepdTeV, TNG dNPOCIELONG PVUHATOV KoL TNG YHPLONG OTLG
Yneogopleg oTIg 0moleg £XOLV SLKOUWLL.

O1 dnpLovpyol KOLVOTHT®V ELval OL XPr)OTEG OL OTTOLOL Y PNGLHLOTTOLOVY TNV SUVATOTITA TOV GU-
OTNHATOG VO SNHLOVPYTTEL KOLVOTNTEG, T HEAT TwV OTolwVv dtaopomolovvtal facel evog e€w-
teplov token. To token mov opilel T péAn piog kowvotnTog mpoépyetal amd éva ¢Evmvo cupPo-
Aao To omoto opiletat kotd TN dnpovpyio Tng kowvotntag. Ot SnpuLovpyol KOWVOTHTWY TPETEL
va givon eyyeypoppéva péAn g kowvdtntag. ‘Evag dnpiovpydg kowvdtntoag dev éxel mopamdveo
JKALOPATO QIO AVTA TOV ATADV EYYEYPAPHEVOV XPTOTOV.

3.4.2 TlaBntikol xpnoteg

[MoOnTikoi yprioteg Tovg GLOTHHATOG eivar T GLPPOALX TwV KowvoThTwV. Tar cupPorata
avtd dev ekKLvoLV Slepyacieg 6To ocVGTNHA Kat dev aAANAeTEpOLY pe aLTO Gpeca. ATOTEAOVY
aLTOVOEG eEMTEPLKEG OVTOTNTEG, OL 0TTOleG OpIiLOLY TOVG XPHOTES KOLVOTHTWV PHEGW TNG Stdbeong
avoyvoploTik®Vv token oto péAN TouG. ZuyKeKpLLEVa, HEGW TOL dtapolpacpol Twv token, kobo-
pilovv moloL XPNOTEG TNG TAATPOPUAS £XOUV SLKOLOHX YOOV GTIS YNPopopieg TOL aPopoLV
TNV KOLVOTNTA.
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3.4.3 X0voyn xpnotov

SUPTEPACHATIKA TTPOKVITTOVY TPELS LOKPLTEG KATNYOPLEG EVEPYDV XPNOTOV He EEXWPLOTA
JKALOUATO OTIWG PALVETOL GTO TTUPAKAT® GYNHO:

Atcoudpoto
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K : g
atnyopic .
(YOP 3 & §. I3 oo
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HEAD
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KOLVOTHT®V

:
MbVo OTIG VTTOKOLVOTITEG OTLG OTIOlEG KaTEXEL TO awvTioToLyo token ko o€ avTég oL omoieg dev éxouv oplopévo token.

Hivaxoag 3.1: Aikouddpara yprions avd karnyopia yprjotn

3.5 Amaitnoeig Aoylopiko0

SV apovoa evoTNTa TTEPLYpa@ovTaL oL Paoikéc amattrioelg Aoyiopikov ( software require-
ments) TNG EPAPUOYTC.

H mpotn katnyopia eival avty tov Aettovpyikov Anoutioewy (AA), 1) omolo ovapépetol
OTI GUUTTEPLPOPA TOL GLGTHRATOG, dNAdT) 6TOV TPOTO oL Bar AV TWdPG Kot oTLg eEddovg oL Bar
TOPAYEL ALVAAOYOL HE TLG ELGODOVG,.

<AA-1> O ypnotng mpénel va popel va eyypopet otnv epoppoyn pe tov Ethereum Aoyapioopo
TOU.

ITeprypaen: O xpriotng mpémel vo propel va eyypapei otnv epappoyn, TATOVTHG TO KOL-
urtt «Sign Up» kol cUPmAnpovovtoag to amopoitnto tedio cOppwva pe tig odnyiec. To medio
«Username» eival vwoxpewtikd vo GUPTANPwOeL kol opileTon pe povadikd TpoTo. X mepi-
TTWOT) TTOL 0 XPNoTng etodyel pn dtabéoipo Username, 1o cOotnpa o tpémel vor punv emitpé-
TLEL OTOV XPNOTN Vo cuveyioel kat va TtpoPddet avtiotoryo pvopo Adboug. Ta media «Profile
picture URL» ko «Location» eivau wpooipetikd.

User Priority (5/5): H antaitnon eival OYlotng mpotepatdTNTOG Yo TOUG EMOKENTES KOG
HOVO HEC® TNG EYYPAPTC HITOPODV VO XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTIPLOTIKK TNG
epappoyig.

Technical Priority (5/5): H anaitnon avtr eivan OYiotng onpaciog yio 1o cOoTNHe emeldr
ennpedleL TN AELTOVPYLKOTNTA TOV.

<AA-2> O xprjoTNG TTPETEL VO GUVIEETOUL LVTOHAT, EPOGOV ELVOLL EYYEYPAUHEVOG.
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ITeprypaen: To cootnpa Tpémel va Stamotodvel avtopata edv To tpéxov Ethereum address
EXEL AOYOPLOGHO GTNV EPOPHOYT KOL EAV VAL, VO GUVOEEL VX TOV XPNOTH, OVOKTOVTAS TO
Username tov astd to blockchain kot mpofdrrovtag to oto pevoo.

User Priority (5/5): H ataitnon eivat 0YLotng mpotepatdTnTag yior ToUg emoKENTES KOOGS
HECW TNG GVVOEDTG EVEPYOTOLOVVTAL TA XOPOAKTNPLOTLKA TNG dnpiovpylog Oepdtwv ko dn-
HOGLELOTG HNVUHATOV.

Technical Priority (1/5): H cOvdeon agopd povo tn ypagikr diemopr) Tov Xpriotn pHe Tnv
TAaTPOppa kot dev amotelel oTolyelo mov emdpd 6TO LILOAOLITO GOGTNHA.

<AA-3> To oVotnpa mtpémetl va dnpovpyei tig faoeilg dedopévwv Tov xproT.

Ieprypaen: To cvotnpa mpémel va dnplovpyei Tig faoelg dedopévwy Tov XproTh, v QUTEG
dev vmapyovv 101 tomké. Otav o xpriotng EexAedwoetl Tov Ethereum Aoyapioacpd tov, to
oot Oar TPETEL VO TOV TTPOTPETEL VO LTTOYPAYEL e TO LOLOTLKO TOL KAELOL pidt GUVOA-
Aayr) ov Ba e€acpalilel n yvnolotnTa TV fAcE®V TOL kal Twv dedopEveV oL avTég Ba
EUTTEPLEYOLV.

User Priority (5/5): H amtaitnon avtr eivor vynAig onpaciog yix tov xpriotn kabog 1 dn-
provpyia twv fhoewv eivot amopaitnTn yio tnv dixtpnon twv §edopévemv Tov dNHOCLOTOLEL.

Technical Priority (5/5): H araitnon avtr eivor vymAng onpaciog yia 1o 6OGTNH Lot TOUG
idrovg Adyoug.

<AA-4> O eyyeypoappévog xprotng mpémel va popet va dnpiovpyet Oépata (topics).

ITeprypaen: O eyyeypappévog xpnoTng mpémel va popet va dnpovpyel véa Bépata. Avtod
TO €MLTLYYAVEL TATOVTAG TO KOUUTL «New Topic», CUPTANPOVOVTOG T LITOXPEDTLKA TTediar
™g @oppoag («Topic subject» ko «First post content»), tatovrtag to kovpni «Create Topic»
ko emiPePfoncdvovtag tn cvvarayr oto Ethereum.

User Priority (5/5): H antaitnon avt eivon vPniig onpoaciog kabog emitelel Evav amd toug
Bacikobg 6TdX0VG TNG TAATPOPUAG.

Technical Priority (5/5): H anaitnon avtr eivor vymAng onpaciog yia tov ido Adyo.

<AA-5> O xpnotng mpémel va pmopet va mepinyeital oe Oépara.

Ieprypaen: To cOoTnpa mpémel va prtopel va tpoPdiiet Ta Oépata tov £xovv dnpovpynOet
otnVv apyikn 00ovn. O xproTng mPETEL VAL PHITOPEL VO TTEPLNYELTUL GE ALTA TATOVTUG TV
TOUG KO, ETTELTA, X PTOLLOTOLOVTAG Ta PEAN, va TTepinynOel 6TO LGTOPLKO TV PNVOHATWV TOL
Oéparoc.

User Priority (5/5): H anaitnon avth eivat vPnAng onpaciog emeldr] emitpénel 6ToVG EMLOKE-
TTEG VO £XOLV TTPOGPaGT) GTO VALKO TTOL elval dNUOGLEVUEVO OTNV TAXTPOPLLCL.

Technical Priority (5/5): H antaitnon avtr eivon vymAng onpaciog eneldn amotehel Paocikd
XAPAKTNPLOTLKO TNG TAATPOPUAS YL TNV XPNOTIKOTNTA TNG.

<AA-6> O eyyeypopévog Xpnotng mpemel va popet vo dnpovpyet pnvopoato (posts).
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ITeprypaen: O eyyeypoppévog xpriotng Tpémel va propel vo dnpovpyel pnvopato oto Oépa
70V emtOupel. AUTO ELTLYYAVETOL GURTANPOVOVTAGS TO TESL0 VEOL UNVOHATOG 6TV 006V TOL
Oépartoc, matwvtag 1o kovpri «Post» ko emiPefardvovtag tn cvvariayr oto Ethereum.

User Priority (5/5): H anaitnon avth eivot 0o tng onpaciag yia Toug xprioteg emeldr) oto-
Telel Eva oo Ta PAoIKOTEPA XOPAKTNPLOTIKA TNG TAXTPOPHUAC.

Technical Priority (5/5): H araitnon avth eivon vjictng onpaciog yix to cvotnpa kabng
ostotelel OepeAtddeg KOPPATL Yo TNV emitevEn Tov PacLkdOTEPOL GTOXOL TNG, ALTOV TNG ON-
povpyiog Staddyou.

<AA-7> O xprjoTNG TTPETEL VO PITOPEL VO TPOTTOTTOLEL TAL U VOHATA TOV.

ITeprypaen: O ypriotng mpémel va popet va tpomorolel To pnvOpaTd Tov. AUTO TO ETLTUY Y-
VEL TOTOVTAS TO KOVUTTL emeEepyaoiag 0TO eKXOTOTE HIJVULA, TPOTTOTOLOVTAS TO UIVUHO KO
TOTOVTAG TO KOLPTL emiPefaiwong. XTn cuvéyela, TO GOOTNHX TPOTTOTOLEL TO TTEPLEXOHEVO TOV
Hnvopatog otn oot dedopévwv Tov XPRoTH avAAoYa. € TEPLITTOOT) TTOL 0 XPNOTNG aAAGEeL
yvoun xatd tn diapkela ng dradikaciog g emeepyaciag, PHITOpel Vo TATHOEL TO KOVWITL
AKOPWOTG KL VO AVOLPECEL TLG AAAXYEG TTOV TTPAYHATOTOLNCE.

User Priority (4/5): H antaitnon autr amote el onpovtikd xapokTnplotikd mov amevfoveTat
KUPLWOG GTNV XPNOTLKOTNTA TNG TAATPOPHOLC.

Technical Priority (3/5): H amaitnon autr eival pETpLOG GNHAVTIKOTNTOS YL TO GOGTNHO
emeldn) autd Oa propodoe va eival AELTOLPYLKO XWPLS TO XOUPAKTNPLOTIKO TNG emeEepyaciog
HNVOHATOV.

<AA-8> O eyyeypoappévog xpnotng mpemel va propet v Yneilel oe pnvopato AAAOV XproTov.

Ieprypaen: O eyyeypoppévog xprotng mpémel va popei va viepyn@ilet 1) va karorymeilet
HNVOHOTO AAAWV XPNOTOV. AUTO TO ETLTUYYXAVEL TATOVTOG TO TUPOKELHEVA KOVHTILA «+» 1)
«-» avtioTorya ko emiPefatdvovtag T cuvariayn oto Ethereum (ot Yrjpot amoOnkevovron
ekel). H dixdikaoio toyxdel kot yio tnv tpomomoinon 1 v agaipecn piog Yneov ommd tov
Xpnot.

User Priority (3/5): H ataitnon avtn eivon pétplag onpaciog yio touvg xprioteg kabog asto-
Teel Eval YPNOLHO AN OYL ATTOPALTNTO XOXPAKTNPLOTLKO.

Technical Priority (4/5): H amaitnon avth eival peydAng onpociog yio To c0oTnpo emeldn)
dnpovpyet dedopéva Ta ool elva XPr)OLUA YLOL TOV DTTOAOYLOHO TNG ERTTLOTOCVVIG TV XPN-
OTOV.

<AA-9> O eyyeypopévog xprotng mpémel va popet va dnpovpyet Yneogopieg (polls).

Ieprypaen: O eyyeypoappévog xpnotng mpémel va propel va dnpovpyet Yneogopieg. Avtod
10 emTLyYavel Tatovtag «Add Poll» otnv 006vn dnpovpyia Oépatog kot cupmAnpovovrog
T aapalitnTo media.

User Priority (5/5): H anaitnon avth eivar OYiotng onpaciog ywe toug xprioteg kabahg ot
OpeGOONUOKPATLKES dlodikaoieg AmoTeEAOVV pick IO TIG KUPLOTEPEG X PTOELG TNG TAATPOPHOG

Technical Priority (5/5): H anaitnon avth eival peydAng onpociog yio To c0GTNpo emeldn)
anotelel facikn Tpodioypagr| Tov.
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<AA-10> O eyyeypoappévog xpnotng mpémel va propet v Yneilel oe Yngogopiec.

Ieprypaen: O eyyeypappévog xpriotng mpémel v propel v Ymeilel oe Yneogopieg, GOH-
POV [LE TOUG EKACTOTE KAVOVEC.

User Priority (5/5): H araitnon avtr eivat 0§lotng onpaciog yo Toug xprjoteg Kabmg aro-
telel pio omtd TIg —- insert same as above

Technical Priority (5/5): H anaitnon avth eivon vynAig onpaciog yoe to cOotnpo kabng
QTOTEAEL GTHOVTLKO XOPOAKTNPLOTLKO TOL.

<AA-11> O ypriotng mpémel va prtopel va Staypapel Tar Tk Sedopévar.

ITeprypaen: O xpriotng mpémet va prropet va draypapet To Tomikd dedopéva. AvTo TO emMLTLY-
xével tatovtog oto kovpri «Clear databases» tov pevoo ko emiPefocdvovag tn dypogry
Héow evog pop-up dtaxhdyou.

User Priority (2/5): H antaitnon avtr eivon xapnAng onpocio yia tovg xprioteg, StOTL amtote-
Ael ammAa pio dtevkoAvvon yia T Sraypagn Twv dedopévav mov €xovv amobnkedoeL TOTLKA.
Technical Priority (3/5): H amaitnon avtr eivon pétprag onpaciog yix to c0GTHHX KoBOG
OLVADEL pE TNV PLAOGOPLO TNG TAATPOPHAS CYXETIKA HE TNV KUPLOTNTA TV OedOPEVWV OO
TOLG X P1OTEG.

<AA-12> O ypriotng mpémel va propel va SnpLovpyel KOLVOTNTEG.

ITeprypaen: O xpnotng mpémet va popel va Snplovpyel KOVOTNTEG, HECK KOVPITLOV TNG ap-
XKng 08ovng.

User Priority (4/5): H antaitnon avth eivon peydAng onpaciog yio Toug xprioteg kabog mo-
péxel TNV eved€io TG dnpovpyiog KOLVOTHTWV.

Technical Priority (4/5): H astaitnon awtn eivon peydAng onpociog yio tnv mAat@oppa emeldn
Bo yevikeboel T xpron TG o€ TePLOGOTEPES KOLVOTNTES TTPOTEAKVOVTOG HeYAADTEPO aplONo
XPNOTOV.

<AA-13> Kota tn dnpovpyior KowvoTnTag, 0 XproTng TPEMEL va £XEL TN dLVATOTN T Vo Oploel
éva contract mov B Tapéxel Tpocappoopéva tokens yio ocvThv.

Ieprypaen: Katd ) dnpovpyia kovotntog, o xproTng Tpémel va €xeL T duvaTotnTa Vo
oploet éva contract mov Ba mapéyel mpocappoopéva tokens yior avtriv. Ta tokens avtd Ba
draporpalovton pe Tov Tpomo o emibupel 1 kowvoTnta ko Oa eivan exeiva ta omoia Bor k-

Bopilovv Tovg éykupoug Yneoopoug Tng.

User Priority (4/5): H astaitnon awth eivon peyéAng onpaciog kabdg mopéxel oTig KovoTnTeg
1 duVaTOTNTA SLEVEPYELNG AVOVUHWV YPOPOPLOV.

Technical Priority (4/5): H anaitnon avtr] eivow peydAng onpaciog yioe To c0GTnpo STt
B TapéyEL OTIG KOLVOTNTEG TNV QUTALTOVHEVT] UTOVOHIO GTOV OPLOHO TV SLASLKAGLOV TNG
KOLVOTNTOC.

H dedtepn katnyopia eivor avtr) tov Mn Asttovpyikadv Arautnoewv (MAA). IlepihapPavel
QLT OELG OPYLTEKTOVIKNG ONpaoiag, oL omoieg kabopilovv KpLthpLa 1) TEPLOPLOHOVSG TOV TPO-
IOV AELTOVPYLNG TOV CLOTNHATOS KoL GXETILOVTOL [E XAPAKTNPLOTIKA OTTWG 1) ATTOdOTLKOTNTA, 1)
a€lomLoTio KoL 1) VY PN OTiC TOU.
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<MAA-1> H mhat@oppa mpémel va eivor Katd To SUVATOV OPYLTEKTOVIKA ATTOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Baoiletal  TAATPOpHR Tpémel LWOaVIKE vor pn) dn-
pLovpyoLV kevtpikd onpeia. EmutAéov, o kodikag kat n dnpocia Stdbeomn tov mpémel va yivo-
VTOUL e QTTOKEVTPWHEVO TPOTIO.

User Priority (5/5): H apyitextovik amokévipwon tng TAATPOpUaG arotelel amaitnon vyi-
oTNng onpaciog yio Tov xpnoti, kabag diaxocpaiilel Tnv eAevbepior Tov AdYoL TOL KTA —keP
1.2

Technical Priority (5/5): H apyitextovikr amokévipwon tng TAATQOPHAS AITOTEAEL Taitno
vyiotng onpaciog yio o oo, Kebwg to kablotd acparég ot emiBéoelc kTh —kep 1.2

<MAA-2> Ta fees ywx tn xprjon tov Ethereum blockchain mpémel va ehoryiotomolovvtal.

Ieprypaen: Ta fees mov mpémel va katafariovron yia tn xprion tov Ethereum blockchain
eEAPTOVTOL APEG A TOGO AITO TOV OYKO TV deSOHEVOV TTPOG atoBrkevaT), 060 Kol arrd TOLG K-
KAovg ene€epyaciog Twv smart contracts tng epappoyng. Qg wpog ta dedopéva, oL TPoypPap-
HOTLoTEG O TPETteL VoL PEPLVOUV (DOTE 0 KUPLOG OYKOG Toug var arodnkevetan emi tov IPFS,
eve emnt tou blockchain va amofniedovton povo 6ca mpaypatikd xpetdlovtat. Qg mpog Tnv
ool ToOpEVT) emteepYaoTIKT LOY D, TPETel va PedTioToToLElTAL 0 KOAIKAS TV smart contracts,
£TOL MOTE OL JLAPOPEG AELTOVPYLEG TOVG VO EKTEAOVVTOL e TOVG ALYOTEPOLG SUVATOVG emteEep-
YOG TLKOUG KUKAOUG,.

User Priority (4/5): H anaitnon avtr eivat peydAng onpaciog yio tovg xproteg kabmg vo
pev dev elva amapaitnTn yuoe T xpron g aAAd eivo Wiaitepa oNHOVTIKT yia TV évtaln
XPNOTAOV e XOUNAOTEPEG OLKOVOLKES dLVATOTNTEG.

Technical Priority (5/5): H amaitnon avtr eivon peydAng onpaciog yioe to obotnpo Stott
OTTOTEAEL CTHOVTLKO TTAPAYOVTO TTOV EMLOPA GTNV TPOGEAKLGT] KOl dLATHPNOT) EVEPYDV XPN-
OTOV.

<MAA-3> Ta contracts tng epoappoyng mpémel va eivor avaPobpioya.

ITeprypaen: Ta contracts tng epappoyng npémetl pmopovv v avaPabpiotody, £T61 OOTE Vo
HITopovV va tpoctibevtal Aettovpyieg kat va StopBovovtan cpdipata. H avaPaduicipotnta
toug Oa Tpémel vau emiTuyxAveTon pe HeBOSOVG TTOL VoL NV VITOVOREDOLVY TI) AELTOVPYLKOTN T
TWV TPOTYOUPEVWV eKOOTEWV.

User Priority (2/5): H anaitnon avtn elvor YopnAng onpoaciog yio Toug Xprioteg kobog
QPOPA TNV AVAITTLEN KoL OXL TN XP1oT) TNG.

Technical Priority (5/5): H anaitnon avtr eivon vPnAng onpaciog yix 1o cbOotnpo emeldn
TPOCPEPEL TN SUVATOTNTA eEEALENG KOl LAOTTOLNOTNG VE®V XOPAKTPLOTLIKOV.

3.6 Xevapix xpnong

Baoko pépog tng oxedloong tng TAATPOPHAS TOV 1] KOTOYPAPT] TOV ATTULTHGEWV 1] OTTOlN
éywe oV mponyodpevn evotnta (B.5) kaBdg kou 1 oxediooT kot avamTuEn Tev cevapioy Xp-
ong. Ta oevapra xpriong avtiotoryilovy mOAVEG EVEPYELES TV XPNOTOV HE ATTOKPLOELS TOV GL-
OTNHOTOG. MEC® TNG AVTIOTOLYLONG AUTNG TOPOLGLALETAL 1) AELTOVPYLKOTNTA TOV CUGTHHOTOG
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KOl TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG OGO KOL OL [T AELTOVPYLKEG QTTAULTHGELG TOV GUOTHHA-
TOG.

IMapatiBevtal edod Taw GEVAPLE XPTIOTG TTOL JLVOLV TG ATTAPALTNTESG TTATPOPOPLES YLOL TNV KO-
TOVONOT) TNG AELTOLPYLAG TOV GUOTHHATOG.

3.6.1 Xevapro xpnong 1: Eyypaen xpnotn

To oevapio xpnong 1, <XX-1>, mepLypaget TG SLadoyLKEG EVEPYELEG TTOV EKTEAODVTL YLO TNV
eyypagn evoc xpriotn oto cbotnpa. Stovg mivakec B.d kou B.3 mapari®evrar o facikéc minpo-
Qopleg Tov <XX-1> KoL oL evépyeleg NG Pacikng pong avTioToLya, eved 6To oxNpa B.4 paivetol

To SLaypoper NG Paoikng pors.

Eyypagopot 6to cbotnpa

S0OvTopn mepLypopn 210X0G TOL Gevapiov xproNg elval o eMOKENTNG Vo PTopel
Vo eYYpa@el 0TO GUGTNHA WG XPNOTNG.

Avagopd AA KAA-15], kKAA-3>]

Avagpopd MAA MAA-2

IMupodotnon dpactnprotntag O eMOKENTNG TATAEL TO KOVMTTL £YYPAPT.

[Ipotm6Oeon O emiokéntng mpémet va £xeL avoikel Tnv oeAida g epoppo-
Yne.

Hivaxoag 3.2: Zevdpio ypriong 1, eyypapy xprotn oTo oot
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O ypriotng matder to kovpni eyypoer. To cbotnpa eppoavifel tnv @oppa “Ey-

ypapr) Xprotn”.
2 O xpnotng cvpnAnpaovel ta tedioc kat - To cOOTNHA eLloAyEL VEO XPTOTH GTO
notéer To kovpmi “YroBoAn”. blockchain.
3 - To cvoTnpa dnpovpyei TIg TpocwrL-
kéc Paoelg faoelg dedopévwv OrbitDb
TOL YPNOTH).

4 - To ocVotnua eppoviler v @oOpHa
“TIAnpogopieg Xprotn™.

5 O xprotng cupmAnpavel TIg Tpocw- To cOoTNHA elodyeL TIG TANPOPOpieg
TLKEG TOL TTANPOPOPLEG KL TTATAEL TO  XPHOTH OTNV TPOCWTLKY Tov Pdom
xouprti “YmoPoAr”. OrbitDb.

Meténertae To oVotnua petaPaivel oty apyLkn ceAlda Tng eQappoyng.

KATAOTOON:

Hivaxag 3.3: Zevapio ypriong 1 - Baoixtj potj
Actor :Concordia :Ethereum :OrbitDb
[] Sign up
Sign up form >
S gnupform [
Submit

New user ID

Create user

Create databases

Personal information form
Submit

Home page

Zyripa 3.2: Xevdpio ypriong 1 - Aidypaupa facikic potc

To <ZX-1> mepiéyel emiong Tpelg eVAAAAKTIKEG pOEC OV pPItopel va TpokLYovv PAcel TV

EMAOYMV TOV XPHiGTH KAl OL OTTOIEC TEPLYPAPOVTAL GTOVC Trivakec B.4,
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Evollaktikn pon 1: Ta otouyeio xpriotn eivor AavOacpéva.

Egocov o xpnotng otn ypappr 2 8ev cUUTANPOGEL TO TESL0 OVOUATOG XPTOTH 1) GUMTANPOGCEL
EVOL OVOHLX X PT|OTT) TO 07010 lvort 1181 € XP1IOT) GTO GUO TN, TO GOC TN TTPETEL VAL ETLOTPEPEL
OXETLKO HIVUHA CYAAHATOG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 - To cvotnpa eppaviler pvopo cOAApR-
TOG,.

To cbotnpa emtotpéel otn ypoppur 1 tng faciknig pors.

Hivaxag 3.4: Zevapio ypriong 1 - Evaldaktixy poyj 1

EvaAlaktikn pon 2: O xpriotng matdel To kovprti “Akvpo”.

Egboov o xpriotng otn ypoppn 2 g Baowkrg Porjg emé€el “Akvpo” to cOoTnpa entoTpépel
oTNV apyLKn ceAlda TNG EPAPHOYTG.

Fpappn  Evépyela xpriotn cuotipotog Anévinon Zvotnpotog
1 O xpnotng matdet to Kovpmi “Axvpo” To cVOTNHA ETLGTPEPEL GTNV APYLKT| OE-
Ada NG epappoyng.

To cevaplo ypriong teppartiletat.

Hivaxag 3.5: Xevapio yprjong 1 - Evaidaktiky porj 2

EvaAlaktikn pon 3: O xpriotng mtatdet to kovpsi “TlapdAnim”.

Epdoov o xpriotng otn ypappur 5 tng Baowkrg Porig emdé€er “TlapdAnym” to cbotnpo emt-
OTPEPEL OTNV OPYLKT] CEADX TNG EPAPHOYTC.

Fpappn  Evépyeia xpnotn cvotnuotog Amavinon ZuoTnpotog
1 O ypnotng matder to kovpmi ‘Toapd- To cOoTnpa emMOTPEPEL GTNV APXLKT] O€-
Aym” Mo TG epappoyg.

To cevaplo ypriong teppatiletat.

ivakag 3.6: Xevapuo ypriong 1 - EvaAdaxtikij porj 3

3.6.2 Xevaplo xprong 2: Zovdeon xpnon

To cevaplo xpriong 2, <XX-2>, mepLypa@el TIG SLdOXLKES EVEPYELES TTOL EKTEAOVVTAL YL TNV
c0VSesT) EVOC XpHoTN 6TO GhoTNpA. XTovg mtivakec B.7 kot B.§ mapati®evran o1 facikég TAnpo-
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popieg ToL <XX-2> KoL oL evépyeleg NG Pactkiic poric avticTorya, evéd oto oxfpa B.3 gaivera
T0 drdyporppa NG Pactkng pong.

Yuvdéopat 6to cOGTNHA

YOvtoun mepLypagn 3T0X0G TOL oevaplov Xprong elval 0 XPHOTNG va GUVOEETL
QUTOUATA GTO GUGTNHAL.

Avagopd AA AA-2

Avagpopd MAA -

[TupodoTtnon dpactnploTnTag
[Ipotmo6Oeon O xpnotng mpémel va Exel avoiel Tnv oeAida NG epappoymng.

Hivakag 3.7: Xevapio yprions 2, cOvdeon ypiioth aTo oUoTHA.

Baowkn pon

IFpappn Evépyera xpniotn cvotnpotog Anavinon ZuoTnpotog

1 - To choTnpo AVOKTA TIG TTANPOPOPLES
Tov xpnotn amnod to blockchain.

2 - To cvoTnpa dnpovpyel TIg TPocwITL-
kég Paoelg faoelg dedopévwv OrbitDb
TOL XpNoTH).

Meténertaa To oVoTnpa TOPOPEVEL OTNV ap)LKh oeAda TNG EQaPHOYTG.
KATAOTOON:

Hivaxag 3.8: Zevapio ypriong 2 - Baoixtj potj

Actor :Concordia :Ethereum :0OrbitDb

Fetch page

Get user

User information

Zynipa 3.3: Xevapio ypriong 2 - Aidypaupe facikis potg
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3.6.3 Xevaplo xpnong 3: Anpovpyic véou Oépatog

To cevaplo xpriong 3, <XX-3>, mepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
Snpovpyia evog Béparoc. Lrovg mivakeg B.9 ko nopatifevton ol faciicég TAnpogopieg Tov
<3X-3> kot o1 eVEPYELEC TG PAGIKTC POriC avTioTorXa, £vé 6To oxipa B.4 paivetar To Sibypoypa
™G Pacikrig porig.

Anplovpym véo Bépa
S0OvTopn TepLypogn 3TdX0G TOL oevaplov XProNg elval o XPNOTNG Vo PTopel va
dnpovpynoet véo Bépa.
Avagopd AA kAA-45], KAA-9>]
Avagopd MAA MAA-2

[Tupodotnon dpactnprotntag O xproTng matdel To KOV dnpiovpyiag véou Bépartoc.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot va Ppioketo
otV apyLkn oeAido.

Mivakag 3.9: Xevapio ypriongs 3, Snuovpyia véov Oéuarog.

Baowkn pon
Ipappn Evépyerx xpniotn cvotnpotog Am&vinon ZuoTHpoTog
1 O xpriotng matdel to kovpsti dnpovp-  To obotnua epeavilel Tnv oppa “An-
ylag véov Bépatog. povpyio ©épotog”.
2 O xpnotng ocvpnAnpovel ta tedic kaw  To obotnpa ewodyer véo Bépa oto
natdeL To Koupsti “YrofoAn”. blockchain.
3 - To cbotnua elodyeL TG TANPOPOpPieg
Tov Bépatog otnv mpoocwmiky Paon
OrbitDb tov yprion.

Meténertae To cvotnpa petaPaivel otnv oelida Tov véou Oépatog.
KOTAOTOON:

Hivaxag 3.10: Zevapio yprions 3 - Baoikt porj
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Actor :Concordia

Create topic

Topic creation form 'J]
Submit

:Ethereum :OrbitDb

Create topic

New topic page

Xyripa 3.4: Xevdpio ypriong 3 - Aidypauua faoikic potic

To <XX-3> mepiéxel emiong d00 eVAAAAKTIKEG POEG TTOL ptopel vor TpokDYouv PAoeL Twv emtL-

AOY®V TOL YPOTI KoL OL OTTOLEG TTEPLYPAPOVTOL GTOVG TLVOKEG ko B.14. H evolhouetixr por
1 gaivetau emiong oto oxApa B.5 6mov mapovsidleTal To Siiypappa porg TIC.

EvoAdaktuen pon 1: O xpriotng dnpovpyet ymeogopia.

Epdoov o xpriotng otn ypoppr 2 tng Baowrg Porjg emhé€erl “TIpooOrjxn ¥neogopiag” to ov-
OTNHO avavedveL TV oelida mpocBétovtag T emumAéov medio Tng @oppag “Anpovpyio ¥n-

popoplog”.

Fpappn  Evépyeia xpnotn cuotipotog

Arnavinon ZuoTipatog

1 O xpnomng, a@ol GCULUTANPOCEL TN
@oppa “Anpovpyioe Oépatog”, moTheEL
10 xovprti “TIpocOrikn Yymeopopiog”

To cOoTnpa avavewvel Tn oelida pe ta
nedio g eoppag “Anpovpyio ¥ngogo-
plog”.

2 O xpnotng cvumAnpovel to medior ko
natdeL To kovpsti “YrofoAn”.

To cVotnua elodyel To véo Bépa kabwg
KoL TN véa Ymgpogpopia oto blockchain.

3 -

To cvoTnpO eLoAYEL TIG TAN POPOpPLES TOV

Oépatog ko NG Yneogopiog oTig TPO-
owmnikég Paoelg OrbitDb Tov xprot.

To cbotnpa petaPaivel otnv oeAida Tov véov Bépartog.

Mivakag 3.11: Xevdpio ypriong 3 - Evaddaktikij porj 1
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Actor :Concordia

:Ethereum

:OrbitDb

Create topic

Add poll

Poll creation form

Topic creation form ?]
1

Create topic

New topic ID

New topic-poll page

Xynpe 3.5: Xevapio yprions 3 - Aidypappa evaldaktikns porg 1

EvaAlaktikn pon 2: O xpriotng matdel To kovpri “Akvpo”.

Egpocov o ypriotng otn ypoppn 2 tng Baoikrg Porig 1§ otn ypappr 2 tng Evallaktikrg Porig 1
emAé€el “AKUPO” TO GUOTNUX ETLGTPEPEL GTHV APYLKT] CEALSX TNG EQAPHOYTIG.

Fpappn  Evépyeia xpnotn cvotnuotog An&vinon ZuoTnpotog
1 O xpno1ng matdet To Kovpmi “Axvpo” To cVGTNHA ETLOTPEPEL OTNV APYLKT] OE-
Ada NG epappoyng.

To Gevaplo xprong TeppatileTol.

IMivakag 3.12: Xevapio ypriong 3 - Evaddakniki porj 2

3.6.4 Xevapro xpnong 4: Avaktnon 0épotog

To cevaplo xpriong 4, <XX-4>, tepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
avaktnon evog Bépartog. XToug mivakeg Ko nopoatifevton ol factiég TAnpogopieg Tov
<3 X-4> Ko o1 eVEPYELES TG PAGIKTC POTIC avTioTOYX, EVGH 6TO oY B.6 aiveTar To Sibypoypa

™G Pacikrig porig.
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Avakto éva Oépo

YOvtoun mepLypagn 21OX0G TOL CEVAPLOL YPTIONG ELVOL O ETTLOKETTNG 1) O XPNOTNG
Vo ptopel vor ovaktrioel éve Oépa.

Avagopd AA AA-5

Avagopd MAA -

[Tupodotnon dpactnpiotntag O emokéNTNG 1) XPNOTNG TATAEL O€ £va ad Ta Oépatar.

[IpodmoOeon O emokénng 1 XpNoTng mpémeL va €xeL avoi&el tnv celida
MG EPAPUOYTC.

ITivakag 3.13: Xevdpio ypriong 4, avaktnon Oduarog.

Baowkn pon
ITpappn Evépyerx xpnotn cvstnpotog Anévinon Zvotnpotog
1 O xpnotng matdel oe éva amd o 0é-  To ocOOTNHA VKT TIG TTANPOPOPLeg
pota NG AloTag. Tov Oépatog atd to blockchain.
2 - To cVOGTNHA AVOKTA TO PN VOHATO TOV

Dépatog avTLYpAYOVTOG TIC TPOCWITL-
kég Paoerg OrbitDb twv cuvyypagéwv.

Meténertae  To cOotnpa petafaivel otnv cerido Tov Oépatog.
KOTAOTOON:

Hivaxag 3.14: Zevapio yprjong 4 - Baoiky porj
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Actor :Concordia :Ethereum :0OrbitDb

Fetch topic
> Get topic
Topic
~ Get topic post IDs
___Postis ]
Get posts loop
¢ Get post R
,,,,,,, Post ]
L --Z Posts
Retrieve topic information R
“Retrieve posts information loop D
¢ Retrieve post information R
fffffffffffffffffffffffffffffff 1
L= 2 Posts information
Topic

Xyripa 3.6: Xevdpio ypriong 4 - Aidypauua faoikhc potic
To <XX-4> mepiéyel emiong pia evaAAaKTIKT) por] TOL Prtopel va tpokOYel PAGEL TwV ETLAOYOV

TOL XPHOTI KaL 1) omoia eptypgetal 6Tov mivaka B.15. H evaddakTiky porj 1 gaivetan emiong
670 oyxfpa B.7 6mov apovsiéleton o Sibypappa porig Tng.
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Evoldaktikn pon 1: To O¢pa mepiéxel Ymeogpopia.

Egocov 1o Bépa mov avaktiOnie otn ypoppn 1 tng Baowkng Porjg mepiéxel Ynpopopio avor-
KTOVTOL OL TANPOPOpPLeG TNG.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog

1 - To clOoTnpa avakTd TOr PNVOpATH TOU
OépaTOG AVTLYPAPOVTAG TIG TTPOCKOTTLKEG
Baoeig OrbitDb twv cuyypapéwv.

2 - To cOoTpa avakTd TV Ymneogopia amd
to blockchain.

3 - To clotnpa avoktd TIG TANpOoPOpieg
™G Yneogopiag ovriyp&poviog Tnv
npocwrikn B&on OrbitDb tov cvyypo-
QéaL.

4 - To cbotnua emPeParmdvel TIG TANpOYO-

pieg g Yneogopiag pe Paorn to hash
mov €xel avaktnOei amd to blockchain.

To cevaplo ypriong teppatiletot.

Mivakag 3.15: Xevdpio ypriong 4 - Evaddaknikij porj 1
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Actor :Concordia :Ethereum :0OrbitDb

Fetch topic
e Get topic
Topic
~ Getpoll
,,,,,,, pol |
Get topic post IDs
___Postis ]
Get posts loop
< Get post
,,,,,,, Post ||
L --" Posts
Retrieve topic information
~ Retrieve poll information
~Validate poll information
Retrieve posts information loop
< Retrieve post information
_ -2 Posts information
Topic

Dynpe 3.7: Xevapio yprions 4 - Aidypappa evaldaktikns porg 1

3.6.5 Xevapro xpnong 5: Anprovpyia vEouv pHnvopoTog

To cevapilo xpnong 5, <XX-5>, mepLypa@et TG SLodOYLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV

dnpovpyio evOg PNVOHATOG. 2TOVG TIVOKES Ko nmopatiBevton ol Paoikég TANpoopieg
TOL <XX-5> Kail Ol eVEpYELEC TS PAGIKHG POrC avTioTorya, evd 6To oxApa B.§ paivetar to Sid-

Ypappa Tng Pactkrg porc.
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Anpiovpym véo pipvopa

YOvtoun mepLypagn 216X0G TOL GeEVapilov XPNoNG elval o XPMOTNG Vo Propel va
dnpovpynoEL VEO PIVUHCL.

Avagopd AA AA-6
Avagopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O xproTNG TATAEL TO KOV SNHLovPYioG VEOL UNVOHATOG.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketo
otnv ceAida evog Bépatoc.

ITivakag 3.16: Xevdpio ypriong 5, dnutovpyia véov unviuarog.

Boaowkn pon

Tpappn Evépyerx xpnotn cvostnpotog

Anévinon Zvotnpotog

1 O xpnotng matdel To KoLt dnpovp-

ylag véov unvopatog.

To obotnpo eppavilel Tnv oppa “An-

provpyioe Mnvoparog”.

2 O xp1oTng cLPTAN pOVEL T Tedio Ko

natdeL To kovpsti “YrofoAn”.

blockchain.

To clotnpo elodyel Vo PrVUHA GTO

3 - To cOotnpa elodyel TG TANPOPOPieg
TOU PNVOHATOG GTNV TPOCWILKT Pdom
OrbitDb tov ypriotn.
Meténerta To ovotnpa mapoapével otn oeAida Tov Oépatog eppavilovtag To VEo PIVUHCL.
KATAOTOON:
Hivakag 3.17: Xevdpio ypriong 5 - Baouxij porj
Actor :Concordia :Ethereum :0OrbitDb
[] Create post
. Post creation form ] |
Submit
Create post
New post ID 'J]
7777777 Save post information
Updated topic page ||

Zynpe 3.8: Xevapio yprions 5 - Aidypappa faoikic potig
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To <XX-5> mepiéyel emiong pio evaAlok TikT) por} oL propel va tpok el PAoEeL TV ETLAOY®OV
TOV XPHOTN KAl 1) OTTolaL TEPLYp&peTan 6Tov mivaka: B.18.

EvaAlaktikn pon 1: O xpriotng motder o kovpsi “Axvpo”.

Epdcov o xprjotng otn ypopun 2 tng Baoikrg Porjg emdé€el “Axvpo” 1o cOoTnpa emoTpéPel
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 O xpriotng matdel To kovpni “Akvpo” To cOotnua emiotpépel 6T ceAida Tov
Oéparog.

To cevdplo xpriong teppatiletat.

Mivakag 3.18: Xevdpio ypriong 5 - Evaddaktikij porj 1

3.6.6 Xevapro xpnong 6: Tpomomoinon unvopaTog

To cevapro xpnong 6, <EX-6>, Teplypa@el TIG SLdOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YA TN
TPOTOTOLNGCT €VOS UNVOHATOG. 2TOVG TIVOKEG Ko nopotifevtal oL Pacikég TANpogo-
piec Tov <IX-6> ko oL evépyeleg NG Pactkiic porg avtioTorya, evd oTo oxfua B.9 paiveton o
duypappa Tng Pactkig pore.

Tpomomoww éva pnvopo

S0OvTopn mepLypopn 210)X0G Tov cevapiov xpriong elval o xproTng va popel va
TPOTTOTOLGEL TAL HNVOHOTE TOV.

Avogopa AA AA-7

Avogopd MAA -

[Tvpodotnon dpactnpiotntag O XproTNG TATAEL TO KOVWUITL TPOTOTOLNGTG TOV PHIVOHATOG.

[Ipotmo6Oeon O xpriotng va éxel cuvdebel otV epappoyn kot va Ppioketal
otnVv ceAlda Tov BEPATOG TOL TTEPLEXEL TO HHVUUA TOV.

Iivakoag 3.19: Xevapio yprjons 6, Tpomomoimon UnvopaTog.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O xpnotng matdel to kovpsni Tpomo- To clotnpa epeavilel TNV EOPHA
7oiNoNG TOL UIVOHATOG. “Tpomornoinon Mnvoparog”™.

2 O xpnotng cvpnAnpaovel ta tedio kat  To cOOTNHA TPOTOTOLEL TIG TTANPOPO-
notéer To kovpmi “YroBoAn”. pleg TOL PUNVOHATOG GTNV TPOCWITLKT

Béomn OrbitDb tov xprioTn.

Meténerta  To oVotnpa mopapével otn oeAido Tov BEpatog epeavilovtag To TPOTOTOLNHEVO
KQTAOTOON: U VUHC.

Hivakag 3.20: Zevdpio ypriong 6 - Baouxij porj

Actor :Concordia :Ethereum :0OrbitDb
] Modify post
___Post modification form | |
Submit

Save modified post information

Updated topic page

Zynpe 3.9: Xevapio ypriongs 6 - Aidypappa facikic potjc

To <XX-6> mepiLéyel emiong pio evaAlok TIKT) por} oL propel va Tpok el PACEL TV ETLAOY®OV
TOU YPYOTN Kol 1) OTola ePLyp&@eTal oTov mivake B3.21)

EvaAlaktikn pon 1: O xpriotng totdel To kovpri “Axvpo”.

Epdocov o xprjotng otn ypoppn 2 tng Baoikrig Porjg emdé€el “Axvpo” 1o cOoTnpa emioTpépel
ot oeAida Tov Béparog.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon Zvotnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cOotnua emioTpépel 6T ceAda Tov
Oépatog.

To cevéplo xpriong teppatiletat.

Mivakag 3.21: Xevdpio ypriong 6 - Evaddlaktikij porj 1
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3.6.7 Xevapro xpriong 7: ¥Yneion oe Ppneogopic

To cevaplo xpriong 7, <XX-7>, epLypa@el TIG SLdOXLKEG EVEPYELES TTOL EKTEAOVVTAL YL TNV
ynolon oe pia Yneopopic. XTOVG TIVOKEG Ko nopoatifevtal oL facikéc TAnpopopieg
Tov <XX-7> KoL oL evEpYeLeg TNG PACLKNG PONG AVTIOTOLY XL, EVM GTO OYTHA Qoiveton To i~
YPoppax TG Pacikrig porg.

Yneilw oe Ppneopopio

ZbvTopn mepLypagn 2to)0G TOL CGEVAPLOL XPNONG Elval O XPHOTNG VA PITOPEL v
ynoioel oe pia Yneogopia.

Avagopd AA

Avagopd MAA MAA-2

IMupodotnon dpactnprotntag O xproTng matdel To KOV Yneopopiog.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot va Ppioketo
otV oeAida evog Bépatog To omolo mepthapPavel Yneopopio.

Iivakag 3.22: Xevdpio ypriong 7, Yrgion oe Ynpopopic.

Baowkn pon
Ipappn Evépyerx xpniotn cvotnpotog Am&vinon ZuoTHpoTog
1 O ypnotng matdel To Kovpmni tng emt- To oclotnua elodyel véa Yneo oTo

Aoyng mov emBupel va Ynoeicer ko  blockchain.
matdeL To Koupsti “YmoPoAn”.

Meténerta  To cOOTNHA avave®VEL TIG TTANPOPOPLES TNG YNPOPOpPLaG.
KQTAOTHON:

Hivaxag 3.23: Xevdpio yprjons 7 - Baoiky porj

Actor :Concordia :Ethereum

Submit poll vote

A 4

Add poll vote

Updated topic page

Zxnpa 3.10: Xevapio ypriong 7 - Awkypappe facikrg porig
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3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevaplo xpriong 8, <XX-8>, mepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVDVTAL YL TNV
YnoeLon o€ éva VUL XTOUG TILVOKEG Ko nopoatifevtal oL Pactikég TANpo@opieg TOL
<XX-8> kaL oL evépyeleg NG PACLKNG POTIG AVTIOTOLXQ, VKD GTO YU Qoiveton To Oud-
YPoppax TG Pacikrig porg.

Yneilw oe pnvopa

S0OvTopn TepLypogn 3TdX0G TOL oevaplov XProNg elval o XPNOTNG Vo PTopel va
vepymoeicel 1) KatoaPneioet évor Pivopa.

Avagopd AA AA-8

Avagopd MAA MAA-2

[Mupodotnon dpactnprotntag O eMCKENTNG TOTAEL TO KOVMUTL LITEPYNPLONG 1) KOTOYT|PL-
omnge.

[Ipotmo60eon O xpnotng va éxeL cuvdebel otnv epappoyn kat va fpiokeTon

otnVv ceAlda evog Bépatog to omoio mepthopPdvel TovAdyL-
oTOV éva VLR To omoio dev €xel dnpovpyroet o idLog.

Hivakag 3.24: Xevapio ypriong 8, Yrigion unviuarog.

Baowkn pon
IFpoppn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog
1 O xpnotng matdel 6to Kovpmi vep- To cVotnua elcdyel véa Yn@o pnvo-
yneiong pnvOopaTog. patog oto blockchain.

Meténerta  To cOotnpa avave®vel TIG PYrpouvg Tov PnvOHaTod.
KOTAOTOON:

Hivaxag 3.25: Xevapio ypriong 8 - Baoikt porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Xy 3.11: Xevdpio yprions 8 - Aidypappic facikic poric
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3.6.9 Xevaplo xpnong 9: Avxypaen tomik®v dedopévmv

To cevapro xprong 9, <XX-9>, mepLypdyel TIG dLdOXLKEG EVEPYELEG TTOL EKTEAODVTOL YL TN
dlotypapr| TV TOTLKOV deSOUEVOV. STOVG TTLVOKEG Ko nopotiBevtal ol factikég TANpo-
popleg Tov <XX-9> KoL oL eVEPYeLeG TNG PAGLKNG POTIG OLVTIGTOLYXQL, EVE GTO OYTH Qaivetol
T0 drdypoppa NG PaAcIKnG pong.

Arorypapon to tomikd dedopéva

S0OvTopn TepLypogn 3TOX0G TOL GeVaPLoL YPHONG VAL O ETTLOKETTNG VoL PItopel va
draypafel T tomikd dedopéva mov arobnkevovtal 6to cU-
OTNHA TOL atO TNV EQUPHOYT.

Avagopd AA

Avagopd MAA -

[Tupodotnon dpactnpotnTag O eMCKENTNG TATAEL TO KOVHTTL SLAypoprg TwV TOTLK®OV de-
dopévav.

[Ipotm6Oeon O emiokéntng mpémet va £xeL avoikel Tnv oeAida Tng epoppo-
Yne.

Hivakag 3.26: Xevipio ypriong 9, Sieypaer tomikdv Sedouévav.

Baowkn pon
IFpoppn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog
1 O emokéntng matdel to kKovpni dwe- To olotnpo epeaviler v QOpHA
YPOUPHG TOV TOTLKOV deSOUEVMV. “EmiPefaioon Awaypagrg Tomkodv
Aedopévov”.
2 O emokéntng ovpmAnpovel to medio  To cvoTnua Sraypagpel OAeg TIg TO-
Ko TatéeL To kovpsti “YroPoAn”. mikég Paoelg OrbitDb mov ypnoipo-

TOLOVVTOL OTTO TNV EPAPHOYT.

Meténertaa To ocVOOTNHA TOPAPEVEL TPAYHATOTOLEL AVaVEWDOT) TNG GEALDNG.
KATAOTOON:

Hivaxag 3.27: Xevapio yprjong 9 - Baoikt porj
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Actor :Concordia :Ethereum :OrbitDb

Delete local data
Delete confirmation form

Delete local DBs

Zynpe 3.12: Xevapio ypriong 9 - Aidypoypia faoixig porc

3.6.10 Xevapro xpriong 10: Anpiovpyio kKOvOTNTAG

To cevapro xpriong 10, <EX-10>, teprypapet TG SLxSOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YLOL TNV
Snpovpyia piag KowvoTnTAC. XTOVG TTivokeg Ko nopatiBevton oL faciiég TANpoPopieg
Tov <XX-10> Ko oL evépyeleg NG PACLKNG PONG AVTIGTOLY®, EVK OTO GYNHA Qoiveton To
duypappa Tng Pactkig pore.

Anplovpym véa kowvoTnTa

S0OvTopn TEpLypogn 3TdX0G TOL oevaplov XProNg elval 0 XPNOTNG Vo PITopel va
dNHLoLPYNOEL VEX KOLVOTNTAL.

Avagopa AA kAA-125], kKAA-135]

Avagopd MAA MAA-2

IMupodotnon dpactnprotntag O xpnotng matdel To KOVPIL SNHLOVPYLAG VEXG KOLVOTNTAC.

[Ipodm6Oeon O xpriotng va éxel ouvdebel oTnv epappoyn kot va Ppioketo
oTnV apyLkn oeAido.

IMivakag 3.28: Xevdpio ypriong 10, Snuiovpyia véag koivothnrag.

Baowkn pon
Tpapun Evépyerx xpnotn cvotnpotog Anévinon Zvotnpotog
1 O xpriotng matdel to kovpsti dnpovp-  To cbotnpo epeavilel tnv @oppa “An-
ylag véog koot Tag. povpyia Kowvotnrog™
2 O xpriotng ovpmAnpavel T medio k.  To oboTnpo Snpiovpyel véa kKovoTnTO
natdeL To kovpsti “YrrofoAny”. oto blockchain.

Metenertae To cvotnpa petaPaivel otnv ceAida Tng vEag KOLVOTNTAG.
KOTAOTOON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikr porj
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Actor :Concordia :Ethereum :OrbitDb

Create community

Submit

».
P

Created community page

Zynpa 3.13: Xevapio ypriong 10 - Awkypapua facikic porg

To <¥X-10> mepiéxel emiong 00 eVAANAKTIKEG POEG OV prtopel va TpokOYovv Pacel TwV
ETMAOY®DV TOL XPHOTH KOL OL OTOLES TEPLYPAPOVTAL GTOVG TLVOKEG ko B.31. H eval otk
pon 1 paivetou emiong oto oxXpo 070V TTOPOLGLALETOL TO SLAYPOpHOL PONG TNG.

EvaAlaktikn pon 1: O xprjotng opilel e€wtepikd contract yix tnv kowotnto.

Epdocov o ypriotng otn ypapur 2 tng Baoikrg Porjg emAé€el “TIpocdnkn SvpPoraiov” to o0-
oTNHA avavedVeL TNV oelida TpooBétovtag ta emmAéov media tng edppag “Xovdeon Zupfo-
Aaiov”.

Fpappn  Evépyela xprotn cuotipotog Anévinon Zvotnpotog

1 O xpnomg, agob ovpmAnpwoer tn To cbotnua avavemvelr TN ceAldo pe
eoppo “Anpovpyia Kowotnrog”, ma- ta medio g @oppoag “Tovdeon Zvpfo-
téeL to kovprti “TIpoobrkn Yngogopiag”  Aaiov”.

2 O xpnotng cvpunAnpovel to medio kot To cvotnpa dnpovpyel v véa KoLvo-
natdel To kovpsti “YmoBoAn”. T 670 blockchain ko v cuvdéer pe
To0 e€wTepLko contract.

To cvotnpa petaPaivel otnv ceAida Tng véag KOVOTNTOG.

ITivakag 3.30: Xevdpio ypriong 10 - EvaAlaxtikyj porj 1

50



Actor :Concordia

Create community

Add external contract

External contract form D
| Dateiidl COmtact 1ot

:Ethereum

:OrbitDb

Create community

New community ID ?]

Created community page

Zynipa 3.14: Xevapio yprions 3 - Adypappia evaAdaktikig porjg 1

EvaAlaktikn pon 2: O xpriotng motdel To kovpsmi “Axvpo”.

Egocov o ypriotng otn ypapur 2 tng Baowkng Porg 1 oty ypoppn 2 tng Evaiiaktikrg Porg 1
emléEel “Axvpo” To cVUOTNHA ETLOTPEPEL OTNV OPXLKT] oA TNG epappoync.

Fpappn  Evépyeia xpnotn cuotipotog

Anévinon Zvotnpotog

1 O xpriotng matdel To kovpni “Akvpo”

To cboTnpa eMGTPEPEL BTNV OPYLKT OE-

Ada TG epappoymng.

To cevdplo xpriong teppatiletat.

IMivaxoag 3.31: Xevapio yprions 10 - Evallaxniki porj 2

3.7 Apyitektovikn oxedioon

370 KEQAAOLO QVTO TTEPLYPAPETAL 1] ALPXLTEKTOVLKT] TOL GUOTHHATOG, OTTWG TPOEKLYE ATTO TNV
emAeYHEVT) TEXVOAOYLKT oTOlPo Kot TIG TpoavapepBeiceg amatrioelg Tov. O TPETEL VAL GTHELW-
Oel OTL 1) ToPOLOLALOHEVT) APYLTEKTOVIKTY Elvarl TPAOLUN Kot dev atotedel TNV TeALKT) LAOTOINGT

™G TAATPOPHAG, T) OTTOLX TTEPLYphpeTaL oTo kKepdAaio [,
SUVOTITIKA, 1] LPXLTEKTOVLKT] TOU GUGTHHATOG OTOTUITOVETL GTO TTOPOKAT OLAOLYPOpOL:
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Ethereum

Create
transactios

MetaMask

Concordia contracts

'. User address D N

2T Communty e

|

l
USQP\

| User

Interfoce

Exteral Commun?‘tc/ Contracts

Community A

Zynpe 3.15: Apyitektoviktj Tov ovothuarog (otadio oyediaong)

A&ileL va onpetwboiv ta e€ng:

+ O xddikag Tov frontend extedeiton ATOKAELGTIKA GTO GUG TN TOL XPNOTH, XWPLIG VO XIToL-
telton kamolog e€vmnpetntig. AnAadn, o xpriotng apkel amAd va £xeL Tov kddka artodn-
KEVUEVO OTOV LITOAOYLOTH) TOU.

« O xpnotng aAAniemidpa dpeca pe To Ul ko to MetaMask. To MetaMask astoteAet browser
add-on, to omoio doyeipileton Tor WLwTIKE KAeWdL& Ethereum tov xpriotn kot Tpoypoto-
molel TIG GLUVOAAYEG TOUL TedevTaiov e Too smart contracts. XTnv Tpokelévn mepintwaor,
mepLéxel T KAEWOLX oL oXeTilovTaL aupevag pe Tn dievOvvon pe Tnv ool 0 XproTNG €Y-
YPO@YETAL OTNV TAATPOPHL, XPETEPOL He TIS dtevBvvaelg Tov mepiéyovv T NFTs twv kot-
VOTHTWV OTLG OTTOLEG arvrkeL Ko £xeL Stkatwportar Yrpov.

+ 2to frontend exteleiton 6T0 Tapacknvio évag kOpPog yia to IPFS. Autog cuvdéetan pe
GAAOVG KATAAANAOVG KOHPOLG, dtopotpalovTag ToV KOPLo OYKO TV deSopévwv TG epap-
HOYNG (TT.X. TOV TEPLEXOUEVOL TWV UIVUHATWOV).

+ TéAog, oto Ethereum blockchain vrtépyouvv t6c0 Tax contracts tng epappoyng, 660 kot T
eEwTepLcd contracts mov mapéxovv ta tokens Twv kowotnTwV. Ta pev Aettovpyodv wg to
OMHELD AVOPOPAG TNG EPAPHOYTC, ETTL TOL OTOLOVL EKTEAOVVTAL OL EVEPYELEG KoL aTtoONKeD-
ovTol oL HETOPANTEG TTOL elvor TOADTOC aTapaiTnTES Yiot TH AELTOVPYLX TNG TAXATPOPHAG
(7T.X. eyYeEYPOHpEVOL X pT)OTES, SNLOLPYTHEVES KOLVOTNTEG). Tar de, dnptovpyodvton ord e€w-
TEPLKEG OVTOTNTEG, OL 0TTOleg 0pilovy KaT& 1 PoOANGT TOVG TOV aKPLPT) TPOTTO dNLOLPYLNG
Ko Stopolpacod Twv tokens Tovg 6TOLG XPHOTEG.
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3.8 IIpodiaypagn peddodov vAOTOINONG KAL XPOVOTPOYPULL-
HOTIGPOG

Katd tov ypovompoypoppatiopd akolovdndnkav ot taktikég mov opilel to Scrum. To cvu-
VOALKO TTPOYPAPHATIOTIKO EPYO XWPLOTNKE G€ EMPEPOVG, dLOKPLTOVG GTOXOUVG Kol K&be 6TOY0G
avtiotolynOnke oe éva Sprint. Ta Sprints atotelobvton amd emiypépoug Sty wpLopo Tng epyaciog
oe epic tasks. Xe ovTO TO GTASL0 XPOVOTPOYPAPUATIGHOD SV €YLVE AVOAVLTLKOTEPT] TTEPLYPOPT|
TV empépoug tasks, ke epic ywpiotnke oe tasks katd To opyLKd 6TASL0 TNG LAOTOINGNG TOV.

Qg oNpavVTIKOTEPOG GTOXOG TNG AVATTLENG opileTan 1 dnpiovpyia evog eAdXLGTOL PLOGLHOV
npoidvtog (Minumum Viable Product - MVP). Xe avtd tov otd)0 mepthoptfGrvovTat Lo GTOLYELD-
delg Aettovpyleg pioG TAATPOPHAS ETLKOLVOVIOG OL OTOLES TNV KAVOLV XPNOLUN, 1] duvaTOTNT!
eYYPOYNG, dnpiovpylog BepATeY Kol PNVURATOV KoL (VALY VWGTG TOU VITAPXOVTOG TTEPLEXOPEVOU.
Eme1dn o o0tox0G avTdg mMepLéxel amd HOVOG TOL GTHOVTLKY TTEPLTAOKOTN T Kol duokoAio kpiOnke
avorykoiog o mepotTépw SLaywpLopog Tov o€ Tpla Sprints.

310 mpwTo Sprint opiotnke 0 6TOX0G TNG dnplovpyiag piag Paong kwdwka (codebase), tng
eEOLKELWOTNG JLE T TTPOYPOUHATIOTIKE EPYOAELQ TOV OLKOOLOTHHATOG TV DAppS koL NG emLtu-
x1g dnpovpylag tov mpwTov contract. Xto devtepo Sprint o oTOXOG OpicTnie WG 1) dnpLovpyic
TWV TEXVIKOV XOPOKTIPLOTIKOV TTOL 0LPOPOLY TOLG XPOTEG TNG TAATPOPHAGS KoL TTOL oL idtot (oL
xprioteg) £xovv cvvnbicel va TEPHEVOLV QITO Hial TETOLX TAATPOPHA. 2TO Tpito Sprint cupmeptL-
ANPONKOY T TEYVIKX XOPOKTNPLOTIKA TTOL AITOpEVOLY OaTe va dnptovpynOei to MVP.

To emdpeva Tpia Sprints ytiCovv dradox Lk TV 6TV LITAPYOLG X SOLAELA Kot LITOSOT). 2TO
TETOPTO PEPOG EPYUCLOG WG GTOXOG OPLOTNKE 1) TPOGHNKN TOV XUPAKTNPLOTIKOV YnPpopopiag
TV 6T Pnvopata kot dnpovpyiog Yneopopiadv Bepdtwv (polls). To emodpevo Sprint weptlogt-
Bavel epyacieg dnpovpylag LITOSOUNG KoL TNV TPOTH NUL-ONUOCLX EYKATAGTOCT) TNG EPAPHOYNG
oe meptpariov dokipng. To teAevtaio Sprint ammotedel To TeAkO TPoidv Ko mepLéyel tasks oxeTikd
pe TNV Snpovpyla KowoTnTeV Kot TNy beta eykatdotaon tng epappoync.

Emontikd, 1 Siadikacio Tne vAomoinong mepLypa@etal 6To Tapakdto oxfpa (oxhpo B.16).
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Sprint 1

Se_tup

Rqoos-‘tom/

Setup Private
Ethereum Network

Create User
Contract

Imp lew\en‘t
Re_flistr'ox‘tion (9) 5

! Voting
: Mechanisms

Create Vo‘t"mg
Contract

Imple_w\ent Post
Voting UL

I MPIQMQV\'t
Polls UL

Implemen‘t IPFS
Polls Interactions

| User

| Peatures

|

|

! Imple_me_nt Auto

: Login

|

|

! Implement IPFS

| User Information

: Interactions

|

[

| Implement User

! Profile UL

|

l e e e e - —
Sprint 5

P —

| Staging

Ibeploy

|

Provision S‘taginf!
Environment

Provision IT
Assets

Alpha Deplov./men‘t

: Minimum Viable
| prodluct

-
|F‘mm!

Create Pos’t'mg
Contract

Implemeu‘t Pos‘tlng
(9)4

Im, e lem ent
IPFS Posting
Interactions

| Product

Zynpa 3.16: Aiaywpiopdg oe sprints
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Create Communities
Contract

Imple_w\ent Commun?tt/
Voting Authorization

Beta Deplot/me_n't

TODO: add tasks for serve (front and contracts) thru IPFS, upgradability



KepaAaro 4
YAomoinon epappoyng

4.1 MebBodoAroyia vAomoinong

T v eitevén TV 6TOXWV TTOL OPLGTNKOY KL TNV OPYAVWOGT) TNG EPYRGLAG TTOL ATTALTELTOL
oe dlayelploa pépn, oxedidotnie n xpron dipopwv epyoreiwv kot peboddwv avamtuéng Aoyt-
OMLKOV, OTIWG TO GUOTNHA eAEY)OUL ekdocewV (version control system) Git, n pé@odog opydvwong
Scrum kot ot draxdikacieg avamtuEng DevOps. Ta epyadeia avtd eivor Sokpacpéve Ko £xovv
edpatwbel otn oOyypovn avamtuEn AoyLopLKOD.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAT) CLVEPYATLX OTNV
avattuEn tov Aoylopikov. Kabe pélog tng opddag dbvatar va epyaotel oaveEapTnTo Ko Xwpig
TNV avaykn Slapkovg emkoveoviog pe to vtoAoa péAN. O oTO)OL Elval OpLoPEVOL, GaPELg Ko
Xwplopévol oe dryelpiopa pépn ta omoia dev katafdrovv ta péAn. Tavtoypova, Exovtag wg
edpar KabLepwHEVH TPOTLTTA AVATITUENC, TToPEXETOL POPUUALGHOG Kot Tolpeg péBodol emidvong
TPOPANUATOV, YeEYOVOS TOL AetTovpyel KATOAALTLKE Kot fonf& oTnV amro@uyn TEAHATOV KOTA TN
oLYYPOUPT] TOL KOOLKAL.

To Git eivo Swpedv AOYLGHIKO 0vOoLYTOD KOOLKO TO OTTOLO ETLTPETEL KAl ETLKOVPEL TNV ATTPO-
OKOTITN VATTTUEN AOYLGHLIKOD atd TTOAAXITTAG péEAT pioG OpAdag, TALTOXPOVAL KoL SLOLVEUTHEVA.
AvTtd emituyxAveTon Topéxovtog Eva TAaiclo amd epyoieio ta omoia fonboidv Tnv dwxyeipion
KOl EVOOPATOOT) TV SLOPOPETIKOV €KOOGEWV TOL KOILKA TIG 0Toleg avamtiooel k&be pélog
NG opadag Eexwplotd. Ymapyovv dpopa povtéda xpriong tov Git kot mo cvykekplpéva tng
dvvatotntag mov divel yia dnpovpyia, avamtuén kot éveoon (merge) kAadiwv (branches).

I Tovg oKoTmTOG TNG Tapovoas SUTAWHATIKNG XprjoipooiOnke To povtédo GitHub flow([17].
To povtého avtd opilel OTL kGbe TpoypappPATIOTNG avolyet éva véo branch yiax n avamtugn evog
XOPOKTNPLOTIKOV TG ePappoynig 1) Tn StdpBwor evog pépoug Tov kmdwka. Emetta, dtav 1) dovAetd
éxeL oAokAnpwBel, Snpovpyeitan éva aitnpa évwong (pull request) pe to Paocikd kAadi avérrtu-
&ng (develop) tng epappoync. H dovAewd vmokeiton oe aloAdynon omd tnv vIOAoLTn opddo
(review) ko 0tav kplBel OTL LKorvoTtoLel TIG aVAYKeS TOL €pyou, To branch yiveton merge pe to
develop. Otav to develop ¢ptdoel o tkavod onpeio otabepdtnTog Kot TAAOYdV, YiveTon merge e
to branch mapaywyng (master). Ao to master dnprovpyovvtal oL TeALKEG ekSOGELS TNG EQPUPHO-
YNG ot omoieg Sravépovton yix xprion otnv mopaywyn (production versions), eved artd to develop
dnpovpyovvTaL oL JOKIHACTIKEG €KOOCELG OULYUNG TNG EPAPHOYNG OL OTOLES XPNOLLOTOLOVVTOL
Kot Tov éleyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o empeAnTrg Tov Scrum (Scrum master)
Sroywpilel T aveEapTnta pépn epyaciog (tasks) mwov mpémel va vAomonBolv yia TNV 0AOKAR-
pWOT TOV oTOXWV VoG project. To pépn avTd TEPLYPAPOVTOL AVOALTLKA Poll [E TIG ATTOULTHOELG
ToUvg Ko katatifevton oe pio Aot epyooidv (backlog). Emerta, péoa ad cvokéelg (meetings),
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emAéyeton évag aplOpog amd tasks o omoiot 0pilouvv To EMOPEVO TPOYPAUPATIOTIKO KOKAO (Sprint).
Kabe task avartiBeton oe k&mmoto pédog yioe vhomoino. I to Sprint opileton pio ypovikn dudp-
KELK, 0TOXOG TNG Omolag elval 1 mepdtwon 0Awv Twv tasks mpwv ™ ANén g. Zto téhog g
npoBecpiog Tov opiotnke yiow To Sprint Tar pEAT TNG OPADNG ATOTYHODV T ATTOTEAECHATO KO
opilovv to endpevo Sprint. H diadikacia emavoalopfavetal éwg 6tov To €pyo oAokAnpwbet.

AOY®w oL TOAD pikpoD peyéBoug tng opddag, To Scrum akoAovdnOnke eAaoTiK&. ZvyKeKkpl-
péva, dev oploTnke Evag oUYKEKPLHEVOGS emtipeAn TG Tov board aAAG k&Be pélog tng opddag ppo-
VTL(E YO TOV OPLOPO KoL TNV TTEPLYPOYPT) £VvOG pépoug TV tasks. Ta sprints dev rTav cuveyopeva
Kot Sev elyav TavTa ToV L1010 X¥POVO EKTEAEGTIG AL TTPOCOUPUOLOVTOY AVAAOY HE TIC EKACTOTE
avaykeg KoL Tov Xpovo twv pedov. Kata faon, ypnopomrodnke n pébodog Kanban (rov xpn-
owomoteital amtd to idlo To Scrum), yio Tnv ontikomoinon twv tasks. Ta tasks ywpiotnkav oe
Aloteg ol omoleg mepthapPavouv:

oe avapovr) (backlog), mepthapfaver tasks Ta omoia dev éxouvv axopa elcayBel oe K&moLo
sprint

« evepyo sprint (sprint/todo), mepthapPavel tasks o omolar GUHHETEXOLY GTO eVEPYO (TwPLVO)
sprint

« ekTéAeon (in progress/doing), mepihapPavel tasks yio ta omoia €xel EekivrioeL 1) avAmTugn
Ao KAToLo pEAOG TNG Opadag

« éheyyog ko afloloynong (testing/code review), mepthopfavet tasks twv omoiwv 1 avé-
ntu€n éxel ohokAnpwBel kan Ppiokovtar oto otddio eAéyyou (testing) 1) avapovrg oe pull
request

« oloxAnpwon (done), mepthopfavel tasks ta omoia éxovv Tedeidoet, SnAadn) TV omolwv 1)
avarttun éxel ohokAnpwbel xan to pull request éxel yiver merge

Téhog, oplotnkav oTig Aloteg ot péytotol aplbpol tasks wov propovv Ta vdpyovy ce kabe
xpovikn otiypn. o mapadeiypa, péxpl téooepa tasks otnv Alota extédeonc. Avtd éylve yia
evBappuven g oAokAnpwong Twv tasks amd T péAT, oe avtiBeon pe TV eykatdAelyr) Tovg oe
NHLTEAT) KATAOTAGCT) TNG AVATTTUENG Yo TNV avaAnym kdrolov véou task.

Backlog = J| Topbo Doing o/a = [ code review/Testing 1
+ Add a card [\ oo ] [\ oo ]
[Investigate] IPFS Relay nodes Polls Support message edits
[Investigate] Voting using external = ® = os Ehn AF @ =
toes e
= + Adda card )
Contract tests Branch and commit naming
= o2 conventions
=
Research contract upgradability
© = 92 aF 22 theoreticalanalysis. [\ aoo ] o bug ]
[investigate] Serve frontend using Display user avatar
[\ aop ] IPFS. -
Add typescript to app =
= [\ aeo ]
[Nape LN orovider ] Fix registration second step submit
-
ElE]
split Contracts
- o, Replace contracts-provider with IPFS Neee ]
= Wrap posts in markdown viewer
= o2
Add progressBar YT
_ Add away to leave feedback R
= Add Pagination
[\ aoo ] _ =
Create user databases after
registration Build website for ecentrics.net [P chore ]
= = Concordia guide retouch
= 01
E infrastructure | + Add a card
[Investigate] OrbitDB Eth Contract I chore | infrastructure |
Access Controller
= Create separate README files
= Q2
Cw—
+ Add a card =] + Add a card =]

Zynpe 4.1: Xrrypéromo 086vys g diadiktvaxtis vinpeoiag Trello wov ypnowomoijOnxe yia thv vAdomoinon tov Scrum
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Katd tnv dtadikacia tng avamtugng Tou KOdIKa, EQoPROCTHKAY ETLOTG OL TAKTLKEG TTOV Opi-
Covtat atd 10 DevOps e 6,11 apopd To deployment twv vinpecidyv. To DevOps opilet Sidpopo
ePYOAELQ TTOL ATTOCKOTOVY GTNV ATTPOGKOTITT), CUTOHOTOTTOLNHEVT] KOL YPT)YOPX EVOWHATWGT) TOL
KOOLKA ATt TO 6TASLO TNG GLYYPAPHG HEXPL TNV OAOKAT|pwOT) Ko eykatdotoot). Ta epyadeio mov
xpnotpomoOnkav ed eiva:

« ovvexng éAeyxog (continuous testing)
+ ovvexng oAokAnpwon (continuous integration)
« ovvexng mapddoon (continuous delivery)

« ovvexng eykatdotaot (continuous deployment)

T'oe TV LAOTTOINGT] TOV TAKTIKOV QUTOV eAEXONKE HETR ATTO EKTEVT] EPELVAL 1) TAATPOPHOL
Jenkins. To Jenkins cvvdvdotnke pe tnv mAatpoppa eicovomnoinong Docker dote va akoAlov-
Onbolv oL tedevtaieg evdederypéveg mpaktikég tng Propnyoviag. Eywve cuyypagr tov apyeiov
Jenkinsfile To omoio meprypagel pe k®dika v pon epyacidv (pipeline) mov mpémel v ackoAov-
OnOei petd amd k&Be addayr) otov kddike. H ektédeon tov pipeline mpaypatomoteitol avtopoTor
otd To Jenkins.

To pipeline amoteAeiton amd oTédiax kou ripata Ta omoia paivovton oo oyfpa f.2:

a) Apxkd exteleiton o Pripa «Version», To 070lo GUAAEYEL GTOLYELQ GYETIKA [E TNV EKTENEDT)
Tov pipeline 6mwg o KAadL TOL KWALKA TOL TLPOJOTNGE TN POT] KOLL TTOLXL ALTTO TOL TTAKETOL
Aoylopkod ov mepthapfdvovTtal 6To git repository mepiéxouvv aAloyeg.

B) Emeita exteleitar to otddio «TEST» to omoio mepiéyel dvo Prjparta mov ekteAodvTon ma-
PAAANAQL KOl TTPOYHATOTTOLOVY EAEYXO TOL KOSIKX TWV TOKETWV.

v) Av 1o kAadi mupoddtnong eivon éva feature branch n por otapatd €80, eved av mtpokel-
Tan yix évor oo T Poaotkd kAadud (master 1 develop) tote 1) por) cvveyilel pe To 6TAdLO0
«BUILD» oto omoio ektedovvtan mopaiinia ta Pripata mov xtilouv Ta docker images
TOV TAKETWV EKELVWV TA OTTOLAL TTEPLEXOLY XAAQLYEC.

0) 210 otaddio «PUBLISH», av To kAadi tupoddtnong eivat to kOpro kAadi mopaywyrig (master),
TOTE ekTEAOOVTOUL TTapdAANAa Pripata Ta omoio dnpootevovy T docker images mov dn-
povpynOnkav oto amobetripro Dockerhub.

€) Télog, exteleiton to otddio «DEPLOY», karté TO 070L0 TPAYHATOMOLELTAL 1) EYKATAGTAOT)
TOV LIINPECLOV 6TO avahoyo meptPailov, staging yia to kAadi develop kot production yuo
70 KAodi master.
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Zynjua 4.2: Aicypoppa porjg epyacicyv Jenkins

Me tnv yprion tov Jenkins avtopatomoteiton pe peydAn evKoAio Evar GTHOVTIKO HEPOG TV
dradkaot®dv avamtuEng kot dnpocievong Tov kddka. Me tnv yprion Tov cuykekpipévou pipeline
yivetan olyovpo 0,7t o€ kK&Be aldoyn), Ao)ETOG TOL KAAdLOU aVATTTUENG 0 KOSIKOG EAEYXETOL KO
Ta toTeEAEGPOT TRV tests eivar amoBnkevpéva ko Stabéoipa yior avadvon. Akopa, yio To kKAodt
develop, avtopatonoleitol 1 OAOKANPWOT) TOV TOKETWV KAL 1] EYKATAGTACT) TOUG G€ TTePLBAAAOV
Soxiung (staging), yeyovog mov StevkoAbvel onpavTikd TG oLAAOYLKES SOKIHEG atd TNV Opddo
oe dwpopetikd mepLpdrlovta xpnong (browsers). Télog, yia To kAadl master, avTopaToTOLEL-
tan 1) dwedikacia dnpocisvong twv docker images, pndevilovtag €Tl TOV YPOVO TOL TPETEL VO
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KotoPfaAovy T AN TG Opadag o€ avTO.

4.2 Texvoloyieg vAomoinong

H mapovoa evotnta amoptileton ord LITOEVOTNTEG, OTLG OTOLEG OLATUTOVOVTAL Ol GV TL-
KOTEPEG TEXVOAOYiEG TTOV XpriotpomotiOnkav yia Tnv vAomoinomn tng epappoyng. Oleg ol Texvo-
Aoyieg amoteAoOV dwpedv AOYLGHLKO AVOLYTOU KOILKAL.

4.2.1 Texvoloyieg oxetikég pe to development

J& LTIV TNV LTTOEVOTNTA TEPLYpAPOoVTaL Oplopéva DepeAtddn epyadeio ko frameworks ov
ovvetéleoav oTNV AVATTUEN TNG EQUPHOYTIG.

Node.js

NoO¢
\@JQ

Zytiua 4.3: Node.js logo

To Node.jsE elval éva mepipdArov xpovou extédeong Javascript TOAAATAGOV TAATPOPUOV,
To omoto ekteAeiton ot pnyovr V8H kou mapéyel tn duvatodtnto ektéleong kKo Javascript
eKTOG TEPLNYNTOV LoTOV. EMITPENeEL 6TOVG TPOYPAPUATIOTEG VAL XPNCLHLOTTOLOVY Javascript yio
TN oOvTaln epyoreiwv YPOHPNG VTOA®V KoL TN STHLOUPYLR KALHOKOTOV SLadIKTUOKOV eQOp-
poywv (kvping yia e€vmnpetntéc). Exer apyitextovikn Paciopévn oe ovpPdvra (event-driven
architecture), pe Suvatotnta actyyxpovng etoddov/e€6dov (asynchronous 1/0).[18]

Eva atd ta onpovtikdtepo Yopaktnplotik® tov Node.js eival 0 evoopatopévog dayetpl-
OTNG TTAKETWV TOV, 0 0TT0l0g ovopdleton npm. Me Tov npm yiveTol QLKTH 1) EYKATAOTOOT] TToké-
TV (BPA0ONKOV) atd To pnTp®o npm (npm registry@), KoBmg kot 1 opyavweon kot 1) Stexeipiom
TOUG OTA TAALOLX TNG AVATTTLENG PG e@appoyng Tov eEaptdtal amd ovTd.

To Node.js éxet to aoBetripLd tov oto GitHub (https://github.com/nodejs/node).

Docker

&

Xynpe 4.4: Docker logo

To Docker amoteel pio TAat@oOppo 1y omoia mopéxel AoyLopiko etkovomoinong (virtualization)
0TO eninedo TOL AELTOVPYIKOV GLGTAHATOG KOOGS KOl OAOKAT PWHEVO CUGTHHAT SLOHOLPAGHOD
KOl EKTEAECTIG TOV TTAPAYOHEVOV ELKOVOV.

°https://nodeis.orq/
©https://v8.dev/
Uhttps://www.npmis.com/
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Atvertnv SuvatdtnTa 60VOEGTG ELKOVIK®OV TTEPLRAAAOVTWVY AELTOVPYLKOD CLGTHHATOS T OTTOL0L
ovopalovtan elkoveg (images). Méoa oTiIg elkOVeEG elval duvartr) 1) EKTEAEGT) TTPOYPAUPATWV GE
aAcPaAT), aopovepéva kat tpoPAéPipa meptfaAlovta T ool eyyvovvtal Tig idleg cuvOTKeg
ektéeong mavtov. Etol, ol mpoypoppatiotég dev xpetdletar va avnouyovv yio To meptBaAiov
eKTENEOTG TOV KOJIKa koL TNV pLOHLOT) TV TapapéTpwv ot kK&be Eexwploth eykatdotaot).

Tavtoypova, 1 mAat@oppa tov Docker mapéyel cuotrpata kot Tumomolnpéveg pebodoug yiow
TO TTOKETAPLOUA TOV ELKOVWOV, TNV HETAPOPTWOT] KL TNV EKTEAEGT] TOUG GE ATTOHAKPUGHEVOL GU-
otpote. Me avtd tov Tpomo amotelel TOAOTIHO epyadeio To omolo éxel yivel To oTAvVTOp OTN
Bropnyxovia Aoyloptkot yio Tov SLapoLlpacpd Kol TNV EYKATAGTOCT] OAOKATPOHEVOV EQAPHOYDOV
oe meplPdirovta dokipng (staging environments) kot Topaywyng (production environment).

Téhog, 1) SLVATOTNTA TOTIKNG EKTEAEGTG TWV EIKOVWV GTO GUOTNHA AVATTUENG TOL KOILKOL
divel v evkoupior eAéyyou (testing) ko amoo@olpdtwong (debug) tomikd oe éva meppdAiov
1d10 pe avtod NG ekTéAEONG. AUTO eivon e€opeTikd oNHAVTIKO emeldn] armokAeiel TUXOV peToBoAég
OTNV TOPElO EKTEAEGTIG TOV TTPOYPAHIATOG TTOV HITOPEL VO EPYOVTOY QTTO TNV EKTEAECT) GE £V
drxpopetikd meptPaAlov.

Jenkins

Zxnua 4.5: Jenkins logo

To Jenkins eival évag TANPWG TAPAHETPOTOLCLHLOG KOl ETEKTACLHOG SLLKOHLGTHG UTOHOLTO-
moinong (automation server). O SLoLKOULGTHG HITOPEL VO UTOUATOTTOLOEL TIG dLadLlKaGieg eAEY-
X0V, OAOKATP®OTG, TAPAIOCTG KOl EYKATAGTAOTG TOL KOOLKX, DAOTOLOVTAG £TOL Pacikég dtodL-
Kaoieg wov opilel To DevOps, cuveyr) éAeyyo (continuous testing), cuvexn oAokAnpwaor (continuous
integration), cuvexn mapdadoon (continuous delivery) kot cuveyr) eykatdotaot (continuous deployment).
Emiong, to Jenkins propei va mapapetpomonBel pécw TV pubpicewmv mov TPOGPEPEL KOL TV
enmektoewv (plugins) ov VIT&PYOLY OCTE VA TaLPEXEL TG SLVATOTNTEG AVTEG YL OTTOLAONTTOTE
TAATQOpHA, YAOGo Kot TePLPAANOV VAT TUENG.

>to Jenkins eivat Suvatdg o oplopdg pe xpron kddika (oe Groovy kot oto DSL tov mopéye-
tou oo to Jenkins) ToAATAGV Ypoppov epyaciov (pipeline). O ypappég epyasidv cuvtiBevron
ad ToATA Pripata Tar ool emiteAotV EeXwPLOTODG GTOXOVG TTPOG TO TEALKO ATTOTEAETHOL
™G Ypoppns. To Pripocto prropodv va tpéxouvv cetplakd 1) mapdAinia. Evd divetan n dvvatotnta
eKTENEONG 08 TOAMXTTAL, Stavepnpéva cvaTHHATE KOOGS Kot GAAEG TTPOYWPNHEVES AELTOVPYLKO-
NTeG.

To Jenkins cvvdvaleton amoteleopatikd pe Tnv mAat@oppo tov Docker mov meprypaonie
TPONYOULREVKDG. MéGw ToL cLVSLAGHOD SiveTal 1) evKALPLAL TNG AVTORATOTOLNCNG TOVL peYaADTE-
pov pépoug tov DevOps o¢ éva amoAdTwg TpoPAéYyo meptPdAlov To omoio mapopével oTabepod
aTtd TNV AVATTUEN TOL KOSIKK PEXPL TNV TEALKY eykaTdotaot. Me avtr tnv pébodo PeAtidveton
OTHOVTIKA 1) QTTOTEAECHATIKOTN T TV OUAIWV AVATTTLENG KOILKAL.

4.2.2 Texvoloyieg oxetikég pe to Ul

2NV Tapodoa LITOEVOTNTA TTEPLYPAPOVTOL OGES TEXVOAOYLeG OXeTICOVTOL e TN DLETOPT) TOV
xprotn (UI), dnAadr pe To Presentation tier.
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React

Xyniua 4.6: React logo

H React® aroreet BipAobnkn Javascript, n omola xprnopomoLeital yio TNV KATOoKeLT) dlema-
ewv xpnotn. Eivow dnlwtikr) (declarative) kxou facileton oe components, ta omoio Staryertpilovron
TNV KaTdoTooT) Toug (state) ko cuvtiBevtan yio va dnpiovpyrieovy molvmAoka diadpactikd Uls.

Eva onpoavtikd epyodeio yia tnv toryeio avamtuén web epappoydv oe React eivou to Create
React AppE. Me ) xpron piog kot povo evtoAng (npx create-react-app my-app), eykadictotol
avtoparta évog development server oe mepifdAiov Node.js (wg pia povadikr BtpAiodrikn). Avtog
epepiéxel plo TAnOdpa amd build tools (rt.x. Webpack, Babel, ESLint), ta omoia mtpoo@épouvv
oxvpég duvatotnteg, Omwg dpeca reloads ko Tapaywyn PeAtiotomonpéveov bundles. Etot, n
dwaxdikacior TG vAoToinoNg Aok Td Tolkileg SleLKOADVOELG, XWPIG Vo atonTel TNV ekpadnon,
TNV XELPOKIVI TN EYKATAGTAGT) KOIL TV TPOTNYHEVT) SLHOPPWCT) TV TEXVOAOYLOV GTO EGWOTEPLKO.

H React éyet to ammoBetripLd tng oto GitHub (https://github.com/facebook/react/) kot Sia-
tibetou péow tov pntpdov npm (https://www.npmijs.com/package/react).

Redux

s

Zyripa 4.7: Redux logo

To Redux™ amotelet pioe BipAtobnkn Javascript, n xprion tng omolag TPOCSPEPEL BTNV ePALP-
poym éva mTAnpwg drayetpiopo global state.
To dopikd otoryela Tov Redux eivan ta e€ng:

« Actions: Avtikeipeva Too omola TepLEXoUV véa TANPOPOPL YLa TNV TPOTTOTTOLNGT) TOU state
™G EPApHOYTG.

+ Reducers: Yvvaptrioeig ot omoieg Aapfavovtag éva action ko defalovtag to Tpéyov state,
epappolovv kamolo AoyLKT yla TNV mapaywyn evog véou state.

« Store: To avrtikeipevo oo omoio Ppicketal amoBnkevpévo to state tng epappoyng. H Po-
olk1) OLOTNTA TOU state eivat OTL Tatpopével QPETAPANTO KaL, YL TNV OVAVEWGT] TOV, TaLPX-
yetal mavta éva véo state object péow twv reducer.

« Middleware: [Ipoatpetikd koppdtior kOdLKo wov Aapfdvouy actions mpLv ekeiva TdoOLY
otoug reducers kot ekteAov koo side effect. ZvvnOwg ypnopomolodvTal yia evépyeteg
omwg logging ko error reporting 1 yix v evedoovv to Redux pe eEwtepikda APIs.

2https://reactis.orq/
Bhttps://create-react-app.dev/
Yhttps://redux.is.orq/
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Av ko to 1810 To Redux eivon pikpockomikd oe péyebog, o TpOITOg LAOTOINOTC TOV €XEL EMLTPE-
YeL n dnpovpyio evOg TEPAGTIOL OLKOGUGTHHATOS EPYOAELDV KL ETTEKTAGEWV, T OTTOL GUVSE-
ovtou pali tov 1) Pacilovtar oe avtod. [ Tapddetypa, pior od TG KOPLES XPTOELG TOL €lval 1)
KOTAOKELT] OLETOPOV XPTIO T 6€ GUVOVAGHO pe dAAeg BLpAL0ONKeg, OTTwg pe Tnv React. Ze awtrv
NV MePInTeoT, cuvdéeton pali TNG pe To npm TaKETO react-redux kot 1 AeLTovpyia TOL LTO
avamntuén Ul mpokimtel wg e€ng:
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&D Sagas

Thunks Observables

W

Zyripa 4.8: Aeitovpyic Tov Redux oe cuvdvaopd pe React

To Redux éyet to amoBetnptd tov oto GitHub (https://github.com/reduxijs/redux) kot dio-
Tifetan péow tov pntpov npm (https://www.npmijs.com/package/redux).
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Redux-Saga

Zxnpa 4.9: Redux-Saga logo

To Redux-SagaE amotelel pia PpAtobnkn Javascript Tov otkoovotripatog tov Redux. IIpo-
kertal yio éva Redux middleware, to omoio xpnoyonoiei ESG generator functionst YLOL TNV eKTE-
Aeon ko Srxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptrioelg (sagas) Tapéxovv
pioe TANBOpa eTAOYOV Yo TNV TopAAANAN ekTéLEST) KOOLKX TTOL pTopel va oxetileton pe e€w-
tepikd APIs, 0ntwg pe éva blockchain 1) pio Bdon dedopévwv. Me awtdv tov TpdTO, TO TEAELTAL
HIropovV va cupeptAn@Bovv oto kevipikd Redux store kaui tn dioyeipion Tov cuvoAikov state
™G EQappoyg.

To Redux-Saga éxel to amwoBetrpLod Tov oto GitHub (https://github. com/redux-saga/redux-saga)
ko SwaetiBeton péow Tov pntpoov npm (https://www.npmis.com/package/redux-saga).

4.2.3 Teyvoloyieg oxetikég pe to Ethereum

2TV Topodo LITOEVOTNTA TEPLYPAPOVTAL EKEIVEG OL TeXVOAOYieg OV oxeTilovTaLl He TO
Ethereum, dnAadr pe to Application tier tng texvoAoyikng otoifog.

Truffle

Zyriua 4.10: Truffle logo

To Trufflel? eivou évo ard ta dnpogpiréotepa Ethereum development frameworks kot amoteAet
Tuipa g covitag Truffle.

Méow tov Truffle mpaypatomoteitan n dioyeipion Twv éEvmvwv cupforainwy. Avtr mepLhaj-
Baver tn dokn, Tn oOVdEo KoL TN HETAYADTTION TOUG, KAB®G KL TNV avAmTuEn Toug GTO
blockchain.

Eniong, to Truffle mepiéyer mpdcbeta oyetikd epyaleio, 6mwg dadpactiky) KOVoOA yiow
apeon oAAnAemidpaon pe ta contracts kau exteleotrg e€wtepik®dv oevapinv (external script
runner).

Exet to anoBetriptd tov oto GitHub (https://github.com/trufflesuite/truffle) ko Siax-
TiBeTou pécm TOV pr]rpd)ov npm (https://www.npmjs.com/package/truffle).

Bhttps://redux.is.orq/
https://developer.mozilla.orq/en-US/docs/Web/JavaScript/Reference/Statements/function*
https://trufflesuite.com/truffle/
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Ganache

Zytiua 4.11: Ganache logo

To Ganachel® eivan évar Aoylopko wov mapéxel éva Bondntikd tpocwmikd Ethereum blockchain
YLOL TOX €L LVATTTUET UTOKEVTPOHEVOV EQUPUOYDV KoL outoTeAel emiong Turpa tng covitag Truffle.
AwtiBetan t060 wg desktop epappoyn pe UL 660 kar wg CLI (command-line interface).

To Ganache mapéyel toyvpd epyadeio yio Tnv oavamtugn é€vnvov cupfolainy, OTog:

« Block explorer, péow tov omoiov prropoivv va e€etactobv Aemtopepmg OAa Ta blocks ko ot
oLVOAAOYEG TTOV EAXPaV YWPO.

+ E€pedvnon twv ecwteplkdv Twv contracts kat Twv Tupodotnpévav event Toug.

« Evdelexég apyeio kataypapng tg e£€6dov tov blockchain, to omoio mepthapfaver onpo-
VTLKEG TIANPOYOPLES YL TOV EVTOTLOUO CPAAUATOV.

+ AvvatotnTa Slopopwong Tov Xpovov eE0pLENg Twv block, éTol dote v appolel pe Tig
ekGoTote avaykeg (ccutOpaTn eEOpLEN 1) eEOPLEN GE TPOCAPUOCHEVO XPOVIKO SLAGTNHA).

® Ganache

ACCOUNTS

CURRENT BLOCK (GAS PRICE GAS LIMIT HARDFORK 'NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
2423 20000000000 6721975  MUIRGLACIER 5777 HTTP;/127.0.0.1:8545  AUTOMINING CONCORDIA SLTED

MNEMONIC HD PATH
aim palm aunt supreme bring net blood tool valve devote nasty visa m/44'/60"/0"'/0/account_index

ADDRESS BALANCE TX COUNT INDEX éj

0x3EDF5a6811E7A7e7c47141c20C5C2FF3E3e6472A  84.93 ETH 899 (]

ADDRESS BALANCE TX COUNT INDEX &
0x13AbF61770D64350b36fde3Fcc60E6B680676A15 98.38 ETH 433 1

ADDRESS BALANCE TX COUNT INDEX
0xb4E111f97B527ddCcecC52eA88491a198fDC41A0  99.16 ETH 260 2 J
ADDRESS BALANCE TX COUNT INDEX J
0xd930ed4a536bD407d2dd3Cf186FC351e91685418 99.42 ETH 141 3

ADDRESS BALANCE TX COUNT INDEX

Y

Zyripa 4.12: Ganache (desktop epappoyr)

To Ganache éxel to amoBetrpLd Tov 6to GitHub (https://github.com/trufflesuite/ganache)
ko dratibeton pécw tov punTpwov npm (https://www.npmijs.com/package/ganache).

4.2.4 Texvoloyieg oxetikég pe to IPFS

Y& vtV TNV LIToEVOTNTA TTEPLYpapovTaL 0ceg Texvoloyieg oxetilovtan pe to IPFS (BA. evo-
mra R.7), Snhadi pe To Data tier Tng texvoloyikric otoifag Tne epappoyc.

Bhttps://trufflesuite.com/ganache/

65


https://github.com/trufflesuite/ganache
https://www.npmjs.com/package/ganache
https://trufflesuite.com/ganache/

js-ipfs

Zyniua 4.13: js-ipfs logo

H vAomoinomn tov IPFS mov xpnoyomoeitor otnv epappoyr) Concordia eivor ccvtr) oe Javascript
Kot ovopaletoun js-ipfs. Méow avtng tng PLpAtobnkng, mapéyetor 1 duvatdtnTo dnpovpyiag evog
IPFS xoppov, toco ot évav Node.js server, 6060 kot oe éva meplfaAlov browser.

To js-ipfs éxeL To amoBetnpLd tov oto GitHub (https://github.com/ipfs/js-1ipfs) kou Sia-
tifeton péow tov pntpoov npm (https://www.npmjs.com/package/ipfs).

OrbitDB

. @

Zytiua 4.14: OrbitDB logo

H OrbitDB eivou pia P2P faon dedopévwv avorytot kddika. Xpnopomnotet to IPFS yuo tnv
anofnkevon Tewv dedopévev kot to IPFS Pubsub yia Tov avtopato cuyyxpoviopo tov fhoewv Se-
dopévav petad twv peers. Etval tedkd cuvenng (eventually consistent) ko ypnopomolei CRDTs
(Conflict-Free Replicated Data Types) yia cvyywvedoelg facewv dedopévwv xwpig cLYKPOUOELS,
npdypa wov tnv kabotd e€oupetikn emhoyn yioo DApps ko offline-first web applications.[[19]

Kamowa Bacikd yapaktnplotikd tng eivor to e€Rg:

« Stores: H OrbitDB mapéyel diipopoug tomovg Phoewv (stores) yia Stapopetikd povréAo
dedOPEVWV KL TTEPUTTWOOELG XPTIOTG:

- log: éva apetdPAnto (LOVO Y TPOGEPTNOT)) NHEPOAOYLO HE ALVLYVEVGIHO LOTOPLKO.

— feed: éva petafAnTo apyeio katoypa@ng pe oviyveOOLHO LOTOPLKO, TOL OTTOLOL OL KO-
TOXWPNOELG LITopolV va TpocteBolv kot va aparpefoiv.

— keyvalue: pio faon dedopévwv kAELOLOV-TIHOV.

— docs: pia Paon dedopévev eyypapwv oTnv omoio propovv vo apyetofetnBoiv €y-
ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedopEVOV VIO KATOHETPNIOT) CUUPAVTOV.
OMa ta stores vAomotovvToL TAvew oto ipfs-log, pio apetdPAntn, operation-based CRDT

YL KOLTOLVEUN LEVAL GUOTHHOTAL, EVE VITAPYEL KoL 1) SUVATOTNTA STHLOVPYLNS TTPOCAPHOCHE-
VoV stores avdAoya pe TV mepintwor).
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+ Address: KaOe Baon dedopévev Aapfaver katd tn dnpiovpyio tng pio dtevBvven tng pop-
¢1¢ /orbitdb/CID/DATABASE_NAME, 6mtov CID eivor To IPFS multihash tov pavipéotou tng
kot DATABASE_NAME to dvopa tng Paong.[20]To pavipéoto eivan éva IPES object mov me-
pLEXEL TANpoopieg TG PAONG OTTWG TO OVOHX, TOV TUTO KoL Evav OelKTN GTOV EAEYKTY)
npocPacng (access controller).

« Identity: K&Be @opd mov mpootifeton pia eyypogr otn Pdon vroypdgetor omtd tov on-
HLovpyo NG, o omoiog mpoodiopiletar amd pia tavtotnta (identity). To Identity object,
TEPQL OTTO TOV TTPOETAEYHEVO TPOTO AELTOLPYING, PITOPEL VO TPOCAPHOCTEL £TGL OOTE VX
oLvdéeTal e KAToLo e€wTeplkd avayveploTikd. H poper tou éxel g sgﬁgﬁz

{
_id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
_publicKey: '<signing key used to sign OrbitDB entries>"',
signatures: {
//Allows the owner of id to prove they own the private key
associated with publicKey
id: '<signature of _1id signed using publicKey>',
//This links the two ids
publicKey: '<signature of signatures.id + _publicKey using _id>'
}s
type: 'orbitdb'
}

Zyripa 4.15: OrbitDB Identity

+ Access Control: Kata tn dnplovpyia piog fdong propodv va opiotodv dcot Ba éxovv di-
Kolwpa eyypagng oe auth, péow evog ereyktn tpdcPaong (access controller). O eAeyktng
Bo eprhapPaver ta public keys toug, T omola prtopodv va avaktnBovv atd to identity Tov
kaBevog. Amd mpoemihoyn ko av dev opiletan droupopetikd, divetor tpodcPact eyypopng
povo otov dnpovpyod tng Paong.

H OrbitDB éxet o amoBetripLo tng oto GitHub (https://github.com/orbitdb/orbit-db) ko
SratiBetat pécw tov pnTpwov npm (https://www.npmis.com/package/orbit-dhb).

Libp2p

Zytiua 4.16: Libp2p logo

PBA. ko https://github.com/orbitdb/orbit-db-1identity-provider
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H libp2p eivon éva apBpwtd chotnpa mpwTokdAA®Y, Tpodiaypopev kot BAtodnkodv mTov
ETLTPETOVV TNV AVATTTLEN P2p epappoydv. AmoteAel To vitokeipevo enimedo diktvov tov IPFS.??

Eva and ta vAomonpéva TpwtdkoAa petopopds dedopévawv tng libp2p eivar to libp2p-
webrtc-star?l. Arotelet o TPWTOKOAAO PETOPOPASG SeSOUEVOV TNG EQPAPHOYTS, KB®G LITOOTH)-
pileton Toc0 amd Node.js servers, 6o kot and browsers. Ilepthopfével, emiong, évav signalling
Server, oL eMLTPETEL T Ypriyopn dtxcvdeot Twv peers.

To libp2p-webrtc-star éxet o amoBetripLd tov oo GitHub (https://github.com/1ibp2p/js-1ibp2p-webrt:
ko SratiBeton péow tov pnTpwov npm (https://www.npmis.com/package/libp2p-webrtc-star).

4.3 ApXLTEKTOVIKH LAOTOLNONG

To cVoTnpa LAOTTOLONKE YPTOLHOTOLOVTAS TO HOVTEAD QPXLTEKTOVIKNG TWV HIKPODITNpe-
owwv. To povtédo Twv pikpoimnpecidv Paciletonr 6TNV atodOUNGcT TOU GUGTHHATOG O HIKPEG
HOVAdEC, oL oToleg ocvvepydlovTal MOTE VoL TPOGPEPOLY éva eviatio amotélespa. H mpocéyyion
avTh éxel TOAAG TAEOVEKTIHOTX G€ GUYKPLOT) HE TNV vATTTUEN HoVOALOIK®OV epappoydv . O Po-
OlKOG AOYOG YLt TOV 07t0lo emAEXONKE 1) OPYLTEKTOVIKT] HLKPOUTTNPECLOV €LvaL 1] €VKOALX TTOV
TPOGPEPEL BT YPTYOPT) AVATTTUEN KALVOUPLOV XAPAKTPLOTLKOV, TAVTOX POV OTTO SLUPOPETLKA
HEAN piog opddoag, achyypova Kot XwPIg TNV avayKn oLVEXNG EMLKOLVOVING KOl GLUVEVVONOTG
peta€d Touvg. Avtd oupfaivel emeldn kK&be pépog tov cuoTHpaTog (LITNpPecia) eivort LTOVOHO Ko
1 AVOITTUET TOL elvat SLOYWPLOHEVT) oTd TO LITOAOLTO GUOTNHA e TO 0Toto eivorl adbvopa Guv-
dedepévo (loosely coupled).

To cbotnpa cuvtiBeton atd Stapopeg Pk poimn pecieg, KATOLES oo TIG 0TToleg arvarTTOXON KOV
oTa TAaloL QVTAG TNG EPYATING VD AAAEG ATTOTEAOVY Swpedv AOYLOHLKO avolyTol kaddtker. Ot
Hikpoimn peciec auTéc cuvolilovral 6Tov TapaK&Te mivaka (rivokag @.1).

Miwkpodmnpeoia Yovtoun meprypo@n - Avtikeipevo/XTox0g

Concordia Application Ynnpeoia pe tnv omoiot aAANAemdpov oL YProTEG.

Concordia Contracts Migrator Ymnpecia petapoptwong twv cupforainv (contracts) oto
blockchain.

Concordia Pinner Ynnpeoio KapPLTOORATOS deSOUEVMV.

Concordia Contracts Provider Ynnpeoio Siopoipacpot twv contract artifacts péow HTTP.
Ganache Tomwk0, 1dwwtikd Ethereum blockchain.

Rendezvous Server Ynnpeoio eDPeGNG OHOTIHWY XPTOTAOV.

IMivakog 4.1: XUvroun mepiypapt) VTNPECLOV TUOTHUATOS.

Yt mhaiowx tng epyociag avartixOnkoay emniong didpopa apOpodpAT, KUPLWOGS HE TN HOPPT
BipAoOnkcdv Javascript. T apOpopata ¥pnoHOTOLoDVTHL OO TIG LINPEGLES YLOL TNV ETITEVEN
TV enpépoug epyootodv. H avamtugn tov Aoyiopikot ot Eexwplotd apbpopata emttpénel tnv
€0KOAT) ETTOVOY PTICLHOTTOLNOT) TOU KOILKO KAODS KAl TOV S WPLOHO TV AUTOVOH®V THNHATWV
kdSukar. Taw apBpdparta cuvoyilovion otov mapakdte mivaka (mivokag §.7).

Whttps://qithub.com/1ibp2p/is-libp2p-webrtc-star
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ApBpopa Yovtoun meprypo@n - Avtikeipevo/E10x0g

ApbBpwpa concordia-shared Xprowa epyodeio kot 6Tofepég CLGTARATOC.
ApbBpwpa concordia-contracts  MetayAdTTion Twv contracts kai Siébeon Twv artifacts.

ApBpwpa eth-identity-provider  Anprovpyic povadikod averyvwplotikod xprioth yio tn féon

OrbitDB.

ApBpwpa drizzle BeATIHEVT) TPOYPOUHATIOTIKT] OLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain.

Apbpwpa breeze BeATiwpévn mpoypoppatiotikny demagn xpnong g Paong
OrbitDB.

Mivakag 4.2: Xvvroun mepiypagr apOpwpdtwv cuoTHiaTog.

To apBpopata kot oL vnpecieg Oa TepLYpa@ovLV o peYaADTEPT) AVAALGT) OTOL ETTOHEVA KEPXL-
Moo, 2o mopakdto oxfipa (oxhpa B.17) gaivetar n uvoliky apyITEKTOVIKT TOL GUGTAPATOC.
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Zxnpa 4.17: Aigypopior apyITEKTOVIKHG CUOTHHATOG

43.1 Apbpopara

270 KePAAOLo aLTO B TTEPLYPOPOVV e peyardbTepn AemTopépela Ta opOpodpaTa Tov avattid-
xOnkov.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipAoOnin xprioywv epyoreinv kot otabepov.
Ed mepiéxeton OA0 TO AOYLOHLKO TO 0TTol0 TTPETteL 1) eivor eOVUNTO VoL GUUTTEPLPEPETAUL [IE TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS YL Topadetypa péBodoL TapapeTPoTOinoNG TV LITN-
peotdv kot péBodot kataypaeng (logging). To dpbpwpa avtd xpnoonoteitor otd o dpbpwpa
concordia-contracts kaBog ko amod Tig vinpecieg Concordia Application, Concordia Pinner kot
Concordia Contracts Provider.

To apBpwpa avtod yivetar diabéoipio yio xprion pe tn poper) tomikng PtpAtodnkng pe T xprion
™G PLpAtoBnKng Srayeipiong povadikod aobetnpiov kdSika (monorepo) lerna.
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ApOpwpa concordia-contracts

To &pBpowpa avtd emitedel dvo evépyeleg. Apyika, eival 1o dpBpwpa 6to omoio avorttio-
ocovTal Ta contracts Tov ypnoipomoovvTal artd TN e@oppoyr. To apBpwpo avtd avoropPavet
TN HETAYADTTION TV contracts omd k®dika yAdooag Solidity, otnv katdAAnAn telkn popen
JSON. IMapéxovton emiong oevapia evepyelov (scripts) wote T contracts vo petagpoptwboiv oe
blockchain xabmg kot otnv vnpecio Concordia Contracts Provider. Aotelet emtiong PLfAtodnkn
1) OTTOLOL HETA TT) HETAYADTTLOT Kotl HETOPOPTWwOT) TV contracts oe blockchain mapéyel ta contract
artifacts. Xpnowomoteiton amd tig vnpecieg Concordia Application kot Concordia Pinner.

To apBpwpo oavtd yivetan dabéoipo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g PLpALoOnKng Srayeipiong monorepo lerna.

ApOpwpa eth-identity-provider

H Aettovpyia tng faon OrbitDB amattei tn dnpiovpyio evog povadikol avayvwplotikol xph-
otn (identity). Tl tnv edkoAn e€arywyr] evOg avayvwpLloTikod YprioTh TO 0Toio va eivat Pev po-
vodLkO oA va elvar SuvaTOG 0 ETOVLTTOAOYLOHOG, XpNotpootinke o suVOLAGHOG TNG dtevBuV-
ong tov xpriotn oto diktvo Ethereum pe tn StevBvvon tov Pacikod contract wov xpnoyomolei 1
epappoyn. O VITOAOYLIGHOG TOL GLVSVAGHOD ATOL LAOTTOLELTOL CTTO AVTO TO GpPOpwpa.

To apBpwpa avtd yiveton dtabéoipo yix xpromn pe tn popen PtpAobrikng péow tov amobetn-
piov Aoylopikod npm.

ApBpwpa drizzle

To apBpwpa drizzle mov xpnopomoteitoan otnv vanpecioc Concordia Application eivan pio
tpomomotnpévn ékdoomn tng Javascript BipAtoOrning Drizzle mov mtpoc@épetal and n covita ep-
yoreiwv Truffle. H tpomomoinpévn PipAiobrkn avarrtiyOnke ota mAaicia tng SUTAOHOTIKNG e
oto)0 TN dtevkdAvvor tng xprong tov Drizle ko tnv emdopOwon mpoPANpHATIKOV onpeiwy TNG
TPWTOTLTNG PBLpALoONKNC.

To &pBpwpa drizzle vAomolel TIG TPOYPAUPATIOTIKEG SLETOUPEG HECK TWV OTOLWV TPALYHA-
Tomoleiton 1) emikovwvia tng epappoyng pe to blockchain. Ta Tnv emitevén tng emucowvwviag
avtng, n PPAodnkn xpnopomotel tn cvAroyn PipAiodnkwv web3.js n omoio aotedel Tov mLo
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwTIKéS eQoppOYES.

To &pBpwpa avtod yiveton dabéoipo yio xpriom pe tn popen PipAtodnkng pécw Tov amobetn-
pilov Aoylopikod npm.

ApOpwpa breeze

To &pBpwpo avtd amotelet pio PLpAtodnKn wepiPAnpa (wrapper) tng frpAtobrkng OrbitDB. H
OrbitDB eivou pia BtpAtoOnkn 1 omola TpocPEpeL TIG ATAPALTNTES TPOYPAUHATIOTLKES OLETTAPEG
yla i xprion g Paong dedopévwv pe to do dvopa. Mésa oo tn xpnomn tov PipAtodnkodv mov
npocpépovtot amd To IPFS yia tnv amtobrjkevon dedopévwv, 1 OrbitDB katagépvel va vAomoinoet
pio amokevTpwpévn Paon dedopévov.

To &pBpwpa breeze kavel xprion tng PLpAtodnKkng OrbitDB, tpocpépel ¥GTOGO GUYKEKPLUEVEG
TPOYPOAPHATIOTIKEG OLETOUPEG TTOV DLEVKOADVOLY TOGO TNV TapapeTpomoinot g Pdong 6co Kot
TN XPNOT TNG, EVO OTTWG Kot 6To apBpwpa drizzle to dpBpwpa breeze avorapfavel va dropBooet
oplopéva poPAnpata g TpwtodTLTNG PLALodrKNC.

To apBpwpa avtd yiveton dabéoipo yix xpron pe tn popen PLpAobrikng péow tov amobetn-
piov Aoyiopikod npm.
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4.3.2 Concordia Application

ITeprypoaen - XtoéX0L LINPECioG

H epoappoyn Concordia (Concordia Application) exBétel Tig ypapikég Siemaéc péow TV
omolwv OAANAETIOPODV OL YprioTEG Pe TO GVOTNHX. ATtoTedel TOV dlotLAO ETTLKOLVOVIAG TOV TEAL-
ko xpriotn pe to blockchain ko pe t Béon OrbitDB. H apyitektovikr tng vmnpeciog gaivetot

610 oyfpa B.18. Méow tng epappoyric Concordia oL xpHoTeg propodv v
« mepinynBovv kau drffdoovv To mEPLEXOPHEVO TNG TAXATPOPHAG
+ dnpovpyYRoOLY AoyapLacHo XproTn

+ ONHOGLEDGOLV KAl TPOTTOTOLGOVY TPOCWILKEG TOVG TTANPOPOpieg OTwS 1) Tomobesia kot
1 ELKOVAL TTPOPIA

« dnpovpynoovv Bépata (topics)
« dnpovpynoovv Yneogopieg (polls), kabadg kot va Yyneioovv ce avtég
+ JNHLOLPYNCOLY KAl TPOTTOTOLGOLY PN VUHT (posts)

« vrtepymeicovv (up-vote) 1 katayneicovv (down-vote) pnvopato AAAWY XPNOTOV

H vnnpecio amoteleiton omd kodika ypoppévo oe Javascript o omoiog yiveton Stabéoipog
O0TOVG TEALKOUG XPHOTEG e TN Hopen epoppoyng Stadiktdov (web application) pécw evog dia-
koptoth (server). [Tapodo mov 1 vINpPecia TPOCPEPEL TN YPOPLKY SLEmapr) XprjoTn HOVO oTHV
ayyAlkn YAoooa, éxel mapopetpomonfel wote va elvat duvath 1) eDKOAN HETAYADTTLON TNG X -
pig TNV aVAYKT) TTPAYHOTOTTON GG HEYAAW®V OAAXYDV GTOV KOOLKA.

Xpnowomoteitar 1 PLpAtodnkn React yior tnv opydvwon kot avamtugn Tov cuvOETIKOV TUN-
patwv (components) Tov ypagikod meptBdAlovtog. Ta o ypagikd mepipaiiov yivetor xpron
touv framework tng Semantic UL Xpnowpomoteiton 1 ftpAioBrikn Redux yia tn Sroyeipion kotd-
oTaoNG NG eQappoyng (state management), kabmg kot 1 PiAtodnkn Redux-Saga yiox tn Soyei-
pLoT aoOYXpPoveV TopaTAevpwy evepyeldv (side-effects) oe éva ocvotnpa faciopévo oe cupPa-
vta (event-based). AA\eg BipAobrikeg xpnopomotodvTal yior Stpopo PEPT) TNG LITNPEGLAG, EVED
XPTOLHOTOLODVTOL ETOTG T POPOUATAL TOV TEPLYPAPNKAV TPONYOLHEVWS YIX TNV ETITEVEN
Srpopetik®dv 6To)wV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtewy propet vo Ppe-
Oel oTOV KOJLKA TNG LTI PECLNG OTO TAPAPTIHCL.
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Zynpe 4.18: Apyitexroviktj vrnpeciag Concordia Application

I ™ Aewtovpyio tng vanpesio Concordia Application eivor amapaitnTo Tor avTikeipevo
(artifacts) oL TPOKOTTOLV ATTO TN HETAYADTTLON TwV contracts Kot Tn HeTAQOPTWOT)/dNpocievom
toug oo blockchain. T Tnv elcaywyn twv artifacts atnv vanpecio éxovv avamtvyxbet dvo pébo-
dot.

H mpddytn pébodog eivat 1) HETYADTTLON KOL HETAPOPTMOT) TV contracts mpLv Tnv mapaywyn
TOUL TTAtKETOL AOYLOHLKOV TNG LInpeciag yio teAlkt] xprion (production build). Me awtd Tov TpdmTO
1n vnpecia O éxel TpocPaocn ota artifacts péow g PiPAodnikng mov mapayetal amd To &p-
Opwpoa concordia-contracts. Avtr 1) 1é00d0g €xeL TO PELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) “déveton” pe dmow cvykekpyiévn ékdoomn Twv contracts eivon StaBéoiun kot
TN dnpovpyia ToL TakéTov. AUTO onpaivel OTL oe evOEXOUEVT) EVIHEPWOT) TwV contracts mpémel
ovaykaoTikd vo dnpovpynBet kat véa €xdoon Tov makéTov Aoyioptko? tng vanpeciag Concordia
Application.

T TNV aro@uyn Tov Tapartdve TpoPAnpatog avartixOnke n devtepn pébodog TpocKoL-
ong Twv contract artifacts, n onola eivo 1 Ayn tovg (download) oo pice GAAn tomobeoio oTo
dradikTvo. e awtr) TN péBodo, n epappoyn katd tnv ekkivnon tng mpaypatomotel évoa HTTP ad-
tnpo (HTTP request) oe dtevBuvon 1 omoia diveton wg petofAntr mepipdArlovtog (environment
variable). H amavtnon tov aitrpatog avopéveton va mepiéxel ta artifacts wote n epappoyn va
TOL XPT)CYLOTTOLHCEL.

Awavopn

H vnnpecio Concordia Application maxetdpetar pali pe Tov diokoplotn nginx ko yiveton
Srabéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdovwv dockerhub.
Katd tnv ektédecn tng elkOVaG oL XproTeg PTOpovV pécw peTaPAnTodv mepipdilovtog va opi-
OOLV TTAPAPETPOVGS TNG EKTEAESTIG OTTWG 1) dtevBLVET Tov e€umnpetntr (host location) tng epoap-
poyNg kot oL ToroBecieg Twv vinpecidv Rendezvous Server ko Contracts Provider.
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4.3.3 Concordia Contracts Migrator

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio avtn) amotedeiton omd évor ekTeEAEGLLO TTPOYPOHUA YPOUHUNG EVTOADV PaCLOpHEVO
610 &pBpwypa concordia-contracts ov avakvOnke oe Tponyodpevn vroevotnta (1.3.1). To wpo-
YPOHHQ, KOTQ TNV eKTEAECT) TOV, HETAYAWTTICEL Tar contracts Kol €TELTO TAL HETOPOPTOVEL GTO
blockchain 7o omoio eivot opiopévo pe yprion petofAntodv meptpdArlovtog. TéAOG, av oL KATOAAN-
Aeg petoPAntég meplpAAAovTog elvat OpLopEVES, TO TTPOYPAPLA HETOPOPTMOVEL TaL TeEALKK artifacts
oe amtoBetnplo Concordia Contracts Provider. H apyitektovikn Tng vmnpeciog aivetol 6to mo-
pakdre oxfpe (oxrpa f.19).

@ I o Ethereum
— ° gont_rglcts
@ concordia-shared roviaer

@ concordia-contracts

Xyripa 4.19: Apyirexroviktj vnpeoiag Concordia Contracts Migrator

Awavopn

H vrnpeoio avtr yiveton Stabéoun yix xpron wg docker image péow tov amobetnpiov e1ko-
vwv dockerhub. Ot yprioteg propovv ypnoiponmoidvtag petafAntég meptpdAilovtog vo adA&Eovv
n StevBuvon tou blockchain kot tnv tomobesio tng vnpesiag Contracts Provider otnv omoio
To TPOYpoppa Oa petapoptmdoel Ta contracts ko ta artifacts.

4.3.4 Concordia Pinner

Ileprypaen - Xto6x0L vINPECiog

H vrnpeoio xappitoopatog nepiexopévou (Concordia Pinner) amotedel pia epappoyn tep-
patikov (temrinal application/cmd application) 1) omoia oToyevel 670 Kappitowpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vrnpecia eivar ypoppévn
otn YAOooa npoypoppaticpot Javascript. H apyitextovikn tng vmnpeciog @aivetal To oXnpo

4.20.
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Zyripa 4.20: Apyirexroviktj venpeoiag Concordia Pinner

H vrnpeoia avtr) viomowOnke yia va eyyvnBel n diabeoipdtnta Tov meplexopévov Tov ou-
oThpatog tov atobnkevetan oto IPES (titAol Oepdtwv, mepiexopevo pnvopdtov kot dAAa). Adyw
Tov TpOTOL Aettovpyiog Tov IPFS, o meplexopevo mov avapTodV oL XPr)oTES TTPETTEL VO KAPPLTC K-
VETOL ATTO AAAOVG XPT|OTES 1) AUTOVOHES EPAPHOYES, OTWG 1) Lt pecio Concordia Pinner, ®ote va
etvor draBéayo. Av to meprexopevo dev kap@prtowbet, Tote Oa eivar Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO atd TOV/TN dNpLovpyo, £TGL av avTOG/aLTH dev elval evepyog/evepyn oo dikTvo,
To mepLeyOpevo Ba eivar advvato va Ppebet.

H vrnpecio cuvdéetar oto blockchain oo dmov mapakorovbel Tnv katdoTaon TOL CLOTH-
patog ko “okovel” yia véoug yprioteg, Oépata kou pnvopato. H vnpecio ovvdéeton entiong oto
IPFS, étot 0tav dnpiovpynOel véo meplexOpevo 6To GVGTNHA TO KAPPLTGHOVEL ALTOHATA. Me avTo
TOV TPOTO, SLXTNPOVTAS TNV LINPecio mavTa Stabéon, yia TapadeLtypo eKTEAOVTOG T OF TTe-
pipéArrov Srakopoth (server), SrafePardveton 1 StabeoipdtnTor TOL TEPLEYOHEVOU.

Awavopn

H vrnpecia avtr yivetou daBéoun yio xpron wg docker image pécw tov amobetnpiov el-
kovwv dockerhub. Katda tnv extéleon tng elkovog ot xprioTeg Htopolv pécw PeTaANTOV mept-
BaAlovtog va opicouvv mapapétpoug g v peciog 6mwg tn dtevbuvon tov e€vmnpetntn (host
location), Tn dievBuvvon tov blockchain, Tig Stadpopég amobrikevong twv dedopévwv 6To cvoTNH
KoL Tig tomobeoieg Twv vnpeoiev Rendezvous Server ko Contracts Provider.

4.3.5 Concordia Contracts Provider

IIeprypaen - Xto6X0L LIINPECiOG

H vrnpeoia Contracts Provider crotelei pio fonOnrikr) venpeocio n omoio vAomotei éva amtdd
amoBfetnplo yia Tt contract artifacts. Eival ypoppévn oe Javascript ko StoBéter Sbo HTTP end-
points, éva yia tn petapoptwon (upload) twv artifacts Tpog tnv vinpecio kot éva yioe T A
(download) amd tnv vinpesio. H vanpecio vtootnpilel emiong tnv emoOvaym eTIKETOV 6T
artifacts, 6mwg n ékdoo (version) 1} To kAadt avamtueng (branch, yio mopadetypo master/develop).
H apyLTekTOVIKT TNG LN peciog gaivetar To oxfpo f.21
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Zynpa 4.21: Apyirexroviktj vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowonoteitat o pio tpocmadeia amoctivéeong g Paciknig epopproyng ov
vAomotet ) vnpecia Concordia Application oo pio cvykekpiévn ékdoot twv contracts. Ot Ao-
yoL 7Tov avtd eivat emlBupnTtd avorttOxOnkav otnv meprypogr) tng vanpeciog Concordia Appli-
cation (vroevotnra f.3.9). Qotéco, 1 vnpesia Contracts Provider asmoteAei onpeio kevrpomoi-
NONG TOL CLGTHHATOG, Yl TO AOYO avTo Bewpeital mpoowpivr) Ader 1 omola Bo prtopovoe va
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTaPOpTwoT) TV artifacts oto IPFS kot o
Stopolpacog Tovg amd exel.

Awavopn

H vrnpecia autn yiveton dtabéopun yua xprion wg docker image pécw tov amoBetnpiov et-
kovwv dockerhub. Ot xprjoteg popodv xpnotpomotwvrag petafAntég meptdArlovtog v alAd-
Eouv TTapapETPOUG TNG EKTEAEGTG OTTWG 1) SLAdPOT) ATTOONKEVLOTG TWV HETAPOPTWHEV®V contract
artifacts.

4.3.6 Ganache

ITeprypaen - X1ox01 vinpeciag

H vnnpecio Ganache osrotelel pioe e@oppoyrn teppatikov n omolia eivo péPog tng dwpedv
covitag avolytov Aoylopikov Truffle. H epappoyn dnpovpyel éva tomiko, biwtikd blockchain
T0 omoio akoAovbel To mpoTumo tov Ethereum. Entiong, n epappoyr dpa wg minner oo diktvo,
drexmepatdvovTag OAeg TIG CLVAAAXYES.

Awarvopn

T T xprion g vanpeciag avtnig avortyyOnke pio véa etcova docker mov Paciletar otnv
emtionpun etkova Tov Sratifetan ad T covita Kot TPosOETEL pHePLKES X PTIOULEG AELTOVPYLKOTNTEG
OMWG 1) SLVATOTNTA ATOKAALYNG TV KAEWL®OV OV dnpovpyovvTaL katd Tnv ektédeon. H vmn-
pecia yiveton Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdvwv dockerhub.
H ewcova mopéyel tn duvatdTnTo TPOTOTOLNONG TOV TUPAPETPOV EKTEAECTG HE XPNOT) HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAAEOLV TOV apLlOpd TV
Aoyopracpdv mov B dnpiovpynBotv, to Tocd tov Ether mov Ba AdPet k&Be Aoyapraopog kabang
Kot GAAeg petaPAnTEG.
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4.3.7 Rendezvous Server

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio Rendezvous Server amotelel dwpedv AoyLopLkd avolyTod KOdLka To omolo xpn-
owomouOnke (axAA& dev avamtvxOnke) ota TAaicr TNG SUTAWHATIKAG KL LAOTTOLEL TO TTPW-
TOKOAAO rendezvous yia TV e0pect) OPOTIHWV XpNoTeV (peers). H vnpecia eivon amapaitntn
ytoe T Aertovpyia Tov IPFS, wote oL opdTIpOL XprioTeg (peers) vor LItopoldV var avarKaADYouV Tig
devBivoelg TV LITOAOTTWVY XPNOTOV TOL SLKTLOV.

Awavopn

H vnnpecia avtn eival dtabéoin yiox xprion ammd toug dnpiovpyovs TngG TO60 WG EPAPHOYT
péow Tov amobetnpiov Aoyloptkob npm aAAG kot wg docker image pécw tov amobetnpiov eiko-
vwv dockerhub.

43.8 Awxcvdeon vnpeciOV

3T0 HOVTEAO TV HIKPOUTNPESLOV, PACLKO XAPAKTNPLOTIKO ELVAL 1] ETLKOLVOVIA TOV eXw-
PLOTAOV LINPECLOV KL 1] AVTAAAQYT] HNVOHATOV YLt TNV €MLTEVEN TOV AELTOVPYLKOTHTWVY TOU
OUGTNHOTOC. Xe LTV TNV LIToeVOTNTX Bt varALBel 0 TPOTTOG e TOV 0TTOLO OL HIKPOVTINPETieEg
ETMKOLVOVOLV PeTaED TOLG KaBMOG Kot 1) @UOT) KL TO TEPLEXOHEVO TV HIVUHATOV OV AVTOAAA-
COLV.

Y10 mapakdte oxfpa (oxipe f.22) paivetar o yp&gog mov omtikomotei To kavédiar emTLKOL-
voviog PeTaED TOV PKpoDINpectdV, KHBOG KoL To KOVAALX ETLKOLVOVIAS TV HIKPOUTINPECLOV

e 7o blockchain.

e — @

o - T L
e dla. I

Zyripa 4.22: Tpa@og 0mTIKOTOMONG TWV KAVAALOV ETIKOLVWVIS TWV HIKPOUTHPECLOV

©

Ed® avadtetot 1) emikovwvia k&be pikpodnnpeciog:

+ Contracts Migrator: 1 vnnpecio ektelet aitnpo HTTP katd tnv petagpdptwon twv con-
tracts oto Ethereum blockchain, emiong extedel aitnpa HTTP yio tnv petapdptwon tov
contract artifacts otnv vrnpecia Contracts Provider

« Concordia Application: n vnnpecio ektedel aitnua HTTP yix tnv Ajyn tov contract ar-
tifacts amd tnv vnpecia Contracts Provider, exteAet avtrjpata HTTP yuo tnv dievépyeta
ovvadaydv oto Ethereum blockchain ko téAog dnpiovpyetl kavait UDP emikotvwviog
pe tnv vrnpecia Rendezvous Server yia tnv avakdAvymn opdtipev xpnotov (peers) oto
dixtvo IPFS

« Pinner: n vinpecia exteletl aitnpo HTTP yue tnv Aqyn twv contract artifacts amd tnv
vnnpecio Contracts Provider, exteletl cutrjpato HTTP yix tnv avavéwon ko mopatrpnon
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NG Katdotaong Tov contract oto Ethereum blockchain kot téhog Snpovpyet kavadt UDP

emkovwviag pe tnv vrnpeoio Rendezvous Server yio tnv avokdAvyn peers oto diktvo
IPES

« Rendezvous Server: i vnpecia diatnpet avoryta kavaiio UDP emikowvaviog pe Tovg opo-
TYLOUVG X PT|OTEG HEC® TWV OTTOLWV EVHEPMOVEL TNV Ao TA TV JLBESIH®V, EVEPYDOV XPNOTOV

+ Contracts Provider: n vrnpecia dev vmokivel kopia emikovwvic Tapd HOVO amavtd oe
QUTHHOTA ETTLKOLVOVIt td GAAEC LTI PETLEG

4.3.9 Pon mAnpogopiag

Smv mopovoa voevotnTa Bo avadvbel 1 por) tng TANpoYopiog oto cvoTnue. AdYw TV
TOAMXTTA®V LINPECLOV, TNG KATATHNONG TNV TANPOPOPLAG KXL TOV SLAUPOPETIKOV CTHELWDV AITO-
Onkevong NG, 1 por) TG TANPOYOoPLag 6TO GVGTNHA AKOAOLOEL Evar GYETIKA TTEPITTAOKO HOVOTTATL
(o€ oxéon pe KAoOoLKES, HOVOALOLKES, KEVTPOTIOLNUEVEG EPAPHOYEC).

Apxikd Ba yivelr avagopd otn dwadikacio amodnkevong twv véwv mAnpogopiodv. H pova-
dkn) TNyn mopoywyns dedopéVEY 0TO GUGTNHA ELVaLL OL XPTOTES KL KAT E€TEKTUGT) 1] LTTNPECLO
Concordia Application, epocov eivar 1 povadikr vanpecio pe Tnv omoio ccvtol aAAnAemidpoiv.
To dedopéva ov dnptovpyodv oL xprioteg (TAnpopopieg xpnoTav, Tithot Bepdtwy Kot mepLexo-
HeVo unvupdtwv) katatpnlovrot tpy arobnkevtovv. H mAnpogopio mov elodyetan 6To c0G TN
kotatpnleton oe d0o pépn. Xto blockchain amoBnkeveton évag delktng mpog To dedopévar, eved Tow
mpoypotikd dedopéva amoBnievovron otn faon OrbitDB. O deiktng exktdg od TV dpeon xpnot-
HOTNTA OTNV eVPECT] TV SeQOPEVWOV, TTAPEXEL KAL TNV EUHECT) AELTOVPYLKOTNTA TNG OMHLOLPYLOG
ATTAPALTNTOV HETASOPEVOV OTTWG 0 apLOHOG TwV BEPATWV GTO GOGTNHA 1] TOV UNVUHATWV G €val
Oépa.

Ao TNV TAELPA TNG €VPECT) TWV TANPOPOPLOV GTO CUCTNHA, 1) PoT] elval G e€NG. ApxLKa,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopéva.
‘Enterta, ta dedopéva pitopovv va avaktndovv péow tov IPFS and tov ekdotote xprjotn 1 amd
kéorolov Pinner.

Téhog, mapakdtw divetal éva Tapadelypa eLoaywyng TANPOPOPLOG GTO GUCTNHA KOL ETTELTOL
avVaKTNOoNG TNG LdLag TANpoPoplog.

Eotw, xprotng mov dnuovpyei véo Bépa. Ta dedopéva Tov mapdyovtal eivot o TiTAOG TOL
DépoTog Ko To TEPLEXOHEVO TOV TTPAOTOL UNVOHATOC. Metadedopéva Tng dnpiovpyiag eival 1 diev-
Ouvon tov/tng dnpovpyot tov Bepartog. o Tnv amobnkevon Tov Bépatog 6To GO TNHA dNpLovp-
yeltal mpota cvvaliayn oto blockchain wote va dnpovpynBel pice véa eyypapn otov mivoko
tov Oepatov. H eyypagn avtr dev mepiéyel timota mopd povo tn dievbuven tov/tng dnpovp-
you xpriotn. Av nj covadlayr eivor emtuyng, Oa emotpagel o av€wv aplBpog Tov véov Bépatog.
‘Enterta, otnv mpoowmikn Baon OrbitDB tov/tng xpriotn kot atov mivaka twv Bepdtov O mpo-
otebel eyypapn pe avoyvwploTiko Tov ad€wv aptdpd tov Bépatog omov o amobnkevtodv TaL
dedopéva TOL TITAOUL KoL TPOTOL PNVORATOGS. XTO GXNHX nopovotaletal ypaptkd n dradika-
olo.
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Concordia Ethereum

Application Blockchain OrbitDB

User

L.
. Lad
Create topic
L -
N L
Request topic
creation transaction
( ........................
Topic creation
transaction completed
»
Ll
Save topic data
‘ _________________________________ Smmmmmmmmonoood
Topic data saved
_____________________ |
Topic created .
\
|
|
\
|
\

Zyripa 4.23: Aicypoppa axodovbiog dnpovpyiag Oéuarog

Eotw, xpnotng mov embupei va SiaPdoer To ponyodpevo prjvopa. Apxikd, mpémet vo dio-
BaoTtel o wivakag Oepdtwv and to blockchain. H mAnpogopio avtr) epmdovtiCeton amd ta dedo-
péva Tov k&Be Bépartog, Ta omola avaktTOVToL otd TIG Tpoocwikés Paoelg Orbit k&Be xprotn.
‘Emerta, epooov to Oépa Ppedei ko 0 ad€wv aplBpodg tov eivar yvwotog, mpémel va Staffactodv
oo 1o blockchain ta petadopéva twv pnvopdtwv tov Bépatog kot cuykekpipéva 1 Stevbvvoelg
TV dNpLovpy®v Tovg. Télog, péow tov IPFS mpémel va yivel avtiypogr] Towv Tpocwmikdv fhoewy
TV SMULOLPY®V TOL K&Oe pnvipatog kot va avalntnBovv oe auTég Ta eKAGTOTE PNVOHATO. 2TO
lopa]ied QOLVETOL TO SLAYPOHA PONG TNG TANPOPOPLAS KATA TNV AVAKTNOT TANPOPOPLOV
ot 10 GUOTNHA.
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Concordia Ethereum ]
i Application Blockchain OrbitDB

User
|
-
N Lad
Get topics >
Read topics list
i RCRRREEE
Return topics list
L.
. . [l
Retrieve topics data
e e
L SEEEEEEEEEEEEEEEEEEED Return topics data
Return topics
)
Ll
Get topic - —>
Read topic's posts list
(€m oo oo
Return topic's posts list
>
Ll
Read posts metadata
( ________________________
Return posts metadata
L -
| Ll
Retrieve posts data
( ..................................................
Return posts data
€----- - o
Return topic

Zynjua 4.24: Aidypappa axolovbiog ebpeons ko avaktnons Oéuarog

4.4 TlpoPAnpoata avamtuéng

4.5 XopaktnploTik® tov VAoToNONKaV

Katd v vAomoinon eppavictnkoy didpopa mpoPAfpata wov dev eixav mpoPrepbet 61w
ovaAbOnke oTo TPONYOUHEVO KEPAAOLO KOl TA OOl TPpOokAAecaV KHBLGTEPTOELG OTNV OAOKAN-
pwon Tov tasks. Adyw TV kaBuoTeprce®V AVTOV £yLVOY SLAPYOPES OLVASLAPOPPOCELS TOV TTPO-
YPOHHATIONOU Twv Sprint kab®g Kol Spaypatedoelg TG ONHAVIIKOTNTOG TOV XOUPAKTNPL-
OTIKOV. ATIO TOV EMAVACTYEILUGHO KAl TLG TTPOCAPHOYEG QUTEG TPOEKLYV HEPLKEG AAAYEG GTO
TEALKO OET TWV XAPAKTNPLOTIKOV TNG TAATPOPHAG GE OYECT) HE O,TL €LY oPYLKA TTPOSLYpoupet.
To xapoaktnplotikd mov vAomotOnkav teAlkd eivo:

« 1] EYYPOQT] XPNOTN KoL 1] ONULOVPYLN TV TOTKOV PACEDV TOL OTWG TEPLYPAPETAL GTLG
KAA-15 & KAA-3> ko 6TO GEVApPLO XPHIOTG

. 1 auTOpATY £ic0d0c XpHoTH OMWC TEpLyphpeTon oty kKAA-25 kar oTo Gevapio xpriong

4

« 1 Onpuovpyiao Oépatog kot 1 dnpovpyla YnPoYopLeOV OTTWG TEPLYPAPETAL OTLG &
KOl GTO GEVAPLO XPTOTNG
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« 1 TEpyNomn ota vtapyovrag Oépata 0w TEPLYpapeTon otnv KAA-55 Kot 6TO GEVAPLO
xpiiong

« 1 Snpocisvon pnvipaToc dmKg meptypdgetal oty KAA-63 kot 6To GEVEpLO XprioNC
« 1 emelepyacio PNVOHATOG OTTWG TEPLYPAPETAL TNV KOl GTO GEVAPLO XPHIOTG
« 1 Ynolon oe Yneopopic OTWGS TEPLYPAPETAL GTNV KOl GTO GEVAPLO XPTNOTG
+ 1 Y@lon o€ pnvOpaTa OTTWG TEPLYPAPETAL TNV KO(L GTO GEVAPLO XPHOTNG

« 1 dypopr) TwV TOTIKOV deSOUEVWV OTTWG TEPLYPAPETAL GTNV KL OTO GEVAPLO
xpiong

Toa Tapamdve avtiotolyobv oe 11 oAokAnpwpéveg amd Tig 13 mpodiayeypoppéveg AA 1 TAR-
pwon 84.6%, T0600TO TTOL Bewpeital amd TOLS CLYYPUPELS ETUPKEG Yo TNV eEoywYT) CUUTTEPQL-
OPATWV YLt TOV X®Opo TV DApps kat vitepfailov yio ta tAaioia evog PoC. Xto mapdptnpa
TopotiBevTal Ta GTIYHLOTUTTX 000V TV VAOTOLNHEVOY XOPOKTPLOTLIKOV.

To yopokTnploTikd Toe omoio mopoAieOnKay eivol To ToHPoKAT:

* 1 dnpLovpyla KOWVOTHT®VY Kol 0 0pLopog eEmTepikadv contracts yia ta tokens tovg 6mwg
neprypbpeton oTiC KAA-125 & KAA-135 kot 6To Gevéplo Xpriong

Téhog, 1 MAA mov apopd tnv eAaytotomoinon twv fees (kMAA-2>) akolovdnOnke kotd To
duvartov oe OAn T dadikacio oyediaopov kot vAomoinong. H MAA oyetikd pe tnv avoPodpt-
cpdTTA TV contracts (kMAA-35)) katasTtpatnyOnke Aoyw Tov Xpdvov mov Ba amaitodoe pic
TETOLOL LAOTTOINGN).

H QUTOLTEL TNV HEYLOTOTMOLNGT) TG UTOKEVTPWONG TNG TAXTPOppAG. [lopdTt vITdip-
XOLV HépT Ta oTola @awvopevikd €xel mopoaPrloctel, OTwg 1 Sidbeon NG ePapUOYNG KAl TV
contract artifacts pécw kevrpomounpévav servers kabwg kot 1 vapén Tov rendezvous server,
OTNV TPAYHATIKOTN T £XEL koAoLONOel o tkavomonTikd Pabpod. Sxetikd pe TNV e@appoyn Ko
Ta contracts, TapOnke n anodgactn va Statebovv pEG® TV AVTIOTOLXWV servers emeldr] avTod mPo-
o@épel peydhn evel€io kal evkoAlo 6TV avartTuEn. Oa propovoay evkola va dixtefovv pécw
QITOKEVIPWHEVOV GUOTNUATOV OTtwg torrents 1) to IPFS ko awtd mapopével éva avorytd Oépa.
Emniong avouytod Oépa mapapével n avaykn vmopé€ng tov rendezvous server. AdOyw Tng ¢ong Tov
npwtokoAAov IPFS kot tng Aettovpyiag mov enmttedel o server avtdg, elvot adOvVATOV var TopoAT)-
@Oel, ©oTOCO elvarl VoL TO EPELVNTIKO TTEDIO 1) TEPALTEP® ATTOKEVTPWAT] TOL TPWTOKOAAOV.

451 Aw@opég oxedraopov-vAomoinong

Inpovtikég Stopopég vnpEav eniong otnv dwdikacian LAOTOINoNng T060 66OV APOpd TOV
oplOpo KoL TIG AELTOVPYLEG TWV SLAPOPETIKDOV TAKETWV AOYLOHULKOD 0G0 KL TOV XPOVOTTPOYPOH-
potiopo. [pootédnkay tpelg véeg vnpeoieg, n vinpecio «Concordia Contracts Provider», o mpo-
cappocpévog IPFS pinner kot 1) iotoceAida «Concordia Guide».

H avayxn yia ta véa mokéta AoYLopLKoD Tpoékuye KaTd TV mopeia LAomoinong g SumAw-
HOTIKNG Kol TPOGTEDN KAV GTOV XPOVOTTPOYPOUHATIONO TTOL gixe YiveEL 6TV apyT] TNG ePYOsiog.
Snv mpocappoyn avtr Pondnoav Wiaitepa ol Agile takTikég oL akoAovOnOnKay koL 1) Tpo-
COPHOCTLKOTNTA TTOL TTPOCPEPEL TO Scrum oe PHeTAPAAAONEVEG ATTAULTTOELS.

Téhog, xatd tnv vAomoino™ £ylve Ypriyopa avTANTTH 1 ol oL TPOcPEPOLV Evar SOKIHA-
oTiko mepPailov (staging environment) oe cuvdvacpo pe éva CI/CD cvotnpo. I'ia To Adyo avtod
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nopOnke n anodpoon va petowepbet to sprint wov apopoioe avTd TOAD vopitepa 6TV dtadiko-
olo vAoToinong, wote va peytotomolnbel n xprion Tov.

Emontikd, 1 Siadikacio tng vAomoinong meplypl@etal oTo mapakdto oxfipa (oxrhpuo f.25).
Me cxotpo tpacivo xpopa eppaviCovton Ta tasks To omolia LI PY AV GTO XPOVOTPOYPOUHATICNO
amod TN apyn Kot bAomoOnkay, He AvVoLYTO TPAGLVO LT T OOl OEV LIHPYXAV GTOV APYLKO
TPOYPOUHATIOUO aAA& LAOTOONKY KO e KOKKLVO auTd To oTtoio dev vAomoOnKkay.

Serint 1 Sprint 2 Sprint 3 Sprint 4
B T TS T e A Ariviveiielieie |
|Reatures I Setup | beplol/
1 ! |
Setup Implemen‘t Auto Provision Staging Dockerize
Monorepo Login Environment Software
Po\cko\3e§

|
l
|
|
|
|
|
|
|
|
Provision IT |
|
|
|
|
|
1
|
|
|

I |
A l
|
: [ | M
| [ | |
| [ ! |
| (| ' |
N (| ! |
| [ | : |
o [
: Setup Private [ 5:;6;;':r IPE iﬂ : l Cronte Tork
! Lo maTi l reate Jenkins
! Ethereum Network : : Irteractions : Assets : CI/eD Pipeline
: [ : |
: Create User : : Imp[emen‘t User | Setup : [ oo Deol "
| Contract : : Profile UT : Tenking : Phar Deploymen
|
) [ ! |
________________ | D |
: Imple_me_n‘t : ¢ - g
| Regis‘tr‘oction ()8 :
L T |
Sprint 5 Sprint 6 Sprint 7 Serint &
Diiwn vible Tovetwg T Volone, T T T T TRl T !
| product | : Mechanisms I | Software | 1Product |
| 1 [ (- [
| 1 : [ (- |
[ Create Posting [ Create Voting : | Create Contracts ! : Create Communities !
: Contract : : Contract h : Provider Apphco\'tion : | Contract :
| [ | ! !
: [ : [ ! : [
| [ | |
: Implement Posting I : Implement Post [ Cre;‘Fe iPFS ol Implement Community I
! uUr b Voting UL b ner Pt Voting Authorization !
| [ : | Applnca‘t\on ! : !
| l | | |
| | © [ : [ (- [
| Implemen (- [ . [ [
Implement Create Concordia |
| ; . pleme o eate | I
\ IPFS Pos:t ng - Polls UT o Guide Website o Beta Deplot/men‘t I
| Interactions [ [ [ |
| [ [ [ |
______________________________ b e o
bo- - : Implemen't IPFS : - - -
| Polls Interactions :
1
|

Zxnpa 4.25: Aieywpiopog oe sprints
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KepaAaro 5

Y UUTEPACPATA
Kol avolxta Oepatoa

51 Xvpunepaopata

Svvoyilovtog, HEcw TNG avamTuEng TG TAOTIKNG epappoyng Concordia yiveton pavepod 6T
elvor gLkt 1 vAooino”n plog TANPWS ATOKEVIPWHEVNG KOLVOVLIKTG TAATPOPIAG, 1) OOl Vou

EKTTANPOVEL TOV 6TOXO 1oL TéONKe oTNV EvOTNTA 1.4, COPPOVX e TOV oYeSLATHO TOV KEQAAXLO

=
B

B.

Méow NG aPYLTEKTOVIKNG OTTOKEVIPWOTG TV TPLOV eMTESWVY TNG TeEXVOAOYLKNG oToifog
(B\. Evotnta 3.9), Snpovpyeiton éva moditikd asokevTpwpévog YmeLakdg Xdpog, o 0moiog Ka-
TOYXLPOVEL TNV eAevBepior TOL AOYOU TWV GUUHETEXOVTWOV KoL TAPEXEL TAVTOSVOVOEG XVOEVTLKEG
dnpokpatikég Sradikacies.

Qo1600, Oa pémel va emonpoavOel OTL 1) epappoyn xYopoktnpiletor omd opLoPEVRL PELOVE-
KTHpaT, T oTola oXeTilovTol, KUPLWG, HE TNV TPOLUN KATACTOOT] AVATTUENG TOV ETAEYHEVOV
TEXVOAOYLOV:

«+ Xto Application tier, péow tng xpriong tov Ethereum, eicayovron 6Aa exeiva to {nTripocto
7oL 6LVOdevOLV el TOL TapdvTog To blockchain ko Tar smart contracts. Ta Bacikodtepa
atd ALTA €lVOL T TEAT) TWV GLUVOAAXYQDV, 1) AVAYKT XPNONG eMTPOcOeTwv AOYLOULK®OY
(m.x. MetaMask) ko 1 kApakoBetnowotntd (scalability) twv DApp. e yevikég ypappég,
TO KAMHA GTNV TOXYKOCHLX TTPOYPOPHUATIOTIKT) KOLVOTNTO TAPAHPEVEL APKETA TTOAWHEVO (G
TTPOG TO v TEALKA TAXTPOPHES Omtwg To Ethereum Oa propécovv va Eemepdoovv ta dud-
@opa tpoPAfpata kot vo avtasteEEABovv oTig Tpoodokieg.
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ASKING AIRCRAFT DESIGNERS 1 | ASKING BUILDING ENGINEERS [ 1 ASKING SOFTWARE
ABOUT AIRPLANE SAFETY: ABOUT ELEVATOR SAFETY: ENGINEERS ABOUT

NOTHING 15 EVER FOOLPROOE | ELEVATORS ARE PROTECTED By | LCOMPUTERIZED VOTING:
BUT MODERN AIRUNERS ARE. | MULTIPLE TRIED-AND-TESTED )
INCREDIBLY RESILIENT, FLYING IS | FAILSAFE MECHANISMS, THEYRE. | THATS TERRIFYING.

THE SAFEST WAY TO TRAVEL. | NEARLY INCAPABLE OF FALLING. {

AT, REALLY? THEY SAY THEY'VE FIXED IT LITH
DON'T TRUST VOTING SOFTUARE. AND DONT | | SOMETHING CALLED “BLOCKCHAIN:
LISTEN To ANYONE WHO TELLS YOU IT5 SAFE. AAARALL!

HY? ) WHATEVER THEY S0LD

T DON'T QUITE KNOW HOW To PUT THIS, BUT YOU, DON'T TOUCH IT.
OUR ENTIRE FELD IS BAD AT WHAT WE DO, BURY IT IN THE DESERT. |

AND IF YOU RELY ON US, EVERYONE WILLDE. WEAR GLOVES.

2,9 Q%3

Zxnpa 5.1: https ://xkcd.com/2030/

« Xto Data tier, To IPFS ko 1 OrbitDB amoteAobv eniong dixitepo KotvoTOHO AOYLGHLKG
kot 8¢ Bewpovvtan akdpa production-ready. Avtd €xel WG ATOTEAEGH VOL ELGAYOULV HE TN
oelp& Toug drapopa TpoPfApaTa, T ool oXETILOVTAL KUPLWG e TNV EVPECT) TWV peers
(to omoio Pacileton mpoocwpvé oe signalling serversd) ko o replication twv dedopévwv.

Télog, TovileTal TG, ap’ OAEG TIC TPEXOVGES SUGKOALES, OL TTPOYPAUHATIOTIKES KOLVOTHTEG
TOV TOPATTAV®D TEXVOLOYLOV epydlovTal adidkoma yio T PEATIwOT) TOVG, EVE TOXPOHOLX EVOA-
Aok TIKQ project HITopovdV ava TACA GTLYHT VO AVTIKATRGTICOLV aUTA oL emAéxOnkav otnv
TpéXovox LAOTTOINOT).

5.2 Avoixt& O¢pata

5.2.1 Awxeipion tov teAov tov Ethereum

O1 avaryxeg k&Be LITOAOYLOTIKOV CUGTHHOTOS G€ TTOPOULG TTOL GXETILOVTAL He TIG dLXPOPES AeL-
tovpyieg tov (m.y. emekepyaoia, amodnkevon dedopévwv, diktua) petappdlovtol oe KATOLo oL-
KOVOLLKO KOGTOG. ZTNV TEPLTTWAOT TNG TAUPOVOAG EPAPHOYNG, VG 1) ctoBrjkevoT TV dedopéviv
Srapotpaletal avTofoVAWG AVApEGK GTOVG CUHHETEXOVTEG KOpPPOUG, 1) Xprion Tov Ethereum aroat-
Tel amd T péEAN TV KatofoAn TeEA®V yia T dnpovpyict cuvalloydv. Av ko avTd T TEAT elvor
amopoitnTo yia tn Aettovpyia Tov blockchain ko Tnv mpodiomiot tov oo embécelg, amotelodv
LoXLPO EUTTOSLO Yl TNV EVTOEN TWV TEALKOV XPTOTAOV GTO OLKOGUOTNHA TOV OTTOKEVTPOHEVOV
epappoy®v tov Ethereum.

Yta mhalowx g epappoyng Concordia, n Afyn pétpwv yio tn Stayeipion twv teddv Bewpei-
TaL VYLoTng onpaciog. Qotdc0, 1) GUPTEPIANYT VoG TETOLOL pnyaviopol Do tepLémieke e€ape-
TIK& TOV OXeSLAGHO TNG KL, ©OG €K TOVTOV, AYOnke 1 amdpacn vo cupmeptAneOel wg TpdTaoT
ylo peAovTikt) tng eméktoot. Evag tétolog pnyaviopdg Oa mapeiye tn duvatdtnta ota péAn tng
TAXTPOPHOS VOL TT) X PTOLHLOTTOLOVY XWpIg var Katéxouy 1) va datovovy ETH. Auto Oa fjtav epukto

ZIBA. ko https://qithub.com/1ibp2p/is- Libp2p/issues/385.
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HEGW TNG XPNONG «psroccvvoc)\)\ocyd)v»@, ot omtoieg Oa petafifalav tnv ATOTANPOUY TOV TEADV
OTLG KOLVOTNTEG OV XVIJKOLV OL X PT|OTEG.

AvTr] TN GTLYUR LTTEPXOLV 11 TTPOCEYYLOELS VAOTTOLGE®V TETOLOV €100V HIXAVIGHOV, OTTWG
to Gas Station Network®, evo n mpoypoppatiotikn opddo tov Ethereum epyaletan evepyd yio
TNV €YYevn vTooTHPLEN ALTAG TNG SLVATOTNTAG ATTO TNV LK TNV TAATPOPHA.

5.2.2 Awxvopun twv Ethereum token

2Tov PUOLKO KOGHO, 1) £YKUPT) KOl AVOVULLT SLOVOHT) EVOS GUVOAOU HOVAOLKGDV TTLGTOTTOL TLKMV
avBevticomoinong ota péAn plog kowotntag Bo propovoe va ftav pia dadikacia, 1 omwola vou
QITOUTOVGE TNV PUOLKT TTOPOLGLN TV XPNOTOV KOL TNV ETLAOYT £VOG Ao VOU-TILGTOMOLNTIKOD
amd pla kAnpotida. Xe avtiv tnv mepintwon o énpeme eite va vITpXe OAOHEAELX Ko, ETOL,
SLOHOLPAGHOG TNG EPTTLGTOCOVNG G€ OAa Tar PEAT, eite vaw vtnpyxe petaPifacn g epmiotocOVNG
o€ pla emLTPOoTmy.

2tov Ynglokd KOO, To Tapartdve (NTnpa amotelel pia Wiaitepn mTpokAnon pe molkileg
TPOCEYYLOELG OYETIKA E TNV ETMAOYT TV GLOTNHATOV TOL Bt Y propomonfovv, kabag katL Twv
OVTOTATWV OTLG omoieg Oa ekywpnOel epmiotosOV.

2NV Topovo o EPAPHOYT, ) VAOTIOLNOT) UNYAVICHOV Yot TNV avedvLpn Stavopr) twv Ethereum
token T®V KOWVOTATWV pe TPOTO TOL VL PNV ATALTELTOL 1) EKXDOPTOT] ERTLGTOCOVNG Ge TPLTOUG,
Té0nKe ekTOG TOL TAALGIOL TNG epyaciog, eExttiog TNG ToPEKKALONG otd TO KEVTPLKO Oépar Ko
g moALTAOKOTN TG TNG. Omwg eivon oxediaopévny avtiv ™ otiypr, n Concordia dbvaton va
vrooTnpiel molkideg apnPNIEVES OLAdLKOGLES OL OTTOLEG VO KALTOXVPWVOLVY TNV EYKLPOTNTH TV
EKAOTOTE PHEADV, AAAX OXL TNV avevupia Tovg. Ekeivn, 600 n Siadikacio Paciletal oe k&mola
KEVTPLKT ovToTnTo awBevTikomoinong, de propel va Stacpaiiotel, kabdg Oa amatel mavto tnv
EKYWOPNOT EPTLOTOCVVNG QIO TOV TEALKO XPNOTI GTA LIOAOYLOTIKA GLGTAHRATA TNG TpwTNG. H
ELPAVLOT) TOV TTPOPANHATOSC OPELAETOL OTO YEYOVOG OTL 1] VOVUHOTIOLNGT] TWV TILGTOTOLNTLKOV
B mpémel vou AaPel YDOpa eVTOG TV TV TPOAVUPEPOEVTOV GUGTNUATWV, T OTTold, WG ETTL TO
mAeioTov, Ba elvol GLYKEVTPWTIKAG AOYIKTG.

T Tapaderypo, €6Tw OTL piot KEVTPLKT apxn) pe Sk NG oV TN avbevTiKomoinong apxL-
TEKTOVIKNG TeAdTn-e€umnpetnTh amopacilel vo cuppetdoyel otnv TAat@oppa tng Concordia,
dnpovpywdvtog pio kowvotnta ko opilovtog éva e€wtepikd smart contract yio o token twv pe-
Aov ngG. O pnyoviopog diavopung tev token Ba propoidice va Htawv 1 eyypopr Tov XproTr 6To
KEVTPLKO oVGTNH TNG apxiG, N dNAweon piog Ethereum diebBvvong tov ko 1 awocToAr] evog
token awwBevrtikomoinong oe avtnv. Katt tétoto Ba €dive tn SuvatdTnTo GTOLG dLoXELPLOTEG TOV
OULOGTARATOS VO EVTOTLLOLY e EVKOALR TIG TTPAYHATIKES TAVTOTNTEG TWV HEADV TNG KOLVOTNTOG
micw amd k&be token Tng, alpovtog, £TOL, TNV AVOVURLX TV TEAELTALWV.

Avbomn oto mapamdve TpofAnpa propet va eméABel povo pe tnv vAomoinon plag Siadikaciog
avwvupomoinong tewv token et Tov blockchain. Avto amoutel Tnv vap€n evog pnyavicpov 6To
otkoovaTnpa Tov Ethereum, o omoiog va Tapéxet tn duvatodtnta petapopds twv token amokpv-
nrovtag Tig dlevbvvoelg mpoélevong kot TPooplopod Tovg. Etot, ou xprioteg amhadg Oa petakt-
vovoav Ta token mov apyikd mapélaPav oe pio StevBvvomn pn Tpocdiopioun amd Tpitovg.

210 gvpvTEPO okoc Vo TN TV blockchain vtdpyovv On vAoTOGELG TTOL TTPOGPEPOLV QL-
TNV TNV SUVATOTNTA ETTL TOL £YYEVOUG TOVG VOpiopatog (.. Monero, Zcash), evod dudupopeg opd-
deg epyalovTal evepyd ylor TNV AVATTTUEN TETOLWV UNXOVIGH®OV kat oto Ethereum. Av kou viép-
XOULV SLOUPOPOTIOLNOELS OTLG TPOGEYYIGELG TOUG, 1) KUPLX TeXVOAoyia otV ool Bacilovta eivar

2ZZMetacuvarioyr (meta-transaction) Oewpeiton pio suvaddoryr mov vtoypégetal and Tov Ethereum Aoyopiacpod
TOUL Xpriotr kat Tpowbeiton oe k&olov Tpito yia va tnv ektedéoel entt tov blockchain.
“https://opengsn.org/
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auTh TV Aeyopevav «zero knowledge proof», pe emikpatéotepa npwtokoria ta zk-SNARK ko
zk-STARK. Qg pia 1dn Aettovpyikn) Abon tOmov piktn cvvallaydv Ba propotdoe vo BewpnBet
o Tornado®, o omolog mapéyel T duvatotnta avavopng petopopag ETH 1) ERC20 token ofto-
nmowovtag T zZk-SNARK.[21]

5.2.3 EvaAAQKTIKE CUOTAROTE PPOPOPLag

Emti tov mopovTog, 1 e@appoyn Aettovpyel oTOKAELGTIKA apecOdNHOKPATIKA, e KoBOALKEG
yneogopieg ko Lod€leg Yrpoug, 6mwg opiletat and to éEvmvo cupfoiato Voting.sol.

Tpomomoldvtag TV TpEXYOVGa VAOTOLNOT), 1) TAATPOPHA HTTOPEL VAL LTTOO TN PLEEL EVAAAKTIKG
CUGTNHATX YNPOPOPLOG, HECW TNG AVATTUENG TPOCAPHOCHEVWV EELTTVWV GUPPOAdLwWV. ALTO B
EXEL WG ATTOTENETHO VO TTXPEXETOL GTNV KGBe kovoTnTa 1) SLVATOTNTA Var Opioel To voting smart
contract wov emiBupel, avadoya pe TIG avarykeg Kol TIG eTLOLOEELS TTG.

Meplkd GLOTHHATA YNPOPOPLOV TOL PITOPODV VO EVEOHXTWOOVV (Kot akOpa Kot var cuvdva-
OTOVV) GTNV TAXTPOPHA ELVOL TOL TTOPAKAT:

« PRepogopia pe oetpd mportipnong (ranked voting): to ekAoyikd owpa o éxel T duvatdTnTo
vo Ynoilel pe oelpd Tpotipnong petafd Twv dbécIunV emAOYOV TV Yn@ogopLov.

« IToAMoamAn Yngog: opiopévol Yneogopot Ba éxovv toyvpotepn Yngpo Pacel kdmolov Kpt-
piov (1t.x. P&oel Tov reputation Tovg).

« Eppeon ymeogopio: kébe pélog Ba opilel avtutpdomito yia pia 1) teplocoTepeg Yneogo-
pleg, yla OpLOpEVO 1) AOPLETO XPOVIKO JLACTNHA.

« Mepucn} Ympogopio: emiPoln mepiplopdv oto dikalwpa Yreov, fdcel kdmolov kpLtnpiov
(.x. npepopmvia eyypagng xprio).

duowd o Tapamve eival koBopd evOEKTIKA, TPAYH TOL onpaivel OTL Bo elvar e@Lctod
VO HTTOPOUV Va STIHLOVPYOUVTOL EVTEADG SLAPOPETLIKA GUHPOALX GLGTNHATWOV YNPOoPOopiag, Vi
TOoQ GTLYUN ko otd Tov omotovdnmote. H 8e avdeon) Toug pe tnv epappoyr) Oa elvor Opoto pe too
Non vAomonpéva, a@ov 1 povadikny atartobpevn evépyela Ba eivar 1 oroBrkevon evog pointer
7pog To voting contract tng ekdoTOTE KOLVOTNTOG.

524 Zuotnpota anddoong EPNMLGTOGVUVNG

Mio emumAéov TpocsONkn TNV eQaPUOYT HITOPEL Elval éval GOGTNIA ATTOOCTG EPTLETOGOVG
(reputation system). Méow £vog reputation system, oL xprjoteg prropotv va kepdifouv 1) va x&vouv
BaBpotc epmioToovng, pe Tov TpdITo TTOL 0pileTon atd TO ekdoToTE smart contract.

Oplopéveg evOELKTLKES YPTOELG TOV ELVAL 1) GUVEPYAGLX TOV HE TOVG HIXAVIGHOUS TTOV TTePL-
YPAPOVTOL GTLG LTTOEVOTNTEG ko 5.2.3. T mapéderypa, 1 1ox0¢ TS Yfipov evog péloug piog
KOLVOTNTOG 1] TO TOCO TV TEA®V oL Kaheiton va katafdirel oto Ethereum Qo propotdoav va
vrohoyilovtat avaloya pe Tov Pabpod epmeTooOVNG TOL €XEL ATOKTHOEL.

Yio0etvTog TV oupnpnpév AOYLKT TOL TTEPLYPAPTKE OTA CLOTHRATA YNPOPOPLoG TNG TPOT)-
YOUUEVNG TPy pa@ov, elvo ePLKTO var Tapéxetal 1) duvatoTnTa o€ kK&be KOLVOTNTH Vo eTTIAEYEL
HeTatE b evOG GLUVOAOL SLAPOPETIKDOV CUGTNHATWV ATODOCTG EUTLGTOGVVNG YLO TOL HEAT) TNG, HECW
evoA ok TGV reputation smart contract. Hon vapyet pia tlovoia yképo T€To1v 6UGTHHATOV
7OV prtopovy va vAomotnBovv enti tov Ethereum, pe tnv tafivopio Touvg v opiletan emi piog
TANOopag aveEaptnToVv dinctdoewv.[22] QoTdo0, 1) TEPAUTEPW AVAALGT] TOVG, elvar Bépa TTov
ekTelveTal TEPa oo T TAAUOLX TNG TAPODOAG SUTAWUATLKAG EPYXCLOG.

24https://tornado.cash/
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Mapaptnpo A’

Yrrypotunia 000vng TAATPOpHOG

TODO: add screenshots of application

88



BipAroypapia

(1]
(2]

(9]
[10]

[11]

[12]

McOete yior To Ethereum. URL: https://ethereum.org/el/learn/ (emickeyn 16/03/2021).

Vitalik Buterin. The Meaning of Decentralization. 6 ®¢f. 2017. URL: https://medium. com/
QVitalikButerin/the-meaning-of-decentralization-a0c92b76a274.

A. Aneesh. Virtual Migration. 2006.

Don Johnson, Alfred Menezes kot Scott Vanstone. «The Elliptic Curve Digital Signature
Algorithm (ECDSA)». Xto: International Journal of Information Security (Avy. 2001). DOI:
10.1007/5102070100002. URL: https://doi.org/10.1007/s102070100002.

Wikipedia. Merkle tree. URL: https://en.wikipedia.org/wiki/Merkle_tree.

Belavadi Prahalad. Merkle proofs Explained. 7 Iav. 2018. URL: https://medium.com/crypto-
0-nite/merkle-proofs-explained-6dd429623dc5.

R. Schollmeier. «A Definition of Peer-to-Peer Networking for the Classification of Peer-
to-Peer Architectures and Applications». Xto: Proceedings First International Conference on
Peer-to-Peer Computing. 2001, 6c. 101-102. pOI: 10.1109/P2P.2001.990434.

Satoshi Nakamoto. «Bitcoin: A Peer-to-Peer Electronic Cash System». ¥to: Cryptography
Mailing list at https://metzdowd.com (31 Oxt. 2008).

Wikipedia. Blockchain. URL: https://en.wikipedia.org/wiki/Blockchain.

Vitalik Buterin. Ethereum Whitepaper. 2013. URL: https://ethereum.org/en/whitepaper
(emioxeym 28/06/2021).

Ethereum community. Ethereum documentation. URL: https://ethereum.org/en/developers/
docs/ (emickeyn 05/09/2021).

Nick Szabo. «Formalizing and Securing Relationships on Public Networks». Xto: First Monday
2.9 (Zemt. 1997). por: 10.5210/fm.v219.548. URL: https://journals.uic.edu/ojs/index.
php/fm/article/view/548.

Gavin Wood Andreas M Antonopoulos. Mastering Ethereum: Building Smart Contracts and
DApps. O’Reilly Media, 2018. 1SBN: 1491971940.

IPFS. URL: https://ipfs.i0/.
IPFS documentation. URL: https://docs. ipfs.io/.

ProtoSchool. Merkle DAGs: Structuring Data for the Distributed Web. URL: https://proto.
school/merkle-dags/.

GitHub Guides. Understanding the GitHub flow. URL: https : / / quides . github . com/
introduction/flow/.

Wikipedia. Node.js. URL: https://en.wikipedia.org/wiki/Node. is.
OrbitDB. urL: https://orbitdb.org.

89


https://ethereum.org/el/learn/
https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274
https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274
https://doi.org/10.1007/s102070100002
https://doi.org/10.1007/s102070100002
https://en.wikipedia.org/wiki/Merkle_tree
https://medium.com/crypto-0-nite/merkle-proofs-explained-6dd429623dc5
https://medium.com/crypto-0-nite/merkle-proofs-explained-6dd429623dc5
https://doi.org/10.1109/P2P.2001.990434
https://en.wikipedia.org/wiki/Blockchain
https://ethereum.org/en/whitepaper
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
https://doi.org/10.5210/fm.v2i9.548
https://journals.uic.edu/ojs/index.php/fm/article/view/548
https://journals.uic.edu/ojs/index.php/fm/article/view/548
https://ipfs.io/
https://docs.ipfs.io/
https://proto.school/merkle-dags/
https://proto.school/merkle-dags/
https://guides.github.com/introduction/flow/
https://guides.github.com/introduction/flow/
https://en.wikipedia.org/wiki/Node.js
https://orbitdb.org

[20] Getting Started with OrbitDB. URL: https://qgithub.com/orbitdb/orbit-db/blob/main/
GUIDE.md.

[21] Privacy on Ethereum. URL: https://docs . ethhub. io/ethereum-roadmap/privacy/ (emi-
okeyn 12/12/2021).

[22] Ferry Hendrikx, Kris Bubendorfer kot Ryan Chard. «Reputation systems: A survey and
taxonomy». Xto: Journal of Parallel and Distributed Computing 75 (Avy. 2014). por: 10 .
1016/7.ipdc.2014.08.004.

90


https://github.com/orbitdb/orbit-db/blob/main/GUIDE.md
https://github.com/orbitdb/orbit-db/blob/main/GUIDE.md
https://docs.ethhub.io/ethereum-roadmap/privacy/
https://doi.org/10.1016/j.jpdc.2014.08.004
https://doi.org/10.1016/j.jpdc.2014.08.004

	Περίληψη
	Abstract
	Ευχαριστίες
	Περιεχόμενα
	Εισαγωγή
	Γενικά
	Περί αποκέντρωσης
	Ορισμός του προβλήματος
	Στόχος της διπλωματικής
	Μεθοδολογία της διπλωματικής
	Οργάνωση κεφαλαίων

	Θεωρητικό υπόβαθρο
	Συναρτήσεις κατακερματισμού
	Ασύμμετρη κρυπτογραφία
	Δένδρα Merkle
	Δίκτυα Ομότιμων Κόμβων
	Blockchain
	Ethereum
	Λογαριασμοί
	Smart Contracts
	DApps
	Tokens
	EVM

	IPFS

	Σχεδίαση εφαρμογής
	Σύλληψη της ιδέας
	Τεχνολογική στοίβα
	Μεθολογία σχεδίασης
	Κατηγορίες χρηστών
	Ενεργοί χρήστες
	Παθητικοί χρήστες
	Σύνοψη χρηστών

	Απαιτήσεις λογισμικού
	Σενάρια χρήσης
	Σενάριο χρήσης 1: Εγγραφή χρήστη
	Σενάριο χρήσης 2: Σύνδεση χρήστη
	Σενάριο χρήσης 3: Δημιουργία νέου θέματος
	Σενάριο χρήσης 4: Ανάκτηση θέματος
	Σενάριο χρήσης 5: Δημιουργία νέου μηνύματος
	Σενάριο χρήσης 6: Τροποποίηση μηνύματος
	Σενάριο χρήσης 7: Ψήφιση σε ψηφοφορία
	Σενάριο χρήσης 8: Ψήφιση μηνύματος
	Σενάριο χρήσης 9: Διαγραφή τοπικών δεδομένων
	Σενάριο χρήσης 10: Δημιουργία κοινότητας

	Αρχιτεκτονική σχεδίαση
	Προδιαγραφή μεθόδου υλοποίησης και χρονοπρογραμματισμός

	Υλοποίηση εφαρμογής
	Μεθοδολογία υλοποίησης
	Τεχνολογίες υλοποίησης
	Τεχνολογίες σχετικές με το development
	Τεχνολογίες σχετικές με το UI
	Τεχνολογίες σχετικές με το Ethereum
	Τεχνολογίες σχετικές με το IPFS

	Αρχιτεκτονική υλοποίησης
	Αρθρώματα
	Concordia Application
	Concordia Contracts Migrator
	Concordia Pinner
	Concordia Contracts Provider
	Ganache
	Rendezvous Server
	Διασύνδεση υπηρεσιών
	Ροή πληροφορίας

	Προβλήματα ανάπτυξης
	Χαρακτηριστικά που υλοποιήθηκαν
	Διαφορές σχεδιασμού-υλοποίησης


	Συμπεράσματα και ανοιχτά θέματα
	Συμπεράσματα
	Ανοιχτά θέματα
	Διαχείριση των τελών του Ethereum
	Διανομή των Ethereum token
	Εναλλακτικά συστήματα ψηφοφορίας
	Συστήματα απόδοσης εμπιστοσύνης


	Παραρτήματα
	Στιγμιότυπα οθόνης πλατφόρμας

