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KepaAaio 1

Elcaywyn

1.1 Tevik&

1.2  Opiopog tov poPAnpatog

STIG HEPEG PHOG TOL TTEPLOTOTEPA DEGOPEVA TV XPNOTAOV PPloKoVTaL LTTO TOV EAEYXO GUYKEVIPWOTIKWOY GUGTNUA-
TwV. Y& TETOL CUGTHHATO OL XPNOTEG SeV elvarl KOPLoL TV dedopévev Toug, dev éxouv eyyinor yia tnv avbevtiko-
TNTO AUTAOV TTOL PAETOLY KOl LITOKELVTAL G AOYOKPLOLX, EVE TOL GLOTHHATA AUTA dev elvar AoQOAT Ko prtopel vou
OTAPOTIICOLY VO AELTOVPYOUV TTPOCWPLVA 1] LOVIHAL YLt TEXVIKOVG/OLKOVORLKOVG/VOHLKOVG AOYOUC.

OL mteplocdTepeg SLadedopéves, CUYKEVTPWOTIKEG HOPPES TAATPOpHAG eTikovwviog (mailing list, forum, kowvw-
vika dikTuo ko GAeg) xpetdlovTal, T, TOLAGKLoTOV TIG €ENG TEXVOAOYieg:

o pia nyn eme€epyaotiknig toybog (processing)
o pia paon dedopévav
o £V TPWTOKOAAO ETTLKOLVOVING

H ene€epyoaotin 1o)0g elval avoykoio yla TNV mepATOGT TV AELTOVPYLOV OL OTTOLEG LAOTTOLOVY TLG LN PECIEG
g TAat@Oppag. Tig meplocodTepeg Yopég 1 tnyn avth eivan évag server 1) pio cloud vrnpeoic.

H Baomn dedopévwv eivon amapaitnTn yio tnv aobrkevor tng TAnpo@opiag. Xe pkpoTepeg eQoproyEg 1 faom
Bploketow oTo 810 cOOTNpA TOL YiveTon Kot TO processing, eve oe peyadbTepeg eviExeTal vor LTTAPYEL Yiow AOYOLg
aopaelng éva Eexwplotd cbotnpo aplepwpévo otn Paor dedopévaov.

To mpwtdkoAro emkowvwviag avahapPdavel tn petddoon kot avaktnor g tAnpogopiog. To mpwtdKoAAd OV
XPTOLHOTOLELTAL GTJHEPO GTT) CLVTPLILTIKT TAOLOYN @i TV epappoyodVv eivar o HTTP.

K&Be éva amd ta mopamdve pépr, ewodyel v avdykn Orap€ng Kevipikdv apxodv mov to daxelpilovton kot
ta ovvnpovv. H apyn avt eivon cuvBug o mdpoyog tng vrnpeciog mov dayetpileton To processing ko tr Péon
dedopévav, éxovtag £tol TpocPact) oe Ol Ta dedopéva oL LILAPYOLY 6TO GVGTNUA.

1.3 Ilpotervopevn Adon

To Concordia eivat 1) epappoyn 1 omoio avamtOocovpe epeig kot oToxevel va StopBdoel avtd Ta TpoPAfpata,
EMOVOLPEPOVTOG OTOVG XPHOTEG TNV KLUPLOTNTA TV dedopévwv Tovg, eEacpailovtag Tnv A pn elevBepio Tov Adyou
kot tnv awbevtikdTnTa, avolyovrag tov dpdpo yio afomioteg Yngogopieg Ol avtd péoo atd dnpooteg, astoke-
VIPWTLKEG SLadIKooieg.

1.3.1 Amnoutnoelg

1.3.2 Amoxkévipwon

ATOKEVTPWOT) TOL GULOTHUATOG GNHALVEL TTPOKTIKK OTL TO processing kot 1 aofnkevorn twv dedopévav de Oa
yivovtou amrd koo kevrpikn apyfy aAAd Ba elval xatavepnpéva 6to cOvolo Twv Xprnotov (nodes). Me awtdv TOv
TpOTO dev LITAP)EL OVALYKT] Yo pio KevTpikn) apyr] ko o dedopévar Sev eiva ey amtd kavévay aTopkd, Topd
povo amod T ocvvaiveon (consensus) TOv StkTOOL.



T GUYKEVTPWTIKA GUGTAROTA EXOUV HEPLKG DETIKA XAPOKTNPLOTIKE TTOL AEUTOLV OO TA ATTOKEVTPWTLKG GL-
GTAHATO, OTTWG EVKOALX AVATTTLENG, CUVTHPNONG KAl ATOCPUAUATOONG TV epappoydv. [Ikoyovv wotdco o€ 0,TL
apopd TNV oTaBepdTNTA, TNV AoPdAeL, TNV EMERTACHOTNTA Ko TNV eEEALET, TONELG OTTOV TAL ATTOKEVTPWTLKA OV-
othpata eivor Laitepo ATOTEAECUATIKA.

H avéyxn ylo ommokévipweon Twv epapploymy, eldikd oTnv emtkovwvia, eivat peyaAn ko mnyalel oo Tny avaykn
yio eevBepioe TOL AdYOU, AVOVULpIO Kol LW TIKOTN T XPNOLUOTOLOVTHG TEXVIKEG YO KATAVOLT) TOVL processing, pio
Swavepnpévn Paon dedopévwv ko alyopiBpovg kpumtoypogiag dnpootov kAeldlod PITopolpe Vo TPOoTATEDGOUHE
TNV QV@VUHLo TOL XP1joTh cAA& ko va yyunBovpe tnv tavtomoinot tov.

1.3.3 Apecodnpokpatikég Stadikaoieg kot avtodixyeipion

TNo v TApn emitevén tov oTd)YOL amalteital emiong éva cbotnpa dtayeiplong TG TAATPOpPAG avTHG Kad’
VTG AAAL KL TOV TTEPLEXOHEV®WV TNG. To GV TN TTOL ETLAEYOUHE YL XVTOVG TOVG GKOTTOVG ELVOL UTO TNG AUETTIC
dnpokpartiog kot avtodiayeipiong. Avtd onpaivel 0t ot aopaoels Oa maipvovtol péoo ortd Yn@opopieg oTLg 0moleg
B prtopovv va cuppetéxovy doo pédn Exouv Sikaiopa Ymeov. Etot, Aoym NG amokévipwong kat &po TG EAAELYNG
drowovoag apyng, n TAaT@Oppa propel va xpropomotnBei oav pia eyyunpéva apepdinmtn apyn yio Yyneogopieg
AV o€ Bépata oL apopovV TN oLt TIkT (w1 KaL oxL Hovo.

1.4 X16Y0g

3to)0g Tov project eivou 1) SnpovpyLo PG KOWVWVIKTG TAATPOPHAS, 1) omoia, Pacilopevn oe Texvoloyieg amo-
KEVTPWOTG, apevog Bo mapéyel edevbepion Adyov, epyadeior avtodiayeipiong kat cpecodnpokpaticég diadikaoies,
aetépov Ba Stao@arilel TNV KLPLOTNTA TV dedOpEVEV TOL XPrjoTh artd Tov idLo kat tnv avefaptnTomoincn tov
ovothpatog and kevrpikég ovrotntes. [loapdAinia, O mapéxel otoug emainBevpévoug xprioteg Tov ATIO po TAot-
POPHOL YLOL OVOVUHEG Kol tUBEVTLKEG YT POPOPIEG, EV SUVAHEL LKAVOV VO ATTOTEAEGOLY €Vl £YKUPO, EUTTLOTO KL AUECOL
dnpokpartikd Pripo AYng amopaoemy.

1.5 MeBodoroyia avamTvEng

TNo v entitevén TV 6TOXWV TOL OPIETNKAV KOL TNV 0PYAVWOT TNG amapaitnTng SovAeldg ot Swoxetpicipo
pépn oxediotnke 1 xpron dbpopwv epyoreinwy kot peBddwv avamtuéng Aoyiopikol, 0mwg To cOoTNHA EAEYXOUL
ekdooewv (version control system) Git kou 1 péBodog opydvwong Scrum. To epyadeio avtd eivar dokipaopéva ko
éxouv edpawbel otn obypovn avamtuEn AoyLopLkoD.

To Git elvar dwpedv AOYLoPLKO avoLYTOV KOSLKA TO 0TTOL0 ETLTPETEL KOl ETLKOVPEL TNV AITPOCKOTTTI AVATTTUEN
AOYLOHKOU atd TOAAXTIAG péAT piag opadog, Tavtdxpove kol dtavepnpéva. Avtod emttuyyxdvetal Tapéxovtag éva
mAaiclo otd epyadeio ta omoia fonBoidv tnv dwxeipion kol EVOOUATOOT TV SLPOPETIKGOV ekOOCEWMY TOL KOILKOL
TIG omoieg avouttuoet kébe péAog Tng opddoag Eexwprotd. Yapyovv Sikpopa povtéda xpriomg tov Git kot 1o ouyke-
Kpyéva tng duvatdTnTag v divel yix Snplovpyia, avértugn ko éveon kAadidv (branches). o Tovg oromovg Tng
POV OG SUTAWHATIKAG oXeSLAGTNKE 1) XPrioT TOL HOVTEAOL oL €xeL avatTuyDel amd tnv etoupior Github, Flow.
To povtélo avtd opiletl 6Tt kGBe TpoypappatioThg Do avoiyet éva véo branch yia tn avamtugn evog véou yopaktr-
pLoTIKOD NG epapppoyng i tnv dtdpbworn evog pépoug tov kddika. Emerta, 6tav n dovieid éxel odokAnpwdei to
branch evovetou (merge) pe to faoikd branch tng epappoync.

To Scrum eivoun pio péBodog opydvwong otnv omoia o/1 empeAnTric/emipeAtpia Tov Scrum (Scrum master) Sio-
xwpiler ta aveEdptnTa pépn epyaciag (tasks) mov mpémel va vAoTONBOLY Yo TNV OAOKAPWOT] TV 6TOXWV eVOG
project. Ta pépn avtd TEPLYPAPOVTOL AVOAVTIKE HOLL HE TIG OTTALTHOELG TOVG Ko KataTifevton o€ pla AMota epyo-
owdv (backlog). Emeita, péoa amd cvokéfelg (meetings), emdéyetan évag aplBpodg amd pépn epyaciog To omoio O
amtote Aéoouv To enopevo Sprint. K&Be pépog epyaciag avartifetal oe k&uroto péAog yiox vAomoinor kot opiletal yio
to Sprint pio ypovikr] Sidpkel, 6TOXOG TNG 0TOlag ElVaLL 1) TEPATWOT OAWV TV PHEPOV epyaciag TTpv Tr AHEN NG
>to téAhog mpobeopiag mov opioTnke yio To Sprint ta péAn Tng opddag amotipodv Ta amoteAéopata ko opilovv To
emopevo Sprint. H diadikacio eravalapfdvetal éwg 6Tov To £pyo oAokAnpwbe.

Méoa amd TNV XproT) TV TUPOTAVE® EPYUAEIDV ETLTUYXAVETAL 1] OLAAT GLVEPYOGIX GTNV AVAITTUEN TOL AOYL-
opko0. K&Be pédog tng opddag dvvaton va epyaotel avefaptnto Ko xwplg tTnv avaykr dtoakpois emtkovoviog e
ta vrtolouta péAn. Ot oTd)OL elval oplopévol, coPng KoL xwplopévol oe dwayelpiopa pépn ta omoia dev katafd-
Aovv ta péAn. Tavtdypova, Exovtag wg édpa kablepopéva TPOTLITA AVATITUENG, TTOUPEXETOL POPHAMOHOG KL ETOLHES
péBodol emilvong mpoPAnpdTev, yeyovog mov Aettovpyel katalvtiké ko fondd otnv amouyel TEAP&TOV KaTd TN
GLYYPAPT] TOV KOSKA.



1.6 Opydvwon kepaAaiwv



KepaAoro 2

OewpnTiko vVOPabdpo

2.1 YuvapTnoElg KATAKEPUATIOHOD

Ol KpUTTOYPUPIKEG CUVAPTIHOELG KAUTAKEPHATIOROD (cryptographic hash functions) eivan eldikr} katnyopio
GLVOPTHCEMV KATUKEPHATIOHOV GXESIOOPEVES YIaL XPT)OT] GTNV KPLTLTOYPO@Pict. ATOTEAODV pobnpartikég cuvapti-
oelg Tov déxovTal wg eicodo dedopéva Tuyaiov peyéBoug kou emtoTpépouvy cupPorocelpég oTabepod pPrKouG.

OL TYéG TTOV EMLOTPEPELT) GLVAPTNOT) KATOKEPUATIOHOV ovopdlovtan Tiés katakeppatiopoo (hash values, digests
1 autA& hashes). Mia 8avikr kputtoypa@ikny cuvapTnor Katakeppatiopo éxel Tig eEng Paocikég ot Teg:

« Eivou vreteppuviotikr, dniadn n idia eicodog mapayel mévta v ida ¢é€odo.
« Eivou pn avtiotpéyyn, dniadn eivor mwpoktikd avépikto va vitohoytotei 1) eicodog dedopévng pag e€6dov.

« Eivau apepovoonpavn (1-1), SnAadn o dvo dropopetikég e1.060VG avTioToLX oV TAvTo SVO EVTEAMG SLoupo-
petiicég é€odot.

« Eivow aodotikr), dSniadr) o vitoroyiopdg tov hash omorasdmorte elcddov eivan ypryopog.

2.2 Aocvppetpn kpuntoypopio

H actppetpn kpuntoypaeia (asymmetric cryptography) ) kpuntoypagia dnpociov kAetdioo (public-key cryptography)
arotelel kpuTTOYpOPLKO OGN TTOL Paciletal ot xpron evog Levyoug kAewdodv (key pair), Tov dnudorov (public
key) xai tov iiwtikot (private key). Avtd ta kAewdid eivon pobnpoatikd cuvdedepéva wg eEng:

« To Wiwtikd kAedi Se popel va tpokOYeL yvopilovtag To dnpodctd Tov

« 0,11 kpuntoypaenOel ad To éva propet va arokpuntoypagndel povo amd to GAlo

H Snpovpyia evog Cedyoug kAeldumdv emituyyavetal pécw pog yevvitplag kAeidiov (key generation function), n

ornoia xpnoiporotet edikovg oadyopiBpovg (mt.x. RSA), dexdpevn wg eicodo évav tuxaio apBpod. Amd ta mopoyBévra
KAeWdLd, TO SNUOCLO YVWOTOTOLELTOL GE TPLTOUG, VA TO LOLWTIKO TOPAPEVEL HUGTLKO.
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Zynipa 2.1: Hapaywyr actpuerpov {ebyovs kAediddv

O xpnotng propei va xpnotpomotioetl T kAL yio dvo Pacikovg okomovg:

@) T voe ok putToYpoPrioeL HNVOHOTO GAA®Y XPNOTOV, OL OTOLOL TA KPLILTOYPAPTOAV X PT|GLLOTOLOVTAS TO
dnpooto kAewdi Tov. Me awtov tov Tpodmo eEacpatileton 1) eumorevtikotnta (confidentiality).

B) T va voypaer Yngrakd éva privopa, kpurtoypagovtag to hash twv dedopévev touv pe To Wiwtikd Tov
kAedi. ETot, 0 mapadjTng tov unvopatog propei péow g Anebeicog yneiakrjc vroypaprg (digital signature):

i. Na emoAnBedoel TNV TRLTOTNTA TOV ATOGTOAEN, OTTOKPLILTOYPAPOVTAS ETLTUXMG TNV YNPLOKT] LITO-
ypaon pe To dnpodoio kAedi tov tedevtaiov. E€aopalileton étol ) mororoinon (authenticity) tng mpoé-
Aevong twv dedopévav.

ii. Na emPefoncdoel 6TL TOo privopa épToce avairoiwto, epocov to hash twv dedopévwv cupmintel pe to
hash evtdg tng Ynelakng vroypagnc. Me avtdv tov Tpodmo e€acpalileton f akepardrnTe (integrity) twv
dedopévov.

Me tov cUVOLAGHO TV TOPATTAVK, Aépe OTL SVO YPTOTEG HITOPODV VX ETTLKOLVOVOLV HETOED TOVG HE KPUTTOYPd-
pnon ar' dxpy o' dxpn (end to end encryption).

11
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Zynua 2.2: Kpvrrroypagnon an' dxpn o' dxpn

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1} hash tree) eivou piot devdpikr) doprj dedopévwv, 1 omoio astaptifeton ard
@OM\a (leaf nodes), mov epiéyouvv hashes artd blocks dedopévwv, ko ad dAhovg kopfoug (non-leaf nodes), ot omoiot
nepiéxouy ta hashes Twv Buyatpikédv Toug. Tty kopuer Tov Sévpov Ppicketarl To Aeyopevo root hash(fl].

H mo ovvnBiopévn vhomoinon eivor o Svadiko (binary) dévdpo Merkle, to omoio mepthapfévet Svo Buyarpicovg
kopPoug (child nodes) k&tw amd k&be yoviko non-leaf kopfo, ko eivar avTd OV AVAADETOL GTN CUVEXELAL.

To Merkle trees emitpémouv tnv amodoTikr] Ko ao@aAr] enaAnfevon TV TePLEXOPEVOV TTOL AVIKOLV G€ GET
dedopévov peydrov peyébovg. H Paoikn diotnta eivan 6tL yio kébe oet dedopévwv vidpyel axplpog éva mbovo
5évdpo, To omoio de yivetou va Tpomomonfel xwpig va aAAdEel Tarvtd)pova kot to root hash.

‘Etol, péow twv Aeydpevwv Merkle proofs, propotpe:

« Na amopavBotpe eqv kamowa dedopéva avijkovv oto dévdpo (pe tov aplBpd twv hashes mov B mpémer va
UVIOAOYLGTOUV Vit eivott avaAoyog Tov Aoyopibpov Tov aplbpot twv leaf nodes).

« No astodei€ovpe cuVOTTIKG TNV £YKLPOTNT EVOG THHATOG KATTOLOL €T dedopévwv, xwpig vo XpelaoTel va
amoBnkeboovpe 0AOKANPO TO GOVOAO Sedopévwv.

« No dtxoparicovpe Tnv eykupoOTNTA £VOG GUYKEKPLHEVOL GUVOAOL Sedopévwv evtog evog peyadbTepov GOVO-
Aov, xwpic va xpetaotel va amokodvgOei To TEpLeydpEVO omolovdioTe £k Twv dvo[2].

2.4 Aixtoa Opotipov Koppwv

To Siktva opdTpev kOpPwv 1 Peer-to-Peer (P2P) networks arrote Aoy pio katarvepnpévn apyLtektovikr] Siktowv,
oL ovppetéxovteg (kOpPol) tng omoing potpdlovtal Eva TURHO TOV TOPWV TOUGC, He 0TOXO TNV Tapoyh kdmolog vin-
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peoiag (m.x. Tov dtopotpacpd mepieyxopévov). Ev avtiBéoel pe cuykevipwtikd diktva tomov client/server, ot kopfot
(nodes) éyouvv astevBeiog tpdoPaon oTovg TOpovg, xwpig TN SiopecordPnon evdidpecwy ovrotrtwv. Ot cLppETEYO-
vteg £vOg TETOLoL SkTOOL givat, dSNAadr, TavTdYpova, TOGO TAPOYOL, OGO KAL ALTOVVTEG TWV TOPWV KL TNG TTUPE-
xopevng vinpeoioc.[3]

To P2P networks propotv va ywplotovv e d0o katnyopieg:

« Yto "Kabapd" (Pure) P2P networks, oto omoia toyleL 1L 1) apaipeot evog tuyaiov kopPou amd to diktvo dev
npokadel kdmoro TpoPANpa oe avTo.

o Xto "YPpidikd" (Hybrid) P2P networks, oto omoior cuppetéxouv emumAéov Kot KeVTpLkég OVTOTITEG, TOPEXOVTOG
QTOPOLTTO THHHATO TV TTPOCPEPOHEVWV VINPECLOV.

Am6 €86 ko oto eEnjg, edv dev avapépetal pnTa n xatnyopia kdmorov P2P network, 6o evvoeiton dtL avrjket
GTNV TPOTT).

2.5 Blockchain

To blockchain amotelei pio Sravepnpévn dnpocia oepd dedopévwv, mov datnpel évav apetdfAnto wg Tpog to
LoTOPLKO TOL kataAoyo (immutable ledger) Ynorokodv cuvariayov (digital transactions) evog ayaBot (asset), mt.x.
evog vopioparog (token). Ileprypdpnke yio TpmdTn Qopd to 2008 ard éva dtopo (1) pia opdda avBpdnwv) yvwoto
wg Satoshi Nakamoto, aoted@vtag tn féon Tov kpurtovopiopartog (cryptocurrency) Bitcoin.[4]

Aopikd otouyeio touv blockchain eivan To prrhox (block), To omoio mepiéyet pio opdda Eykvpwv cLVOAAXYOV TTOVL
gxouVv KatakeppaTioTel kot kwdikorotnOei e éva §évdpo Merkle, To hash Tov tponyodpevou pmhok kot pepitkd axdpa
petadedopéva (m.y. nonce, timestamp). ‘Etol, k&be véo prrhok "deiyvel” oto mponyodpevd tov péow tov hash, emife-
Boucdvovtog tnv akepotdTnTd TOU, pe T StadeyOpeva pTAok va oxnpatilovv teAkd pia aAvoida, péxpL To opyLkod
HTTAOK, TO 07T0i0 eival YvwoTd wg To pAok yéveong (genesis block).[H]

Qg mpog TNV kupLdTNTA £MTi avTov, To blockchain Guvﬁng Sev eléyyeTon ard KATOLX KEVTPLKT] OVTOTNTO, AAAL
Swaxtnpeitan amd éva dnpodoio P2P Siktvo. O kopPor (nodes) tov StktHOL GUUPOPPOVOVTAL GUANOYLKA e Ve TTPw-
TOKOAAO cLVaiveong (consensus) ylo TV eLKOLVOVIN KOl TNV emkOpwoT véwv priok. [ mtapadetypa, oto Bitcoin,
To consensus emTuyydveton péow evdg Proof of Work (PoW) adyopiBpov, dmov ot képfor (miners) avtaywvifovrot
0 évag Tov @AAov yia To molog B Adcel mpdtog éva oOvBeTo adyoptBpikd mpoPAnpa Tov cuoyetiletal pe TO eKa-
otorte block. Avtdg mov Ba Ta katapépet emiPpaPedeton yio Ty ene€epyaoTikt oy mov datdvnoe pe éva Toocd atd
bitcoin. Exeiva elva ev pépet véa vopiopata mov k6Povtot 1j "eEopbocovtar” ekeivr ) otiypr (0mwg opileTal otd to
TPWOTOKOANO), A& ko 0o TéAN (fees) kaTéPadav ot kOpPoL yia va TPAYPRATOTOGOLY TIG GLVAAAAYEG TOVL HITAOK.
AkileL va onpelwdel og dev eivar avarykaio va Stabétet kaveic oAdkAnpo to blockchain (to omoio eivar oykwdec) -
dnAadn) évav TANpn kOpPo - yio va emikovwvroel pe To diktvo, aAAd apkei évag light node wov aAd avopetadidet
TNV oUVOAAOYT] TTOL eTLOVEL VO TPOYHATOTIOLGEL O XPHOTNG.

H dievbuvoiodotnon oe éva blockchain emtvyyaveton aflomowdvag tnv kputoypagpio dnpdciov kAediov. To
TPpwTOKOALO TOL ekdaTote blockchain opilet évav adyopiBpo yio tnv mapaywyn fevyodv kAewdiov (m.x. ECDSA oto
Bitcoin). To dnpodcio amd awtd opilel Tn StevBuvon, eV TO OLWTIKO TUPAPEVEL HUGTLKO, VIO TNV KATOXY TOL XPT)-
otn. Me awtd tov TpdITO TPOoKLITTEL Evar TpaKTIKG aveEavTAnTo ANBog mboavedv éykvpwy dnpodciwv dievBivoewy
(.. 219 yia To Bitcoin), oTic omoieg oL XprioTEG PITOPOLY VoL GTEAVOLY Kail Vol AApPAVOLY TOGK TOL eKAGTOTE Kpu-
mtovopiopatog. I TNV arrootolr evog mooov, dnAdvouv to fee mov emBupodv va katafdlovv kot vIToypipovy
v emtBopntr) cuvadiayn pe To Wiwtikd toug kAewdi. H cuvad oy avopetadideton oto SikTuo Kot Tapopével GTo
transaction pool péxpig 6touv va yivel amodext ko va cupmepiAngBei oto emdpevo block.

Am6 teyvikn okomid, to blockchain propel va OewpnBei wg pio pnyovn kataoctdoewv Paciopévn oe cuvarlayég
(transaction-based state machine). AnAadr, Eexivier amd pio apyikr kotdotoon (genesis state), n omoio TpoonotLei-
ta otadlakd pe ke block, ko mepthapfavel avé oo otiypn Tig StevBivoelg e Ta TOoE TV VOULGPATWY TOVL
TIG ALVTLGTOLYODV.

Ynépyovv kou kéumoreg vAomocelg itk blockchain mov, dpwg, 8¢ Oat pog amacyoAfcouy.
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2.6 FEthereum

4

Zxripe 2.3: Ethereum logo

To Ethereum eivau éva dnpdoio blockchain avouytod kdSika pe eyyevég xpumtovopiopa to Ether (ETH). Hapéyel
pic TTPOYPOHHATIOTIKT] TAXTPOPHA e evowpaTopévn pio Turing-complete YAdoo TTPOYPOHPATIGHOD, TTOL HITOPEL
va xpriotporonBel yio tn Snplovpyia amokevipwpéveov epappoydv (Decentralized Applications 1) DApps) péow tng
xpriong "éEvmvwv ocuvpPorainv” (smart contracts).[6]

2.6.1 Smart Contracts & DApps

Me amA& Aoy, Ta smart contracts ototeAoOV awtdvop KOppdTior KOSk Tow omoio eival arobnkevpéva 6To
blockchain kat evepyomolotvtal péow cuvarloyov. Mmopovv va Swafalovv kot va yphpovv dedopéva et tov
blockchain, kAnpovopdvtag WLotnteg 610G TN dropdvela (transparency), Tnv eykvpotnta (validability) ko tnv ope-
tafAntotnta (immutability).

‘Eva map&derypa tng kobnpepvotntag mov propei va mopopolxcdel Aettovpytkd pe smart contract eivan o av-
toparog twAntig[]. Evog avtdpatog twintig opieton wg évo avTOVopo pnydvnpa oo dtavépel ayafd 1) mopéyel
vnnpecieg Otav elodyovtol o€ aLTOV Képpata 1) k&rola nAekTpovikn TAnpwpr. Ot autdpatol TwAntég eivol tpo-
YPOURXTLOHEVOL VO EKTEAODY GULYKEKPLUEVOUG KatvOveg oL Ba prtopoldoay v oplotovy o€ éva cupPoAao.

Me opoto Tpdmo, ot éva smart contract propotdv va kwdikomotnBov avbaipeteg cuvaptroelg petdfacng, emt-
TPETOVTOG TN SNpLovpyio TOLKIAWY ATTOKEVTPWHEVOVY eQPUPROY®V. O EQUPHOYEG UTEG HITOPOVY VAL XWPLOTOVV G
TPELG KATNYOpLeG:

« OKOVOLKEG EQOPHOYEG, OL OTTOLES TTAPEYXOVV GTOVG XPTOTEG LoXLPOTEPOLS TPOTOLG SLaryeiplong kaL cOVaymng
GUUPGCEWV XPNOLOTOLOVTAG TA XPHHATE TOVG. AUTO TTEPIAApUPAVEL LTTO-VOUICPATA, X PTHATOOLKOVOLKGL TTot-
paywya, cupPaoelg avtiotabuiong kvddvov, TopTo@OALa ototapisvonc, diadrkeg, Kat, TEALKA, OKOpN Kot
oplopéveg katnyopieg ovpPdoewv epyaciog TApovg kAipoKkag.

« Hpt-owovopikég epappoyég, 6mov epmAékovtal X pripota, aAAd 1 Aettovpyia Toug epmepiéxel TapdAAnia Ko
pia a€roonpeicoTn pn vopopatikr mievpd. Eva tétoo mapddetypo eivar or autopateg mANpopég yux Adoelg
o¢ vrtoloyloTiké poPAfpata (BA. Gitcoin).

« Mn olkovopLkég eQOpROYES, OTTWG 1) AToKeEVTpwpéVT aobrjkevon dedopévwv, cvathipata tavtdTnTog (identity)
ko eriung (reputation), Stadiktvakég Ynpogopieg ko amokevrpwpévn drtakvpépvnor. O tedevtaieg etodyovv
KoL Ty évvola Twv AToKEVTPpwREVEY Avtovopwv Opyavaoewv (Decentralized Autonomous Organizations 1
DAOSs), ovTOTAHTWV OV EVEPYOLV QUTOVOHX, XWPLG TNV avdykn SiapesoldPnong KAmolag cUYKEVTPWTLKNAG
(centralized) opxnc.[6]

2.6.2 EVM

To smart contracts ekteAodvtan amd v etkovikr punxovr tov Ethereum (Ethereum Virtual Machine 1§ EVM).
H EVM outotelei pio quasig—Turing-complete UNXOVT] KATAOTACEDV apXLTEKTOVIKNG Paciopévng oe otoifa (stack-
based architecture). 3¢ vy eninedo, n EVM propel va Oewpnbei wg évag moykOGHLOC AtoKeVTPOHEVOG VITOAOYL-
OTHG OV TEPLEXEL EKATOUHDPLOL EKTEAETIUAL OV TIKEIHEVQ, TO KatBévar pe T Sikr) Tov poviprn arobrikn dedopévwv.

H EVM ortoBnievel OAeg Tig TWég NG VNG o€ pioe otoifo ko Aettovpyei pe péyebog AéEng 256 bit, kupiwg
ylor T SLEUVKOALVGT] TV EYYEVAOV AELTOUPYLOV KATOKEPUATIOROD Kol EAAELTTTIKAG KOPUTOANG. AtBéTel évar aOvoAo
StevBuvorodotrowy ototyeinv dedopévav:

« Evov apetdPAnto kddika mpoypdppatog oe eikovikr] pvijpn ROM, goptwpévo pe tov bytecode tov smart
contract mtpog extéheoT).

« Mia trnTikn (volatile) pvrpn, pe k&Be Oéomn pntd apyukomonpévr oo pndév.

2rquasi eme1dr) 6Aeg oL Sradikacieg exTéAecng meplopilovial Ge éva TemepAGEVO aptBPd DITOAOYIGTIKGV BNHATOY atd TNV TOGOTNTA gas
7ov eivon Stadéoiun yio omowadnote ektéleon evog smart contract.
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« Evog xodpog poviung amobrjkevong, mov eivou pépog tov Ethereum state, eniong apyikd pndeviopévo.

Yrdpyel, eniong, éva ovvoro petaPAntov meptpdArovrog ko dedopévwv, ov eival diabéoipa katd TNV ekTé-
Aeon.[8]

2.7 IPFS

Zytipa 2.4: IPFS logo

To IPFS (InterPlanetary File System) eivow éva P2P mpwtdkoAdo vrepuéowy, oyediaouévo yia va Sixtnprioel kot va
avérjoer ) yvidon e avBpondtyrag kdvovrag to SadikTvo avafabuioyo, avlekTikd ko mio avoryrd.[d] pakticd mpod-
KELTOL YO £VOL KOTAVEPNHEVO GVOTNHO Yo atoBrjkevoT ko TpdcPact) o€ apyela, LoTOTOTOVS, EPappoyEég Kot de-
dopéva. To mepiexOpevo eivor tpooPhoio pécw evog Stktiov opdTIH®Y KOpPwV Tov Ppickovial omovdrmote 6Tov
kOG0, oL ooioL evdExeTon Var va artonkevovy TANpoopia, va 1 petagépouy (relay nodes) 1 ko T vo.[[10]

O tpomog Aettovpyiag tov IPFS Basiletal ota e€ng:

+ Movadikn tavtonoinon péow drtevbuvvorodotnong nepiexopévou (content addressing). To mepieyopevo Sev
npocdiopiletar amd v Tomobeoio tov (m.x. https://...), aAld omd To 11 meprhapfiver. Kabe xoppdrt mepiexo-
pévou éyet éva povadikd avayvwplotikd (Content ID 1§ CID), to omoio eivou to hash tov oe poper multihash
(https://multiformats.io/multihash/).

+ Z0OVOeoN TEPLEXOPUEVOU PECH KUTEVOVVOPEV®V dKkUKAWV YpapwV (Directed Acyclic Graphs 1} DAGs). To
IPFS afiomoiei DAGs (ko ovykexpipéva Merkle DAGs), piog Soprig dedopévwv tng omoiag k&Be koppog éxet
g povadikd avayvwplotikd to hash Tov mepieyopévou tov (to CID).

baf...8
i foldername: pics
Child1: baf...6
Child2: baf...7 }
baf...6 baf...7
i fo}derr‘\ame: fish 1 foldername: cats
Childl: baf...1 N
N Childa: baf...4
Child2: baf...2 Child2: baf 51
Child3: baf...3 } .
baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: ¢} content: J} content: @} content: §53 content: ¥}

Syt 2.5: Merkle DAG[11]

1o mapartéve Merkle DAG ta baf...i astotedotv o CID twv apyeiov kot tov gakérov. To dévdpo dnpiovp-
yeltow amd kdtw Tpog ta Thve, vtodoyilovtog k&Be popd ta katdAAnAa hashes/CIDs. e mepintworn mov To
TEPLEXOHEVO EVOG KOPPoL aAddEel, TOTE aAldlel Toc0 To CID Tov, 660 kot Tae CIDs OAwV TV TPOydV®Y TOU.

« AvakdAoyn eplexopévou HEc® KATAVEPNHEVOY TVaKkeV KatakeppatiopoD (Distributed Hash Tables 1)
DHTs). O DHT eivou éva katarvepnpévo cOOTHHO Y10t THY avTLoToixlon KAEWSLOVY o€ Tyéc. Xto IPFS aoteel To
OepeAlddeg cLOTATLKO TOV GLOTHHATOG SPOHOADYTONG TEPLEXOUEVOL KL AELTOVPYEL WG SLGTAOPWOT) HETAED
KotaAdyou Kkatl cuoTHpatog TAonynong. Ipaktikd tpdketton yia éva mivako ov otoBbnikeveL ToLog €xeL oL
dedopéva ko, pécw Tov omoiov, o xproTng Ppickel Tov peer mov Exel amoBnkevpéVo To emBLUNTO TEPLEYOpEVO.
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K&t wov Ba mpémer va onpewdei eivon twg, cav mpoemroyry, ot IPFS kopfot avtipetwmnifovv ta amobnkevpéva
dedopéva wg mposwpivr pvrun (cache), tpdypo mov onpaivel 6T dev vTdpyel kopio eyydnon 6Tt exeiva O cuve-
xloouv va mapapévovy artodnkevpéva oe avtotc. Ta Tnv amoeuyr| tng draypagrg touvg amd tov garbage collector,
to dedopéva Ba mpémel va onpavBody wg onpavtikd, péow Tov "kapertoopatog” (pinning). Etol, yix Tnv opodr
Aettovpyia .. piag DApp mov Pacileton oto IPFS, Ba mpémel To mepleyopevo tng va eivan pinned amd apietodg
peers xau/1 va yivetau xprjon kdatolov pinning service, ®ote vo eEac@ariletor StoBecpoTnTd TOUL.

Baok6 mheovéktnpoa tov IPES eivat 0TL 0 aatokevTpmTikOg TOL Xopak T pog Sivel T duvatdTnTa va TopEXETAL TO
mepLeOpevo amrd ToAlotg kdpPoug, oL omoiol Bpickovtal oe SiopopeTikéc Tomobeoieg ko dev vITdyovtal o K&IToLaL
ovykekpLévn kevepikt apyr. Me avtdv tov tpdmo, ta dedopéva eivor o avBekTikd t0c0 amd dmoym dwabecipotn-
tag (av évag kopPog amoovvdebet, Ba vTdpyet Kbotog AANOG), 660 Kot atd Aoy avToxng ot Aoyokpioio. Mmopet,
eMLONG, VO AVAKTOVTOL YPIYOPOTEPQ, QOGOV T SLatBéTouV KdroLoL kovTivoi peers, Tpaypa dlaitepa TOADTIHO GV
YLt KOLVOTITEG TTOU eival KaA& SIKTUWEVES TOTKG 0AAGL dev £xouv KA cVUVOECT pe To evpUTEPO SradikTvo.

2.8 OrbitDB

. ©

Zytjua 2.6: OrbitDB logo

H OrbitDB eivow pio P2P Béon dedopévwv avorytod kddika. Xpnotpomotei to IPFS ya tnv amobriikevon twv
dedopévwv ko to IPFS Pubsub yia tov avtdpato cuyypoviopod twv Baoewv dedopévav petakd twv peers. Eivan pia
el ouvenng (eventually consistent) ko xpnopomoiei CRDTs (Conflict-Free Replicated Data Types) yia cuyywvetd-
oelg Phoewv dedopévwv xwpig cuykpovoelg, Tpaypa Tov tnv kabiotd eEoupetikn emtdoyn yio DApps kot offline-first
web applications.[12]

Kémowa Baowkd yapaxtnpiotikd tng eivon o e€ng:

« Stores: H OrbitDB mapéyet Sipopoug thmovg Bhoewv (stores) yio Stapopetik povtéda dedopévwv Kal meptL-
TTOCELG XPNONG:

- log: éva apetdPAnto (LOVo yLot TPOosAPTNOT) NUHEPOASYLO HE ALVLXVEVGLUO LOTOPLKO.

— feed: éva petaPAntod apyeio KaTorypopng e aviYVEDGLHO LETOPLKO, TOL OTTOLOV OL KATOXWPTTELG PITOPODY
va tpoatefoiv kat va aporpefoiv.

— keyvalue: pio Baon dedopévov kAelSiLdv-Tipmv.

— docs: pia Baon dedopévwv eyypapwv otnv omoio propovv va apyetofetnBolv éyypago JSON pe éva
koBopiopévo kAeldi.

— counter: pio féon dedopévwv yio katapéTpnon cupfavtwy.

‘Ol ta stores vAomolovvToL TAVW oTo ipfs-log, pio opetdPfAntn, operation-based CRDT yio katovepnpéva
GUCTHHATA, EVEO LITAPYEL KoL 1) SuvaTOTNTA SNULOLPYING TPOCAPHOGHEVWV stores avAAOYQ He TNV TTEPITTWOT).

« Address: K&Be faon dedopévav AapPdaver kotd tn Snpovpyio tng pic dStevBuveon tng popenig: /orbitdb/CID/DATABASE_NAME,
omov CID eivon to IPFS multihash tov pavigpéstov g, evedd to DATABASE_NAME eivon to 6vopa tng Pé-
ong[13]. To pavipéoto eivou éva IPFS object mov mepiéyel mAnpogpopieg tng Bhong démwg o dvopa, Tov TOTO
ko évav deiktn otov eheykTr TpodcPaong (access controller).

« Identity: K&Be pop& ov mpootibetan pia eyypogn otn Bhon voypagetor amd tov dnpovpyd tng, o omoiog
npoodiopileton amd pio tawtdTn T (identity). To Identity object, Tépa amd Tov mpoemdeypévo TpdHITO AeLTouvp-
yiog, propei v Tpocappootel £ToL OO TE Vo GLVSEETOL He KAToLo eEwTeptcd avayvwplotikd. H popen tou éxet
g €€Ng (PA. ko https://qithub.com/orbitdb/orbit-db-identity-provider):
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_id: '<the ID of the external identity>',
_publicKey: '<signing key used to sign OrbitDB entries (auto-generated by OrbitDB)>',
signatures: <{

id: '<signature of _id signed using _publicKey>',

publicKey: '<signature of signatures.id + _publicKey using _id>'

}
type: 'orbitdb'

Xyripa 2.7: OrbitDB Identity

« Access Control: Katd t dnuovpyia piag faong propotv va opiotodv 6ot Ba éxouvv dikaiwpa v ypaovy oe
avthv péow evdg eleyktr) tpooPaong (access controller). O eheyktric Oo mepthapfével ta public keys toug, Ta
oroia popovv vo vk tnBovv atd To identity tov kabevdg. Amd mpoemhoyr ko av dev opileTon StoupopeTikd,
divetou TpodcPacm eyypagng povo atov dnpovpyd g Paong.
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KepaAaro 3
Y XEOLOOT EPUAPHOYNG

3.1 Aoywa pépn

H mlatpoppa propei va Sioywprotel oe Vo Aoyikd pépn:

1) To tpdTO PéPog amotelel piat LLTOTEAT KO TAPOG ATOKEVTPWTLKT TAATPOPUA TTOL GTOYOG TNG elva va TTopé-
xeL tn duvatotnta eevbepiog Adyov ampdcPAntov oe Aoyokpioio ko Staypapr) amd kevTpikég ovtoTnTeg e€ovoiog.
v ovoia e8¢ Ba prtopei - oe pia aAomounpévn exdoxr - omolocdrjmote va dnpovpyricet topics 1 va aavtrioet
oe dAAa. Eme€epyaotikdg muprvag Bo eivon évor smart contract To omoio O déxetar atd Tovg yprjoteg transactions
ko Bo T eyypagel oo Storage Layer:

To HELOVEKTNHO QUTOD TOV KOPUATLOD eival TwG Lot vor AeLTovpyfoel amattel yia k&Be transaction ol xprjoteg
va kataPdrovv kdmolo Tédog yuo o fees. Av kot vtapyovv oxédia amd TNV opddo avarttuéng tov Ethereum yio
1 peiwot] Toug oto péAdov (fwg ko 10-2), ta fees otn xpron g EVM Ba eivon avostdgevkto. Qotdoo Oa mpémel
vo onpetBel OTL aPevOg TAPEXOLY HLO HOPPT] TTPOCTACLOG OUTEVOVTL Ge KakOBovAovg xprjoTeg wov Qo TANppdpL-
Lov TV epappoyn pe avemBdpnto mocotikd/mototikd eptexopevo (Ba Tovg Tay OLKOVOUIKE G OHPOPT) HLOL TETOLX
enibeomn), apetépov vITdpyoLY K&mow workarounds yio va pelwbel SpacTiké 1) EPITAOKT) TOV XPHOTY HE TNV KOTA-
BoAn TeEA®V, KATL TTOL TTEPLYPAPETAUL TOPAKATW OTLG KATNYOPLEG XPNoTAV. Ta Tapastdve mTPakTik® GHaivouy 0Tl
to Smart Contract O wpémer avd dwxotnpata va optiletal (and omotovdrmote) pe Ethereum 1 ov xprioteg (BA.
KOTNYOpieg xpnot®v) va katafdiovv ta Siké toug ¢€oda.

2) To debtepo PéPOG OITOTENEL LA HEPLKMG ITOKEVTPWTLKT] KOLL 1) AVTOTEAT] TAATPOPHOL TTOL EPYETAL VO AELTOVP-
yrioet emmpdcdeta otnv mpdTh. To Koppdtt avtd amevBiveTol ToKAELOTIKG o€ emtkupwpéva péAn tov AIIO ko
OUVIOTA Vo opecodnpokpatikd cvoTnpa Yngogopiag ov O eyyvdrtor oe vYNAS Pabpd TNV eykvpdTNTA KoL TNV
aveVvupio Twv Stadtkactodv Tov. Me Alya Adyia, Ba dnpovpyodvtan Bépata mtpog Yneogpopic (6T TPOTO KOPUATL),
nave oto onoia Bo Ymeilovv oot £xouvv To dikaiwpa (cvtoi Bo opilovtan pe TV kKatoyr evog avahoyou token oto
Ethereum).

O xpriotng péow evog Frontend (piog kAaoikng totooelidag ovoraotikd) O propei va miotonouioel péow login
oto it.auth.gr® tnv akadnuaikr Tov tavtotnra. Xn cvvéxewn To TDS (Token Distribution Service, eAéyyxovtag To
admin account twv tokens O mapéyel oto yprjotn dvo tokens. Eva to omoio O Tov divel voting rights (verified user)
Ko évae mov Bar k&vel T TAATQOPHA Vo TOL eMGTPEPEL T TEAN TO ool AN pdVoLvy oe k&be post toug (trusted
user).

*Idovikd, pe tn ovvepyoaoio Tov AIlO, o UAS Ba atotelel vnpecio cuvepyalopev pe tnv Yrodopur miotonoin-
ong ko e€ovorodotnong (BA. https://it.auth.gr/el/infrastructure/aai). Avtd onpaiver 6tL oL xprioteg de Ba yperdletan
va epmiotevtovy tov UAS pe ta it credential toug.

3.2 Karnyopieg xpnotov

3.2.1 IIpwTo pépog

Onwg mpoeutddnke, To TpoTo pépog tng TAatdppag Oo eivon avolytd oe GAovg. QoTdoo, oL XPHOTES TOL HITO-
potv va SrokpBoiv oTig eErjg dvo katnyopieg:

« Epmota péAn tov diktoov (trusted users)

« Mn épmiota pédn (untrusted users)
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Baowkr] Stopopd Twv $00 KaTnyopLdv eivon wg evad ot trusted users O amwolnpidvovton avtopate ad To (evv.
@optiopévo) smart contract ko &pa B eivar amadldoypévolr amd tédn, ol dedtepot Oa mpémel va katafdlovy povor
Toug To TéAN Toug (fees) yuo k&Be evépyela (.. posting).

H epmiotootvn evog xpriotn (trust) popei va oprotel wg évag aképalog aplbpog pe Koo KatOeAL, Téve amrd
T0 omoio o xpriotng Ba Bewpeitoun trusted. To trust O pwopel vo avEopeldveTal avd TaGa GTIYPN, Pe TOUG XPIOTEG
va ivouv ko va taipvouy Pabpovg trust oe/amd GAdovg.

AEileL va onpewwbel emiong OtL emeldr) 6Aeg oL cuvaAAayég KaTaypagpovtal, ival SLVATO Vo VTTOAOYLOTEL TO
oLVOoALk6 o6 Tov Ethereum mov éyel £00éyeL évag common user péypt va yivel trusted ko étol propel otadiokd
VoL TOV eTLOTPaPel péow tou contract. Avto divel KiviiTpo 6TOVG XPrIOTEG VO SLATNPODY GWGTY) CUUTEPLPOPX KOL VO
ouppairovv Betikd otV TAATPOppA.

3.2.2 Acgbtepo pépog
T To debtepo PéPog TG TAATPOPHAC, OL XPHOTEG TOL Hitopov va dtokplBolv oTig e€Ng Kot yopieg:
« IIictomownpéva péAn tov AILO. (verified users)

« Mn motomowpéva péAn tov AILO. (untrusted users)

Sxetkd pe to Sukatiowpa Prgou yio avBevTikég dnpokpatikég amophoelg oxetikég pe To AIlO, awtd Ba to éxovv
povo ou verified yprjoteg touv diktov. Ot verified yprioteg O prtopov emimAéov va aAANAeTO POV pe TNV TAATPOPHOL
eEapyng xwpig tnv katafolrn tehdv (B Eexivave wg trusted), Tpaypa mov PéPaia de onpaiver 6tL xavovtog trust de
Bo pTopov Vo YAGoLY aUTO TO TPOVOLO.

3.2.3 Xdvoyn xpnotov

SUUTTEPACUATIKE TTPOKVITOUV TEGTEPLS DLAKPLTEG KATNYOPLeg XproTaV e EexwpLloTd Siko®dpaTo oL paivovtal
OTO TAPAKAT® SLiypappo:

3.3 Zevaplia xpnong

3.4 Texvoloyieg

3.4.1 Ethereum

Eekvovtog tnv oXedloon NG TAATPOPUIG TTPOYHATOTOLGOYE EPELVA WO TE VO AVAKOADYOUpE TIG TBavES emtL-
Aoyég yia To koppdT g Savepnpévng eme€epyaoiog (distributed computing). Avaloylotrikape To TpoTEPHHOTA
KOl HELOVEKTIHATO SLAUPOPWV ETLAOYDV, GUUTEPLAHUPBAVOHEVDY TOV ...

EmAéEape va mpoywprjcovpe pe to Ethereum ko oyt k&mowow XA TAQTQOpPa emTeLd ...

To Ethereum eivou ... [Tapéyer Smart Contracts axolovbwvtag to povtédo ... Proof of work eivat ... O tpdmog mwov
vItOAOYLCETOU KOLL TTAN POVETOL 1) KATAVOADUEVT] eTeEepyaoTiKT] Lo VG eival ... AUTE ELoAyoLV TOVG eENG TTEPLOPLOHOVG
70V TpémeL va ANeBovv vITOYLv katd TNV LAOTOINGT] ...

[Ipoywpdvtag tnv texvoloyia Tov blockchain éva Bripa mapanépa, Eekivioay va dnpiovpyobvtot TPoypoppaTL-
OTLKEG TAATPOPHES Yot TNV AVATTTUEN AoKeEVTPWTIKOV epappoyndv (Decentralized Applications 1} DApps). H tpotn
Ko, pHEYXPL TAOPA, Lo SNUHOPLANG, LoyLpr] Kot Aettovpyikr) TAat@oppa eivon to Ethereum.

>to Ethereum vnépyovv dbo £idn Aoyapiacpodv: ot Externally Owned Accounts kot ot Contracts Accounts. H duwa-
POPA TOVG ELVOLL OTL EVE OL TTPATOL EAEYYXOVTOL OUTTO TOVG XPTOTEG, oL devTepol StabéTouvv éva apetdPAnto (immutable)
KOMMATL kKOSLKka To omoio amotelel éva Smart Contract. Otav piot cvvoddoyf otodel oe éva Smart Contract, o cvoye-
TWlOpevog kdkog extedeitan amd tnv “Ethereum Virtual Machine (EVM)” oe k&Be kopPo (ko ev Téher Aot épyovon
oe consensus). Puolkd, ylx TNV ektéleot) Twv operations atnv EVM (0mwg kot yia To atA& transactions) ypetaletor
va 50800V kamtola fees otovg miners wg avtapolPn yix tnv epyocia Toug.

3.4.2 IPFS, OrbitDB

Onwg n emdoyn tov Blockchain, mov meprypdpnke oto mponyodpevo kepddoto (insert reference), opoiwg kot
n emAoyn Tov Aoyloptkov ov Ba ypnoporombel yio TNy katavepunpévny aodnkevon dedopévov Eekivnoe pe pia
EPELVOL TWV ETAOY®V TTOL LTAPYOULY. AVOAOYLOTHKOHE TO TPOTEPTHATO KOL HELOVEKTIHHATO SLAUPOPWY ETLAOYGDV,
GUUTTEPLAAUPAVOUEVOVY TWV ...

EmAéEape va mpoywprjoovpe pe to IPFS xat tnv OrbitDB évavti dAAwv Aboewv emeldy ...
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To IPFS eivor ... ITapéxet ... pe tov eENG TpOTO ... AWPERV ... AUTR TA XOUPOAKTIPLOTIKE ELGAYOLV TOVG eENG TEPLO-
pLopong oL mpémet v AngBoltv voYy katé TNV vAoTOINGT) ...
H OrbitDB eivou ... ko xprnoyomotei to IPFS yix va katagépel ta e€fg xapaktnplotikd ... [lepropiopot oAt kAt

"Eva artd T TpoPATHOTR TOL TIPOKVITTOLV HE TNV ATTOKEVTPWOT] EQAPROYDV ELvaL QUTO TNG EDPECTIG TWV resources
7ov Ypetolopacte. To TpOPANUa éykelton 6To yeyovog 0Tt dev LITapxeL évag server kot &pa pic povadikr dtevbuvorn
IP ostd v omoio PItopovpe Vo TTAPOULE TO AVTLKELEVO TTOL Py VoLpe, dLoTL OAa elvon Sravepnpévo oto dikTuo.
EmutAéov 1 aroBrjkevon peyddov dykov mAnpopopiodv oto Ethereum on-chain éyel ammayopevtikd peydho k66T0g
OTOTE ATTOPPLTTETAL.

To mpoPANpa avayeTaL 6e ALTO TNG EMLKOLVOVING HETAED TV KOPPwv. Av kaBoploTel éva TPOTUTTO EMLKOLVOVING
peTal TV KOpPwV TOTE Ta avTiKEipeva ptopodv va PpeBodv {nTodvTog Ta atd Toug YeLtovikong kKOpPoug, oL omoiot
pe T oelpd Tovg Ba Ta nTricovy atd Toug Sikog Tovg YeiToveg Kot ov To kK&Be e€Ng, péxptL To avtikeipevo va Ppebdet
Ko vor otoletl oTov kOpPo ov apyLkd to {nTnoe.

To IPFS eiva éva vEo TPWTOKOALO PETAPOPAS LTTEPKEYEVOL TTOL BpiokeTon akopa vTd avrttuén. Onwg To yvo-
ot6 tpwtdKoAro HTTP, yio cuykevtpwtikd cvotrpata, étot kot to IPFS, yia amokevipwtikd cvotrpata, kabopile
TO TTPOTLTIO TO 0TT0i0 Bt Y PNOLYLOTOLOVY T TEPHATIKE TOV SIKTOOU Y va eTLKOLV®VOUV petad Toug. Xpropomotel
KPUTTOYPAPLKEG TEXVIKEG, OTTWG AUTEG TTOL eidape TAPATTAV®, KBS Kot dipopeg Gdheg Texvoloyieg yio vor:

« OULVTOVICEL TN TTAPASOCT) TTEPLEXOHEVOD

+ VAOTTOLYGEL GTPOHA GVVIEGTC HEGK OTTOLOLSTTTOTE TPWTOKOAAOV StkTVOL
+ opioel éva oOeTNH OVOUATWV Topéwv (DNS)

« VAOTTOLYGEL GTPOHA SPOPOAOYNONG

« dwapotphoer apyeia pe peer-to-peer (P2P) texvikég

‘Etol to IPFS opilet éva véo SikTvo LITOAOYLOTMV OV GUUTANPGOVEL T jO1 LItdpyxovTa (Www, Tor, .bit) Svatn-
POVTOG TANPWG WTOKEVTPWOHEVT) XPXLTEKTOVIKT] KO KAVEVOL KEVTPLKO oMpelo amoTuying.

Suvontikd, dnAadr, oto IPFS arobnkedovtar Sievbuvorodotnpéva faoel mepieyopévou (content-addressable) op-
xela, ta omoia oavoktodvtal Péoet tov hash twv mepieyopévwv Toug (avti yio tnv tomobesia Tovg), eved ovokaAdTTo-
vral ko Srapotpéllovton péow tov mapexodpevov P2P network layer. A€ilel, wotd00, va onpelwbdel mwg to layer avtd
dev eyyvdTon atd povo Tou to hosting Twv apyeiov kot to Stebéoyo bandwidth ya tnv avéktnomn tovg, Tpdypa tov
onpaivel 6Tt Oa Tpénel va yivel tapoyt) VIToSOUNG atd TOVG XPTOTEG LKAVG va VIO TNPIEeL Evav eEAdYLGTO aplOpod
KOpPwv amobnkevong.

IIpoxetton yior GUPTANPWHATIKEG TEXVOAOYLEG OTLG TAPATAVE TTOL GTOXO £XOVV TNV 0PYAVKOOT) TV arrodnkev-
HEVOV TANPOPOPLOV oe popet Phoewv dedopévwv.

3.5 IIpodiaypapn pedddov vAoTOiNoNG KAl XPOVOTPOYPAUUATIGHOG

3.5.1 IIpodwxypagn kOkAwv

Emontikd, n Stadikacio Tng vAomoinong meptyphgetor wg e€ng:

3.5.2 IIpotn @d&on

Stvetou éva Ethereum Private Network wg faon mévew otnv omoio Ba SovAéyovpe. IIdve oe avtd yphpovpe
Ta contracts mwov Ba elvon vievOLVA Yo SiekTEPAiwoT) 1) I TV posts. T cUVEXELX AVOITTOCCETOL O QTTALPALTITOG
Kodkag Tov vAomolel To posting ypnoomoiwvtag Tig PifAtodnkeg mov divovtan amd to IPES yix tnv emikovavia
HETAED TV KOPBwV TOL SIKTOOL ko avtég mov divovrtal ard tn BigChainDB yio v aobrjkevon twv TAnpogpo-
pLov pe drovepnpévo tpodmo. Tivovron dokipég yia tnv eEakpifwon g cwoThg AELTOUpYLRG TOL ATOTEAEGHATOG KOt
Sropbmdvovtar Tux6v AdOn oTo KOSLKOL.

3.5.3 AcOtepn paon

Y\omoteiton To Sikaiwpo Yrigov kar posting xwpig fees. Avtd yiveron péow dvo contracts mov O Snpovpyodv
d00 Spopetikd tokens (voting token, feeless token) kot Ba ta amodidovv otov exdoToTE XPHOTN TOL TPETEL VO
TApeL To Sikaiwpo. Avamtocoeton kddkag mov v vAomotel ) Swadikacio Yyneogopiac. Tivovton doxipég yio tnv
eEapifwon g cwothg Aettovpyiag tov amotedéopatog kot dtopbwvovtal Tuxov Adbn oto k®dika. e avth TN
@b&on n arnddoon Twv tokens Ba yivel xelpokivnta yia To okomd g doxiurc.
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3.5.4 Tpitn @aon

YAomoteitou éva ovotnpa amddoong epmiotocvvng (ZAID). Avantdcocovton Ta contracts wov eiva amapoitnto
yio i Aettovpyior Tov SAIT kabdg kot yia tnv avtopatn anddoor feeless token otoug trusted yprjoteg. Tivovran
doxipég yio v g€k pifworn Tng cwoTrg Aettovpying Tov artoteAéapatog ko StopBdvovtan TuxOv AdBn 6To KOdIKA.
Egpoocov n epappoyr mepdoel To 6tddlo twv dokpadv eivar éton yio alpha deployment, eivou SnAadn étoyn yio
XPrion o TO KOowod, LITOAELTOVTAL OUKOG XOPAKTNPLOTIKA TTOL elvat Wiaitepar Oepité oANd OxL amopaitnTo yo T
Aertovpyia.

3.5.5 Tétaptn @daon

Avomntdooetal 0 KOSLKag TOL (HOVaSIKOV) GUYKEVTPWTLKOD THHATOG TOV GUGTHHATOG TO 0TTOL0 AVIjKEL GTO deD-
tepo Koppdtt - Tov UAS: ‘Etol avtopartomnoteiton 1 Srodikacio ammddoong twv token, mov otnv mponyodpevn gdor
éywve yetpokivntoa. T'ivovron Sokypég yio tnv e€okpifwon g owothg Asttovpyiog tov auroteAéopatog kot dlop-
Bmdvovton Tuydv AdOn oto kddka. Epdoov 1 epappoyn mepdoel o otddio Tev Sokpdv eivon éToyn ya éva beta
deployment, bote va yivel o eupig éleyxog amd pia opddo doxpmv ko va mapbel feedback yia tnv epmerpia
xpnoT.

I'o to TeAikd deployment Ba prropovoe va tebel wg 6TdX0G 1) KATd TO SLUVATOV pElwTT) TV TEAMV YL TN AeLTovp-
ylo TNG TAATPOPHAG, AVETTUYHEVOL XOPOKTIPLOTIKA ETLKOLVOVIAG 0TS SOUNGCT TV GL{NTHOEWY GE KATNYOPLES,
TPOPIA XPNOTAOV Kotk AAAX YOPAKTNPLOTIKA EVKOALOG XprioNG.

3.6 Ap)ltEKTOVIKN
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