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[TepiAnyn

Tig Tedevtaieg dekaetieg, N paydaio avamtuén tov dadiktoov petéPoare pLlikd Tig avBpo-
TLVEG KOLVWViEG, HECW piag TANODPAG YNPLOKOV EQOPHOYDOV, OL OTOLEG, GT) GLVTPLITTLKY) TOVG
TAELOYN@la, TPOCPEPOVTAL AITO TOPOXOUVG LINPEGLOV LITOAOYLGTLKOD VEPOULG, akoAovBdvTag
TNV ApPXLTEKTOVLIKT] TTeAATN-eELTNPETNTY).

MoAovotL avtd To povTéLO LAOTOLNGONG éxel oumodelyBel Wilaitepa Aettovpytko kol €xet PeA-
TiwBlel afloonpelota avd Ta Xpovia, 1) GUYKEVIPWTLKT] TOU AOYLKY) GUVOOEVETAL ATTO Pia GELPX
npoPAnpdatwv. Ipota ar’ OAa, o xpnotng kaAeital va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pla tpitn ovrotnta. Ekelvn, Statnpovrag tov mAnpn éleyyo enti avtadv, Stobétel tn dvvato-
T var To eme€epyaletat, vo To dtopotpaleTat KoL vor Tor Aoyokpivel, eite yia va eEumnpetrioet
TOL GULPEPOVTA TNG, lTE YLt Vot GUHHOPPWOEL e dAAeg apyég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLalel 1 eyyonon tng dwbecipotntag twv dedopévav, Kabng, ave Tdoa oTiypr, o eEumn-
peTNTNG prtopel va artoovuvdebel yior adpLoto xpovikd daaTnpo Kot AGY® TOKIAWY ATV, OTTMG
Karolag kKuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPNC.

Avtol eivon pepikot faoikol AdyoL Tov cuveTélecav otV Toxelo avamTuEn evog cuvOAoU
AOYLOHLK®OV avolyToD kddka, 0Twg Tov Ethereum blockchain ko tov IPFS, Ta omola, av ko Bpi-
OKOVTOL G€ OYETLKA TTPOLHO 0TASLO, AtoTEAOVVY NON Lkovd epyoheion SNPLOLPYLAG KATAVEUNHEVWV
KOl LTTOKEVTPWOHEVOV EQPUPHOYDV.

210X0G TNG ToPOoLONG SITAWHATIKNG epyaciag eiva 1) LAOTOINGOT) PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) 0TTolet, tELOTTOLOVTAS TEXVOAOYLIEG TTOKEVTPWOTNG, aepevog Oar emoTpéPeL TNV
KUPLOTNTA TV TPOCWILKOV deSOUEVOV GTOV XPNOTN, apeTépov Ba apéyel Tn duvaTtdOTNTH Yo
dravpaveig dnpokpatikéc Yneogopiec. Avtd péca oe éva mAaiolo avBekTiKO, TOGO G CPAAHAT
Kot emBécelc, 660 KoL o€ ATMOTELPEG AOYOKPLOLOG KAl TAPATTOLNGNG.

AéEerg-Kherdr: Amoxevrpomoinor, Ethereum, Blockchain, E€vmtvo Suvpfodato, Amokevtpwpévn
Egpappoyn, IPFS, OrbitDB
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KepaAairo 1

Elcaywyn

1.1 Tevik&X

1.2  Oplopog tov TPoPANNATOG

2TIg pépeg oG Ta meplocOTepa dedopéva TV XPNoTOV PplokovTol LITO TOV EAeYXO GLYKE-
VIPOTIKOV CUGTNHATOV. 2 TETOLX GUOTHHATA OL XPNoTEG dev elvar KOpLoL Twv dedopévwv Toug,
dev éxouv eyyinon yia tnv avBevTikOTNTA AVTOV TOL PAETOVLY KO LITOKELVTAL € AOYOKPLGLQ, EVED
TOL GUOTARATA QLT JeV elval AGPUAT] KOl LITOPEL VO GTAPATHIGOLY VX AELTOVPYODV TTPOCWPLVA
1) HOVIHO YlO TEXVIKOUG/OLKOVOHLKOUG/ VOLKOVG AOYOUG,.

O tepLocoTepeg SLodedOPEVES, GUYKEVIPWTLKEG HOPPES TAATPOPHAG eMKOLVWViaG (mailing
list, forum, kowvwvikd Siktuva kot dAAeG) X petdlovTal, TUTTLKA, TOLAAYLOTOV TIG €ENG TEXVOAOYieG:

o pio Tnyn ene€epyocTikng toxvog (processing)
* pio Paon dedopévwv
o €V TPWTOKOALO ETTLKOLVOVING

H eme€epyootikn oyOg elval avaykodo ylo TNV mTePATOOT] TWV AELTOVPYLOV OL 0TT0ieG LAO-
TTOLOVV TIG LN Pecieg TNG TAXTQOpHAG. Tig TePLEGOTEPES POPEG 1) TNYT) ALTY elvarl €vag server 1
pio cloud vrnpeoia.

H Baon dedopévmv eival amapalitnn yio tnv ammobrkevon tng TANpo@opiag. e PHLKpOTePES
epappoyég 1 Paon Pploketon oo idlo0 cOOTNHA TOL YiveTo KL TO processing, Ve o€ pHeyaAlTe-
PEC eVOEYETAL VO LTTAPYEL YLt AOYOUG XGPAAELOG EVaL EEXWPLOTO CUGTNHA APLEPWIEVO GTT) PAon
dedopévwv.

To TpwTOKOANO emLKOLVOVIAG AVOAXPPAVEL TN peETASOOT KoL avaK T o™ TNG TANpoopiag. To
TPWTOKOAAD TTOL X P1CLLOTOLELTAL GTIHEPA GTN CUVTPLITTLKY TAOLOYNPLX TOV EYAPUOYDV elvail TO
HTTP.

Kd&Be évor od tor mopammved péEPT), ELOAYEL TNV avaykT OITOPENG KEVIPLKOV OPYDV TOL T
dwxyerpilovtar xar Tae svvtnpovv. H apyxn avtr eival cuvBwg o mdpoxog Tng Lmnpeciog mwov
Swxyerpiletan To processing ko tn faon dedopévav, éxovtag étol TpocPact oe OAo Tar dedopéva
7OV LTTAPYOLY GTO GUCTNHA.



1.3 IIpotervopevn Abon

To Concordia eivol 1 epappoym 1 omolo Vot TOCGOUHE epelS Ko oTo)eveL va dlopBwael ot
Ta TPOPANHATA, ETAVAPEPOVTAG OTOVG XPNOTEG TNV KLPLOTNTA TV dedOpEVWV TOVG, eEXcPai-
Covtag tnv AN pn edevbepio Tov Adyou kot TNV avbevtikdTnTR, oevoiyovtag tov dpopo yia afLo-
moteg Yngogopieg Ol avtd péoa atd dnpooieg, AokevTpwTIKES dadikaoies.

1.3.1 Amoaitioslg

1.3.2 Amokévipwon

ATOKEVTPWOT) TOL CLGTHHATOG CTHALVEL TPAKTLKA OTL TO processing kot 1 atodnikevon Twv
dedopévarv de Bar yivovton omd kamola Kevpikr] apxn aAAd Oa eivorl katavepnpéve oto cvolo
TV Xpnotev (nodes). Me avtdv TOV TPOTO SV LITAPYEL AVAYKN YLO Hio KEVTIPLKT op)XT] KOL TOL
dedopéva dev elvar eAEYELLO ATTO KOVEVAV ATOHLKA, TTopA HOVO TTd T cuvaivesT) (consensus) Tov
dtktvov.

Tot CLYKEVTPWTIKA GLOTAHAT EXOLV HEPLKA DETLKA XOPAKTNPLOTIKA TTOL Agimovy amd T
QITOKEVTPWTIKA GUOTHHATA, OTTWG EVKOALNL AVAITTVENC, GUVTHPNONG KL ATTOCPAAIATOONG TWV
epappoy®v. IIdoxovv wotd60 o€ 0,TL aPopd TNV 6TaBepOTNTA, TNV ACPAAELX, TNV ETEKTACILO-
TNTo KoL TNV eEEALET, TOJELG OTTOV T ATTOKEVTPOTIKA CLGTHHATA VAL LOLXUTEPX ATTOTEAEGTHATLKA.

H avaykn yio ammokévipwaon twv epopproy®V, eOIKA GTNV eTLKOLVOVIQ, Elval HeYGAn Kot Tn)-
yaler amd v avdykn yia edevBepior Tov AOYOU, AVEOVURLR KoL LOLWTLIKOTNTA. XPTGLHOTOLOVTOG
TEXVIKEG YLOL KALTAVOUY TOL processing, pio Stovepnpévn Paon dedopévev kot alyoplBpouvg kpu-
TTOYpaPiag dNUOGLOL KAELOLOD HITOPOVHE VO TPOGTATEDGOVHE TV XVOVUHIX TOL XPHOTH AN
KoL va eyyunoope TV TavTtomoinot) Tov.

1.3.3 Apecodnpoxpatikég Stadikaoieg kot avtodiaxeipion

T v TARpn emitev€n Tov oTOYOL amouteital emTiong éva cOOTNHA dtayeiplong TG TAT-
QOPHOG LTNG Kb’ VTG XAAK KL TV TTEPLEXOUEVOVY TNG. To CUGTNHA TOL ETLAEYOULE YLO OLL-
TOUG TOLG GKOTOVG elvol LT TNG Gpecn g SMpokpatiog Ko ccutodioyeiplong. Avtod onpaivel OTL
oL amodoelg Oa malpvovtal péca ad Yneopopieg 6TIg 0moieg Ot PITopPovV VoL GUPHETEXOLY OG QL
HEAN éxouv dukaiwpa Yrgov. Etol, Adyw TnNg amokévipwong kot apa tng EAlerng drotkovoog
apxns, N TAATPOpHa pTopel va xproponolndel cov pia eyyunpévo oapepOAnTTn aepxn yiox Ymgpo-
popleg TAVw oe Bépata oL aPopovV TN PoLTnTIKT {wh Kot XL Hovo.

1.4 X16)0g

2t6)0G Tov project eivar 1) SnpLovPYia PG KOLVWVIKNG TAATPOPHAG, 1) ormoia, Pactl{opevn
o€ TeEXVOLOYLEG ATTOKEVTPWOTG, aupevag Ba mapéyel elevBepior Adyou, epyadeia avtodioyeiplong
KoL apecodnpokpatikég dadikaoies, aetépov Ba diac@aiilel TNV KLPLOTNTA TV dedOpEVHV
TOL XPNoTN atd ToV LdL0 KoL TNV aveEQPTNTONOLNGT) TOL CUGTHHOTOS ATTO KEVIPLKEG OVTOTNTEG.
Mapaiinle, Oa mapéyel otoug emadnBevpévoug xprioteg Tov AIIO pia TAATYOPHA YL VO VUHEG
Kot LOEVTIKEG YN PoPopleg, eV SUVAEL LKAVOV VAL ATTOTEAEGOVY EVA £YKUPO, EUTTLOTO KOl GHEG L
dnpoxpatikd Prpo APng amopaoemy.



1.5 MeBodoroyix axvamTuEng

T TV emtitevén TV 6TOXWV TOL OPLETNKOY KL TNV OPYAVWOGOT] TNG OTapaitnTng SOLAELAG
oe dwxyelpioa pépn oxediotnke 1 xpron dapopwv epyaieiowv kot pefddwv avamtuéng Aoyt-
OMLKOV, OTIWG TO oVGTNH eAEYXOL ekd0oewV (version control system) Git ko 1 pébodog opyd-
vwong Scrum. Ta epyodeior avtd elvor dokipaopéva kat £xouvv edpatwbel otn obypovn avamtun
Aoylopiko?.

To Git eivo Swpedv AOYLGHIKO 0vOLYTOD KOOLKO TO OTTOLO ETLTPETEL KAl ETLKOVPEL TNV ATTPO-
OKOTIT QVATTTUEN AOYLIGHLKOD atd TTOAAXITTAG pPEAT) pioG OpASaG, TALTOXPOVA KO SLOIVEUTHEVA.
AvTd emiTuyXAVETOL TTOPEXOVTOG Eva TTAGLO amtd epyadeior Ta omoia fonBoidv Tnv dwxyeipion
KOl EVOWUATOOT] TV JLLPOPETIKOV eKOOGEWV TOL KOILIKX TIG 00oieg avarttioel K&be péAog tng
opadac Eexwplotd. Yrapyovv didpopa povtéda xpnong tov Git kot o cuykekpipéva tng duva-
TOTNTOG OV divel Y dnpovpyia, avarttugn kot évaon kAadwdv (branches). T Toug okomotg
NG POV NG SUTAWHATIKNG OXEILAGTNKE 1) XPTOT) TOL HOVTEAOL TTOL £)el avamtuy el omd tnv
etaipioe Github, Flow. To povtélo avto opilel o6t k&be mpoypoappatiotic Oa avoiyel éva véo
branch yua tn avamtu€n evog vEOU YopakTNPLETIKOL TNG e@apppoyng i tnv dtopbwon evog pé-
poug Tov kddika. Emerta, 6tav 1 dovderd éxer ohokAnpwbet to branch evoveron (merge) pe o
Baowko branch tng epappoync.

To Scrum eivon pio péBodog opydvwong otnv omoia 0/1 empeAnTRG/empeAnTpLor TOL Scrum
(Scrum master) dioywpilel Ta aveEaptnta pépn epyaciog (tasks) mov mpémel va vAomonBoiv yia
TNV 0AOKANPwoT TV oTOXWV evog project. Ta pépn avtd TepLtypaPovTaL avoALTIKG pall pe Tig
amaltoelg Toug ko katatifevral oe pia AMota epyaciodv (backlog). Enerta, péoa omd cvokéelg
(meetings), emiAéyeton évag aplOpog amd pépn epyaciog ta onoia Oa aroteAécovy 1O eTOHEVO
Sprint. K&Be pépog epyaoiog avartibetar oe kdmolo péAog yio vhomoinon kat opiletal yio to
Sprint pio xpovikr) Siapiketa, 6TOXOG TNG OTTOLNG ELVOLL T) TTEPATWOT) OAWV TWV HEPDV EPYATLOG TTPLV
N AM€n g 210 téhog mpobecpiag ov oplotnke Y To Sprint ta péAn TG opddag aoTyovv
Ta aroteAéopata ko opilouvv to emdpevo Sprint. H Stadwkacio emavolopfdvetal ¢wg 6Tov To
€pYo oAoKANpwOeL.

Méoo ammd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAY) CLVEPYXCLX OTNV
avantu€n tov Aoylopikov. Kabe pérog tng opddag dvvatat va epyactel aveExptnTo Kot Xwpig
TNV avaykn Stakpolg emkovwviag pe o LioAoa PéAN. Ot 6TOXOL Elval OPLOHEVOL, COPTG KoL
xwplopévol o dwayelpioa péprn ta omoia dev katafdrovv ta péArn. Tavtoypova, éxoviag wg
edpat kabLepopévar TPOTLTTA AVATTITUENG, TTOPEXETOL YOPUAALOUOG KoL EToLpeG péBodol emilvong
TPOPANUATOV, YEYOVOS TTOL AeLTOvpYEl KATAALTIKG KoL fonfd otV amopuyel TEAUATOV KOTA TN
oUYYPAPT] TOL KOSLKA.

1.6 Opy&vwon kepolaimv



KepaAaro 2

OewpnTiko VOPadpo

2.1 XuvapTRoELg KATAKEPUATIOHOD

Ot kpuTTTOYpPAPLKEG CUVAPTNOELG KaTakEPRATIONOV (cryptographic hash functions) eivau
€LOLKT] KOLTYOPLla GUVUPTHGEWY KOTOKEPUATIOHOV OYESLAGHEVES YL XPTIOT) OTNV KPLILTOYPAPLaL.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko
emLoTPEPOLY GLPPoAOGELPEG GTaBEPOD prjikoVG.

OL TY€C TTOV ETLOTPEPEL T) CUVAPTNOT) KOTOKEPUATIOHOD OVORALOVTOL TULES KATOKE PHATIEHOV
(hash values, digests 1} autAd hashes). Mio ldavikr) KpLTTTOYPAPLKT] CUVEPTNOT) KATOUKEPHATIGHOD
éxeL TIg €€Ng Paoikéc OLOTNTEG:

« Eival vreteppiviotikn, dnioadn n idia elcodog mapdyel mavto tnv idua €€odo.

« Eival pn avtiotpéyipn, dnladn eivor TpakTikd avéQLkTto v bitoAoylotel 1) elcodog dedo-
pévNg pLog e€6dov.

« Eivouw apgppovoorpovn (1-1), Sniadn oe d00 SipopeTikég L0OSOVE AVTLETOLYOVV TAVTOL
d00 evteAag droupopeTikég €€odoL.

+ Eivou amodotikr), SnAadr) o vtoloyiopog tov hash onolacdnmote elcdSov eivat ypriyopog.

2.2 Aodppetpn kpuntoypapia

H aotppetpn kpuntoypagia (asymmetric cryptography) 1 kpuntoypagpio dnpociov kAet-
dov (public-key cryptography) amotedei kpunToypagikd cvoTnpa ToL PacileTon GTN XPHOT) EVOG
Cevyoug kAeduov (key pair), tov dnudoiov (public key) ko tov iiwtikov (private key). Avta to
KkAedid eivon pabnpoatikd cuvdedepéva wg eEng:

+ To WwTkd kAeldl de propel va wpokv el yvwpilovtog To dnpocLd tov
« 0,1t kpumtoypanBei amd to éva propei va amokpuntoypoenBei povo otd o GAlo

H Snpovpyia evog Cevyoug kAeldiov emtvyydvetor pécw pog yevvizpiag kAeididv (key gen-
eration function), 1 omoia ypnoomnotei eidicovg alyopibpovg (m.x. RSA), dexodpevn wg eicodo
évary Tuyoio aplBpod. Amo to mopoxBévta kAedLd, To ONIOGLO YVWGTOTOLELTOL G TPLTOVGS, EVE TO
LOLWTIKO TAPOPEVEL HUGTLKO.

10
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Anpoéolo KAeIdi

N 2 Anpocionofnon
s — o€ TpiTOU
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MeydAog Tuxafog apiBudg <|_/ >
[evvATpia KAEISIDV .a > ?ﬂ

1310TIKO KAEIDT

Zynpe 2.1: Hapaywyn actuperpov {eyovs kAeididv

O xpriotng pmopet va ypnotpomotnoet Ta kAetdid yia dvo Pfacikods okomoig:

a) T va atokpumToypa@rioeL PNVOpHaTa AAAOV XPNOTOV, Ol OTTOLOL T KPULITTOYPAPN GV
XPNOLHOTOLOVTAS TO dNpodcto KAeLSL Tov. Me avtdv Tov TpodTTo eEATPUALETOU 1) EUTIOTEVTL-
kornta (confidentiality).

B) T v vitoypdafer Ymerakd évor Pvope, KpLuToypapovtag to hash twv dedopévwv tou pe
10 WL0TKd Tov kAewdi. ETol, o mapaAimtng Tov pnvopatog propet péow tg Anebeicag

ynpiaxrc vroypaeric (digital signature):
i. NoemaAnBedoel v TovTOTNTO TOL ATOGTOAEN, ATTOKPUITTOYPAPDOVTOG ETLTUXDG TNV

ynoerokn vroypagr] pe to dnpocio kAewdi Tov teAevtaiov. EEacpalileton étol ) mi-
otoroinon (authenticity) tng mpoélevong twv dedopévmv.

ii. Na emPeforcddoet 0TL TOo prjvupa éptace avarlloiwTto, epoécov to hash twv dedopévwv
ovpmintel pe to hash evtog g Ynelakng voypagng. Me avtdv tov tpomo eEacpo-
Alleton 1 axeparotne (integrity) Tov dedopévwv.

Me T0V 6LVSLAGHO TV TAPATAV®, Aépe OTL VO XPIOTEG LITOPODV VXX ETTLKOLVWVOUV HETED
TOUG He Kpumroypapnon an’ dxpn o akpy (end to end encryption).
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Zynua 2.2: Kpurroypdgnon an’ dxpn o’ dxpn

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry Sopry dedopévwv, 1 omoio
anaptiletan omtd @O (leaf nodes), mov mepiéyouvv hashes ad blocks dedopévwv, ko otd G-
Aoug kopPoug (non-leaf nodes), ot omoiot mepiéyovv ta hashes twv Buyatpik®v Tovg. Xtnv Kopven
Tov Oévdpov Pploketal To Aeyopevo root hash[[1].

H mio cuvnBiopévn vlomoinon eivon to dvadukd (binary) dévdpo Merkle, to omoio mepihoy-
Baver dvo Buyartpucotg kopPoug (child nodes) kdtw amd k&be yovikd non-leaf kopPo, ko eivor
QUTO TTOL AVOADETOL GTT GUVEXELOL.

To Merkle trees emitpémouvv v otodoTikr Kot c@oAT] ETOANOEVOT) TV TEPLEXOHEVOV TTOV
avnkovyv ot oeT dedopévwv peydrov peyébovg. H Pacikn diotnTa eivor 6TL yix k&Oe oeT dedopé-
VoV vIapyEL akpLPog éva mbavo dévdpo, to omolo de yiveton va TpomomoinBel xwpig vo arA el
TawTOYpove Kot To root hash.

Etol, péow Twv Aeyopevov Merkle proofs, prropotye:

« No amopavBotpe edv kamolar dedopéva avrjkovv oto §évdpo (pe tov aplBpod twv hashes
7oL Ot TpéTel v LITOAOYLGTODV Vi elvat aevdAoyog Tov AoyapiBpov Tov aptBpod twv leaf
nodes).

« No aodei€ovpe cLVOTTIKE TNV EYKUPOTNTA EVOS THNHATOG KAITTOLOV GET SeSOUEVWV, XWPLG
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va ypelaotel vo arodnkeboovpe 0AOKANPO TO0 cUVOAO dedopévwv.

« Noa dixcparicovpe TNV eykupoOTNTA £VOG GLYKEKPLUEVOL GLVOAOL SedOPEVOV EVTOG EVOG
peyalbtepov GOVOAOV, XWpIg var xpelaotel va ammokalv@Oel To mepLeyOpevo omolovdnmote
ek Twv OVo[2].

2.4  Aiktoa Opotypwv Koppwv

To dixtvo opoTIHWV KOPPwV 1) Peer-to-Peer (P2P) networks amoteAobv pio katavepnpévn ap-
XLTEKTOVIKT) SIKTOWV, Ol GUPHETEXOVTES (KOPPOL) TNG omolag pHoLpAlovTaL Vol TUHH TOV TOPWV
TOUG, e GTOYO TNV TaPOXTN Kamolag vinpeciag (1.x. Tov Stapolpacpod meptexopévov). Ev avtifé-
o€l e OLYKEVTPWTIKG SikTua TOTTOL client/server, ot kopPol (nodes) éxouvv amevbeiag tpocPact
OTOVG TTOPOLG, XWPLG TN dtopecordPnon evdidpeswv ovtoTTeV. Ol CUHHETEXOVTEG EVOG TETOLOV
duktvov eivar, dnAadn, TavTd)XpOVa, TOGO TAPOYOL, OGO KL ALTOVVTEG TOV TOPWV KOL TNG THPE-
XOpevng vanpeciog.[3]

To P2P networks pmopodv va xwplotovv ce dbo katnyopieg:

« Xta "Kaboapd” (Pure) P2P networks, oto omtoia toyveL 0TL 1] apaipect) evog Tuyoiov Kopfou
artd To diktvo dev pokadel kdolo TPOPANHa oe ALTO.

« Xta "YPpudikd” (Hybrid) P2P networks, ot omoiot GUpPETEXOUV EMUTAEOV KO KEVTPLKEG
OVTOTNTEG, TUPEXOVTOG ATTUPALTN T TUNHATX TWV TTPOCPEPOHEVOV VI PECLOV.

Ao €00 kol 670 €€NG, edv dev avaépeTal pnTd 1 Katnyopio kamotov P2P network, Oa ev-
VOEeLTaL OTL AVIKEL OTNV TPOT).

2.5 Blockchain

To blockchain amotedet pioe Sravepnpuévn dnpocia oelpd dedopévwv, mov datnpet évav ope-
TAPANTO WG TTPOG TO LGTOPLKO TOL kKartdhoyo (immutable ledger) Ynerakdv cuvarlayodv (digital
transactions) evog ayaBos (asset), m.x. evOg vopiopatog (token). Ileprypdpnke yior TpdyTn Qopd
70 2008 o7t évar dtopo (1 pia opdda avBpdmwv) yvwotd wg Satoshi Nakamoto, atoteAdvtag T
Béon tov kpumtovopiopatog (cryptocurrency) Bitcoin.[4]

Aopk6 otoryeio tov blockchain eiva To prhok (block), To omoio epiéyet piot opddoa ykvpwv
OUVOAAXY®DV TTOV £XOUV KoTokepPaTIoTEL kKo KwdikomotnBel oe éva §évdpo Merkle, to hash tov
TPOTYOUHEVOL MITAOK Kot pEPLKA arkOpor petadedopéva (.. nonce, timestamp). ‘Etol, k&Oe véo
prtAok “deiyvel” 6TO TTPONYoLHEVO Tov pésw Tov hash, emPePfardvovtag tnv akepaldTNTR TOU,
e to StadeyOpeva pIThok va oxnpatifouv teAlkd pio advoida, péypt To apyLtkd PITAok, TO omolo
elval yvwoto wg to pithok yéveong (genesis block).[5]

Qg mpog TNV KvpLOTNTXA €Ml wToV, To blockchain Guvﬁewg dev eAéyyetal amd KAToL Ke-
vTpky ovtotnTa, alld Swatnpeiton artd éva dnpodoto P2P Siktvo. O koépPol (nodes) Tov diktdov
OUHHOPPOVOVTOL CLALOYLKA HE €va TTPWTOKOAAO cuVaivVEST|S (Consensus) yuot TV €LKOLV@VIo
KoL TNV eMKOpwOTN Véwv prhok. [o mtapaderypa, oto Bitcoin, to consensus emituyydvetal péow
evog Proof of Work (PoW) adyopiBpov, 6mov ot koppot (miners) avtoywvifovtol o évag Tov aA-
Aov yia to motog B Aboel mpwtog éva cOvOeTo alyoptBpikd TpoPAnpa mov cuoyetiletan e
to ekdotote block. Avtdg mov Ba ta katapépel emiPpaPedetat yio v eneepyacTiky Loy0 O

Wrépyouvv kou kéuroleg vhomowjoelg Wiwtikév blockchain mov, dpwg, 8¢ Oa pog amasyoljoouy.
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damdvnoe pe éva mood anod bitcoin. Exeilva eivan ev pépet véa vopiopata ov koPovtar 1} “e€o-
poooovtal” ekeivn TN oTiypr] (0mwg opiletan omd To TPWTOKOAANO), aAAG Ko 6o TéAT (fees)
KotéBadav ol KOpPoL yla va Tpaylatomoltjoouy TG cuvaldayéc tov prAok. AEilel va onpetwdet
g dev elval avaykaio va dabétel kavelg oAokAnpo to blockchain (to omolo eivo oykmddeg) -
dAadn évav TANpn kOpPo - YL va emikolvwvroet pe To dikTtuo, aAAd apkel évag light node mov
amAd avopetadidel TNV cuvalloyn mov emBUEL VA TPAYHATOTOLGEL O XPHOTNG.

H dtevBuvoiodotnon oe éva blockchain emitvyyavetoun a€lomoldvtag tnv kpumtoypopio dn-
pootov kAewdov. To mpwtoékoAlo Tov ekdotote blockchain opilel évav alyopiBpo yia Tnv mo-
paywyn Cevyov kAewdiov (t.x. ECDSA oto Bitcoin). To dnpodoio amd avtd opilel tn SievBuvon,
EVO TO LOLOTIKO TXPOAHEVEL LUGTLKO, VIO TNV KATOXT) TOL XPNoTn. Me autd TOV TPOTO TPOKLITTEL
éva TpakTikd aveEdvtAnto mAR0og mOavody éykupwv dnpdciwv dievboveewy (. 2% yix to
Bitcoin), otig omoieg oL xproteg propodv va GTEAVOLY kKal va AopP&vouy Tocd TOv eKAGTOTE
Kpurtovopiopatog. Ia v amootoln evog mocsov, dniwvouy To fee mov embupovv va kota-
Baiovv ko voypdpouvv TNV emBLUNTH GLVOAAXYT He TO WLWTLKO Tovg kAewdl. H cuvaliayr
avopetodidetal oto SikTLo Kol Tapapével oto transaction pool péyplg 6Tov va yivel orodektr)
KoL va oupeptAngOei oto emopevo block.

Amo texvikn oxomud, to blockchain propet va Bewpnbel wg pio pnyavn katactdcewv Paot-
opévn oe ouvaldayég (transaction-based state machine). AnAad, Eekivéer amd pio apyikn xa-
thotaon (genesis state), ) omoio Tpomomoteitan otadiakd pe k&Be block, kot mepthopPdver oavi
TOoQ OTLYHN TIG SLeVBDVOELS e TOL TOOK TWV VOULOHATMOV TTOV TLG CVTLETOLYOVV.

2.6 Ethereum

>

4

Zxripa 2.3: Ethereum logo

To Ethereum eivou éva dnpocio blockchain avoiytod k®dika pe eyyevég KpLTTOVOULGHA TO
Ether (ETH). apéyel pla tpoypoppatioTikn TAXTOOpHA pe evowpatopévn pia Turing-complete
YAOOG TPOYPOAUHATIOHOD, TTOL pTopel va xpnotpomotnfel yix Tn dnplovpyiot amoKevTpwiLé-
vov epappoyodv (Decentralized Applications 1 DApps) péow tng xpnong “é€vmvev cupforainy”
(smart contracts).[6]

2.6.1 Smart Contracts & DApps

Me oA AOyia, oo smart contracts arroTeA oV LTOVOHO KOPPATIO KOJIK T omtoio eivo
amoBnkevpéva oto blockchain kau evepyomolovvtal pécw cvvarlaydv. Mmopodv va dioffalovv
Kot vae ypapouv dedopéva emi Touv blockchain, kAnpovopdvtag d10tnTeg OMWG TN drarpdveto
(transparency), Tnv eykvpotnta (validability) ko tnv apetofAntotnto (immutability).

Eva tapaderypa tng kabnpepvotnrog mov propel va topopoltacdei Aettovpytkd pe smart
contract eiva o awtopatog twANTAg[7]. Evag avtoépatog mwintig opileton wg éva autdVOpo
HXOVTHa TTOL SLarvépeL oryaD& 1) TTaLpéEL LIINPEGLES OTOAV ELGRYOVTAL GE ALTOV KEPHATA 1} KATTOLOL
NAEKTPOVLIKT] TANPWHUT. Ol AVTOHATOL TWANTEG elval TTPOYPAPHATICHEVOL VO EKTEAODV GUYKEKPL-
HEVOULG KavOveg 1oL o propoveay v 0plotolv e éva GLpPoALO.
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Me 6poto tpomo, o€ éva smart contract prropovv va kwdikoroinfovv avbaipeteg cuvapTHoELg
petaPoong, emLTPETOVTOG T SNHLOVPYLA TOLKIAWY TOKEVTPOHEVOV eQPappOY®dV. Ol e@opHOYEG
QUTEC PITOPOVV VAL XWPLOTOVV GE TPELG KATNYOPLEG:

+ OKOVOLKEC EPOPHOYEG, OL OTTOLES TTOPEXOLY GTOVG XPNOTES LOXVPOTEPOLG TPOTTOVG dLot-
xelprong ko cOvayng cupPaoewy X prOLILOTOLOVTG T X PHHATA TOVG. ALTO TTepLAapPivel
LTTO-VOHIGHAT, X PTLOTOOLKOVOHLKA TTapiywya, cVPPAceLg avTioTdBpiong kivdvvov, mop-
TOPOAL aToTapievoNG, dLoBNKeC, Kot TEALKA, KON KoL OPLOHEVES KT YOpPieG cUPPAce®Y
epyaciog TAPOUG KAHAKOG.

« Hpui-otkovopikég e@oppoyéc, OTov epmAEKoVTOL XPHHATO, OAAX 1) AELTOLPYLA TOVG epTTE-
préxer TapdAAnio ko pio a€loonpeiowtn pn vopiopatiky tievpd. Eva tétoto mopadetypo
elval oL LTOPTEG TANPOHESG Yot AVGELS Ge LIToAoYLo Tk tpofAfpata (BA. Gitcoin).

« Mn OLKOVOHLKEG EQOUPHOYES, OTTWG 1) CTTOKEVTPWHEVT] aoBnkevon dedopévwy, GLGTHRATA
tavtotntag (identity) ko eripng (reputation), SadikTvakés Ymng@oopieg Kol AITOKEVTPL-
pévn drokvPépvnon. O tedevTaieg ELGAYOLV KoL TNV VoL TV ATTOKEVTPOHEVOY AVTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrt®wv mov
EVEPYODV aLTOVOUQ, XWPLG TNV avaykn dtopecoldPnong kamolag cuykevTpwTikng (cen-
tralized) apxng.[6]

2.6.2 EVM

To smart contracts ektedovvtor amd v etkovikr] pnxovr) Tov Ethereum (Ethereum Virtual
Machine 1} EVM). H EVM autotelet pio quasiE—Turing—complete HIXOVT) KOTOOTACEWDV QLp)LTE-
ktoviknc Paciopévng oe otoifa (stack-based architecture). Xe vynAo eninedo, 1 EVM propei va
BewpnBel wg évag TOYKOGHLOG OUITOKEVTPWHEVOS VITOAOYLOTHG TTOV TEPLEXEL EKATOUPDPLOL EKTEAE-
oo avTikeipgeva, to kabévoa pe T dikr) Tov povipun aodnkn dedopévwv.

H EVM amoOnkevel 0Aeg Tig TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyebog AEENG
256 bit, kuplwg yia T SlevKOALYOT) TWV EYYEVHOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAEUTTIKNG
KOpTTOANG. AtoBétel éva sOVoAo dlevBuvelodoTioipwy oTolyeiwv dedopévmv:

« 'Evav opetdPAnto kdSka poypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-
code Tov smart contract pog extéAeoT).

« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« Evag xdpog poviung amobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&
pndeviopévog.

Ynapyel, emiong, éva cUvoAo petafAnTadv meptPailovtog kot dedopévmv, ov eivat Stabéopa
Kotd TNV ektéleon).[8]

2”quasi” eme1dn OAeg ot dadikacieg extédeong meplopilovtal ot évav memepacpévo apldpd LTOAOYIGTIKGY P1)-
HATOV artd TNV TocOTNTa gas mov eival Stabéoiun yia omotadrimote ektéleot) evog smart contract.
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2.7

To

IPFS

Zynpa 2.4: IPFS logo

IPFS (InterPlanetary File System) eiva éva P2P mpwtokoAdo vrepuéowv, oyediaouévo yia va

diatnpricel kau va avétoel ) yvaon g avBpwrotntag kavovag to Siadiktvo avaefaluiciuo, ovle-

KTIKO

kot o avoryto.[9] IIpakTikd TPOKELTAL YO VO KOTAVERNHEVO GUOTNHA Yl aobrkevoT

KoL tpocPact oe apyeia, LIoTOTOTOVGS, epappoyEg kot dedopéva. To meplexopevo eivon TpooPa-
OO0 HEGW eVOG SIKTOOL OHOTIHWY KOPPwV ov Ppickovtal 0movdrmoTe GTOV KOGHO, OL 0ToioL
evdéxeTon va va atoBnkevouv mAnpogopia, va tn petapépouv (relay nodes) 1 ko o §00.[[10]

O tpomog Aettovpyiag Tov IPFS Paciletan ota e€ng:

Movadikn tavtomoinon pécw drevbuvotodotnong mepiexopévou (content addressing).
To meprexopevo dev mpocdiopiletar amd tnv Tomobesia tov (.. https://...), aAA& amd To
L mepthopPavel. Kabe xoppdtt mepiexopévou €xet éva povadikd avayvoptotikd (Content
ID 1} CID), o omolo eivar to hash tov oe popery multihash (https://multiformats.io/
multihash/).

X0vdeon meplexopévou pécw kotevhuvopevov dkvkAwv ypaewv (Directed Acyclic
Graphs 11 DAGs). To IPFS a€lomotet DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv tng omolag kabe kKOpPPOG €xel wg Hovadikd avayvwploTtikd To hash tov mepieyo-
pévou tov (to CID).

baf...8

i foldername: pics
Child1: baf...6
Child2: baf...7 }
bat...6 baf...7
i fo}dername: fish { foldername: cats
Childl: baf...1 i
1 Childa: baf...4

Child2: baf...2 Child2: baf...5 }
Child3:  baf...3} ’

baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: ¢} content: J} content: @p} content: §53 content: %3

Zynpa 2.5: Merkle DAG[|11]

1o nopomtave Merkle DAG ta baf...i amoteAotv o CID twv apyeiov kot twv gokéAwv. To
dévdpo dnpovpyeiton amd KAT® TPOG TA TAVW®, LITOAOYilovTog K&Oe Popd T KATAAANAQL
hashes/CIDs. X¢ mepintwor mov To meplexOpevo evog kKOpPov aAldEel, ToTe aAldlel TG0
to CID tov, 660 kot T CIDs OAwV TV TPOyOV®V TOU.

AvakdAvPn TEPLEXOPUEVOU PHEC® KATAVEUNIEVOV TIVAK®OV KATaKePPATIopoV (Dis-
tributed Hash Tables } DHTs). O DHT eivou éva katavepnpévo cOOTHHO YLt TV QVTL-
otoiyion kAewdwv oe Tipég. Xto IPFS amotelel to OepeAlddeg cvoTaTIKO TOLV GLOTHHATOG
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dpopoAdYyNnoNg mEPLEXOHEVOL KOl AELTOVPYEL WG dGTAOPWOT) HETAED KATAAOYOL Kol GL-
otpatog TAonynong. Ilpaktikd mpokeital yio éva mivoka tov orofnkedel ToLog €xeL oo
dedopéva ka, HEcw ToL oTolov, 0 XPNOTNG Ppilokel TOV peer oL éxel ATOONKEVHEVO TO ETTL-
Bopuntod mepiLexOpEvVo.

Kat mov Ba mpémel va onpetwbei eivar mwg, cav tpoemihoyn, ot IPFS koppor avtipetonilovy
ta amoBnkevpéva dedopéva wg mpoowpivry pvipn (cache), mpdypo mov onpaiver 6tL dev vITAP-
XeL Koo eyyonon ot ekeiva Ba cvveyicovv va mapapévoovy amodnkevpéva oe avtovg. I tnv
amoPLYT TNG daypaPng Tovg antd tov garbage collector, Ta dedopéva Ba mpémer va onpavBovv
WG ONUAVTIKE, péow ToL “kap@irtodpatog” (pinning). Etot, yio tnv opodn) Aettovpyia .. piog
DApp mov Pacileton oto IPFS, o mpémel To meprexopevo g va eivat pinned ad apketols peers
Ka/1 va yivetou xprjon kamolov pinning service, wote va eEaxcpaiifetor Siabecipotnta tov.

Baowko mAeovéktnpa tov IPES eivat 011 0 amokevTpwtikdg Tov yapoaktipog divel n duvato-
TNTO VAL TOPEXETOL TO TEPLEXOHEVO Ao TTOAAOVG KOpPoug, oL omoiol BpickovTal oe dlopopeTikég
tomofecieg Ko Oev LITAYOVTAL GE KATTOLX GLYKEKPLUEVT KEVTIPLKY ap)T. Me avTtdv Tov TpoTO, T
dedopéva eiva 1o avBekTikd 1060 otd oy Sabeoipotntog (av évag kopPog aumoouvdebet,
Bo vTapyel kK&TTolog GANOG), 060 KoL ad Goyn avToxng ot Aoyokpioio. Mmopel, emiong, vo
QVOKTOVTAL YPNYOPOTEPQ, OGOV Ta dLBETOLY KAITOLOL KOVTLVOL peers, Tpaypa Wiaitepa mo-
AOTYLO GV YLO KOLVOTNTEG TTOL ElVOL KA SIKTUWHEVES TOTILKX AAA dev £xouv KOAT) oOVdeoT) e
T0 eVPLTEPO dLadiKTvLO.

2.8 OrbitDB

@

Zynpa 2.6: OrbitDB logo

H OrbitDB eivou pioe P2P Bdaon dedopévev avorytod kodika. Xpnoipomnotei To IPFS yix v
arodnkevon twv dedopévwv kot To IPES Pubsub yix tov avtopato cuyyxpoviopd twv Paoewv
dedopévwv peta€d twv peers. Eivon pio tedcd ocvvenrg (eventually consistent) ko ypnotpo-
noteli CRDTs (Conflict-Free Replicated Data Types) yio ocvyywvetoelg Paoewv dedopévwv xw-
pig ovykpoveoelg, Tpaypa ov tnv kabiotd e€aupetikn emhoyn yia DApps ko offline-first web
applications.[[12]

Kamowa Baoikd yapaktnpiotikd tng eivoe ta e€ng:

« Stores: H OrbitDB mapéyel dipopouvg tOmovg Paoewv (stores) yio diapopetikd povTéAa
dedOPEVWV KoL TTEPUTTMOCELG XPTIOTG:

log: éva apetaPAnto (LOVO Y TPOGAPTNOT)) NUEPOAOYLO e VLY VEDOLUO LGTOPLKO.

feed: éva petafAnto apyeio kaToypo@ng pe aviyveOOLHO LGTOPLKO, TOL OTTOLOV OL KO-
TAXWPNOELG LITOpPOLVY var TpooTtefovv Kot var apatpefoiv.

keyvalue: pioa faon dedopévwv KAELOLOV-TIHOV.

docs: pia Paon dedopévav eyypapwv atnv omoia propolv va apyetofetnBodv éy-
ypoga JSON pe éva kaBopiopévo kAeldi.

17



— counter: pio B&or SedopéveV Yo KATOHETPTIOT) CUUPAVTOV.

OMa ta stores vAoTotoOVTOL TAVW oTo ipfs-log, pioe apetdPAntn, operation-based CRDT
YLO KOTOVEPNHEVOL GUOTHHATO, £V VITAPXEL KoL 1) SUVATOTNTA SNHLOVPYLNS TPOCAPUOGHE-
VvV stores avaAoyo e TNV mEPInTwoT).

+ Address: KaBe paon dedopévov Aapfdvet katd tn dnpovpyio tng pio dievBuvven tng pop-
¢Ng: /orbitdb/CID/DATABASE_NAME, 6mtov CID eivon to IPFS multihash tov pavigéotov g,
eved To DATABASE_NAME eivan to ovopa g Paong[13]. To pavipéosto eivar éva IPFS
object mov mepiéxel TANpoopieg TG PAoNG OTWG TO OVOUX, TOV TUTTO KL £vay delkTn 6TOV
eheyktr npocPaong (access controller).

« Identity: K&Be popa mov mpootifeton pio eyypapn otn Pdomn vroypagetal ond tov 8-
HLovpyo NG, 0 omoiog mpoodiopiletal amd pla tavtotnta (identity). To Identity object,
TEPOL ATTO TOV TPOETIAEYHEVO TPOTO AELTOVPYLOG, HTTOPEL VO TPOCUPUOCTEL ETOL DOTE VoL
ovvdéeTat e KAoLo e€wteptkd avayvoplotikd. H poper tou éxet wg eEng (BA. koL https:
//github.com/orbitdb/orbit-db-1identity-provider):

_id: '<the ID of the external identity>',
_publicKey: '<signing key used to sign OrbitDB entries (auto-generated by OrbitDB)>',
signatures: {

id: '<signature of _id signed using _publicKey>',

publicKey: '<signature of signatures.id + _publicKey using _id>'

}s
type: 'orbitdb'

Zynpa 2.7: OrbitDB Identity

+ Access Control: Katd tn dnpovpyia piog faong propodv va opiotodv 6cot Ba éxouv dikai-
WO Vo Ypayouv oe autv pécw evog eleykTn mpocPaong (access controller). O eAeyktng
Oo mepthapPavel T public keys Tovg, Ta omoia prropotv v avaktnBotv ad to identity tov
kaBevog. Amd mpoemihoyn ko av dev opiletan dioupopetikd, divetor tpodcPact eyypopng
povo atov dnpovpyod tng Paong.
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https://github.com/orbitdb/orbit-db-identity-provider
https://github.com/orbitdb/orbit-db-identity-provider

KepaAaro 3
Y XEOLOOT EPUPHOYNG

3.1 Aoywd pépn

H mAat@oppa propet va Staywplotetl oe d0o Aoyikd pépn:

1) To Tp®TO PEPOG OUTOTEAEL it ALTOTEAT KO TTAPWG OTOKEVTPWTLKT) TAATPOPHA TTOV OTO-
X0G NG eivor v Tapéyel tn duvatotnta edevbepiog Aoyov ampdcPAntov oe Aoyokpioio kat dia-
YPOQT otd KEVTPLKEG ovTOTNTEG e€ovaiag. 2tnv ovoia e8¢ Ba pmopel - e poe aTAomonpévn
ekdox - omotoodnote va dnplovpyrioet topics 1} va atavtroel oe dAlo. Ene€epyaotikdg mopn-
vag Bo elvan éva smart contract To omoio Qo déyeton amd Tovg xproteg transactions kot Oa To
eyypaoeL oto Storage Layer:

To HELOVEKTNHX QULTOV TOL KOPHATLOD ELVOL TTOG YL VO AELTOVPYTOEL aatel yior ke trans-
action ot xprioteg va xatafalovv kamoto TéAog yio Ta fees. Av kai vtépyovv oxédia amd TV
opado avamtuEng tov Ethereum yio tn peiwor) touvg oto péAdov (wg ko 10-2), ta fees otn xpnon
™ EVM Oa eivan avamogevkta. Qotdco Oo mpémel va onpetBel 0TL apevOog mopéxouy P HopeT)
TPOCTAGLAS ATEVAVTL o€ KakOBovAovg yprioteg mov Ba TANppOpLlay TNV eQoppoyr) pe avemfv-
HNTO TOCOTIKG/TOLOTIKG TTepLeOpeVo (Do TOLG HTAV OLKOVOHLKG acOHPOPT Hio TETOola entifeoT),
aPeTEPOL LITAPYOLY kAol workarounds yia vo pelwBel SpaoTIKG 1) EPTAOKT] TOL XPNOTN HeE
NV KataoAr] TEADV, KATL OV TEPLYPAPETAL TAPAKAT® OTLS Katnyopieg xpnotov. Ta mapa-
TV TPAKTIKA onpoivouy 6Tt To Smart Contract Oa pérmer avd diaotripata va goptileton (oo
onotovdrmote) pe Ethereum 1) ot xprjoteg (PA. katnyopieg xpnotadv) va katofdhovv ta dikd Toug
e€oda.

2) To delTepo PEPOG ATTOTEAEL PO HEPLKAOG ATTOKEVTPWOTLKT KOL 1] RUTOTEAT] TAXTPOPHA TOV
épxeTon v Aettovpyroel emmpocBeta otnv mp@th. To KOpp&TL avtd atevBiveTal ATTOKAELGTIKG
o€ emKLpOpEVa pHEAN Tov ATIO kot cLVIETA éva ApeCOSNHOKPATLKO GVGTNHX YNPOPOpLag TOV
B eyyvdtal oe VYNAO PaBpd TNV EYKLPOTNTA KL TNV AVWVUVRLX TOV dLadlkacLdV Tov. Me Alyo
Aoy, Ba Snpovpyovvton Béparta Tpog Yneogopio (6To TPOTO KOPPATL), Thvw ot omoic Oo
ymeilovv dooL €xouvv To dikaiwpa (avtol Ba opilovton pe TNV katoyn evog avaloyou token 6to
Ethereum).

O xpnotng péow evog Frontend (piag kAaoiknig totooelidag ovolaotikd) Oa propel va -
otomoloel pécw login oto it.auth.gr® v axadnpaikn tov TavtoTnT. 21N cvvéxela to TDS
(Token Distribution Service, eAéyyovtag To admin account twv tokens O wapéyel 6To xprotn
dvo tokens. Eva to omoio Ba tov divel voting rights (verified user) ko éva tov Oat k&vel tn wAot-
QOPHO VOL TOV ETLGTPEPEL TaL TEAT TaL OOl TANPOVOLV Ge K&Be post Toug (trusted user).

“Idavikd, pe tn ovvepyaoio tov AIIO, to UAS Oa aotelel vmnpecio cuvepyalOpevn pe tnv
Yrodopn motomoinong kat e€ovorodotnong (BA. https://it.auth.gr/el/infrastructure/aai). Avté om-
Hoivel 0TL oL xprioteg 8¢ Ba xpetdletal va epmiatevtovv Tov UAS pe ta it credential toug.
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3.2 Katnyopieg xpnotwv

3.21 Ilpwto pépog

Onwg mpoeutdinke, To TPOTO PEPOS TNG TAXTOOpaG Bt lval avolytd oe OAovg. Qotdoo, oL
XPNoTeg TOL propovv va drokplBodv oTig e€ng dvo katnyopleg:

« Epmota péAn tov Siktoov (trusted users)
« Mn épmota péAn (untrusted users)

Baowkn diaxpopd Twv dVo katnyoplodv eival mwg eved ol trusted users Oo amolnpidvovTon
avtopata amd to (evv. popTicpévo) smart contract ko apo Oa eivon amoAlaypévor ammd TéAD,
oL devtepot Ba mpémel va katafdrlovv povor tovg T TéAn toug (fees) yiar k&Be evépyeia (..
posting).

H epmiotootvny evog ypriotn (trust) propei va oprotel og évag aképarog aplBpdg pe k&rolo
KATOQAL, Tévw amd o omoio o xprotng Ba Bewpeitar trusted. To trust Oa prropet vor av€operve-
T VA TAC A GTLYHT, PE TOLG XPrioTeg va divouy kat va aipvouv Babpodg trust oe/amd dAiovg.

AkileL va onpetwBel emiong ot emeldn) OAeg oL Guvalayég Katayplpovtat, eivat duvatd vo
vtoAoyloTel To cLVOALKO Tood Tov Ethereum mov éxel £0déyel évag common user péypt vo yivel
trusted ko éTo1 pmopel otadlakd vor Tov emoTPaPEl HEG® TOL contract. Avto divel kivnTpo oTOLg
XPNOTES va ST POV GWOTH GUUTTEPLPOPX Kol VoL GUHPAAAOLY BeTikd TNV TAATPOpLO.

3.2.2 Asg0tepo pépog

T to devTEPO PEPOG TNG TAATPOPHOG, OL XPNOTEG TOL propolLv va dakplBodv otig e€ng
KaTnyopleg:

« IIictomownpéva péAn tov AILG. (verified users)

« Mn motomonpéva péAn tov AILO. (untrusted users)

YXeTIKA pe To Stkatwpa YReov yio oavBevTiicég SnpokpaTikég amophoelg oxeTikég pe to AllO,
avtd Ba to éxouv povo ou verified yprioteg Tov duktvov. Ou verified yprioteg Ba popoovv emi-
TAEOV VoL AN AeTTOpolV pe TNV TAXT@Oppa eEapyng xwplg tnv katofoAn teddv (Do Eexivave
wg trusted), tpdypo ov BéPara de onpaiver 6tL y&vovtag trust de Oo propodv va ydoouvv avtod
TO TPOVOLLO.

3.2.3 X0voyn xpnotwv

SUPTTEPAGHATIKA TTPOKDITTOVV TEGOEPLG OLAKPLTES KATIYOPLEG XPNOTOV He EEXWPLOTA dLKOL®d-
HOTOL TTOV POUVOVTOL GTO TTOPOKATW dLorypopo:

3.3 Amnaitnoeig Aoylopikov

3.4 Xevapra xpnong

Baoko pépog tng oxedlaong g TAATQOPHAS TAV 1] KATOYPOPT) TOV ATTXLTHCEMVY 1] OTTOLo
éywe oo mponyodpevo kepddao (B.3) kabog ka1 oxedioon ko avamTuEn TV cevapioy xpi-
ong. Ta cevapla xpriong avtiotolyilovv TOaVEG eVEPYELEG TV XPNOTOV He AITOKPLOELS TOV OU-
OTNHUTOG. MEGW TNG AVTIOTOLYLONG QUTNG TOPOLGLATETAL 1) AELTOVPYLKOTNTA TOV CUGTHHOTOG
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KOl TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG OGO KOL OL [T AELTOVPYLKEG QTTAULTHGELG TOV GUOTHHA-

TOG.

IMoapatiBevtal edo Toe GEVAPLE XPTIOTG TTOL dLVOLV TIG ATTAPALTNTES TTANPOPOPLES YLoL TNV KO-
TOVONOT) TNG AELTOLPYLAG TOV GUOTHHATOG.

3.41 ZXevapro xpnong 1: Eyypaen xpnon

Eyypagopot 610 cbotnpa

S0vVTopn TEpLypogn

Avagopd AA

Avagopd MAA
[Tupodotnon dpactnplotnTag

210X0G TOL Gevapiov XProNg elval 0 eMOKENTNG Vo PTopel

Vo eYYpa@el 0TO GUGTNHA WG XPNOTNG.

TODO
TODO

O emMoKENTNG TATAEL TO KOVUTTL £YYPAPT.

[Ipodm6Oeon O emokénng mpémel va €xeL avoilel Tnv oeAida Tng epoppo-
MUIS
Hivaxoag 3.1: Zevapio ypriong 1, eyypapy xprotn oTo oUoThu.
Baowkn pon

Fpappn Evépyera xpniotn cvotnpotog Am&vinon ZuoTnpotog

1 O ypriotng matdel To kovpni eyypopr. To cbotnpa eppoavifel tnv @oppa “Ey-

ypagpn Xpriotn”.
2 O xpnotng ocvpnAnpovel ta tedioc kat - To cOGTNHA eLloAyEL VEO XPNOTH GTO
matdeL To Koupsti “YmofoAn”. blockchain.
3 - To ovoTnua dnpovpyel TIg TpocwITL-
kég Paoelg Paoelg dedopévwv OrbitDb
TOL YPNOTH).

4 - To ocVomnua eppoviler v @oOpHa
“TIAnpogopieg Xpriotn™.

5 O xpriotng cvpmAnpavel Tig Tpocw- To choTnua elodyel TIG TANPOPOpieg
TLKEG TOL TTANPOPOPLEG KL TTATAEL TO  XPHOTH OTNV TPOCWILKY Tov Pdom
xoupti “YmoPoAr)”. OrbitDb.

Meténertae To ovotnua petafPaivel oty apyLkn ceAlda Tng eQappoyng.

KATAOTOON:

Hivaxag 3.2: Xevapio ypriong 1 - Baouxi porj

21



Evollaktikn pon 1: Ta otouyeio xpriotn eivor AavOacpéva.

Egocov o xpnotng otn ypappr 2 8ev cUUTANPOGEL TO TESL0 OVOUATOG XPTOTH 1) GUMTANPOGCEL
EVOL OVOHLX X PT|OTT) TO 07010 lvort 1181 € XP1IOT) GTO GUO TN, TO GOC TN TTPETEL VAL ETLOTPEPEL
OXETLKO HIVUHA CYAAHATOG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 - To cvotnpa eppaviler pvopo cOAApR-
TOG,.

To cbotnpa emtotpéel otn ypoppur 1 tng faciknig pors.

Hivaxag 3.3: Zevapio ypriong 1 - Evaldaktixy poyj 1

EvaAlaktikni pon 2: O xpriotng matdel To kovpri “Akvpo”.

Epdoov o xpnotng otn ypoppn 2 tng Baoikrig Porjg emhé€el “Axvpo” 1o chotnpa emotpépel
oTNV apyLKy ceAlda TNG EPappHOYTG.

Fpappn  Evépyeia xpnotn cvotiuotog Ané&vinon Zvotnpatog
1 O xpno1ng matdet To Kovpi “Axvpo” To cVGTNHA ETLOTPEPEL OTNV APYLKT| OE-
Ada NG epappoyng.

To cevaplo ypriong teppartiletat.

Iivakag 3.4: Xevapro yprions 1 - Evaddakxtixij porj 2

EvaAlaktikn pon 3: O xpriotng mtatder to kovpri “TlapdAnin’.

Epdoov o xpriotng otn ypapur 5 tng Baoikrg Porjg emdé€er “TlapdAnym” to cbotnpo emt-
OTPEPEL TNV OPYLKT] AL TNG EPAPHOYTC.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpuotog
1 O ypnotng matdel to kovpmi ‘Tapd- To cOOTNHA eMOTPEPEL GTHV APXLKT] OE-
Anym” Aida NG eappoyrg.

To cevaplo ypriong teppatiletot.

Mivakag 3.5: Xevapio yprions 1 - EvaAdaxtiki porj 3
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3.4.2 Xevaplo xpnong 2: Anpovpyic véov Oépatog

Anplovpym véo Bépa
S0OvTopn mepLypogn 31dX0G TOL oevaplov XproNg elval 0 XPNoTNG Vo PITopel va
dnpovpynoet véo Bépa.
Avagopd AA TODO
Avagopd MAA TODO

[Mupodotnon dpactnpiotntag O xproTng matdel To KOV dnpiovpyiag véou Bépartoc.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketo
otV apyLkn oeAido.

Mivakag 3.6: Xevapro ypriong 2, Snuiovpyia véov Oéuarog.

Baowkn pon
ITpappn Evépyerx xpniotn cvotnpotog Anévinon Zvotnpuotog
1 O xprotng matdel To kovpsi dnuiovp-  To cvotnpa epgavilel Tnv @oppo “An-
ylog véov Bépartog. provpyio Oépartog’.
2 O xpnotng ocvpmAnpovel ta tedic koaw  To obotnpa ewoayer véo Bépa oto
natdeL To Koupsti Yoo, blockchain.
3 - To cbotnua elodyel TG TANPOPOpPLeg
Tov Bépatog otnv mpoocwmiky Paon
OrbitDb tov ypriotn.

Meténerta  To cOotnpa petoPaivel otnv oelida Tov véov Bépatog.
KOTAOTOON:

Hivaxag 3.7: Xevapio ypriong 2 - Baouki porj
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EvoAlaktkn pon 1: O xpriotng dnpovpyet Yyngogopia.

Epdoov o xpriotng otn ypoppr 2 tng Baowrg Porjg emAé€el “TIpocOrjkn ¥neogopiag” to ov-
oTnpa avavedvel TNV oedida tpoobétovtag ta emumAéov media tng oppog “Anpiovpyio ¥n-
popoping”.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog

1 O xpnotng, agod ovpnAnpacer tn  To cbotnpa avavemvel T celida pe To
eoppo “Anpovpyioe Oépartog”, matder  media tng @oppag “Anpovpyio ¥ngogo-
10 kovprti “TIpocOrikn Yymeopopiog” piog”.

2 O xpnotng cvpunAnpovel ta medio kot To cboTnua elodyel To véo Bépa kKabwg
natdeL To kovpsti ‘Yoo, KoL TN véa Ymgpogopia oto blockchain.

3 - To cOoTnpa eLoGyeL TIG TANPOPOPLES TOV

Oépatog xat tng Yneogopiag oTig mPO-
owmnikég Paoelg OrbitDb tov xprot.

To cbvotnua petaPaivel otnv celida Tov véov Bépartoc.

Hivaxag 3.8: Zevapio ypriong 2 - Evaldaktixy poyj 1

EvaAlaktikni pon 2: O xpriotng matdel To kovpri “Akvpo”.

Egpocov o ypriotng otn ypoppn 2 tng Baoikrg Porig 1§ otn ypappr 2 tng Evadaktikrg Porig 1
emAé€el “AkUPO” TO GUOTNUX ETLGTPEPEL GTHV APYLKT] OEAISX TNG EQAPHOYTIG.

Fpappn  Evépyeia xpnotn cuotnuotog An&vinon Zuotnpotog
1 O xpno1ng matdet To Kovpmi “Axvpo” To cVGTNHA ETLOTPEPEL OTNV APYLKT] OE-
Ada NG epappoyng.

To cevaplo ypriong TeppatileTol.

ivaxag 3.9: Xevdpio ypriong 2 - Evaddaxtixi porj 2
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3.4.3 Xevapro xpnong 3: Avaktnon 0épotog

Avakto éva Oépo

Y0vtoun mepLypagn 21OX0G TOL CEVAPLOL YPT|ONG ELVAL O ETTLOKETTNG 1) O XPNOTNG
Vo popel vor avaktrioel éve Oépa.

Avagopd AA TODO

Avagopd MAA TODO

[Tupodotnon dpactnpiotntag O emokENTNG 1) XPNOTNG TATAEL G€ £va ad Ta Dépatar.

[IpodmoOeon O emokénTng 1) XPNoTNG TPETEL var €XEL avoiEel Tnv celida
G EPAPUOYTC.

IMTivakag 3.10: Xevdpio ypriong 3, avaktnon Oduarog.

Baowkn pon
Tpappn Evépyerx xpniotn cvstnpotog Anévinon Zvotnpuotog
1 O xpnotng matdel oe éva amd o 0é-  To ocOOTNHA VKT TIG TTANPOPOPLeg
pota tng AloTag. Tov Bépatog atd To blockchain.
2 - To cOGTNHA AVOKTA TO PN VOHATO TOV

DépaTog aVTLYpAPOVTOG TIC TPOCWITL-
kég Paoelg OrbitDb twv cvyypagéwv.

Meténertae To cVotnpa petaPaivel oty cedida Tov Oépatog.
KOTAOTOON:

Hivaxag 3.11: Zevapio yprions 3 - Baoiky porj
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3.4.4 Xevapro xpriong 4: Anpovpyia vEou HNVOROTOG

Anplovpym véo pnvopo
S0OvTopn mepLypogn 31dX0G TOL oevaplov XproNg elval 0 XPNoTNG Vo PITopel va
dNHLoLPYTCEL VEO PIVUHCL.
Avagopd AA TODO
Avagopd MAA TODO

[Mupodotnon dpactnpiotntag O xprnoTng matdel To KOV SNHLOVPYLNG VEOU PN VOHATOC.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketo
otnv ceAida evog Bépartoc.

ITivakag 3.12: Xevdpio ypriong 4, dnuiovpyia véov unviuarog.

Baowkn pon
ITpappn Evépyerx xpniotn cvotnpotog Anévinon Zvotnpuotog
1 O xprotng matdel To kovpsi dnuiovp-  To cvotnpa epgavilel Tnv @oppo “An-
ylag véouv pnviparog. provpyioe Mnvopartog’.
2 O xpnotng ocvpmAnpovel ta tedio kat  To ocOGTNH ELGRYEL VEO PIVUHO GTO
natdeL To Koupsti Yoo, blockchain.
3 - To cbotnua elodyel TG TANPOPOpPLeg
TOL UNVOHATOG GTNV TTPOCWITLKT f&oT
OrbitDb tov ypriotn.

Meténerta  To cOotnpa mapopével otn oelida Tov Bépatog eppavilovtag To véo Privupa.
KOTAOTOON:

Hivaxag 3.13: Xevapio yprjons 4 - Baoiktj porj
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EvaAlaktikn pon 1: O xpriotng otder o kovpri “Axvpo”.

Epdocov o xpriotng otn ypopun 2 tng Baoikrig Porjg emdé€el “Axvpo” 1o oot emioTpépel
otn ceAida Tov Bépatoc.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cbotnua emoTpépel 6Tn ceAida Tov
Oépatog.

To cevdiplo xpriong teppatiletat.

IMivakag 3.14: Xevdpio ypriong 4 - Evaddlaktikij porj 1

3.45 Xevapro xpriong 5: ¥neiwon oe pneogopia

Ynoilw oe Ppneogopio

2 0vTOouN TTEPLYPOPT) 210X0G TOL cevapiov Xprong eival o0 XproTng va propel va
Unoioel oe pio Ymeogopia.

Avagopd AA TODO

Avagopd MAA TODO

[Tupodotnon dpactnpotntag O xproTng TATAEL TO KOVUTL Yn@opopiog.

[IpodmoOeon O xpriotng va éxel ouvdebel oTtnv epappoyn kot vo Ppioketot
otnv oeAida evog Bépatog to omoio mepthapPvel Ynpogpopio.

Iivaxag 3.15: Xevapio yprions 5, Yreion oe ympopopic.

Baowkn pon
Tpappn Evépyerx xpniotn cvotnpotog Anévinon Zvotnpuotog
1 O xpriotng matdel To kovpmi tng emt- To oclotnua elohyel véa Yreo oTo

Aoyng mov emBupel va Ynoeicer ko  blockchain.
natdeL To Koupsti “YrofoAn”.

Meténertaa To cVoTnpa avave®vel TG TANPOYopieg TNG Yngopopiag.
KATAOTOON:

Hivaxag 3.16: Xevapio yprjong 5 - Baoiky porj
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3.4.6 Xevapro xpnong 6: Yneion unvopatog

¥Yneilw oe pnvopa

S0OvTopn TEepLypopn 21dX0G TOL cevaplov Xprong elval o XproTNng va Popel va
vrtepympioel 1) katoyneicet €vor Pvopc.

Avagopd AA TODO

Avagpopd MAA TODO

[Tupodotnon dpactnprotnTag O eMOKENTNG TATAEL TO KOVMUTL LITEPYNPLONG 1) KATOYT|PL-
omngG.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketot

otnv ceAlda evog Bépatog to omoio mepthopPdvel ToLAdXL-
oTOV éva HIVUpX TO o7toio dev éxel dnpiovpynaoet o idLog.

Hivaxag 3.17: Xevapio ypriong 6, Yrjpion unvoparog.

Baowkn pon
Tpapun Evépyerx xpnotn cvotnpotog Anévinon Zvotnpotog
1 O xpnotng matdel 6to Kovpmi vep- To cVotnua elcdyel véa Yneo pnvo-
yneiong pnvOopaTog. potog oto blockchain.

Meténertae To oVoTnpa avove®vel TG Y1jPouvg Tov PnvOHATOG.
KATAOTOON:

Hivaxag 3.18: Zevapio yprjong 6 - Baoiky porj

3.5 Texvoloyieg

3.5.1 Ethereum

ZeKLVOVTAG TNV oxedlaon TNG TAATYOPHAS TPAYHOTOTTOU]CAE EPELVA DOTE VO VAKOAD-
Youpe TIg mhavég emAOYES yia TO KOppdTtL TG Saevepnpévng ene€epyaoiog (distributed comput-
ing). AVaAOYLOTHKOLE TO TTPOTEPTHATA KOl HELOVEKTHHAT SLAPOPWV EMAOY®OV, GUpTEPLAapPa-
VOHEV®V TV ...

Em\é€ope va tpoywpricovpe pe to Ethereum ko 6xt kol GAAN TAat@oppor emeldn ...

To Ethereum eivou ... ITapéyer Smart Contracts akohovBdvtag to povtédo ... Proof of work
elvat ... O TpOMTOG OV LITOAOYLLETOL KOl TTANPOVETAL 1] KATAVAADNEVT) ETTEEEPYATTIKT] LOY VG vl
... Autd eledryovv Toug e€ng meploplopong Tov mpémel va Aoy vITOYLY KT TNV LAOTOLNCN

[Ipoxwpwvtog tnv texvoroyia tov blockchain éva frpa mapamépa, Eexivioav va dnpovp-
YOUVTOL TTPOYPOUHATIOTIKES TTAXTPOPHES YL TNV AVATITUEN QUITOKEVTPWOTIKOV epappoy®v (De-
centralized Applications 1j DApps). H mpmtn ko, péxpr tdpa, mo Snpo@iAng, toxvpn kot AeL-
ToLpYLKT) TAaTEOppa eivar To Ethereum.
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>to Ethereum vnédpyovv dvo eidn Aoyapracpov: ol Externally Owned Accounts ko ot Con-
tracts Accounts. H dtxpopd Toug eivar 0Tt evdd oL TPOTOL EAEYXOVTOL AITO TOVG XPHOTEG, OL delTe-
pot draxbétovv éva apetdPAnto (immutable) koppdtt KOSk To omoio aroteAel éva Smart Con-
tract. Otav pia cvvadayr) otadei oe éva Smart Contract, 0 cvoyeTl{OpeVog KOSIKAG eKTEAEL-
to amd tnv “Ethereum Virtual Machine (EVM)” oe k&g kopPo (ko ev téder GAoL épyovton o€
consensus). Pvoik, yia v ektéleot twv operations otnv EVM (0mwg xat yio Tor artA& transac-
tions) ypetdleton va So0ovv kdamoia fees 6Tovg miners wg avrapolPn yix tnv epyacio Toug.

3.5.2 IPFS, OrbitDB

Onwg 1 emroyn tov Blockchain, mov meprypaonke oto mponyodpevo kepdhaio (insert ref-
erence), Opolwg Ko 1) eTAOYT TOL AoYLoptkob mov Ba xpnoipomonbel ylo TNV KoTovepunpévn
amoOnkevon dedopévwv Eexivnoe pe pia Epevva TV ETLAOY®OV TTOL VITAPYOLY. AVOAOYLOTKOYLE
TOL TTPOTEPTIHALTAL KO HELOVEKTIHATO SLAPOPWV ETLAOYDV, GUUTEPLAAPPAVOHEVOV TOV ...

EmAé€ape va mpoywpricovpe pe to IPES ko tnv OrbitDB évavtt GAAwv Aboewv emeld) ...

To IPFS eivou ... ITopéxet ... pe Tov e€Ng TpoOTo ... Awpedv ... AUTE TA XAPAKTNPLOTLKA ELGOYOLV
ToUvG €€NG MEPLOPLOROVG OV TTPETteL var AneBovv vITOYLY KaTd TNV LAOTOINoT) ...

H OrbitDB eivau ... xau ypnopomotei to IPES yio va katapépet Ta e€1g XapakTnpLloTiKd ...
[Tepropiopot oAt KAT ...

Evo ortd ot TpoATHOTO TTOU TPOKDITTOLV HE TNV UITOKEVTPWOT EPAPHOYDV ELVOL ALTO TNG V-
peoTg TV resources oL xpetalopaote. To TpoPAnpa éykelton 6To yeyovog OTL dev LTTAPYEL £VOG
server kot apa pice povadikn devbuvven IP atd tnv omola propodpe vor TAPOLHE TO AVTLKELHEVO
7oL Ydryvoupe, S10TL OAx eivan Sravepnpéva oto diktvo. EmmAéov n amobrikevon peydhov dykov
ANpogoplodv 6to Ethereum on-chain éyel amayopeutikd peyddo k6GTOG 0TOTE ATOPPLITTETALL.

To mpoPANpa avayetar oe avtd TNG emkoveviog petafd towv kopPov. Av kaboplotel éva
TPOTUTTO ETMLKOLVWVIAG PETAED TV KOPPwV TOTE Ta arvTikeipeva prropovv va Bpebotv (ntovtag
O 0TtO TOLG YELTOVLKOUS KOPPoUG, oL omoiol pe tn oelpd touvg Ba ta {ntrjoouvv amd tovg dikovg
TOUG YelToveg kot ov To K&Be e€Ng, PéxpL To avTikeipevo va Ppebet ko va otalel otov KOpPo mov
apxkd to {rtnoe.

To IPFS eivou éva vEo TPOTOKOANO HETAPOPAS LITEPKELPEVOL TTOL PPLOKETOL OLKOHA VIO LV~
ntu€n. Onwg 10 Yyvwotd tpwtdékorlo HT TP, yia cuykevipwTikd cvotipata, £tot ko to IPFS, yio
QITOKEVTPWTIKA GLOTART, kKoBopilel To TPOTLITO TO 0MTOLo Bt Y PNOLHOTOLOVY T TEPHATLKA TOV
SKTOOUL Yl VoL EMTKOLVWVOUV PeTaED TOVG. XPTOLUOTTOLEL KPUTTTOYPAPLKES TEXVIKEG, OTTWG AVTEG
7oV eldaple TOPATAV®, KOB®OG Kot SLdpopeg dAAeg TeEXVOAOYieS Yl va:

+ OULVTOVICEL T1) TTOLPASOCT) TTEPLEXOUEVOU

+ VAOTIOLOEL GTPOPX GOVIEGTG HEGW OTTOLOLSTITTOTE TPWTOKOAAOL Sk THOV
« oplioel éva cVOTNH OVOPATWV TopéwV (DNS)

« LAOTIOLNCEL GTPOHA HPOHOAOYNOTG

+ dwxpolpaoet apyeio pe peer-to-peer (P2P) texvikég

'Etot 1o IPFS opilet éva vEo SiKTLO LITOAOYLOTOV TTOL GUPTANPOVEL TO ST LITEPYOVTA (WWW,
Tor, .bit) Statnpdvtag TARPOS WTOKEVTPWOHEVT) APYLTEKTOVLKT] KOl KAVEVO KEVTPLKO OTHELD oTTo-
Tuyiag.

Svvomtikd, dnAadn), oto IPFS amobnkevovron dievbuvorodotnpéva faoel mepiexopévou (con-
tent addressable) apyela, o omoiot avakto®vTon Paoel tov hash twv meplexopévov tovg (avti
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ytoe Ty Tomofecio Tovg), EVe avakaAbITTOVTAL Kot dtopotpalovtal pécw Tov mapexopevov P2P
network layer. AiCet, wot600, vor onpelwdel mwg to layer awtd dev eyyvdrtar amd povo Tov To
hosting TV apyeiwv kot o dabéopo bandwidth yio tnv avdktnon tovg, Tpdypa Tov onpoivel
0TL B pémel va yivel Topoy ) LITOSOHNG AITO TOLG XPTOTES LKAV Vo LIToo T piEel évav eAdyLoTO
aplOpo kopPwv amobnkevong.

[IpoxelTal ylor GUUITANPOHATIKEG TEXVOAOYIEG OTIG TAPATAV® TOV GTOYO €XOLV TNV OPYQ-
VOOT) TV arrodnKevpéveov TANPOoYopLOV o€ popPn faoewv dedopévwv.

3.6 IIpodiaypagn pedddov vAOTOINONG KAL XPOVOTLPOYPULL-
HOTIGPOG

3.6.1 IIpodraypogn KOKAwV

Enontikd, n diadikacio tng vAomoinong meplypagetal wg eEng:

3.6.2 Ilpwtn @daon

Ytveton éva Ethereum Private Network wg Bdon mave otnv omoio B SovAéyovpe. TTavw
oe aLTO Ypayoupe T contracts ov Ba eivar vtevBLVaA Y diekTepaiwon 1) Un Twv posts. Xt
OULVEYELX AVOTTUGGETOL O OITALPALTITOG KOOLKOG TOL LAOTOLEL TO posting X PrOLHOTOLOVTOG TLG
BipArobrkeg wov divovton amd to IPFS yio tnv emikovovia peta€d twv kOpPfwv Tov StkTdou Kot
avtég mov divovron amd tn BigChainDB yia tnv amobrkevomn Twv TAnpo@opLdv pe Stavepnpévo
tpomo. I'ivovton doxipég yia v eEakpifwon g cwotng AELTOLPYLNG TOL ATTOTEAECUATOS KOl
dropbwvovtor Tuxov AdOn oTo KOIKa.

3.6.3 Acgbtepn paon

YAomoteiton to dikaiwpa Yripov kot posting ywpig fees. Avtod yivetou pésw dvo contracts mwov
Ba Snpovpyovv dvo drapopetikd tokens (voting token, feeless token) ko Oa tar amodidovv oTov
EKAOTOTE YPNOTH TOL TPETEL VO TTAPEL TO SLKAUWHA. AVOTTTOGOETOL KOSLKOG TOL VO LAOTTOLEL
N drdikaoio Yngogpopiac. I'ivovtar dokipég yio Tnv e€akpifwon Tng cwotng Aettovpylag Tov
amoteAécpatog kot dopfadvovtal Tuxov Adbn oto KOdika. Xe auth T E&on 1 arddoct Twv
tokens Ba yivel xelpokivnTa yioe To 6Komo TNG dOKIUNG.

3.6.4 Tpitn &on

YAomoteitou éva cvoTNR tddoong epmiatoovvng (ZAIL). Avartbocovtal T contracts 7wov
elva amapaitnta yuo tn Aettovpyio Tov ZAIT kaBog kot yior tnv avtopatn amoddoor feeless token
otoug trusted xpnoteg. I'ivovtan dokipég yia tnv e€akpifwon Tng cwotng Aettovpyiog Tov aro-
TeAéopatog Kot dtopBodvovtat Tuxov Aabn oto kddka. E@dcov 1 epappoyr mepdoel 1o 6TadLo
TV Sokp®v eivor étown yix alpha deployment, eivor SnAadn étoyn yu xprion amd to kowvo,
LITOAELTOVTOL OPWG XAPAKTNPLOTIKA TTOL eivor Wiaitepa Bepitd aAAd OxL amapaitnTa yio T
Aertovpyiat.

3.6.5 Tétaptn @ion

Avamtocoeton 0 KOSKAG ToL (HovadlkoD) GUYKEVIPWTIKOD THAHKTOG TOU GUGTHHOTOS TO
ormoio avikeL 6to devTepo Koppdrtt - tov UAS: ‘Etol avtopatomoteiton 1 Stadikacio amddoong
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Twv token, mov otV mponyobpevn @daon éywve yepokivinta. I'ivovtor dokipég yio tnv e€akpi-
Bwon g cwothg Aettovpyiag tov amoteAéopatog Kot dtopBovovtal Tuxov Addn oto KOSLKa.
E@ocov 1 epappoyn mepdoel To 6TASL0 TV SOKIHOV eivar éTolun yio éva beta deployment, dote
va yivel o evpig éleyyxog amd pioe opddo dokipodv ko va opBei feedback yia tnv epmerpio
xpnoTm.

I o teAkd deployment Oo prropotoe va tebeil G 6TOXOG 1) KAT& TO dvVATOV pElWOT) TV
TEADV YLO T1) AELTOVPYLIO TNG TAATPOPHOAGC, VETTTUYHEVA XOLPOKTNPLOTIKA ETTLKOLVOVIOG OTTwG O0-
HNoN TV oLINTACEWV GE KATNYOPLES, TPOPLA XPNOTOV KL AAAX YAPAKTNPLOTIKA EVKOALXG X PT)-

orc.

3.7 ApXLTEKTOVIKN
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KepaAaro 4
YAomoinon epappoyng

4.1 XopakTnploTik® 1ov VAoTONONKaY
4.2 MebBodoAloyia vAomoinong
4.3 Texvoloyieg vAomoinong

4.4 ApYXLTEKTOVIKI] VAOTOLNGTG

To cVoTnpa VAOTTOLONKE YPTOLHOTOLOVTAS TO HOVTEAO QPXLTEKTOVIKNG TWV HIKpODITNpe-
owwv. To povtédo TV pikpoimnpecidv Pacileton 6TNV atodOUNGT TOV GUGTHHATOG O HIKPEG
Hovadeg, oL omoieg oLVEPYALOVTOL MOTE VA TPOGPEPOLY éva eviaio amotéAeopa. H mpooéyyion
avTh éxel TOAAG TAEOVEKTNHOTX G€ GCUYKPLOT He TNV avATTUEN poVOALOIK®OV e@appoydv . O Po-
olKOG AOYOG Yyl Tov omoio emtAéxOnKe 1 apxLTEKTOVIKT HLKPODTINPESLOV €lval 1) EVKOALQ TTOVL
TPOGPEPEL GTT YPTYOPT) AVATTTUEN KALVOUPLOV XAPAKTPLOTLKOV, TAVTOX POVA OO dLUPOPETIKA
HEAN piog opddoag, achyypova Kol XWPLg TNV avAYKN GLVEXNG EMKOLVOVING KoL GUVEVVONOTG
peta€d Touvg. Avtd oupfaivel emeldn k&be pépog tov cuoTnpatog (LTnpecia) eivot LTOVOHO Ko
1) AVOITTUET TOU elval SLOYWPLOHEVT) aItd TO LITOAOLTO GUOTNHA HE TO OTotlo eivorl adbvapa GuVv-
dedepévo (loosely coupled).

To cvotnpa cuvtiBeton atd Stapopeg Pk pobmn pecieg, KATOLES oo TIG 0TToleg arvarTTOXON KOV
oTO TAQLCLX AUTHG TNG EPYACLAG EVH GAAEG TtOTEAOVV dwpedv AOYLoHLKO avolyTol kadika. Ot
Hikpoimn peciec auTéc cuvoyilovral 6Tov TapaKk&Te mivaka (ivokag f.1).
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Miwkpodnnpeocia

Yovtoun meprypo@n - Avtikeipevo/XTox0g

Concordia Application

Concordia Contracts Migrator

Concordia Pinner
Concordia Contracts Provider
Ganache

Rendezvous Server

Ynnpeoia pe tnv omoiot aAANAemidpolv oL XproTEG.

Ynnpecia petapoptwong twv cvpPoArainwv (contracts) oto
blockchain.

Ynnpeoio kappLto®potog dedopévav.
Ynnpeoia Staporpacpod twv contract artifacts pécw HTTP.
Tomiko, Wiwtikd Ethereum blockchain.

Ynnpeoia edpeong OHOTIHOVY XPNOTOV.

Hivaxag 4.1: Z0vroun mweprypo@r vTNPECIOY CUCTHHIATOG.

Yt mAaiola TG epyaciog avartuxOnkayv emtiong dikpopa apOpdpaTa, KUPLwG pe TN Hopen
BpAobnkadv Javascript. Ta apBpopata xpnoiporotobvton otd TIG LIINPECieg Yo TNV emitevEn
TV enpPEPoug epyoctodv. H avamtugn tov Aoyiopikot ot Eexwplotd apBpopata emttpénel tnv
€OKOAT) ETTOVOY PTIGLHOTTOLNGT) TOU KOILKO KAODG KAl TOV S WPLOHO TV AUTOVOH®V THNHATWV
kdSukar. Taw apBpdparta cuvoyilovion otov mapakdte mivaka (rivakag f.7).

ApBpopa

Yovtoun meprypo@n - Avtikeipevo/E10x0g

ApBpwpa concordia-shared
ApbBpwpa concordia-contracts

ApBpwpa eth-identity-provider
ApBpwpa drizzle

ApbBpwpa breeze

Xprowa epyodeio kot 6Tofepég GLGTHRATOC.
MetayhodtTion twv contracts kot dixBeomn Twv artifacts.

Anpovpyio povadikoD avoyvepLloTikoD X prjoTh yio T fao
OrbitDB.

BeATIOHEVT) TPOYPAUHATIOTIKT] OLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain.

BeAtiwpévn mpoypoppatiotikn demagn xpnong g Paong
OrbitDB.

Mivakag 4.2: Xvvroun mepiypagr apOpwpdtwv cvoTiiaTo.

To apBpopata kat oL vnpecieg Oa mepLlypaolv oe peyohbTepn OVAALGT) GT ETOUEVX KE-
pdAoua. ETo mapakdte oxfipa (oxripe f.1) gaiveTon ) GUVOALKH ApYITEKTOVIKY TOL CUGTHHATOC.
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concordia-shared @ geployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e

breeze

© © © © ©

e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zynpa 4.1: Aicypoipar ap)ITeKTOVIKIG CUOTHUATOS

441 Apbpopata

270 KePAAOLo aLTO B TTEPLYPOPOVV e peyardbTepn AemTopépela Ta opOpodpaTa Tov avattid-
xOnkov.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipAoOnin xprioywv epyoreinv kot otabepov.
Ed mepiéxeton OA0 TO AOYLOHLKO TO 0TTol0 TTPETteL 1) eivor eOVUNTO VoL GUUTTEPLPEPETAUL [IE TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS YL Topadetypa péBodoL TapapeTPoTOinoNG TV LITN-
peotdv kot péBodot kataypaeng (logging). To dpbpwpa avtd xpnoonoteitor otd o dpbpwpa
concordia-contracts kaBog ko amod Tig vinpecieg Concordia Application, Concordia Pinner kot
Concordia Contracts Provider.

To apBpwpa avtod yivetar diabéoipio yio xprion pe tn poper) tomikng PtpAtodnkng pe T xprion
™G PLpAtoBnKng Srayeipiong povadikod aobetnpiov kdSika (monorepo) lerna.
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ApOpwpa concordia-contracts

To &pBpowpa avtd emitedel dvo evépyeleg. Apyika, eival 1o dpBpwpa 6to omoio avorttio-
ocovTal Ta contracts Tov ypnoipomoovvTal artd TN e@oppoyr. To apBpwpo avtd avoropPavet
TN HETAYADTTION TV contracts omd k®dika yAdooag Solidity, otnv katdAAnAn telkn popen
JSON. IMapéxovton emiong oevapia evepyelov (scripts) wote T contracts vo petagpoptwboiv oe
blockchain xabmg kot otnv vnpecio Concordia Contracts Provider. Aotelet emtiong PLfAtodnkn
1) OTTOLOL HETA TT) HETAYADTTLOT Kotl HETOPOPTWwOT) TV contracts oe blockchain mapéyel ta contract
artifacts. Xpnowomoteiton amd tig vnpecieg Concordia Application kot Concordia Pinner.

To apBpwpo oavtd yivetan dabéoipo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g PLpALoOnKng Srayeipiong monorepo lerna.

ApOpwpa eth-identity-provider

H Aettovpyia tng faon OrbitDB amattei tn dnpiovpyio evog povadikol avayvwplotikol xph-
otn (identity). Tl tnv edkoAn e€arywyr] evOg avayvwpLloTikod YprioTh TO 0Toio va eivat Pev po-
vodLkO oA va elvar SuvaTOG 0 ETOVLTTOAOYLOHOG, XpNotpootinke o suVOLAGHOG TNG dtevBuV-
ong tov xpriotn oto diktvo Ethereum pe tn StevBvvon tov Pacikod contract wov xpnoyomolei 1
epappoyn. O VITOAOYLIGHOG TOL GLVSVAGHOD ATOL LAOTTOLELTOL CTTO AVTO TO GpPOpwpa.

To apBpwpa avtd yiveton dtabéoipo yix xpromn pe tn popen PtpAobrikng péow tov amobetn-
piov Aoylopikod npm.

ApBpwpa drizzle

To apBpwpa drizzle mov xpnopomoteitoan otnv vanpecioc Concordia Application eivan pio
tpomomotnpévn ékdoomn tng Javascript BipAtoOrning Drizzle mov mtpoc@épetal and n covita ep-
yoreiwv Truffle. H tpomomoinpévn PipAiobrkn avarrtiyOnke ota mAaicia tng SUTAOHOTIKNG e
oto)0 TN dtevkdAvvor tng xprong tov Drizle ko tnv emdopOwon mpoPANpHATIKOV onpeiwy TNG
TPWTOTLTNG PBLpALoONKNC.

To &pBpwpa drizzle vAomolel TIG TPOYPAUPATIOTIKEG SLETOUPEG HECK TWV OTOLWV TPALYHA-
Tomoleiton 1) emikovwvia tng epappoyng pe to blockchain. Ta Tnv emitevén tng emucowvwviag
avtng, n PPAodnkn xpnopomotel tn cvAroyn PipAiodnkwv web3.js n omoio aotedel Tov mLo
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwTIKéS eQoppOYES.

To &pBpwpa avtod yiveton dabéoipo yio xpriom pe tn popen PipAtodnkng pécw Tov amobetn-
pilov Aoylopikod npm.

ApOpwpa breeze

To &pBpwpo avtd amotelet pio PLpAtodnKn wepiPAnpa (wrapper) tng frpAtobrkng OrbitDB. H
OrbitDB eivou pia BtpAtoOnkn 1 omola TpocPEpeL TIG ATAPALTNTES TPOYPAUHATIOTLKES OLETTAPEG
yla i xprion g Paong dedopévwv pe to do dvopa. Mésa oo tn xpnomn tov PipAtodnkodv mov
npocpépovtot amd To IPFS yia tnv amtobrjkevon dedopévwv, 1 OrbitDB katagépvel va vAomoinoet
pio amokevTpwpévn Paon dedopévov.

To &pBpwpa breeze kavel xprion tng PLpAtodnKkng OrbitDB, tpocpépel ¥GTOGO GUYKEKPLUEVEG
TPOYPOAPHATIOTIKEG OLETOUPEG TTOV DLEVKOADVOLY TOGO TNV TapapeTpomoinot g Pdong 6co Kot
TN XPNOT TNG, EVO OTTWG Kot 6To apBpwpa drizzle to dpBpwpa breeze avorapfavel va dropBooet
oplopéva poPAnpata g TpwtodTLTNG PLALodrKNC.

To apBpwpa avtd yiveton dabéoipo yix xpron pe tn popen PLpAobrikng péow tov amobetn-
piov Aoyiopikod npm.
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4.4.2 Concordia Application

ITeprypoaen - XtoéX0L LINPECioG

H epoappoyn Concordia (Concordia Application) exBétel Tig ypapikég Siemaéc péow TV
omolwv OAANAETIOPODV OL YprioTEG Pe TO GVOTNHX. ATtoTedel TOV dlotLAO ETTLKOLVOVIAG TOV TEAL-
koU xpriotn pe to blockchain ko pe t Béon OrbitDB. H apyitektovikr tng vmnpeciog gaivetot
oto oyfpa f.d Méow g epappoyric Concordia ot xprioTeg propotv va:

« mepinynBovv ko drffdoovv To mEPLEXOHEVO TNG TAXATPOPHAG
+ dnpLovpYNoOLY AoyapLacHO XpHoTn

+ ONHOGLEDGOLV KAl TPOTTOTOLGOVY TTPOCWILKEG TOVG TTANPOPOpieg OTTwS 1) Tomobeoia kot
1 ELKOVAL TTPOPIA

« dnpovpynoovv Bépata (topics)
« dnpovpynoovv Yneogopieg (polls), kabahg kot va Yneioovv ce avtég
+ JNHLOLPYNCOLY KAl TPOTTOTOLGOLY PN VUHT (posts)

« vrtepymeicovv (up-vote) 1 katayneicovv (down-vote) pnvopato AAAWY XpPNOTOV

H vnnpecio amoteleiton omd kodika ypoppévo oe Javascript o omoiog yiveton Stabéoipog
O0TOVG TEALKOUG XPHOTEG e TN Hopen epoppoyng Stadiktdov (web application) pécw evog dia-
koptoth (server). [Tapodo mov 1 vINpPecia TPOCPEPEL TN YPOPLKY SLEmapr) XprjoTn HOVO oTHV
ayyAlkn YAoooa, éxel mapopetpomonfel wote va elvat duvath 1) eDKOAN HETAYADTTLON TNG X -
pig TNV aVAYKT) TTPAYHOTOTTON GG HEYAAW®V OAAXYDV GTOV KOOLKA.

Xpnowomoteitar 1 PLpAtodnkn React yior tnv opydvwon kot avamtugn Tov cuvOETIKOV TUN-
patwv (components) Tov ypagikod meptBdAlovtog. Ta o ypagikd mepipaiiov yivetor xpron
touv framework tng Semantic UL Xpnowpomoteiton 1 ftpAioBrikn Redux yia tn Sroyeipion kotd-
oTaoNG NG eQappoyng (state management), kabmg kot 1 PiAtodnkn Redux-Saga yiox tn Soyei-
pLoT aoOYXpPoveV TopaTAevpwy evepyeldv (side-effects) oe éva ocvotnpa faciopévo oe cupPa-
vta (event-based). AA\eg BipAobrikeg xpnopomotodvTal yior Stpopo PEPT) TNG LITNPEGLAG, EVED
XPTOLHOTOLODVTOL ETOTG T POPOUATAL TOV TEPLYPAPNKAV TPONYOLHEVWS YIX TNV ETITEVEN
Srpopetik®dv 6To)wV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtewy propet vo Ppe-
Oel oTOV KOJLKA TNG LTI PECLNG OTO TAPAPTIHCL.
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Com_racts
Provider

concordia-shared

concordia-contracts

User
eth-identity-provider

© & © ©

drizzle — ° Ethereum

@ breeze —_— ° OrbitDB

Zynpa 4.2: Apyitextoviktj vrnpeciog Concordia Application

I ™ Aewtovpyia tng vanpesio Concordia Application eivar amapaitnTo Tor avTikeipevo
(artifacts) Tov TPOKVITOLY ATO TN HETAYADTTION TWV contracts Kot Tn HeTAPOPTWOT/dNpHoCi-
evot) toug oto blockchain. I v elcaywyn Twv artifacts otnv venpecia éxovv avartuyBel dvo
péBodot.

H mpddytn pébodog eivat 1) HETOYADTTION KOL HETAPOPTWOT) TV contracts mpLv Tnv mapaywyn
TOUL TTAtKETOL AOYLOHLKOV TNG LN peciag yio teAlkt] xprion (production build). Me awtd Tov TpdmO
n vnpecia O éxel TpocPaocn ota artifacts péow g PiPAodnikng mov mapdayetal amd To &p-
Opwpoa concordia-contracts. Avtr 1) pé00d0g €xel TO PELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) “déveton” pe dmow cvykekpyiévn ékdoomn Twv contracts eivon StaBéoiun kot
TN dnpovpyla ToL TakéTov. AUTO onpaivel OTL oe evOEXOUEVT) EVIHEPWOT) TwV contracts mpémel
ovaykaoTikd vo dnpovpynBet kat véa €xdoon Tov makéTov Aoyioptko? tng vanpeciag Concordia
Application.

T TV amouyn Tov Tapartdve TpoPAnpatog avertixOnke n devtepn péBodog TpocKoOL-
ong Twv contract artifacts, n onola eivor  Ayn tovg (download) atd pice GAAn tomobeoio oTo
dradikTvo. e awtr) TN péBodo, 1 epappoyn katd tnv ekkivnon tng mpaypatomotel évoa HTTP ad-
tnpo (HTTP request) oe dtevBvuvon 1 omoia diveton wg petofAntr mepipdArlovtog (environment
variable). H amavtnon tov aitrpatog avopéveton va mepiéxel ta artifacts wote n epappoyn va
TOL XPT)CUYLOTTOLCEL.

Awavopn

H vnnpecio Concordia Application moxetdpetar pali pe Tov diokoplotn nginx ko yiveton
Srabéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd tnv ektélecn tng elkOVag oL XprjoTeg PTopovy pécw petaPAntodv mepipdiilovtog va opi-
OOLV TTAPAPETPOVGS TNG EKTEAEGTIG OTTWG 1) dtevBLVET Tov e€umnpetntr (host location) tng epoap-
poyng kot oL Torobecieg Twv vinpesidv Rendezvous Server ko Contracts Provider.
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4.4.3 Concordia Contracts Migrator

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio avtn) amotedeiton omd évor ekTeEAEGLLO TTPOYPOHUA YPOUHUNG EVTOADV PaCLOpHEVO
610 &pBpwpa concordia-contracts ov avadvOnKe ot Tponyodpevo kepdhato (kepdhoto .4.1).
To mpoypappa, KaTd TNV eKTEAEST] TOV, PeTAYAWTTICEL Tar contracts Ko €TTELTA TOL HETAPOPTAOVEL
oto blockchain to omoio eivo opiopévo pe xprion petafAntodv mepipdArovtog. Télog, av ot ka-
TaAANAeg peTaPAnTég meplPAALOVTOG eivorl OPLOUEVES, TO TPOYPOHIA HETOPOPTOVEL TAL TEALKA
artifacts oe amoBetrpro Concordia Contracts Provider. H apyLtektovikn ng vmnpeciog goivetot
670 mapakdTe oxfipa (oxipa i.3).

@ I o Ethereum
— ° gont_r;lcts
@ concordia-shared roviaer

@ concordia-contracts

Zynpa 4.3: Apyirextovikyj vrnpeciog Concordia Contracts Migrator

Awavopn

H vrnpeoio avtr yiveton Stabéoun yix xpron wg docker image péow tov amobetnpiov e1ko-
vwv dockerhub. Ot yprioteg propovv ypnotpomoidvtag petafAntég meptpdAilovtog va adA&Eovv
n StevBuvon tou blockchain kot tnv tomobesio tng vnpesiag Contracts Provider otnv omoio
To TPOYpoppa Oa petapoptmdael Ta contracts ko ta artifacts.

4.4.4 Concordia Pinner

Ileprypaen - Xto6x0L vINPECiog

H vrnpeoio xappitoopatog nepiexopévou (Concordia Pinner) amotedel pia epappoyn tep-
patikov (temrinal application/cmd application) 1) omoia oToyevel 670 Kappitowpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vrnpecia eivar ypoppévn
otn YAOooa npoypoppaticpot Javascript. H apyitextovikn tng vmnpeciog @aivetal To oXnpo
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Contracts
e Provider

— o OrhitDB
@ concordia-shared

@ concordia-contracts > ° Ethereum

@ eth-identity-provider

Zynua 4.4: Apyitekroviktj vnpeoiag Concordia Pinner

H vrnpeoia avtr viomowOnke yia va eyyvnBel n diabeoipdtnta Tov meplexopévov Tov ou-
oThpatog tov atobnkevetan oto IPES (titAol Oepdtwv, mepiexopevo pnvopdtov kot dAla). Adyw
Tov TpOTOL Aettovpyiag Tov IPFS, o meplexopevo mov avapTodV oL XPr)oTES TTPETTEL VO KAPPLTC K-
VETOL ATTO AAAOVG XPT|OTES 1) AUTOVOHES EPAPHOYES, OTTWG 1 Lt pecio Concordia Pinner, ®ote va
etvor draBéayo. Av to meprexopevo dev kap@prtowbet, Tote Oa eivar Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO atd TOV/TN dNpLovpyo, £TL av avTOG/aLTH dev elval evepyog/evepyn oo dikTvo,
To mepLeyOpevo Ba eivar advvato va Ppebet.

H vrnpecio cuvdéetar oto blockchain oo dmov mapakorovbel Tnv katdoTaon TOL CLOTH-
patog ko “okovel” yia véoug yprioteg, Oépata kou pnvopato. H vnpecio ovvdéeton entiong oto
IPFS, étot 0tav dnpiovpynOel véo meplexOpevo 6To GVGTNHA TO KAPPLTGHOVEL ALTOHATA. Me avTo
TOV TPOTO, SLXTNPOVTAS TNV LINpecio mavTa Stabéon, yia Tapadetypo eKTEAOVTOG T OF TTe-
pipérrov Srokopoth (server), SrafePardveton 1 StabeoipdotnTor TOL TEPLEYOPEVOU.

Awavopn

H vrnpecia avtr yivetou dtabéoun yio xpron wg docker image pécw tov amobetnpiov et-
kovwv dockerhub. Katda tnv extéleon tng elkovog ot xprioTeg Htopolv pécw PeTaANTOV mept-
BaAlovtog va opicouvv mapapétpoug g v peciog 6mwg tn dtevbuvon tov e€vmnpetntn (host
location), Tn dievBuvvon tov blockchain, Tig Stadpopég amobrikevong twv dedopévwv 6To cvoTNH
Ko Tig tomobeoieg Twv vnpeotwv Rendezvous Server ko Contracts Provider.

4.4.5 Concordia Contracts Provider

IIeprypaen - Xto6X0L LIINPECiOG

H vrnpeoia Contracts Provider crotelei pio fonOnrikr) venpeocio n omoio vAomotei éva amtdd
amoBfetnplo yia Tt contract artifacts. Eival ypoppévn oe Javascript ko StoBéter Sbo HTTP end-
points, éva yia tn petapoptwon (upload) twv artifacts Tpog tnv vinpecio kot éva yioe T A
(download) amd tnv vinpesio. H vanpecio vtootnpilel emiong tnv emoOvaym eTIKETOV 6T
artifacts, 6mwg n ékdoon (version) 1 to kAadi avamtuEng (branch, yuo moapdderypo master/de-
velop). H apyitektovikn Tng vinpesiog gaivetar to oxfpa .5,
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———eeeHTTP Upload—

=HTTP Download=—————"

@ concordia-shared

Zynpe 4.5: Apyitexroviky vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowomnoteitat o pio tpocmadeia amoctivéeong g Paciknig epopproyng Tov
vAomotet 1) venpecia Concordia Application oo pio cvykekpévn ékdoot twv contracts. O Ao-
yoL 7Tov avtd eivar emlBupnTd avorttOxOnkav otnv meprypagr tng vanpeciog Concordia Appli-
cation (kepdharo f.4.9). Qotéc0o, 1 vnpesia Contracts Provider amoteAei onpeio kevrpormoin-
OMG TOL GUOGTHHATOG, Yot TO AOYo awTd Bewpeital Tpocwpivyy Abon 1 omoia B propovce vo
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTaPOpTwoT) TV artifacts oto IPFS kot o
Stopolpacog Tovg amd exel.

Awavopn

H vrnpecia autn yiveton dtabéopun yua xprion wg docker image pécw tov amoBetnpiov et-
kovwv dockerhub. Ot xprjoteg popodv xpnotpomotwvrag petafAntég meptdArlovtog v alAd-
Eouv TTapapETPOUG TNG EKTEAEGTG OTTWG 1) SLAdPOT) ATTOONKEVLOTG TWV HETAPOPTWHEV®V contract
artifacts.

4.4.6 Ganache

ITeprypaen - X1ox01 vinpeciag

H vnnpecio Ganache osrotelel pioe e@oppoyrn teppatikov n omolia eivo péPog tng dwpedv
covitag avolytov Aoylopikov Truffle. H epappoyn dnpovpyel éva tomiko, biwtikd blockchain
T0 omoio akoAovbel To mpoTumo tov Ethereum. Entiong, n epappoyr dpa wg minner oo diktvo,
drexmepatdvovTag OAeg TIG CLVAAAXYES.

Awarvopn

T T xprion g vanpeciag avtnig avortyyOnke pio véa etcova docker mov Paciletar otnv
emtionpun etkova Tov Sratifetan ad T covita Kot TPosOETEL pHePLKES X PTIOULEG AELTOVPYLKOTNTEG
OMWG 1) SLVATOTNTA ATOKAALYNG TV KAEWL®OV OV dnpovpyovvTaL katd Tnv ektédeon. H vmn-
pecia yiveton Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdvwv dockerhub.
H ewcova mopéyel tn duvatdTnTo TPOTOTOLNONG TOV TUPAPETPOV EKTEAECTG HE XPNOT) HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAAEOLV TOV apLlOpd TV
Aoyopracpdv mov B dnpiovpynBotv, to Tocd tov Ether mov Ba AdPet k&Be Aoyapraopog kabang
Kot GAAeg petaPAnTEG.
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4.4.7 Rendezvous Server

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio Rendezvous Server amotelel dwpedv AoyLopLkd avolyTod KOdLka To omolo xpn-
owomouOnke (axAA& dev avamtvxOnke) ota TAaicr TNG SUTAWHATIKAG KL LAOTTOLEL TO TTPW-
TOKOAAO rendezvous yia TV e0pect) OPOTIHWV XpNoTeV (peers). H vnpecia eivon amapaitntn
ytoe T Aertovpyia Tov IPFS, wote oL opdTIpOL XprioTeg (peers) vor LItopoldV var avarKaADYouV Tig
devBivoelg TV LITOAOTTWVY XPNOTOV TOL SLKTLOV.

Awavopn

H vnnpecia avtn eival dtabéoin yiox xprion ammd toug dnpiovpyovs TngG TO60 WG EPAPHOYT
péow Tov amobetnpiov Aoyloptkob npm aAAG kot wg docker image pécw tov amobetnpiov eiko-
vwv dockerhub.

4.4.8 Awacvdeon vINPECLOV

2TO HOVTEAO TV HLIKPODTNPECLOV, Paoikd YApAKTNPLOTIKO elval 1) emkovwvia Tov Eexm-
PLOTOV LINPECLOV KL 1] AVTOAAQYT] HIVUHATOV YO TNV €TLTEVEN TOV AELTOLPYLKOTHTWOV TOUL
CUGTHHATOGC. Xe aLTO TO ke@aiato Ba avadvBel o TpoTOG e ToV omoio oL pikpobmnpecieg emikotl-
VVoLV PeTatED Toug Kab®g KAt 1) UGT) KL TO TTEPLEXOHEVO TWV UIVUHATWV TTOV AVTAAAXLGOLV.

Y10 mapakdte oxfpa (oxfipa f.6) paiveton o ypagog mov omtikomotei Ta kavéhio emtkotveo-
viog peto€d TV pkpodnnpeciov, Kabog KoL To KOVAALA ETLKOLVOVIOG TV HIKPODTINPECLOV e

to blockchain.

o — O

o T L
low Higo LI

Xy 4.6: Tpd@og OnTIKOTOMOoNG TWV KAVAALDV ETIKOLVWVIOG TWV HKPOUTHPECLOV

o

Ed& avalbetou n emikovwvia k&Be pucpoimnpeciag:

+ Contracts Migrator: 1 vnnpecio ektelel aitnpo HTTP katd tnv petagpoptwon twv con-
tracts oto Ethereum blockchain, emiong extedel aitnpo HTTP yix tnv petapoptwon twv
contract artifacts otnv vrnpecio Contracts Provider

+ Concordia Application: n vnpecio exteAel aitnpo HTTP yio tnv Ajym twv contract ar-
tifacts ano tnv vmnpecia Contracts Provider, exteAel outnpata HTTP yio tnv Sievépyeia
ovvalaydv oto Ethereum blockchain ko tédog dnpiovpyet kavadt UDP emikotvoviog
pe tnv vrnpecia Rendezvous Server yia tnv avakdAvymn opdtipev xpnotov (peers) oto
dixtvo IPFS

« Pinner: n vnnpeoio extedel aitnpo HTTP yux tnv Ajym tov contract artifacts amtd v
vninpecio Contracts Provider, extelel cutrjpato HTTP yix tnv avavéwon kot mopatripnon
NG katdotoong tov contract 6to Ethereum blockchain ko téAog dnpovpyet koevadr UDP
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emkovwviag pe tnv vrnpecio Rendezvous Server yio tnv avoakdAvyn peers oto dikTvo
IPFS

« Rendezvous Server: n vnpecia diatnpet avorytd kavaiio UDP emikovaviog pe Tovg opo-
TLIHOVG XPNOTEG HEGM TWV OTTOLWV EVIHEPDOVEL TNV AMOTH TV SHBESILWV, EVEPYDOV XPNOTOV

+ Contracts Provider: n vnnpecio dev vmokivel kopia emikovwvia Tapd HOVO amavtd oe
QUTHHOTA ETLKOLVOVIt td GAAAES LTI PETLEG

4.4.9 Pon mAnpogopiag

210 Ke@dhato avto B avadvBei ) por) Tng TANpogoping 6to st AdOY® TV TOAXTAGV
LTI PECLOV, TNG KATATUNGNG TNV TANPOPOPLAG KL TV SLUPOPETIKOV ONelwV amodnkeveng g,
1 por} TNG TANPOPOpPLag 6TO CVGTNHX XkoAoVOEL Evar GXETIKA TEPITTAOKO HOVOTIATL (G€ GXEOT e
KAXGOLKEG, HOVOAOLKES, KEVTPOTTOLNUEVES EPUPHOYEQ).

Apyika Ba yiver avagopa ot Sadikacio amodnkevong twv véwv mAnpogopiov. H pova-
dkn) TNy Topoywyns 8eSopEVEY 0TO GUGTNHA £LVal OL XPHOTES KL KAT ETEKTUCT) 1) LTTNPECLQ
Concordia Application, epocov eival 1 povadikr] vanpecio pe Tnv ool avtol AAANAeTLSpOLV.
To dedopéva ov dnptovpyodv oL xproteg (TAnpopopieg xpnoTav, Tithot Oepdtwy Kot mepLexo-
HEVO unvupatwv) katatpnlovtot tpy amobnkevtovv. H mAnpogopio mov elodyeton 6T0 c0G TN
kotatpniletot oe dvo pépn. Eto blockchain amoBnkedeton évag deiktng mpog ta dedopéva, eved To
mpoypotikd dedopéva amoBnievovron otn Pfaon OrbitDB. O deiktng ektdg od TNV dpeon xprnot-
HOTNTO OTNV e0PECT) TV deSOUEVOV, TTAPEXEL KOL TNV EUUECT) AELTOLPYLKOTN T TNG OMpLovpyiog
ATOPALTNTOV HETADOHEVOV OTTWG 0 aPlOpOG TV OEPATOV GTO GOGTNHA 1] TOV HIVUHATWV € VOl
Oépo.

Ao TNV TAELPA TNG EVPEST) TV TANPOPOPLOY GTO GUOTNHA, 1) POT) elvorl wg e€ENG. ApyLKQ,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopévar.
‘Enerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote Xprotn 1 ortd
kéorolov Pinner.

Téhog, mapakdTm divetal éva Tapadelypa ELoaYwYNG TANPOPOPLOG GTO CUGTNHA KOL ETTELTOL
avaKTNoNG NG WSag TANpoPoping.

Eotw, yxprotng mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
Oépatog Ko To TEPLEXOHEVO TOV TTPAOTOL PNVOHATOC. Metadedopéva Tng dnpiovpylag eival 1 Siev-
Buvor Tov/tng dnpovpyot Tov Bépartog. I TNV amobrikevon Tov Bépatog 6To choTNHA dNpovp-
yeltan mpota cvvaliayn oto blockchain wote va dnpovpynBOel pice véa eyypapn otov mivoko
tov Oepdtov. H eyypagn avtr dev mepiéyel timota mopd povo tn dievbuven tov/tng dnpovp-
you xpnotn. Av 1 cuvoddayn eiva emtuxnc, Bo emtoTpogel 0 avEwv aplBpodg tov véouv Bépartog.
‘Eneita, otnv npocwmikt Baon OrbitDB tov/tng xprjotn kot otov ivaka Towv Bepdtwv Oo mpo-
otebel eyypapn pe avoyvoplotikd tov adéwv aplBpd tov Bépatog 6mov o amobnkevtovv TaL
Sedopéva Tov TiTAOL Ko TPGTOL PNVipATOC. ETo oyfpa k.7 mapovsidletar ypagikd i Siaduka-
ola.
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Topic creation
transaction completed
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Save topic data
‘ _________________________________ Smmmmmmmmonoood
Topic data saved
_____________________ |
Topic created .
\
|
|
\
|
\

Zynipa 4.7: Aidypaupe axodovBiag Snuovpyiag Oéuarog

Eotw, xpnotng mov embupei va SiaPdoer To ponyodpevo prjvopa. Apxikd, mpémet vo dio-
BaoTtel o wivakag Bepdtwv and to blockchain. H mAnpogopio avtr) epmdovtieton amd ta dedo-
péva Tov k&Be Bépartog, Ta omola avakTOVToL otd TIG Tpoocwikés Paoelg Orbit k&Be xprotn.
‘Emerta, epdoov to Oépa Ppedei ko 0 ad€wv aplBpodg tov eivar yvwotog, mpémel va Stafactodv
oo 1o blockchain ta petadopéva twv pnvopdtwyv tov Bépatog kot cuykekpipéva 1 Stevbvvoelg
TV dNpLovpy®v Tovg. TéAog, péow tov IPFS mpémel va yivel avtiypogr] Twv Tpocwmikdv fhoewmy
TV SMULOLPY®V TOL K&Oe pnvipatog kot va avalntnBovv oe auTég Ta eKAGTOTE PNVOPATO. 2TO
OoXNHa @ QOUVETOL TO JLALYPOPHO POTIG TNG TTANPOPOPLAS KATA TNV AVAKTNOT) TTANPOPOPLOV ATTO
TO GUCTNHCL.
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Xy 4.8: Aidypappa axolovliag evpeons kar avaktnong éuarog
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